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PykoBoacTBo no akcnnyartauun WEP-1L

1 BeBegeHune

1.1 AHHOTaumA

CoBpeMEHHbIE TEHAEHLMMN Pa3BUTKSA CBS3W AUKTYIOT onepaTopaM HeobxoAMMOCTb Noucka Havbonee
ONTVMasIbHbIX TEXHO/IOTWIA, NO3BO/IALLMX YAOBIETBOPUTL CTPEMUTE/ILHO BO3pacTatoLLe NOTPE6GHOCTH
abOHEHTOB, COXPaHssA NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLLECCOB, TMOKOCTb PA3BUTUSI U COKpaLLeHme
3aTpaT Ha npeAocTaB/ieHre pas/IMYHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMNOMMM BCe 60/bLUE HAGUpatoT
060pOThbl, U K JaHHOMY MOMEHTY OHU 3a KOPOTKOE BPEMSI MPOLL/IN OFPOMHbINV MyTb OT HECTAOWBHBLIX
HWU3KOCKOPOCTHBIX CEeTell CBSA3N Masioro paauyca ao ceteii LM/, conocTaBiMbIX NO CKOPOCTM C NPOBOAHbLIMM
ceTaAMM 1 06/1a4aKLWMNX BbICOKMMU KPUTEPUSIMU K KQUECTBY NPeaoCTaB/IEHNS YCYT.

OcHOBHbIM NMpefHa3sHaveHnem yctpoictea WEP-1L aBnseTcs co3gaHne 6ecnpoBOfHON ceTun nepegayu
AaHHbIX L2-ypoBHS Ha CTbike ¢ npoBoaHoi ceTbio. WEP-1L nogkntoyaeTcs K NPOBOAHON ceTn yepes
10/100/1000M Ethernet-uHTepdieiic 1 ¢ NOMOLLbIO CBOMX pagnonHTepdieincoB co3faeT 6ecrnpoBoHOW
BbICOKOCKOPOCTHOM [OCTYN AN YCTPOMCTB, NoAaepxmBatomx texHonoruio Wi-Fi B gnanasone 2.4 n 51w,

B HacTosLEM PyKOBOACTBE MO 3KCMyaTaummn N3/I0XKEHbI Ha3HAYEeHNE, OCHOBHbIE TEXHUYECKME
XapaKTePUCTUKIN, KOHCTPYKTUBHOE UCMOSTHEHWE, NpaBuia 6e30nacHol aKcnayaTauum yCTpoicTBa, a Takke
pekoMeHAaLMM No ero yCTaHOBKE U HACcTPOIiKe.

1.2 YcnoBHble 0603HaYeHns

MNpumeyaHua n npegynpexaeHus

© MpumeuaHus copepaT BaxHYH0 MHGOPMALMIO, COBEThI MM PEKOMEH/ALMN MO UCMO/b30BaHMIO 1
HaCTpolike yCcTponcTaa.

@ MpepynpexaeHnst MHOPMUPYIOT NOML30BATESNSA O CUTYaLMAX, KOTOPble MOTYT HaHEeCTU Bpes,
YCTPOWACTBY WV YE/TOBEKY, MPUBECTU K HEKOPPEKTHOI paboTe yCTPoiicTBa UK NOTepe AaHHbIX.




PykoBoacTBo no akcnnyartauun WEP-1L

2 OnucaHue n3aenus

2.1 Ha3HauyeHue

[na BO3MOXHOCTU NpefocTaB/ieHnsa A0CTyna nosib3oBaTe el K BbICOKOCKOPOCTHOM 6e30nacHoi ceTu
paspaboTaHa 6ecnpoBogHas Touka goctyna WEP-1L.

YCTPOWCTBO COAEPXMUT ABa paanonHTepderica Ans opraHusaummn aByxX U3nNYecknx 6ecnpoBOfHbIX CETE.

WEP-1L nogaepxusaeT coBpeMeHHble TpeboBaHNS K Ka4eCTBY CEPBMCOB U NO3BONSET NepegasaTtb Hanbonee
BaXXHbI Tpadmk B 60s1ee NPUOPUTETHLIX OYepPeaX N0 CPpaBHEHUIO € 06bIYHBbIM. [propuTH3aums
obecneunBaeTcs cneayrowmmm TexHonormsmm QoS: CoS (cneunanbHble meTky B none VLAN-naketa) n ToS
(meTkun B none IP-nakeTa). PyHKUMOHaN co3ganms npaeui ACL n noaaepxka weinvHra Tpadgmka Ha Kaxaom
VAP no3sonisieT B NOSIHOW Mepe ynpasnisaTb AOCTYNOM, KAYECTBOM CEPBUCOB M OrpaHNYeHUsIMUN Kak A/15 BCeX
abOHEHTOB, Tak 1 A/19 KaXA0ro B YaCTHOCTW.

Yctpoiicteo WEP-1L npegHasHa4yeHo 4/15 UICNONb30BaHNs B Ma/lIoHarpy)XXeHHbIX CeTAX ¢ He60NbLUNM
KO/IMYECTBOM K/IMEHTOB U OPUEHTMPOBAHO Ha YCTAHOBKY B odonce 1av He6o/bLLIOM huimane opraHusauum.
BO3MOXHOCTb CO3aHUs BUPTYa/lbHbIX TOYEK AOCTYNa C pas/IMyHbIMU TUNamu LWndpoBaHna no3sosseT
pasrpaHnyMBath npasa [0CTyna Mexay 00blYHbIMW NONb30BaTENSAMMU U BblAENIEHHbIMU rpynnamm
nosb3oBaresie.

2.2 XapaKTepuCTUKK YCTPOMCTBa
Numepagbelicnbi:

* 1 nopt Ethernet 10/100/1000BASE-T (RJ-45);
e Wi-Fi 2.4 Ty IEEE 802.11b/g/n;
e Wi-Fi 51Ty IEEE 802.11a/n/ac.

PyHKYyuu:
Bo3moxxHocmu WLAN:

e nogaepxka ctaHaaptos IEEE 802.11a/b/g/n/ac;

e noaaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

e arperauus AaHHblx, Bkatovass A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NSIaHNPOBaHNe nakeToB Ha ocHose WMM,;
* N30N5UKNA aboOHEHTOB B Npeaenax ogHoro VAP;

* aBTOBbLIOOP KaHanNa;

* [VHaMu4eckuii BbIGop yactoTbl (DFS);

e nogaepxka ckpbiToro SSID;

e 14 BUpTyaNbHbIX TOYEK AOCTYNa;

e 0OHapyxeHne CTOPOHHUX TOYEK [OCTYNa;

e CrekTpoaHam3aTop;

e nogaepxka APSD.

Cemesble thyHKYUU:

e aBTOMaTM4eCKoe coryiacoBaHue CKOpPOoCTH, AYNIEKCHOIO pexuma 1 nepeknodeHns mexay MDI n MDI-X;
 noaaepxka VLAN (Access, Trunk, General);

e DHCP-knneHT;

e nogaepxka GRE;

e nogaepxka GRE over IPsec;

® BO3MOXHOCTb Nnepefayn aboHEeHTCKOro Tpadiuka BHe TyHHeseld;

e nogaepxka ACL;

e nogaepxka NTP;

e nogaepxka Syslog;

e nogaepxka IPve6;
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e nogaepxka LLDP.
®dyHkyuu QoS:

* NpPYOPUTET U NJIaHNPOBaHME NakeToB Ha OCHOBE Npodnner;

e OrpaHu4YyeHne NpPonyckHON cnocobHoCTM ansa kaxaoro VAP,

e OrpaHMyeHne NPornyckHOW CNOCOGHOCTN 15 KaXKA0ro KNEHTa,;
¢ 13MeHeHue napametpos WMM.

be3onacHocms:

LleHTpanim3oBaHHasn aBTopusaums yepe3 RADIUS-cepsep (802.1X WPA/WPA?2 Enterprise);
wncpposaHue gaHHbix WPA/WPA2;

noagepxka Captive Portal;

aBTopm3aunsa yepes RADIUS-cepBep npu BXxoAe Ha yCTPOWCTBO.

Ha pucyHke 1 npuBefeHa cxema npumeHeHus o6opyposaHna WEP-TL.

’ﬁﬁ APM

% ' :i? oneparopa

Cepsep

DHCP, RADIUS

PucyHok 1 — ®yHKUMOHaNbHaA cxemMa ncnosb3osaHnsa WEP-1L
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2.3 TexHuuyeckue napameTpbl yCTPOicTBa

Tabnmua 1 — OCHOBHbIE TEXHUYECKME napamMeTpbl

MapameTpbl MHTEepdpeiica Ethernet
KonunuecTtso noptos

Twvn pasbema

CkopocTb nepegauu

Mopaepxka ctaHAapToB

MapameTpbl 6ecnpoBogHOro uHTepdeiica
CraHgapThl

YacToTHbI gMana3oH

Moaynsauusa

Paboune kaHanbl

CkopocTb nNepefaun AaHHbIX

MakcumanbHoe KONnM4ecTBo 0HOBPEMEHHbIX
ceccuit

MakcrMasibHasi MOLHOCTb nepeaaTymnka
KoadhpmumneHT ycnneHns BCTPOEHHbIX aHTEHH

quCTBMTeﬂbHOCTb NnpneMHrkKa

Be3onacHocTb

Mopaepxka 2x2 MIMO

1
RJ-45

10/100/1000 M6uT/c, aBToONpeaeneHue
BASE-T

802.11a/b/g/n/ac
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b/g/n: 1-13 (2401-2483 MI'L)
802.11a/n/ac:

* 36-64 (5170-5330 ML)
* 100-144 55490—5730 MI'U,;
* 149-165 (5735-5835 MIL

802.11n: go 300 M6uT/c
802.11ac: po 867 Méut/c

24T1Tu: 127
5ITu: 127

2.4T1Tu: po 18 abm
51Ty go 20 abm

24T1Tu: ~5 abn
51Tu: ~5 abn

2.4TTy: po-94 nbm
51Tu: go-92 pbm

LleHTpasi3oBaHHasi aBTopusauys yepes RADIUS-cepeep (802.1X WPA/
WPAZ2 Enterprise)

wndgpoBaHne gaHHbix WPA/WPA2

nopaepxka Captive Portal
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YnpaBneHue
YpaneHHoe ynpasreHue web-nHtepgeiic, Telnet, SSH, CLI, SNMP, NETCONF
OrpaHnyeHue goctyna no naporsto, ayteHTncpmkaumnsa yepes RADIUS-cepsep

O6wue napameTpbl

Flash-namsaTtb 32 MB SPI-NOR Flash

RAM 128 Mb DDR2 RAM

MutaHne BHELLHW aganTep nutaHusa 53 B DC, 2 A
MoTpebnsemast MOLHOCTb He 6onee 7 BT

Pabounii gnana3oH Temnepatyp oT +5 g0 +40 °C

OTHOCUTe IbHAasA BNaxHOCTb npu Temnepartype o 80 %

25°C

ra6apuTsl (QMameTp x BbiCOTa) 100 x 23 Mm

Macca 0,085 «r

Cpok cnyxo6bl He meHee 15 net
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2.4 KOHCTPYKTUMBHOE MUCMNOJIHEHME

Yctpoiicteo WEP-1L BbINOMIHEHO B N1aCTMKOBOM KoOpryce.

2.4.1 TepeaHasa naHenb ycTpolicTBa
BHelwHWIA BUA nepeaHeit naHenn yctporictea WEP-1L npuBegeH Ha pucyHke 2.

1

PucyHok 2 — BHewHwuin Bug, nepeaHeii naHenn WEP-1L

Tabnuua 2 — OnncaHve MHAMKaTopoB nepeaHen naHenn WEP-1L

AnemMeHT naHenu OonucaHue

1 Power WHaykaTop cTaTyca paboThl yCTpoiicTBa

2.4.2 3apHsaa naHenb ycTpoicTBa
BHewHwin Bug 3agHein naHenu yctpoinictea WEP-1L npuBeseH Ha pucyHke 3.

PucyHok 3 — BHewHwuii Bug, 3agHeii naHenn WEP-1L

Ha 3agHei naHenu yctpoiictea WEP-1L pacnonoxeHbl cnegyrowme CBETOBbIE MHANKATOPbI, pa3beMbl 1
opraHbl ynpasneHus (tTaénuua 3).

Tabnvua 3 — OnucaHve MHAVKATOPOB, NOPTOB U OpPraHoB ynpasneHus 3agHer naHenn WEP-1L

dnemMeHT naHenu OnucaHue
1 LAN MopTt 10/100/1000BASE-T (pasbem RJ-45) a5 NOAKOUEHNS K CETU
2 CseToamnoapl MHankaTopsl pasbema LAN

3 5vDC PasbeM 15 NOAKYeHNs aganTtepa NuTaHus

10



2.4.3 HwxHAS naHeNb yCTpoicTBa

PyKoBOACTBO Mo 3kcnayaTauum WEP-1L

BHewwHunin Bug, HxHe naHenmn yctporictea WEP-1L npuBefieH Ha pucyHke 4.

An1ieMeHT naHenu

1 F

Caenano 8 POCHH

2, ELTEX

°

Pocou. I
630020. W

Model:

Username:
Password:

P4

Tt L orppreen 208

EP-1L
5av === 2A

1
itp://1921681.10

i

S/N wnmoooZl

T

PucyHok 4 — BHewHuiA Bug, HWxHel naHenn WEP-1L
Tabnuua 4 — OnucaHve opraHoB ynpas/ieHns HxHeln naHenn WEP-1L

OnucaHue

KHonka c6poca K 3aBO/CKM HacTpoiikam

2.5 CaeTtoBas nHaukaums

TekyLee COCTOSIHME YCTPOMCTBA OTOOpakaeTcs NPy NOMOLM NHAMKATOPOB, PACMNOIOKEHHbIX HA NepeaHen n
3agHen naHensax. NepeyeHb COCTOSAHWI UHANKATOPOB NpuBeAeH B Tabnuue 5.

Tabnuua 5 — CeeToBas MHAMKaLMA COCTOAHMA YCTPOLCTBA

Nuankatop

LAN

Power

CocTosiHMe nHauKaTopa

FOpWT TOMLKO 3€/EHbI CBETOAMOA

[opsAT 3eNeHbIN 1 OpaHXeBbll
cBeToAMoAbl

MuraeT 3eneHblii cBeToamnos
3eneHblid, ropuT NOCTOSIHHO
OpaHXeBblii, FTOPUT NOCTOSIHHO

KpacHbiii, ropuT NOCTOSHHO

CocTosiHMe ycTpoiicTBa

CoegnHeHve ¢ NOAK/THYEHHBLIM CeTEBLIM YCTPONCTBOM
ycTaHoBneHo Ha ckopocTtu 10/100 Méut/c

CoepnHeHve ¢ NoAKTHYEHHbIM CeTEBLIM YCTPONCTBOM
yCTaHoB/IEHO Ha ckopocTn 1000 M6uT/c

Mpouecc nakeTHO nepegayn gaHHbIX No LAN-uHTepdeicy
BkntoueHo nuTaHne ycTpoiicTBa, HopManbHas paboTta
YCTpOIACTBO 3arpy>eHo, Ho He nony4yeH IP-agpec no DHCP

3arpyska ycTpoiicTea

11
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2.6 C6poc ycTpoicTea K 3aBOACKNM HACTpOnKam

[na copoca ycTpoicTBa K 3aBOACKMM HACTPOKaM He06X0AMMO B 3arpy>EHHOM COCTOSIHMM YCTPOCTBa
HaXKaTb 1 yaepXmnBaTb KHOMKY «F» Ha npotsxeHun 10—15 cekyHa, noka nHankatop Power He HauyHeT Muratb
opaHxeBbIM LBeToM. [MpounsoiigeT aBToMaTuyeckas nepesarpyska ycTpoicraa.

Mpun 3aBOACKMX ycTaHOBKax byaeT 3anyuieH DHCP-knveHT. B cnyyae, ecnu agpec He 6yaeT nony4veH no DHCP,
TO y ycTpolicTea byaet agpec — 192.168.1.10, macka nogcetn — 255.255.255.0, nms nonb3oBaresis/naposib
ANns goctyna yepes web-uHtepdelic: admin/password.

2.7 KomnnekT nocTaBKu
B KOMNAEKT NOCTaBKN BXOAAT:

e obopyaoBaHue paanogoctyna WEP-1L;

e gaantep nutaHms 230/5,3 B, 2,0 A;

* PYKOBOACTBO Mo akcnayaTtauum Ha CD-gucke (onumoHanbHo);
* cepTMdmnKaT COOTBETCTBUS,

namsitka 0 AOKyMeHTaLuy;

nacnopr.

12
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3 MpaBunia n pekoMeHaaLmmn no ycTaHoBKe YCTPOocTBa

B gaHHOM pasgene onncaHbl MHCTPYKLMM MO TEXHUKE 6€30MacHOCTY, PEKOMEHAALMM MO YCTaHOBKE,
npoueaypa yCTaHOBKM 1 NOPAA0K BK/HOYEHNSA YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHMKe 6e30MacHOCTY

1. He ycTaHaBnmBaiiTe yCTPOCTBO PAAOM C UCTOYHMKAMW TeM/a U B MOMELLEHNSIX C TeMNepaTypoin Hke
5 °C wnn Bbiwe 40 °C.

2. He ucnonb3ayiite yCTPOICTBO B NOMELLEHUAX C BbICOKOIM BNaXKHOCTbIO. He noageprainte yCTPOMCTBO
BO34ENCTBUIO AbIMa, NblAN, BOAbI, MEXAHUYECKNX KONebaHnin nnn yaapos.

3. He BckpbiBaliTe Kopnyc ycTpoicTBa. BHYTpy yCTpOCTBa HET 3/1EMEHTOB, NpeAHa3HavYeHHbIX 1S
06CNyXnBaHUA Nosib3oBaTeNeM.

€ Bo u3bexaHne neperpeBa KOMMNOHEHTOB YCTPOIICTBA U HAPYLLEHUS ero pa6oTsl 3anpeLlaeTcs
pa3meLyatb npegMeTbl Ha MOBEPXHOCTY 060pyA0BaHMS.

3.2 PekomeHgauuu no yctaHoBke

1. YCTpOWCTBO peKoMeHAyeTCa yCcTaHaB/IMBaTb Ha CTO/1E B TOPU3OHTA/IbHOM MOJTOXEHUMN.

2. Mepep, yCTaHOBKOM 1 BK/IIOYEHMEM YCTPOMCTBA HEO6XOAMMO NPOBEPUTL €r0 Ha HaulMyre BUAUMbIX
MeXaHMYeCcKMX NoBpexaeHnii. B cnyyae obHapyxeHus NoBpexaeHuii creayeT npekpaTuTb YyCTaHOBKY
YCTPOICTBA, COCTaBUTb COOTBETCTBYIOLLMIA aKT 1 06pPaTUTLCA K NOCTABLLKY.

3. Ecniv yCcTpoOWCTBO ANUTENbHOE BPEMS HAXOAMI0Ch NMPU HA3KOM Temneparype, nepes Ha4asiom paboTbl
crnefyeT BblaepxaTb ero B TeYeHue AByX 4acoB Npu KOMHaTHOW TeMmnepaTtype. Mocne gimTenibHoro
npebblBaHWA YCTPONCTBA B YCI0BMAX NOBbILLEHHON BNAXHOCTW Nepes BKIYeHneM Heo6Xo4MMOo
BblEpXaTb ero B HOpMasibHbIX YCNOBUAX He MeHee 12 yacos.

4. Mpu pasmeLLeHnn ycTpoincTea ansa obecneyeHns 30HbI NOKpbITUS ceTn Wi-Fi ¢ Hamnyydwmmn
XapakTepucTMkamy yuntbiBainTe cnegyrowme npasuna:

e YCTaHaB/vBaiTe YCTPOWCTBO B LLleHTpe 6ecnpoBOAHON CeTU.

o MyHVUMU3NPYIiTE yncno nperpag (CTeHbI, NOTOMKKU, MeGenb 1 Ap.) Mexay TOUKOl AocTyna
Apyrumu 6ecrnpoBOfHbIMY CETEBbLIMU YCTPOMNCTBAMM.

e He ycTaHaBnMBaiiTe ycTpoiicTBo B6/1M3K (Mopsika 2 M) 3/1eKTPUYECKUX 1 PaanoyCTPOIACTB.

e He pekomMeHAyeTCs UCNO/b30BaTh paanoTenedoHsl 1 Apyroe o6opyaoBaHue, paboTatoLlee Ha
yactote 2.4 Ty wnn 5 Ty, B paguyce gelicteua 6ecnposogHoin cetn Wi-Fi.

e [pensaATcTBUA B BUAE CTEK/ISIHHbIX NOBEPXHOCTEN, METaININYECKUX KOHCTPYKLUNIA, KUPMNYHBIX 1
GETOHHbIX CTEH, a TaKke Neperopokm n3 6pyca 60/1bLWOro guameTpa, EMKOCTU C BOAOW U
3epkasa 3HaunTesibHO yMeHbLlato paguyc gencteus cetn Wi-Fi. He pekomeHayeTcs pasmelleHve
C BHYTPEHHEeN CTOPOHbI pasIbLUNOTOSKE, TaK KaK MeTasl/IM4eckunii Kapkac Bbi3blBaeT MHOI0/1ly4eBoe
pacrnpocTpaHeHue curHasia u 3aTyxaHue npy NPOXoXAeHN Yepes peLleTKy kapkaca
hanbLlunoTosika. Mo 3Tol Xe NpuymMHe He PEKOMEHYeTCs yCTaHOBKa 3a [epeBAHHbIM MOTOIKOM U
B Yry6/1eHUsIX.

5. Mpu pa3meLLeHN HECKO/TbKMX TOYEK paamyc COTbl SO/DKEH NepeceKkaTbCs ¢ coceHel COTOW Ha YPOBHe
0T -65 f0 -70 abm. JlonyckaeTcs YMeHbLUEeHMe YPOBHA curHana go -75 AbM Ha rpaHuuax coT, ecnv He
npegnonaraeTcs ucnosb3osaHve VolP, N0TOKOBOro BUAeOBELLaHUA U APYroro YyBCTBUTENIBHOTO K
notepsm Tpacvka B 6ecnpoBoAHON CeTu.
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3.3 PacueT HE06X0AMMOr0 uncna Touek gocTyna

Mpun BbIGOPE KOIMYECTBA HEOOXOAMMbIX TOUEK AOCTYNa A/15 NOKPbITUA NOMELLEHNA HEOOX0ANMO NMPON3BECTU
OLEHKY TpebyeMmoli 30HbI oxBaTa. [ins 6051ee TOYHON OLEeHKM HEOOX0AMMO NPOU3BECTU paanonccrefoBaHme
nometLeHus. MpnbnnsnTesbHbIN paguyc oxeaTa yBepeHHoro npuema Toukn goctyna WEP-1L npu
pasmMeLyeHnmn B TUNOBbIX OOUCHbIX NnomeweHuax: 2.4 My — 40-50 m, 5Ty, — 20-30 m. Mpy nonHoOM
OTCYTCTBUM NPenATCTBMiA paguyc oxBaTa: 2.4 'y, — o 100 m, 5Ty, — go 60 m.

B Tabnvue 6 npuBeaeHbl NpUGAN3NUTE bHbIE 3HAYEHNUS 3aTyXaHus.

Tabnvua 6 — 3HaueHus 3aTyxaHus

Matepuan N3meHeHne ypoBHA curHana, gb
24T1Ty, 5My,
OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Crekno -0,5 -1,7
M'mncokapToH -0,5 -0,8
acn -1,6 -1,9
daHepa -1,9 -1,8
LLTykaTypka C METa/I/IMYECKOI CETKOW -14,8 -13,2
LLinako610K -7 -11
MeTannmueckas pelueTka (sueiika 13x6 mMm, -21 -13

MeTan1 2 MM)

3.4 BbIGOp KaHA/I0B COCEACTBYIOLLMX TOYEK

Bo n3bexaHne MexkaHaIbHON MHTEPhEePEHLMIN MEX Y COCEACTBYOLLMMU TOYKaMK AOCTyNa peKOMeHayeTcs
YCTaHOBUTb HEMEPEKPbIBAKOLLMECS KaHAbI.

KaHanol

1 2 3 4 5 6 7 8 9 10 11 12 13 14

2.402 Ty, I‘i 22 My 4>{ 2.483 Ty,

PucyHok 5 — O6las guarpamma nepekpbITs YacTOTHbLIX kaHanoB B 2.4 T,

MpumMep cxeMbl pacnpeaeneHnsl KaHasioB Mexay CoceHUMM ToUKaMu AocTyna B AnanasoHe 2.4 Ty, npw
lMprHe KaHana B 20 Ml NpuBeAEH Ha pUCyHKe 6.

14
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PucyHok 6 — Cxema pacnpefesieHns KaHal0B Mexy cocelHMMU To4kaMu focTyna B agnanasoHe 2.4 'y, npu
wnpuHe kaHana s 20 My,

AHaNOrnM4yHoO pekoMeHayeTCcs COXpPaHATb ,D,aHHbIVI MeXaHNU3M pacnpegesieHna KaHasioB npu pacrosioxXeHnn

ToUek Mexy aTaxamu (pUcyHok 7).

PucyHok 7 — Cxema pacnpegeneHna KaHasoB Mexay coceaHNMU TOYKaMK A0CTyna, PacrnosioXEeHHbIMU MeXay

ATaKaMn

Mpn ncnonb3oBaHMK WINPUHBLI kaHana 40 MMy, B agnana3oHe 2.4 T, HeT HenepekpbIBaloLLMXCA KaHanos. B
Takux c/lyyasx CToMT BblbpaTb MakCMMasibHO OTAA/IEHHbIE APYr OT Apyra KaHaslbl.

5170
MHz
)

IEEE Channel # 1SS SR N 822

R ATATATATATATATA

5330 5490
MHz MHz

1100
104
108

|

112

Weather
Radar

5730 5735 5835
MHz MHz MHz

§§ I I

116
120
124
128
132
136
140
149
153
157
161

1165

:

domiz i\ VY

e il =

=
<

80 MHz |/ \V

s

==
—
P

160 MHz |

Examples of [
non-contiguous ﬁ

VHT80+80 MHz
setup

P

PucyHok 8 — KaHaubl, ncnonb3yemble B gnanasoHe 5 'y, npy wupuHe kaHana 20, 40, 80 MI'y,

15



PykoBoacTBo no akcnnyartauun WEP-1L

4 YnpaBrnieHvne yCTPONCTBOM yepe3 web-nHtepdeiic

4.1 Hauvasno paboTbl
[na Hayana paboTbl HYXXHO MOAK/IUNTLCA K YCTPOUCTBY Nno uHtepdgeinicy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BeBeguTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpoicTsa.

© 3asopckoii IP-agpec ycTpoiictea: 192.168.1.10, Macka nogceTu: 255.255.255.0. Mo yMonuaHuio
YCTPOWCTBO MOXET noayuntb agpec no DHCP.

Mpu ycnewwHom o06HapyXeHun ycTpoiicTBa B OkHe 6pay3epa 0To6pasuTcs CTpaHuLa ¢ 3anpocoM UMEHN
nosib3oBaTesns v naposs.

WEP-1L

3. BBeguTe nms nosib3oBaTenisl B CTPOKe «BeeauTe /10rMH» 1 Naposib B CTPOKE «BBeanTe naposby.

© 3asopckue ycTaHoBKY: norvH — admin, naponb — password.

4. Haxxmute KHomnky «BoliTu». B okHe Gpay3epa OTKPOETCS MEHIO MOHUTOPWHIA COCTOSIHUS YCTPOICTBA.

JLELTEX  WEP-IL

MOHUTOPHHI Radio VAP CeTeBble HaCTPOWNKU BHelUHME cepBUChHI Cucrema -~ (BbIX0M)

Wi-Fi KnueHTbI W3penue WEP-1L
AnnapatHaa Bepcua 13
CTaTuCTHKa No Tpaguky
3aBoackoi MAC-aapec E8:28:C1:E7:FB:60

CkaHupoBaHue aupa
CepuiiHblit Homep WP3C000555

KypHan coObiTui

Bepcua MO
CeTesan MHMOpMaUUA Pe3epsHan sepcua MO
WHbopmatis o Bepcua sarpysumka
PapuouHTepdeiicax CuctemHoe Bpema  09.01.2025 06:38:23
MHbopmauua o6 yCTPOHCTee > Bpemsa paboTbl 8 AH, 22:51:19

3arpyska Liny 2%

Wcnonb3yemas namatb @ 83 M6aiT / 108 MbaitT

< OGHOBHUTHL
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5. TNpy He06XOAMMOCTU MOXHO NEePEKTIUYNTL A3bIK 0TOBpakeHUsa nHdpopmauun. Aaa WEP-1L gocTynHbl
pycckas 1 aHrnviickas Bepcum web-nHtepdeiica.

WELTEX  WEP-IL

MoHUTOpUHT Radio VAP CeTeBble HacTpoiikn BHeluHKe cepeiuchl Cucrema -~ (Bbix0q

Wi-Fi knnenTs! Magerme  WEP-1L

AnnapaTtHan Bepcua w3

CramvcTuka no Tpadmky B B
3asoacxoit MAC-agpec

CxaHvposanue acmpa
CepuiiHblit HoMep WP3C000555

Kypran cobermit Bepens M0
Cetesan usdopmauyma Peaepenan sepcus M0

Wndpopmaiyts o BepcuAa zarpyaumnka 1.1.0 build 444
papuouHTepdericax CuctemHoe epema  22.10.2025 12:37:25

WHdopmarya 06 ycTpoiicTee > Bpema paBotel 1aH, 05:33:11

3arpyaka LMY 1%
Wcnonsayeman namaTe @ 78 M6aiit / 108 Mbaitt

£ O6HoBHTL

4.2 TlpMMeHeHne KoHUrypauum n oTMeHa U3MeHeHNI

1. MpumeHeHne KoHdurypaumm

Mpy HaXaTUN KHOMKM 3anyckaeTcsi npouecc coxpaHeHus koHdurypaumm so flash-
namsiTb yCTPONCTBA M NPUMEHEHME HOBbIX HACTPOEK. Bce HacTpoliku BCTynatoT B cuny 6e3
nepesarpysku ycTporcTaa.

B web-uHTepdeiice Touku gocTyna peasivoBaHa BusyasibHas MHAMKALMA TEKYLLETo COCTOSIHUA npoliecca
NPYMeHeHNs1 HacTpoek (Tabnmua 7).

Ta6n|/|u,a 7— B|/|3yaanas=| MHONKaUnA TeKyLero CoOCToAaHnda npouecca npuMmeHeHns HaCTtpoek

BHelWHN OonucaHue cocTosiHUA
BUA

Mocne HaxaTua Ha KHONKY «[MpUMEHNTL» NPOUCXOLUT NPOoLECcC NPUMEHEHUS U 3anNnUCU HACTPOEK B NamMATb

ycTpoiicTBa. O6 3TOM MH(HOPMUPYET 3HAUOK B Ha3BaHWV BKIAAKN 1 HA KHOMKE «[PUMEHNTb.

06 yCneLwHOM COXPaHEeHUN 1N NPUMEHEHUN HACTPOEK MHAPOPMUPYET 3HAYOK B HA3BaHWV BKNAAKM.
2. OTMeHa n3MeHeHui

© OTmeHa n3MeHeHui NPOM3BOAUTCA TOMKO 0 HAKATUS Ha KHOMKY «MTpUMEeHUTb». Mpn HaxaTun Ha
KHOMKY «[PUMEHUTL» M3MEHEHHbIE HA CTPaHWLE NapameTpbl 6yayT 06HOB/IEHbI HA TEKYLLME 3HAYEHWS,
3anvcaHHble B NamsiTy ycTpoicTaa. MNocne HaxaTusi Ha KHOMKY «[TpyMEHNUTL» BO3BPAT K NpeablayLiumM
HacTpoiikam 6yaeT HEBO3MOXEH.

. . X OTmena
KHornka oTMeHbl N3MEeHeHU UMeeT crielyoLwnin BUA:
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4.3 OCHOBHble 351eMeHTbI web-uHTepdelica

PykoBoacTBo no akcnnyartauun WEP-1L

Ha pucyHke HMXe npeAcTaBeHbl 3/1eMeHTbl HaBuUraumm web-uHtepdelica.

vELTEX

MOHUTOPUHT Radio VAP
Wi-Fi KNnUeHTbI
CTatucTuKa no Tpaduky

CkaHupoBaHue aupa
JKypHan coObITUH
CeTteBas WHMopmMauma

WHdpopmauusa o
paguouHTepdencax

MHdopmauma ob yCTporCTBe >

© 000 "fMpednpusmue "Snmexc"”, 2019

3aBoackoi MAC-
agpec

CepwitHblit Homep
Bepcua Mo

Pe3epBHas Bepcus
no

Bepcua 3arpysyunka
CucremHoe BpeMa
Bpemsa paboTb!
3arpyska Ly

Mcnonb3yemas
namaTb

< OGHOBHTB

CeTeBble HaCTPOWUKU BHELUHWE CEPBUCH! Cucrema -
M3nenue WEP-1L
AnnapatHas Bepcua 1v3

E8:28:C1:E7:FB:60

WP3C000555

06.12.2023 07:02:53
8 OH, 21:38:30

1%

is_) 71 MGaiT / 108 MbanT

Bepcus 10 (Bepcus WEB.

OKHO NM0/1b30BaTENbCKOro NHTEPJIEca pasaeneHo Ha NsaTb obnacTei:

1. Bknagky MeHio — 1 rpynnyMpoBKun NOAMEHI0 No cnegyowmum kateropusm: MoHutopuHr, Radio, VAP,

CeTeBble HacTpoWiku, BHewHue cepBucel, Cuctema.

2. BbiGop fi3blka MHTepderica 1 kHonka «(BbIX0A4)», NpeAHa3HavyeHHast 415 3aBepLUeHNsi ceaHca paboThbl B

web-nHTepdelice noa AaHHbIM NOsIb30BaTESIEM.
3. Bknagku nogMeHo — A5 ynpas/ieHUs NnosieM HacTpoek.
4. MNone HacTpoek ycTpoincTBa — 4715 NPOCMOTPA AaHHbIX U KOHhurypaumm.

5. iHdhopmaymnoHHoe none, otobpaxatoulee sepcuto MO, yCcTaHOBNEHHYIO Ha YCTPOWCTBE.
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PykoBoacTBo no akcnnyartauun WEP-1L

4.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» 0TOGPAXKAETCA TEKYLLLEE COCTOSIHNE CUCTEMDI.

441 NMoameHto «Wi-Fi kKnueHTbI»
B nogmeHto «Wi-Fi kKnueHTbI» 0TOGpaxaeTcs nHopmaums o coCToAHUN noakntoveHHbIX Wi-Fi knneHToB.

NHdpopmaums no NoAKMYEHHLIM KNEHTaM He 0TOBpaxaeTcsl B peaslsHOM BpeMeHu. [ Toro yTo6bl
06HOBUTb UHPOPMALIVIO HA CTPAHULE, HEOBXOAVMMO HaXaTb Ha KHOMKY «OGHOBUTbL».

=(TE WEP-1L

MoHuTopuHr  Radio \P

2 O6HoBuTL
Ne Mmaxocta IP-agpec  MAC-aapec WMHtepdeiic  Link Capacity Link Quality ~ Link Quality Common  RSSI, a6 SNR,AB TxRate RxRate TXBW, My RXBW,Mry Bpews pagoTsi
v 1 Xiomi2T 10248045 761231:9805ba wianiva0 30 66 d 90 7 VHT NSS2-MCS239  VHT NSS1-MCS2195 20 20 04:5105

Mepenaro / NpuHATO Bcero, Gair 2 058 102/ 824 031 Mepenaro ¢ owmskawi, nakeros 0

Mlepenaro / NPHHATO BCero, nakeTos 6565/ 11243 MoBTOPs! Nepenayh 3a nocnenHMi nepon, naketos 1

Mlepenato / npi 1916 777/ 532 653 Obuee 4

N0BTOPOB nepe;

MepeniaHo / NPUHATO AaHHbIX, NaKeTOB 6558 / 2 380 CKopocTs nepenay

Moaynauns Mepeaato nakeTos MpuKATo nakeTos
OFDM6 9 8996 80%
NSS1-MCSO 0

NSs1-MCS1 47

o
0
7
NSs1-MCS2 234 4% 54 0%
NSS1-MCS3 0 0
NSS1-MCS4 0
NSS1-MCS5 61 1
NSS1-MCSe 58 1
NSS1-MCS7 1
NSS2-MCSO 1222 19% 526
NSs2-MCS1 1523 23% 231 2%
NSs2-MCS2 1676 26% 2
NSS2-MCS3 923 14% 2
NSS2-MCS4 303 5% 0 0%
NSS2-MCS5 2 0% 0

NSs2-MCS? 22 0%

No — HOMep NOAK/THUYEHHOIO YCTPOMNCTBA B CMUCKE;

VImsi xocma — ceTeBoe UMSA YCTPONCTBa,;

IP-adpec — |P-agpec NoAKIt4YEeHHOro YCTPONCTBa;

MAC-adpec — MAC-agpec NoaKItoHEHHOrO YCTPONCTBA;

Mumepgbelic — nntepdeiic szanmogeiictensa WEP-1L ¢ nogknto4eHHbIM YCTPOIACTBOM,;

Link Capacity — napameTp, KOTOpbI/i 0To6paxaeT 3(PeKTUBHOCTb NCMONb30BaHNS TOUKOI AOCTyNna

MOAYNAUMM Ha nepefady. PaccunTbiBaeTCa UCXOAS U3 KOSIMYeCTBa NakeToB, NepefaHHbIX Ha Kaxaom

MOAYNAUMU 0 KITUEHTA, N NOHMXaLWKUX KoadodomuneHToB. MakcumasibHoe 3HavyeHne — 100%

(o3HauaeT, uTo BCe NakeTbl NepeaalnTcs A0 KIMEHTa Ha MakCMMasibHO Moaynsiuum ans

Makc/MasibHOro TMMa NsSs, NOAAEPXMBAEMOr0 KMEHTOM). MUHUMasIbHOe 3HaueHne — 2% (B criyuyae,

Korga nakeTbl nepeaaroTcs Ha moaynaunmn nss1mes0 ans knmMeHTa ¢ nogaepxkoin MIMO

3x3). 3HaueHne napameTpa paccunTbiBaeTcs 3a nocnegHune 10 cekyHp,

e Link Quality — napameTp, KOTOpbIA 0TO6PaxXaeT COCTOSAHME NINHKA A0 KNNEHTA, pacCUUTaHHbIA Ha
OCHOBaHWM KONMYecTBa peTpaHCMUTOB MakeToB, OTMPAaB/IEHHbIX KNNEHTY. MakcuMasibHoe 3HaYeHne —
100% (Bce nepefiaHHble NakeTbl OTNPABUINCH C NEPBOI NOMbITKA), MUHUMasIbHOE 3HauYeHne — 0% (Hu
O[VH NakeT [0 KMeHTa He 6bl1 yCrellHo oTnpaB/ieH). 3HaUYeHe napaMmeTpa paccunTbiBaeTcs 3a
nocnegHue 10 cekyHp;

e Link Quality Common — napameTp, KOTOpbI/i 0TO6paXaeT COCTOSHME INHKA A0 KIMEHTa, paccumTaHHbIl

Ha OCHOBaHWUM KOSIMYeCTBa PeTPaHCMUTOB NaKeTOB, OTNPaB/IEHHbIX KIMEHTY. MakcuMasibHOe 3HavYeHne

— 100% (Bce nepenaHHble NakeTbl OTNPABUANCHL C NePBOI MOMbITKX), MUHUMasIbHOE 3HadeHne — 0% (Hu

O[VH MakeT [0 KAMeHTa He 6bl1 yCrellHo oTnpaB/ieH). 3HauYeHe napaMmeTpa paccunTbiBaeTcsl 3a Bce

BpeMs NOAKMOYEHUSA KITUEHT],
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PykoBoacTBo no akcnnyartauun WEP-1L

RSSI — ypoBeHb npvHMMaeMoro curHana, abwm;

SNR — oTHOwWeHue curHan/wym, Ab;

TxRate — kaHasIbHasA CKOpPOCTbL nepegayv, MéuT/c;
RxRate — kaHanbHasi CKOpOCTb Npuema, MéuT/c;

e Tx BW — nonoca nponyckaHusa Ha nepegave, MI'y;

e Rx BW — nonoca nponyckaHus Ha npueme, My,

e Bpewms pabomsi — Bpemsa coegmHeHns ¢ Wi-Fi knneHTom.

[Ons BbiBOAa 60nee pasBepHyTOl MHGOPMALMK MO ONPELENEHHOMY K/IMEHTY BblIGEPUTE €70 B CMUCKE.
MoapoGHOe onucaHne BKKYAET B Ce6S creayroLime napameTpsi:

* [lepedaHo/npuHAMo Bcezo, 6alim — KOIMYeCTBO nepefaHHbIX/NPUHATLIX Ha NOAK/IIOYEHHOE YCTPONCTBO
oanT;

 [lepedaHo/nNpuHAMO BCe20, Nakemos — KO/IMYEeCTBO NnepeaHHbIX/MPUHATLIX Ha NOAKIHOYEHHOE
YCTPOWCTBO NaKeTOB;

* [lepedaHo/npuHAMO 0aHHbIX, 6alim — KONNYeCTBO nepefaHHbIX/MPUHATLIX Ha NOAKHOYEHHOE
YCTPOWCTBO GaiT AaHHbIX;

* [lepedaHo/npuHAMO O0aHHbIX, MaKkemos — KONMYeCTBO NepefaHHbIX/NPUHATBLIX Ha NOAK/IIYEHHOe
YCTPOICTBO NAKeTOB AAHHbIX;

 [lepedaHo ¢ owubkamu, nakemos — KOJIMYeCTBO NakeToB, NepeAaHHbIX C ownbkammn Ha NOAKNIOYEHHOE
YCTPOWCTBO;

e [losmopbl nepedayu 3a rnoc/eoHuli nepuod, nakemos — KOJIM4ecTBO NOBTOPOB Nnepefayn Ha
NOAKNIOYEHHOE YCTPOICTBO 3a nocnegHue 10 cekyHz;

e Obwee 4ucsi0 NMOBMOPOB repedayu, nakemos — KONMYeCTBO NOBTOPOB Nepefayn Ha NoAK/IHUYEHHOe
YCTPOICTBO 3a BCe BpeMs NOAK/I0YEHMS,

e Ckopocmsb nepedayu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepeAayn Tpacumka B HaCTOALLMNIA
MOMEHT BPEMEHW.

4.4.2 TMopameHto «CTaTtucTuka rno Tpagouky»

B pasgene «CTaTucTuKa no Tpacgpmky» 0To6pakatoTcst rpadouky CKOPOCTU NepeaaHHoro/noslyYeHHoro
Tpadmka 3a nocnegHve 3 MUHYTbI, & TakKe CTaTUCTVKA O KOJIMYEeCTBE nepeAaHHoro/nony4eHHoro Tpadguka c
MOMEHTA BK/IIOUYEHUS TOUKM AOCTyna.

TEX WEP-1L

Moruropus

WLANO Tx/Rx kbps WLAN1 Tx/Rx kbps

Rx: 0.9 kbps (max: 2.6 kbps) Rx: 0 kbps (max: 11.4 kbp
@ Tx: 0.8 kbps (max: 10.1 kbps) ® T 0 kbps (max: 10.2 kbps)

03— v
165323 165341 165359 165417 165435 165453 165511 165529 165547 165605 165623 ts 165323 165341 165359 165417 165435 165453 165511 165529 165547 165605 165623 s
LAN Tx/Rx kbps

Rx: 10 kbps (max: 10.2 kbps)
@ Tx: 13 kbps (max: 30.1 kbps)

1
165323 165341 165359 165817 165435 165453 165511 165529 165547 165605 165623 ts

Mpachmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nosrlyd4eHHoro Tpaduka yepes Ethernet-nHtepdeiic
TOYKM JocTyna 3a nocnegHme 3 MnHyTbl. padivk aBToMaTMYECKN OOHOBASETCS KaxKable 6 CEKYHA,

Mpadonkn WLANO n WLANT Tx/Rx noka3biBatOT CKOPOCTb NepeaaHHOro/nony4yeHHoro Tpadguka yepes Radio 1
n Radio 2 nHTepdelicbl TOUkM AocTyna 3a nocneaHve 3 MUHyThI. [padk aBToMaTMyeckn 06HOBNSIETCS
Kaxkable 6 cekyHq,

20



PykoBoacTBo no akcnnyartauun WEP-1L

MepenaHo v
WHTepdeiic Bcero nakeTos Beero 6aiT OT6POLWEHO NaKeToB Own6km
LAN 202871 161316150 0 0
WLANO 41298 49220375 0 0
WLAN1 286650 308024624 0 0
wilan0-va0 41298 49220375 20 0
wian0-val 0 0 0 0
wilan0-va2 0 0 0 0
wlan0-va3 0 0 0 0
wilan1-va0 371 39720 924 0
wlan1-val 286279 307984904 25 0
wlan1-va2 0 0 0 0
wian1-va3 0 0 0 0

OnucaHue Tabnuubl «MepedaHoy:

e MIHmeppelic — nma nHTepgelica;

e Bceao nakemos — KO/IMYEeCTBO YCMEeLIHO OTNpaB/ieHHbIX NakeToB;

e Bcezo 6alim — KO/IMYECTBO YCNELWHO OTNPaB/IeHHbIX 6aiT,

e OmM6pOWeEHO nakemos — KO/IMYeCTBO NaKkeToB, OTOPOLLEHHbIX NMPU OTNPaBKe;

e OWUBKU — KONNYECTBO OLUNBOK.
MpuHaTo v
WHTepcpeitc Bcero naketos Beero 6aiT OTBPOWEHO NaKETOR OwnéKu
LAN 400993 463402409 56 0
WLANO 20383 2789738 0 0
WLAN1 136468 160132228 0 0
wilan0-va0 20383 2789738 0 0
wilan0-vat 0 0 0 0
wilan0-va2 0 0 0 0
wilan0-va3 0 0 0 0
wilan1-va0 20 2698 0 0
wilant-vat 136448 160129530 0 0
wilan1-va2 0 0 0 0
wilan1-va3 0 0 0 0

OnucaHmne TabuLbl «[TPUHSIMO:

VHmepabelic — nms nHTepdeiica;

Bceao nakemos — KO/IM4YeCTBO YCMNEeLIHO NPUHATLIX NakeToB.;

Bcezo 6alim — KONM4ecTBO YCMNELUHO NPUHATbIX GaiT;

Om6poweHo nakemos — KOJIMYEeCTBO NakeToB, OTOPOLLEHHbIX MPU NOSTyYEHUN;
OwubKU — KONNYeCTBO OLUNOOK.
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PykoBoacTBo no akcnnyartauun WEP-1L

4.4.3 lMopmeHio «CkaHnpoBaHue athmpar

B nogmeHto «CkaHupoBaHue 3achupa» OCyLLECTBSIETCA CKAHNPOBAHUE OKPYXatoLLEero paanoadupa v
o6HapyXeHue coceHUX To4Yek focTyna.

eLTeEX  WEP-L

MOHWMTOPUHT Radio VAP CeTeBble HACTPOMKN BHelUHUE CEpBUCH! Cuctema -
Wi-Fi KNueHTb! MocnegHee ckaHuposaHue Obino 10.08.2023 06:20:59
CTatucTuka no Tpauky
24Ty 51Ty
Cka 30U
KaHupoBaHue acupa > T
) _ } AvanasoH SSID Pexum GesonacHocT MAC-agpec LWnpuHa RSSI, agEM
KypHan coGbiTui
24T1Ty Open E0:D9:E3:49:D5:00 1/20 -20
CeTeBan UH(DOpPMaLMA
24TTy Open 68:13:E2:0E:8A:11 6/20 -36
MNHgpopmauuma o
paguouHTEpdeicax 24T1TY Open 68:13:E2:20:A2:D1 6/20 -36
) I 24r1TY Open 68:13:E2:1B:6B:41 1/20 -38
MHgopmaumsa ob ycTpoicTse
24T1TY Open E8:28:C1:.DACFA1 11/20 -40
24TTy WPA2_1X 68:13:E2:20:A3:01 6/20 -40
24TTy Open 68:13:E2:20:A2:A1 11/20 -42
24TTY Open CC:9D:A2:C7:DF:DO 11/20 -46
24TTy WPA2_1X 68:13:E2:0D:3C:F1 1/20 -50

[nsa 3anycka npouecca ckaHMpoBaHMs aghmpa HaXXMUTe Ha KHOMKy «CkaHupoBaTb». Mocne 3aBepLieHnst
npouecca Ha cTpaHuLe NosIBUTCS CMMCOK 0GHaPYXXEHHbIX B paanoachupe ToYek AoCTyna u nHcpopMaums o
HUX:

lNocnedHee ckaHuposaHue 6bi/10... — AaTa ¥ BpeMs Noc/ieHero CKaHpoBaHus;

e /luana3oH — yka3biBaeTca ananasoH 2.4 'y unun 5T, B KOTOPOM Gblna 06HapyXeHa Touka AOCTyna;
SSID — SSID o6Hapy)XeHHOW TO4KM A0CTYyna;

Pexum 6e3onacHocmu — pPeXxmnm 6e30MacHOCT 06HaPY>XEHHON TOUKM AOCTYNa;

MAC-adpec — MAC-agpec 06Hapy>XeHHOW TOUKM A0CTyna;

KaHas/LLlupuHa — pagnokaHas, Ha KOTOPOM paboTaeT 06HapyXeHHas Touka J40oCTyna;

RSS! — ypoBeHb, C KOTOPbIM YCTPONCTBO NPUHUMAET CUTHaUT 0GHapYXXEeHHOI TOUKM A0CTyNa, BM.

© Bo Bpems ocyLLEeCTBNEHNA CKaHUPOBaHUSA admpa paavonHTepdelic yeTpoiicTBa 6yaeT OTKIIUEH, YTO
npuBeAeT K HEBO3MOXHOCTY Nnepeaaun aaHHbix o Wi-Fi KIMeHTOB BO BPpEMSI CKaHPOBaHMSI.
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4.4.4 ToameHto «)KypHas CoObITU»

B faHHOM paszenie MOXHO NPOCMOTPETb CNUCOK MHPOPMALMOHHBIX COOBLLEHNI B peaslbHOM BPEMEHM,
cofepxaluii cnefyroLlyo MHopPMaLH:

PykoBoacTBo no akcnnyartauun WEP-1L

r~
-

WHD:

LTEX  WEP-L

MokuTopusr  Radic VAP Ceresbie HaCTPOViK

Wi-Fi KnMeHTb & OGHOBUTE.

CrarvicTika no Tpacpiky
Nata u Bpemst

CKaHNpOBaHHe

Jun 15 12:53:31
XKypHan coGeiTuit > Jun 15 12:53:24
Jun 15 12:52:46

Jun 15 12:52:33

Jun 15 12:52:27
opmauws o6 ycTpoiicTee Jun 15 12:52:12
Jun 15 12:51:13
Jun 15 11:56:23

Jun 15 10:56:23

Jun 15 09:56:22

OuncTuts

Tun

daemon.info
daemon.info
daemon.info
daemon.info
daemon.info
daemon.info
daemon.info
daemon.info
daemon.info

daemon.info

Mpouecc
monitord[1069]
monitord[1069]
monitord[1069]
monitord[1069]
monitord[1069]
monitord[1069]
configd[957)
networkd[989]
networkd[989]

networkd[989]

Coobuexue

event: "associated' mac: 6E:4B:3E:17:D5:09 ssid: Test5' interface: wian1-va3 channel: 64 rssi: -75 location: "ap.natasha.root' reason: 0
event: 'associated' mac: E0:D9:E3:49:C1:80 ssid: 'Test2' interface: wian0-va3 channel: 11 rssi: -55 location: 'ap.natasha.root' reason: 0
event: "associated' mac: 74:81:14:3A:BD:60 ssid: 'Test5' interface: wian1-va3 channel: 64 rssi: -77 location: 'ap.natasha.root' reason: 0

event: 'associated’ mac: 10:62:EB:2F:FD:58 ssid: 'Test2" interface: wlan0-va3 channel: 11 rssi: -65 location: ‘ap.natasha.root' reason: 0

event: 'deauthenticated by STA' mac: 10:62:EB:2F:FD:58 ssid: ‘Test2' interface: wian0-va3 channel: 11 rssi: -63 location: 'ap.natasha.root' reason: 3 description: 'Deauth at STA leave BSS'

event: 'associated’ mac: 10:62:EB:2F:FD:58 ssid: 'Test2" interface: wian0-va3 channel: 11 rssi: -67 location: ‘ap.natasha.root' reason: 0
The AP startup configuration was updated successfully.

DHCP-client: Interface br0 renew lease on 100.110.0.208.

DHCP-client: Interface br0 renew lease on 100.110.0.208.

DHCP-client: Interface br0 renew lease on 100.110.0.208.

Jama u spemsi — faTa v Bpemsi, Kora coobITie 6bI/10 CTeHEPPOBAHO;
Tun — KaTeropusi 1 ypoBeHb BAXHOCTU COBLITUS,
Mpoyecc — nMs NpoLecca, CreHepUPOBaBLLErO COOBLLEHNE;

CoobuweHue — onncaHne coobbITus.

Ta6nuua 8 — OnucaHne Kateropuii BaXXHOCTU COObITUI

YpoBeH

b

0

o o B~ WDN

[Na nony4yeHns HOBbIX COOOLLEHWI B XXYpPHasie COObITUIN HEOBXOANMO HaXXaTb Ha KHOMKY «OBGHOBUTb».

Mpy HEOGXOAMMOCTM BCE CTapble COOBLLEHUSI U3 XXypPHasIa MOXHO YAa/INTb, HaXaB Ha KHOMKY «OUMCTUTbY.

UpesBblvaiiHble (emergency) B cucTeme npon3oLuia Kputmdeckas olmbka, cuctemMa MoxeT paboTtaTb

CurHanbl Tpesoru (alert)

Kputunueckue (critical)

Owwn6ouHble (error)

Mpeaynpexaexus (warning)

YBegomneHus (notice)

WHhopMaLMoHHble

(informational)

OTtnagouHble (debug)

Tun BaXXHOCTX COOOLEHMIA OnucaHue

HenpaBW/ibHO
Heo6xop,|/||\/|o HemMen/1IeHHOe BMelwaTesibCTBO B CUCTEMY

B cucteme npounsoLuna Kputnyeckas olmoka

B cucteme npounsoLunia owmnbka

MpeaynpexaeHve, HeaBapuiiHoe coobLeHne

YBeAOM/IEHNE CUCTEMBI, HeaBapuinHoe coobLLeHne

MHhopMaLMOHHbIE COOBLLEHNS CUCTEMBI

OTnagoyHble coobLLEHMA NPeAoCTaBAST Nofib3oBaTesnto nHopmMalmio Ans

KOPPEKTHOI HAaCTPOIK/ CUCTEMbI
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PykoBoacTBo no akcnnyartauun WEP-1L

4.4.5 MopameHo «CeTeBasa MHopmaLma»

B nogmeHto «CeTeBas MH(hopMaLUsi» OCYLLECTB/ISIETCS MPOCMOTP OCHOBHbIX CETEBbIX HACTPOEK YCTPOICTBA.

ELTEX  WEP-L

MOHWTOPUHT Radio VAP CeTeBble HACTPOMKH BHewwHue cepeucel Cuctema - BbIX0A)
Wi-Fi knueHTs Craryc WAN
Crartuctuka no Tpacuky WHTepdenc br0
CkaHupoBaHue achupa Mporokon DHCP
IP-agpec
XKypHan cobbITui

MpuHATO 17.8 MGanT (18 622 100 GawnT)

C A Wk YENT
eTeBan uHpopmaua > MepegaHo 4.3 MGaiT (4 542 177 Gaitr)

Ethernet

CocTosaHve noprta Up
WHdopmauus o6 ycTpoiicTee

CkopocTb 1000

Oynnekc  Full

ARP v
Ne IP-agpec MAC-agpec
0 2C:FD:A1:5C:EE:8E
1 9C:5C:8E:83:E3:5D
2 9C:5C:8E:83:E3:5D
MapLpyTbl v
Ne WHTepdenc HasHaveHue Wnio3 Macka ®naru
0 br0 0.0.0.0 100.110.0.1 0.0.0.0 UG
1 br0 100.110.0.0 0.0.0.0 255.255.254.0 U

Cratyc WAN:

Vumepgbelic — nmsa bridge-uHtepdoeiica;

[pomoko/1 — NPOTOKO/, UCNosib3yeMblin ansa goctyna k cet WAN;
IP-adpec — IP-afpec ycTpoiicTBa BO BHELLHEW CeTu;

lpuHsIMo — KonnyecTBo NpPUHATLIX Ha WAN 6airT;

e [lepedaHo — KONM4ecTBO nepesaHHbix ¢ WAN 6aiT.

Ethernet:

e CocmosiHue nopma — coctosiHne Ethernet-nopTa;
e CKopocmb — CKOPOCTb NoAKNoUeHMs no nopTy Ethernet;
e [yriiekc — pexum nepegayn AaHHbIX:

e Full — nonHbI gynnekc;

e Half — nonygynnekc.

ARP:
B ARP-tabnuue cogepxutcs nHpopmauums o coorsetctsum IP- 1 MAC-agpecoB cocejHNX CETEBbIX YCTPOUCTB:

* |P-adpec — IP-agpec ycTpoiicTBa;
e MAC-adpec — MAC-agpec ycTpoicTBa.
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Vumepgbelic — vims bridge-nHTtepdelica;

HasHaueHue — IP-agpec xocTa Win NoACEeTU Ha3HAYEHWS, 10 KOTOPbIX YCTAHOB/IEH MapLLUpPYT;
L3 — IP-agpec Wwno3a, Yyepes KOTOPbI OCYLLECTBASETCS BbIXO HA agpecara;

Macka — macka nogceTy;

®1a2u — onpefesneHHble XapakTepUCTUKN AaHHOTO MapuipyTa. CyLlecTBYIOT cnefyolme 3Ha4eHns
donaros:

U — ykasblBaeT, YTO MapLIpyT CO34aH 1 ABSAETCH NPOXOANMbIM;

H — yka3biBaeT Ha MapLUpyT K onpeaesieHHOM Y371y,

G — yka3bIBaeT, YTO MapLUpyT nNposieraeT Yepes BHeLLUHWI Wwnto3. CeTeBoin nHTepdelic CUCTEMBI
npegocTasiseT MapLUpyThl B CETU C NPAMbIM MOAK/I0YEHMEM. Bce npoyre mapLupyTbl NPOXOAAT
yepes BHeLuHWe W/o3bl. Piarom G oTMevatoTcs BCe MapLUpyThbl, KOOMe MapLUpyTOB B CETU C
NPAMbIM NOAK/TOYEHNEM;

R — ykasbIBaeT, 4TO MapLUpyT, CKopee BCero, 6bi1 co34aH ANHaAMUYEeCKUM MPOTOKOI0M
MapLupyTu3aumm, paboTatoWwmum Ha JI0KasTbHOM cucTeme, NoCpeCcTBOM napameTpa reinstate;

D — ykasbIBaeT, UTo MapLwpyT 6bi1 Ao6aB/eH B pe3ynbTaTe Nosy4yeHns coobLLeHNs
nepeHanpasnenuns ICMP (ICMP Redirect Message). Korga cucteMa y3HaeT o MapLipyTe 13
coobueHnst ICMP Redirect, mapLupyT BkIovaeTcs B Tabnuuy MapLipyTusanmm, HTo6bl NCKAUNTD
nepeHanpasfneHve 18 Noc/eayoLwmx nakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary;

M — ykasbIBaeT, 4TO MapLIpyT NOABEPrcs N3MEHEHNI0, BEPOSATHO, B pe3y/ibTaTe paboThbl
AVHaMMYEeCKOro nNpoToKoa MapLupyTM3aummn Ha /I0Kas/IbHOM cucTeMe 1 NPYMEHEHWA napameTpa
mod;

A — yka3biBaeT Ha 6yhepn3oBaHHbI MapLUpPyT, KOTOPOMY COOTBETCTBYET 3anvchb B Tabnvue ARP;
C — yKasbIBaeT, YTO UCTOUYHMKOM MapLupyTa fBnsieTcs 6ydep mapLupyTusaunm aapa;

L — yka3bIBaeT, 4TO MYHKTOM Ha3Ha4YeHUss MapLupyTa SBNsSeTCcA O4MH U3 aapecoB AAaHHOMO
KoMnbloTepa. Takne «/1oKasibHble MapLUPYTbI» CYLLECTBYHOT TO/bKO B Bydhepe MapLipyTusaumy;

B — yka3bIBaeT, UTO KOHEYHbIM NMYHKTOM MapLupyTa SBMSeTCs LWMPOKoBeLLaTe bHbI agpec. Takne
«LLIMpOKOBELLaTe IbHbIE MapLUpYThl» CYLECTBYHOT TO/IbKO B 6ydhepe mapLupyTm3auum;

| — yKasbIBa€eT, UTO MapLUpPyT cBs3aH C kosbLeBbIM (loopback) nHTepdelicom ¢ Lesnbo NHOIA,
HeXesnnm obpallleHne K KObLLEBOW CeTU. Takne «BHYTPEHHNE MapLLpPYTbI» CYLLECTBYHOT TO/IbKO B
6ychepe mapLupyTusauuy;

I — yka3blBaeT, YTo gelitarpaMmbl, HanpaeaseMble No 3TOMy agpecy, byayT oTBepraTbes
CUCTEMOIA.
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4.4.6 MopmeHto «MHdopmaums o paguonHtTepdencax»

B noameHio «MHcpopmanusa o paguonHtepdeiicax» 0TOOPaXKEHO TeKyLLlee COCTOSHUE paanonHTepdelicos
WEP-1L.

clTEX  WEP-IL

MOHUTOPUHF Radio VAP CeTeBble HaCTpOWku BHelwHWe cepBUCh Cucrema ru - (BbIXOA)
Wi-Fi KnueHTb! Radio 2.4 r['u
Cratuctuka no tpaduky Crartyc BknioyeHo

CKaHMpoBatie ahupa MAC-agpec E8:28:C1:E1:10:60

Pexum |IEEE 802.11b/g/n
XKypHan cobbiTuin
Kanan 1 (2412 Ml'u)

CerteBas MHdopmauusa
“ hopmay LUnpuHa kaHana, My~ 20

Wrcpopmauus o Radio 5 Iy

paavouHTepdencax >
Craryc BkntoueHo
WHbopmauums o6 yctponctee
MAC-agpec E8:28:C1:E1:10:65
Pexum IEEE 802.11a/n/ac
Kanan 40 (5200 MI'y)

LWvpuHa kaHana, MMy 20

PaanovHTepgericbl TOUKM JOCTyNa MOryT HAXOAUTLCS B ABYX COCTOAHUSAX: «BK/IOUEHO» 1 «BbIKNHOYEHO».
Crartyc Kaxzoro 1u3 pagnovHtepgercos oTpaxaeTcs B O4HOMMEHHOM napameTpe «CtaTtyc».

CraTtyc Radio 3aBuCKT OT TOrO, €CTb /1M Ha f@aHHOM paAnonHTepdelice BKTHOYEHHbIE BUPTYasIbHbIE TOUKM
noctyna (VAP). B cnyuae, ecnin Ha paamonHTepdeiice numeetcst XoTa 6bl ogHa aktuBHas VAP, Radio 6yaet
HaxoAnTbCA B cTaTyce «BK/oyeHo», nHaye — «BbIKHoUYeHOo».

B 3aBucmumocTu oT ctatyca Radio anst MoOHMTOpMHra AocTynHa creayoulan nHhopmMaums:
«BbIK/1HOYEHOY:

e Cmamyc — COCTOsiHUe pagnovHTepdelica;
e MAC-adpec — MAC-aapec pagnonHTepgeiica;
e Pexum — pexunm paboTbl pagnonHTepdieiica cornacHo ctaHgaptam IEEE 802.11.

«BK/TIOYEHOY:

e Cmamyc — COCTOsiHUe pagnovHTepdelica;

MAC-adpec — MAC-agpec paanonHtepdelica;

Pexxum — pexum paboTbl paanonHtepdielica cornacHo ctaHgaptam IEEE 802.11;

KaHasn — HoMep 6ecnpoBOAHOI0 KaHana, Ha KOTOpOM paboTaeT paguonHTepdeiic;

LlupuHa kaHa/1a — WMpPUHA NOJI0Ckl YacTOT KaHas1a, Ha KOTOpoM paboTaeT pagnMonHTepdeic.
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4.4.7 ToameHio «MHopmaLmsa 06 ycTpocTee»

B noameHio «MHcpopmayusa 06 ycTpoiicTBe» 0TOOpaxKeHbl OCHOBHbIE xapaktepuctukn WEP-1L.

,ELTEX  WEP-IL

MOHHUTOPUHF Radio VAP CeTeBble HAaCTPOIKH BHELLHUE CEPBUCH cucrema -~ (BbIXOA

Wi-Fi KNUeHTbI Wspenune WEP-1L

~ AnnapatHas Bepcus 1v3
CTaTUCTHKA NO TPahUKy

3asoackon MAC- E8:28:C1:E7:FB:60

CkaHupoBaHue aupa aapec
CepuitHbIi HoMep WP3C000555
JKypHan colblTui
Bepcua Mo
CeTeBan UHMOpMaLUA
PesepBHaA Bepcua
i no
MHpopmayma o
paguouHTepdeiicax Bepcua 3arpysyuka
CucTeMHoe Bpema 06.12.2023 09:46:53

MHpopmauua ob ycTpoicTee >
Bpema paboTbl 9 aH, 00:22:30

3arpyska Uny 2%
Mcnonbayemas \35-) 72 MGaitT / 108 MoanT
namaTb
< OGHOBHUTb

M30enue — HammeHoBaHve MOesn YCTPOCTBa;

AnrnapamHasi sepcusi — BepCusi annapaTHoro obecrneyeHns yCTpomncTBa,

3asodckoli MAC-adpec — MAC-aapec WAN-nHTepdhelica ycTpolicTBa, YCTaHOB/IEHHbI 3aBOA0M-
N3roToBUTENEM,

CepuliHbIli HOMepP — CEPUNHbBIA HOMEP YCTPONCTBA, YCTAHOB/IEHHbIN 3aBOA0OM-N3rOTOBUTENEM;
Bepcusi O — Bepcusi NporpaMmMHOro obecneyeHns yCcTpoicTBa;

e PesepsHas sepcus MO — npegblaylias yctaHosneHHasa sepcus MO;

Bepcus 3agpy3yuka — Bepcus nporpammMHOro obecneyeHus sarpy3ymka ycTponcTsa;
CucmeMHoe speMsi — TekyLme BpeMs U gaTa, yCTaHOB/IEHHbIE B CUCTEME;

Bpewmsi pabomsl — BpeMsi paboTbl C MOMEHTA NOC/IEAHENO BK/IOYEHNSA UMW Nepe3arpyskn yCTPONCTBa;
3aepy3ka LY — cpeaHunin NPOLLEHT 3arpy3ku npoLeccopa 3a nocnefHne 5 CeKyHm;
Vicnonb3yemasi namsimes — NPOLEHT UCMOJIb30BaHUA ornepaTuBHON NaMsTh yCTPOICTBa.
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4.5 MeHio «Radio»

B meHto «Radio» nponsBoanTcs HacTpoiika pagnonHTepdencoB yCTpoicTBa.

4.5.1 MoameHto «Radio 2.4 I'uy»

B noameHto «Radio 2.4 I'My» ocyLlecTBNAOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeica
yCTPOICTBa, paboTarLlero B AgvanasoHe 2.4 'y,

el TEX WEP-1L

MOHUTOPHHT Radio VAP CeTeBble HaCTPOKH BHelUH1e CepBuCh Cucrema u~ BbIXOA,

Radio 2.4 Ty > Obuwue
Radio 5 'y Pexum IEEE 802.11b/g/n v
LlononHuTenbHO ABTOMATU4ECKUI BbIOOP KaHana

OrpaHU4MTL CIUCOK KaHanos

LupuHa kaxana, Mry 20 v

MOLLHOCTb CUrHana, ABM 16 v

[ ONoMnHUTENBHO v

m * Omvena

e Pexum — pexnm paboTbl HTepdieica coriacHo cneayowmum ctaHgapTam:
e |EEE 802.11n;
e IEEE 802.11b/g;
e |EEE 802.11b/g/n.

e ABmomamuyeckul BbI60p KaHasia — Npn ycTaHOB/IEHHOM doiare To4ka Aoctyna 6yaet aBTomaTnyecku
BblOVMpaTb HaVMeEHee 3arpyXeHHblli paguokaHan gnsa paéotbl Wi-Fi-uHTtepdeiica. Mpu cHATOM dhnare
OTKpbIBAeTCS AOCTYN A/1 YCTAHOBKM CTaTMYeCcKoro paboyero kaHana;

* KaHas1 — BbIGOp KaHana nepegayv AaHHbIX;

e O2paHu4ums CruUCcOK KaHa/108 — NPV YCTaHOB/IEHHOM dhiare Toyka focTyna 6yaeT Ucnosib3osaTb
OrpaHNYeHHbI NoNb3oBaTeIeM CNMCOK KaHau10B A5 paboTbl B aBTOMATUYECKOM pexume Bbibopa
kaHasna. Ecnu dpnar Hanpotme «OrpaHnynTb CNMCOK KaHaI0B» He YCTaHOBJ/IEH N B CMIUCKEe
OTCYTCTBYIOT KaHaslbl, TO TOUYKa focTyna 6yaeT BbloupaTb pabounii kaHas U3 Bcex AOCTYMNHbIX KaHa10B
[aHHOro AmanasoHa 4acTtoT. KaHanbl gnanasoHa 2.4 Iy: 1-13;

e lllupuHa kaHas1a, My — WwnMprHa NoNoChbl YacTOT KaHas1a, Ha KOTOPOM paboTaeT Touka J0oCTyna,
npuHUMaeT 3HadeHns 20 n 40 My,

e OCHOBHOU KaHa/1 — napameTp MOXET ObITb U3MEHEH TO/IbKO NPW NPOMYCKHOM CNOCOGHOCTN CTaTUYECKN
3a/laHHOro KaHana, pasHoii 40 MI'y,. KaHan 40 MI'y, MOXHO cuMTaTb COCTOSILMM M3 ABYX KaHanos no 20
MT U, KOTOpble rpaHnyaT B 4YaCTOTHOM o6nacTu. ATn ABa kaHana 20 MI'y, Ha3bIBaOT NEPBUYHLIM U
BTOPWYHbIM KaHanamu. MepBuYHbIA KaHasl MCNO/b3YeTCs KNMeHTamu, KOTopble NOAAEePXNBAOT TONbKO
nonocy nponyckaHus kaHana 20 MIru;

e Upper — nepBuYHbIM KaHa/ioM byaeT BepxHuit kaHan 20 MI'y, B nonoce 40 MIy;
e Lower — nepBUYHbIM KaHasioM ByaeT HxHWIA kaHan 20 MI'y, B nonoce 40 MIy,

e MowHocmb cueHasna, 0bm — perynvposka MoOLWHOCTK curHana nepegarunka Wi-Fi 8 gbm. MNpuHumaet

3HauyeHune oT 3 4o 16 ogbm.
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© B cnyuae, ecnun B cncke «OrpaHNuMTL CINCOK KAHA/IOB» YKa3aH HeoCTYMHbI Ans BbiGopa kaHas, To

OH OyZeT OTMeYeH cepbiM UBETOM. [11A TOro Ytobbl HoBas KOH(UTypauns bbiia NpYMeHeHa Ha TOUKY
[ocCTyna, B cnuncke «OrpaHnynTb CMMCOK KaHaUu10B» AO/DKHbI ObITb YKa3aHbl TOMIbKO AOCTYMHbIE
(BblAENEHHBIE CUHUM LBETOM) KaHaslbl.
Mpumep. Ha Touke fgocTyna ewe He NPOM3BOAUIOCH HUKAaKMX HACTPOeK, N0 ymonyaHuto Ha Radio 2.4
My, yctaHoBneHa «WnpuHa kaHana» 20 Ml'y, a B cnucke «OrpaHnYmTb CMMCOK KaHaU10B» YKa3aHbl
KaHasbl: 1, 6, 11.
[Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LLvpuHa kaHana», pasHblii 40 My, MNpu n3ameHeHun
JaHHoro napameTpa ¢ 20 My Ha 40 My, npoucxoguT cnegytoulee:

e OS5 peAakTUpoBaHNs OTKpbiBaeTcs napameTp «OCHOBHOW KaHas1», MPUHUMAIOLLMIA 3Ha4YeHne no

yMOJ14aHuto «Lower»,
e kaHau1 11 B cnucke «OrpaHNYnTb CNMCOK KaHa/10B» MEHSAET CBOW LBET C CUHETO Ha Cepblii.

Ecnu nameHnTs napameTp «lUnpnHa kaHana» Ha 40 ML, 1 He yaanuTb «Ccepble» KaHaslbl U3 CNUCKa, TO
NPV HAXaTUK Ha KHOMKy «[puMeHNTb» B Gpay3epe NosiBUTCS oLuMOKa «BBefeHHble faHHble coaepxaT
OLWNGKN. MI3MEHEHNA He Bbl/IN NPUMEHEHbI». COOTBETCTBEHHO, KOHCDUIypaLMsa TOYKM focTyna
M3MEHEHA He ByAeT. DTO NPOUCXOAUT NO MPUYMHE TOTO, YTO KaHaslbl, BblAENEHHbIE CEPLIM LIBETOM B
cnmcke «OrpaHnYnTbL CMMCOK KaHa/I0B», HEe NOAXOAAT nog onpeaeneHne «OCHOBHOW kKaHas» = Lower.

B pasgene «[JononHnTeIbHO» OCYLLECTBASAETCS HACTPOIiKa AONOMHMTENbHbLIX NapaMeTpoB paanonHTepdeica
yCTpoiicTBa.

J[ONONHUTENBLHO v
OBSS Coexistence
KaHansHas ckopocTs nepegays Auto v
KopoTkuit 3aLyuTHLI MHTEPBAN
STBC
Mepwoa oTnpasku cnyxebHbix COOOWEHUNA, MC 100
Mopor parmeHTaymu 2346
Mopor RTS 2347
Arperauus

KopoTkas npeambyna

LWennep Broadcast/Multicast, nak/c
0
Legacy Rate Sets Rate (Mbps) 54 48 36 24 18 12 1 9 6 5.5 2 1
Supported
Basic
Wi-Fi Multimedia (WMM)

Pennukauus ARP

Pexum pabotel DHCP Snooping replace v

Onuus 82 dpopmar CID APMAC-SSID v

Onuyus 82 copmar RID ClientMAC v

®opmar MAC-agpeca AA:BB:CC:DD:EE:FF v

Brnounts QoS

e OBSS Coexistence — pexxum aBTOMaTtUYeCKOro yMeHbLUEHUS WNPUHBI KaHaa Npu 3arpy>XeHHoMm
paaunoadpupe. MNpun ycTaHOBMEHHOM doiare peXxxmm BKITHOYEH;

» KaHasibHasi ckopocmsb repedayu — YUKCMpOBaHHaA CKOPOCTb 6eCnpoBOAHOW Nepefayn AaHHbIX,
onpepensemas cneuudpukaumamm ctaHgaptos IEEE 802.11;

e Kopomkul 3awumHbil uHMepsas — NoaAepXKa YKOPOYEHHOro 3allMTHOro nHTepsana. Touka goctyna
nepenaeT faHHble, NUCNo/b3ys 3aluTHbIA nHTepBan B 400 He (BmecTo 800 HC) npw 06LLEeHNM C
K/IMeHTaMu, KOTopble Takxke NoALEePXUBAIOT KOPOTKUIM 3alMTHBIN NHTepBaT,

e STBC — meTof NPOCTPaAHCTBEHHO-BPEMEHHOI0 6/104HOr0 KOANPOBAHUSA, HaNpPaB/IeHHbI Ha NOBbILLEHNE
Ha[eXHOCTW nepefayv AaHHbIX. [1one 4OCTYNHO, TO/IbKO eC/N BbIOpaHHbIN pexum paboTbl
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pagnovHTepdelica BknovaeT B cebs 802.11n. Mpm yctaHOBNEHHOM hiiare yCcTpoicTBO nepegaeT oanH
NOTOK [aHHbIX Yepe3 HEeCKO/IbKO aHTeHH. Ecnn donar He ycTaHOBNEH, YCTPOWCTBO He nepefaeT O4NH 1
TOT e MOTOK AaHHbIX Yepe3 HECKOJIbKO aHTEHH,;
lMepuod omnpasku c/yebHbiX coobweHUl — nepuog nocbinkn Beacon-thpeiimoBs. ®peimbl
nepeparoTcs Ana o6HapyXXeHUst TOUKM gocTyna B achupe. MapameTp npuHnumMaeT 3HadeHns 20-2000 mc,
no ymonyaxuio — 100 mc;
lNopoa chpaemeHmayuu — nopor oparmeHTaummn ppenma B 6aritax. MNprHumaeT 3HaveHnsa 256-2346,
no ymonyaxuio — 2346;
Mopoe RTS — ykasbiBaeT unmcno 6alit, yepes KoTopoe nocblaeTcsa 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHVE [aHHOT0 3HAUYEHWSA MOXET Y/IyulunTb paboTy TOUKM A0CTyNa npu 60/1bLLIOM
KO/INYecTBe NOAKMNHOUYEHHbIX KIMEHTOB, O4HAKO 3TO YMeHbLUaeT 06LLYyH NPOMYyCKHY CNOCOOHOCTb
6ecnpoBofHoi ceTu. MpuHumaeT 3HayeHnsa 0—2347, no ymonyaHuo — 2347;
Aepezayusi — BktoveHne nogaepxkm AMPDU/AMSDU;
Kopomkasi npeambysia — ncnosb3oBaHe KOPOTKON npeamby bl NakeTa;
Llledinep Broadcast/Multicast, nak/c — npn ycTaHOBIEHHOM do/iare BbINOIHAETCA orpaHMyeHme
nepefaun LUMPOKOBeLLaTe/IbHOro/MyibTUKAcTOBOro Tpadmka no 6ecnpoBogHol ceTu. Jiumnut ans
LUMPOKOBELLLATE/ILHOTO TPaghmka MOXHO yka3aTb B NOSBUBLLEMCSA OKHe (nak/c);
Legacy Rate Sets — nogaepXxvBaemble 1 TPAHCMPYyEMble TOUKOM A0CTyNna Habopbl KaHa/IbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHmne nogaepxkn WMM (Wi-Fi Multimedia);
e Penukayusi ARP — mexaHn3am KoHBepTupoBaHuns ARP-3anpocoB n3 Broadcast B Unicast;
Pexum pabomsl DHCP Snooping — BbI6op nonntukn o6pabotkm DHCP onuun 82. locTynHble 3HaYeHNs
Ana Bblbopa:
e jgnore — obpaboTka onuuun 82 oTk/IoYeHa. 3Ha4YeHre No YMOJTHaHWIO;
* remove — To4Ka AOCTyna yganseTt 3HayeHve onuun 82;
* replace — Touyka foCTyna NOACTaBASET WM 3aMeHseT 3HadeHne onuun 82. Mpu BbIGope faHHOro
3HaYeHnA ONA pefakTMpPOBaHUA OTKPbIBAKOTCA Crefyowme napaMmeTpsbl:
e Onyus 82 gpopmam CID — 3ameHa 3HaveHns napameTpa CID, MOXeT npuHnMaTh 3Ha4YEeHUS:
o APMAC-SSID — 3ameHa 3Ha4veHus napameTtpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaueHne Mo YMOSTHaHUIO;
e SSID — 3aMeHa 3Ha4veHunsa napameTpa Ha ums SSID, k KoTopoMy NOAKNIOYEH K/TUEHT;
e custom — 3amMeHa 3HayeHus napametpa CID Ha 3HayeHve, yka3aHHOe B
napametpe «Onuus 82 yHukasibHbIin CID»;

e Onyus 82 yHukasbHbIlU CID — npon3BosibHasA CTpoKa 40 52 CMMBOJIOB, KOTOpas
oyaet nepegasatbes B CID. Ecnu 3HaYeHre napameTpa He 3a4aHo, TO TouKa
poctyna éyaet nameHsTb CID Ha 3HavyeHue no ymonyaHuio — APMAC-SSID;

e Onyus 82 gpopmam RID — 3ameHa 3HavyeHua napametpa RID, moxeT npuHnmartb
crnefyoue 3Ha4yeHus:

e ClientMAC — n3meHaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCTponcTBa.
3HayeHune Nno ymos4yaHuio;

e APMAC — n3meHATb cogepxmnmoe RID Ha MAC-agpec Toukun goctyna;

e APdomain — nameHaTb cogepxmmoe RID Ha JOMEH, B KOTOPOM HaxoAmMTCs Touka
[ocTyna;

e custom — n3MeHATb cogepxmmoe RID Ha 3HaueHune, ykazaHHOe B napameTtpe «Onuns
82 yHukasibHbI RID»;

e Onyus 82 yHuka/bHbIU RID — npon3BosibHas CTpoka A0 63 CMMBOJIOB, KOTOpas
6ynet nepegasatbes B RID. Ecnv 3HavyeHne napaMeTpa He 3afaHo, TO ToUKa
poctyna éyaet nameHaTb RID Ha 3HauyeHme no ymondaxuto — ClientMAC;

e ®opmam MAC-adpeca — BblbOp pasgenuTeneli oktetoB MAC-agpeca, KOTopblil nepegaeTcs
8 CID n RID:
e AA:BB:CC:DD:EE.FF — B KauecTBe pasfenntens BbIiCTynaeT 3HaK ABOETOUUSA.
3HayeHue Nno ymos4yaHuio;
e AA-BB-CC-DD-EE-FF — B KauecTBe pa3feniMTesia BbICTyNaeT 3HaK TUpe.
e Bkrodumbs QoS — npu yCcTaHOB/IEHHOM dhnare AOCTyMNHa HacTpoiKa yHKLUMIA o6ecneyeHns KavecTsa
o6cnyxusanua (Quality of Service).
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[N HACTPOIKN o6ecneyeHnst KauecTBa 06C/TYXXMBAHWUA AOCTYNHbI CeaytoLme hyHKLU:

AP EDCA Parameters
Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (®oH)

Data 2 (Best Effort) 3 15

Data 1 (Buaeo) 1 7 . 15

Data 0 (Fonoc)

Station EDCA Parameters
Ouepens AIFS cwMin cwMax TXOP Limit

Data 3 (®oH)

Data 2 (Best Effort) X = . 1025
3 5 023 v

Data 1 (Buaeo) . S . 1=

Data 0 (Torioc) 5 5 . B . e

e AP EDCA parameters — Tabnuua HacTpoek napameTpoB Touku goctyna (Tpaduk nepeaaeTcst oT TOUKM
[0CTYyNa K KTIMEHTY):

e Oyepedsb — NpefonpeeneHHsle ouepean 418 pas/IMyHoOro poga Tpaduka:

* Data 3 (®0OH) — HU3KONPMOPUTETHAS OUYEPEAb, BbICOKAst MPONYCKHas CNOCOGHOCTb
(npuoputeTbl 802.1p: cs1, cs2);

* Data 2 (Best Effort) — cpefiHenpropuTeTHas ouepespb, CPeAHss NPOMNyckHas CNoco6HOCTb U
3aZepxka. B gaHHyt0 ovepeb oTnpasiseTcs 60MbLUNHCTBO TPAAVULMOHHBIX IP-AaHHbIX
(npuoputeTbl 802.1p: cs0, cs3);

e Data 1 (Budeo) — BbICOKOMNPMOPUTETHASA ouepeib, MUHUMasIbHblE 3aAepPXKn. B AaHHO
oyepeau aBTOMaTMYECK/ 06pabaTbiBalOTCA BUAEOAAHHbIE, YYBCTBUTEIbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, cs5);

e Data 0 (F'o/10c) — BbICOKONPUOPUTETHASA oYepeb, MUHUMa/IbHbIE 3a[ePXKN. B AaHHOI
oyepeau aBTOMaTMYeECK/ 06pabaTbiBalOTCA AaHHbIE, HYBCTBUTE/IbHbIE K BDEMEHM, TaKMe Kak
VolP 1 notokoBoe Bugeo (npuoputeTtbl 802.1p: cs6, cs7).

» AIFS — Arbitration Inter-Frame Spacing, onpegenseT Bpemsi oxmgaHus kagpos (hpeiimos)
[AaHHbIX, U3MepsaeTcs B cnotax, NpUHNMaeT 3HavyeHunsa 1-255;

e cwMin — HayaNbHOE 3HaYeHVe BPeMeHW OXuaaHusa nepes noBTOPHON OTNPaBKol Kaapa,
3afaeTcsa B MUINCEKYHAAX, MpUHMMaeT 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHre cwMin He MOXET npeBbIWaTh 3HavyeHne cwMax;

e cwMax — MakCcMMasibHOe 3HaYeHne BPeMEHN OXMAaHus nepen noBTOPHOM OTNPaBKoW kaapa,
3afiaeTcsa B MUINCEKYHAAX, MpUHMMaeT 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax 0o/MKHO ObITb 60bLLE 3HAYeHUA cwMin;

e TXOP Limit — napameTp UCMNoNb3yeTCca TOMIbKO A/1A AaHHbIX, NepefaBaeMblX OT K/IMeHTa 40 TOUKK
focTtyna. Bo3mMOXHOCTb nepefayn — HTepBaUl BpEMEHW B MWIJIMCEKYHAAX, KOTAa K/IVEeHTCKas
WME-cTaHUMa nMeeT npasa MHULMMPOBaTh nepegavy AaHHbIX Mo 6ecnpoBOAHON cpefe K ToUke
[0CTyna, MakcuMmasibHoe 3HaveHne 65535 MuanncekyHa.

e Station EDCA parameters — Tabnvua HacTpoek napaMmeTpoB knneHTa (Tpadmk nepeaaeTcs oT KnneHTa
[0 TOYKM focTyna). OnucaHune nonei Tabnuubl NPMBEAEHO BbILLE.

[na BcTynneHnsa B cuny HOBOIA KOHC*)VIpraLl,VIVI N 3aHECEHNA HACTPOEK B IHEPTrOHE3AaBUCMYIO NMaMATb
HaXXMUTe KHOMKY «[MpuMeHUTb». 1719 OTMEHbI N3MEHEHWIA HaXXMUTe KHOMKY «OTMeHa».
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4.5.2 MoameHto «Radio 5 My

B noameHto «Radio 5 MTu» ocyLecTBNATCA HACTPOIKM OCHOBHbIX MapaMeTpoB pagnonHTepdenca
YCTPOICTBa, paboTatowero B guanasoHe 5 'y,

cTEX  WEP-L

MOHWUTOPKHHT Radio VAP CeTeBble HACTPOWKH BHeluH1e cepBUCH! Cuctema u- BbIXOA,

Radio 2.4 Ty Obwue
Radio 5y > Pexum IEEE 802.11a/n/ac v
[lononHuTenbHo ABTOMAaTM4ECKUA BbIOOP KaHana

OrpaHu4nTb CNUCOK KaHanos

LWnpuHa kanana, My 20 v

MOLLYHOCTL CHTHANA, ABM 19 v

[OononHUTENbHO v

e Pexum — pexum paboTbl MHTepdeica cornacHo ctaHgapTam:
e |EEE 802.114;
e |EEE 802.11a/n;
e |EEE 802.11a/n/ac.

e Asmomamuyeckuli BbI60p KaHasia — Npu yCTaHOBNEHHOM hnare Touka AocTyna 6yaeT aBToMaTuyecku
BblOMpaTb HaVIMeHee 3arpyXeHHblli paguokaHan gnsa paéotbl Wi-Fi-uHTepdeiica. Mpu cHATOM dhnare
OTKpbIBAETCSA AOCTYMN A/1 YCTAHOBKM CTATMYECKOro paboyero kaHasa;

e KaHas — BbIOOp KaHana nepefayv AaHHbIX;

e O2paHu4ums CruUCOK KaHa/108 — NPV YCTaHOBJ/IEHHOM db1are Touka AocTyrna 6yAeT Ucnosib3osaTb
OrpaHnYeHHbI NoNb3oBaTesIeM CNMCOK KaHau10B A5 paboTbl B aBTOMATUYeCKoOM pexume Bbibopa
KaHana. Ecnv donar HanpoTtus «OrpaHNYmTb CMUCOK KaHa0B» HE YCTAHOB/IEH W/IA B CMUCKE
OTCYTCTBYIOT KaHaJslbl, TO TOUYKa focTyna 6yaeT BbloupaTb pabounii kaHasl U3 BcexX AOCTYMNHbIX KaHa10B
AaHHOro ananasoHa yactoT. KaHasbl gnanasoHa 5 'y 36—64, 132-144, 149-165;

e [llupuHa kaHas1a, My — WwWMpyHa NOMOCkl YAaCTOT KaHaus1a, Ha KOTOPOM paboTaeT Toyka A0CTyna,
npuH1umMaeT 3HadeHns 20, 40 n 80 MI'y;

e OCHOBHOU KaHa/1 — napaMeTp MOXEeT 6bITb U3MEHEH TOJIbKO NpW NPONYCKHOM CNOCOBHOCTUN CTaTUYeCKu
3alaHHOro kaHana, pasHoli 40 MI'y,. KaHan 40 MI'y, MOXHO cuMTaTb COCTOSWMM U3 ABYX KaHasoB no 20
MT U, KOTOpble rpaHnyaT B YacTOTHOM o6nacTu. ATn ABa kaHasa 20 MMy, Ha3biBalOT NEPBUYHBIM U
BTOPWYHbIM KaHanamu. MepBuYHbIA KaHas UCNOJb3yeTCs KNMeHTamu, KOTopble NoAAepPXNBatOT TONbKO
nosocy nponyckaHusa kaHana 20 Mry;

e Upper — nepBuYHbIM KaHasioM ByaeT BepxHuii kaHan 20 MI'y, B nosioce 40 MIy;
e Lower — nepBuYHbIM KaHasloM ByaeT HkHWI kaHan 20 MI'y, B nonoce 40 MIy,

e MowHocmb cuaHasia, 0bm — perynnpoBka MoOLHOCTU curHana nepegarumka Wi-Fi 8 gbm. MpuHnmaeT

3HayeHune ot 11 go 19 gbm.
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© B cnyuae, ecnun B cncke «OrpaHNuMTL CINCOK KAHA/IOB» YKa3aH HeoCTYMHbI Ans BbiGopa kaHas, To

OH OyZeT OTMeYeH cepbiM UBETOM. [11A TOro Ytobbl HoBas KOH(UTypauns bbiia NpYMeHeHa Ha TOUKY
[ocCTyna, B cnuncke «OrpaHnynTb CMMCOK KaHaUu10B» AO/DKHbI ObITb YKa3aHbl TOMIbKO AOCTYMHbIE
(BblAENEHHBIE CUHUM LBETOM) KaHaslbl.
Mpumep. Ha Touke fgocTyna ewe He NPOM3BOAUMIOCH HUKAKMX HACTPOEK, N0 ymonyaHuo Ha Radio 5
My, yctaHoBneHa «WnpuHa kaHana» 20 Ml'y, a B cnucke «OrpaHnYmTb CMMCOK KaHaU10B» YKa3aHbl
kaHasbl: 36, 40, 44, 48.
[Jonyctum, Heo6xoaMMo ycTaHoBUTL NnapameTp «LLvpuHa kaHana», pasHblii 40 My, MNpu n3ameHeHun
JaHHoro napameTpa ¢ 20 My Ha 40 My, npoucxoguT cnegytoulee:

e OS5 peAakTUpoBaHNs OTKpbiBaeTcs napameTp «OCHOBHOW KaHas1», MPUHUMAIOLLMIA 3Ha4YeHne no

ymonyaxuto «Upper,
e kaHas1bl 36 1 44 B crnucke «OrpaHNYnTb CNINCOK KaHa/10B» MEHSAIOT CBOW LBET C CMHETO Ha CepbIl.

Ecnu nameHnTs napameTp «lUnpnHa kaHana» Ha 40 ML, 1 He yaanuTb «Ccepble» KaHaslbl U3 CNUCKa, TO
NPV HAXaTUK Ha KHOMKy «[puMeHNTb» B Gpay3epe NosiBUTCS oLuMOKa «BBefeHHble faHHble coaepxaT
OLWNGKN. MI3MEHEHNA He Bbl/IN NPUMEHEHbI». COOTBETCTBEHHO, KOHCDUIypaLMsa TOYKM focTyna
M3MEHEHA He ByAeT. DTO NPOUCXOAUT NO MPUYMHE TOTO, YTO KaHaslbl, BblAENEHHbIE CEPLIM LIBETOM B
cnmcke «OrpaHuYnTb CMMCOK KaHa/I0B», He NOAXOAST nog onpeaeneHne «OCHOBHO kaHasn» = Upper.

B pasgene «[JononHnTeIbHO» OCYLLECTBASAETCS HACTPOIiKa AONOMHMTENbHbLIX NapaMeTpoB paanonHTepdeica
yCTpoiicTBa.

[ONONHUTENBHO v

OBSS Coexistence
KaHanbHas ckopocTb nepeaasi Auto v
Moanepxka DFS Brnrouexo v

KOpOTKMA SaLUMTHBIA MHTEpPBAn

STBC
Mepuoa oTnpasku cnyxebHbix COOOLEHUNA, MC 100
Mopor doparmenTaymnm 2346

Mopor RTS 2347

Arperauma

Kopotkas npeambyna

Weinep Broadcast/Multicast, nak/c
Legacy Rate Sets Rate (Mbps) 54 48 36 24 18 12 9 6
Supported
Basic

Wi-Fi Multimedia (WMM)

Pennukauus ARP

Pexum pabotel DHCP Snooping replace v

Onuus 82 dopmar CID APMAC-SSID v

Onuus 82 dopmar RID ClientMAC v

®opmat MAC-aapeca AABB:CC:DD:EE:FF v

Brnwounts QoS

e OBSS Coexistence — pexvM aBTOMaTUYECKOTO YMEHbLUEHUSA LWMPUHbI KaHana npuv 3arpy>eHHoMm
paanoadmpe. MNMpu ycTtaHoBNEHHOM ch/iare pexuim BK/THOYEH;

e KaHa/ibHasi cCKopocmb repedadyu — OMKCMpoBaHHasA CKOPOCTb 6eCnpoBOAHON Nepefayn AaHHbIX,
onpepensemas cneuudpmkaumamm ctaHgaptos IEEE 802.11;

* [lodoepxka DFS — mexaHn3M AMHamMn4eckoro Bbibopa 4yactoTbl. TpebyeT OT 6eCnpoBOAHbIX YCTPONCTB
CKaHMpoBaTb pagnoadoup v n3beraTb UCMNOSIb30BAHNA KaHa10B, COBMaaloLwmnx ¢ KaHaiamm, Ha KOTopbIX
paboTalT pagnonokaLoHHble cucTemMbl B 5 L, Anana3oHe:

* BbiK/1l04eHO — MexaHn3M BbikoYveH. DFS-kaHasbl He [OCTYNHbI AN BbI6opa;
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* BK/Il04EHO — MeXaHU3M BKJ/THOYEH,;
e [IpuHyoume/ibHO — MexaHu3m BblkNoveH. DFS-kaHanbl AOCTYMNHbI 4719 BblGopa.
Kopomkul 3awjumHbIli uHmepsas — NoAAepKKa YKOPOUYEHHOTO0 3aLlMTHOrO MHTepBavia. Touka gocTtyna
nepegaeT AaHHble, NCNO/b3ys 3aluTHbI nHTepBan B 400 He (BMecTo 800 HC) npu 06LLeHNM C
KIMeHTaMu, KOTopble Takke NoAAePXUBAOT KOPOTKUIA 3alMTHBIA NHTepBaUT;
STBC — meTof, NpOCTPAaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHUS, HanpPaB/IeHHbI HA NOBbILIEHNE
HafeXHOCTW nepefayuv faHHbIX. [1one 4OCTYNHO, TO/IbKO eCN BbIGPaHHbIN pexum paboTbl
pagnovHTepdelica BknovaeT B cebs 802.11n. Mpm yctaHOBNEHHOM hiiare yCTpoicTBo nepegaeT oanH
NOTOK [aHHbIX Yepe3 HEeCKO/IbKO aHTeHH. Ecnn donar He ycTaHOBNEH, YCTPOMCTBO He nepefaeT O4NH 1
TOT e MOTOK AaHHbIX Yepe3 HECKOJIbKO aHTEHH,;
lMepuod omnpasku c/1yxebHbix coobweHUl — nepuog nocbinkn Beacon-thpeimoBs. ®peimbl
nepeparoTcs Ana o6HapyXXeHUs TOUKM AocTyna B achmpe, npuHuMaeT 3HadeHnsa 20—-2000 mc, no
ymonyanuio — 100 mc;
lNopoz chpaemeHmayuu — nopor oparmeHTaummn ppenma B 6aritax. MNprHumaeT 3HaveHnsa 256-2346,
no ymonyaxuio — 2346;
Mopoe RTS — ykasbiBaeT uncno 6alit, yepes KoTopoe nocblaeTcsa 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHVE [aHHOTr0 3HAUYEHWSA MOXET Y/ly4ylunTb paboTy TOUKM A0CTyNa npyu 60/1bLLIOM
KO/INYeCTBe NOAKMHOUYEHHbIX K/IMEHTOB, O4HAKO 3TO YMeHbLUaeT 06LLYH NPOMYyCKHY CNOCOOHOCTb
6ecnpoBofHoi ceTu. MpuHumaeT 3HayeHnsa 0—2347, no ymonyaHuwo — 2347;
Aepezayusi — BktoveHne nogaepxkm AMPDU/AMSDU;
Kopomkasi npeambysia — ncnosib3oBaHe KOPOTKON npeamby bl NakeTa;
Llledinep Broadcast/Multicast, nak/c — npn ycTaHOBNIEHHOM do/iare BbINOIHAETCA orpaHmyeHme
nepefaun LWMPOKOBeLLaTe/IbHOro/MyibTUKAcTOBOro Tpadmka no 6ecnpoBogHoli ceTu. Jiumnt ans
LUMPOKOBELLLATE/ILHOTO TPaghmka MOXHO yKa3aTb B NOSBUBLLEMCSA OKHe (nak/c);
Legacy Rate Sets — nogaepXxvBaemble 1 TPAHCMPYyEMble TOUKOIM A0CTyNna Habopbl KaHA/IbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHmne nogaepxkn WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHn3M KoHBepTupoBaHusa ARP-3anpocoB 13 Broadcast B Unicast;
Pexum pabomsl DHCP Snooping — BbI6op nonutukn obpabdotkn DHCP onunn 82. locTynHbIe 3HAYEHUA
Ana Bolbopa:
e jgnore — obpaboTka onuuun 82 oTk/IoYeHa. 3HayYeHre No YMOJTHaHWIO;
* remove — To4Ka AOCTyna yganseTt 3HayeHve onuum 82;
* replace — Touyka focCTyna NOACTaBASET WK 3aMeHseT 3HadeHne onuun 82. Mpu BbIGope faHHOro
3HaYeHnA ONA pefakTMpPOBaHUA OTKPbIBAOTCA Creaylowme napaMmeTpsbl:
e Onyus 82 gpopmam CID — 3ameHa 3HaueHuns napameTpa CID, MOXeT npuHnMaTh 3Ha4YeHUS:
o APMAC-SSID — 3ameHa 3Ha4veHus napameTtpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsa SSID>. 3HaueHne Mo YMOTHaHUI;
e SSID — 3aMeHa 3Ha4veHuna napameTpa Ha ums SSID, k KoTopoMy NOAKNOYEH K/TUEHT;
e custom — 3amMeHa 3HayeHus napametpa CID Ha 3HayeHVe, yka3aHHOe B
napametpe «Onuusa 82 yHukasibHbIin CID»:

e Onyus 82 yHukasbHbIlU CID — Npon3BO/ibHaA CTpoOKa 40 52 CMMBOJIOB, KOTOpas
oynet nepegasatbes B CID. Ecnu 3HayeHe napameTpa He 3a4aHo, TO TouKa
poctyna éyaet nameHsTb CID Ha 3HavyeHue no ymonyaHuio — APMAC-SSID.

e Onyus 82 gpopmam RID — 3ameHa 3HavyeHua napametpa RID, moxeT npuHnmartb
crnefyrouime 3HavyeHus:

e ClientMAC — n3meHaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCTponcTBa.
3HayeHune Nno ymos4yaHuio;

e APMAC — n3meHATb cogepxmnmoe RID Ha MAC-agpec Toukun goctyna;

e APdomain — nameHaTb cogepxmmoe RID Ha JOMEH, B KOTOPOM HaxoAmMTCs Touka
[ocTyna;

e custom — n3MeHATb cogepxmmoe RID Ha 3HaueHune, ykazaHHOe B napameTtpe «Onuns
82 yHukasibHbI RID»:

e Onyus 82 yHuka/bHbIU RID — npon3BosibHas CTpoka A0 63 CMMBOJIOB, KOTOpas
6ynet nepegasartbes B RID. Ecnv 3HavyeHre napameTpa He 3afaHo, TO ToUKa
poctyna éyaet nameHaTb RID Ha 3HauyeHme no ymondaxuio — ClientMAC.
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e ®opmam MAC-adpeca — BblbOp pasgenuTeneli oktetoB MAC-agpeca, KOTopblil nepegaeTcs
8 CID n RID:
e AA:BB:CC:DD:EE.FF — B KauecTBe pasfenMtens BbiCTynaeT 3HaK ABOETOUUSA.
3HayeHune no yMos4aHuio;
e AA-BB-CC-DD-EE-FF — B KauecTBe pa3feniTesia BbICTyNaeT 3HaK TUpe.
e Bkrodumbs QoS — npu yCcTaHOB/IEHHOM dhnare AOCTyMNHa HacTpoiKa yHKLUMIA o6ecrneyeHns KavecTsa
o6cnyxusanua (Quality of Service).

[N HaCTPOIiKN o6ecneyeHnst KauecTBa 06C/TyXXMBAHWUA AOCTYNHbI CeaytoLme hyHKLU:

AP EDCA Parameters
Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) 7

Data 2 (Best Effort)

Data 1 (Buaeo) 1

Data 0 (Tonoc)

Station EDCA Parameters
Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) 7

Data 2 (Best Effort)

Data 1 (Buaeo)

Data 0 (ronoc) 2 3 v 7 v 47

e AP EDCA parameters — Ta6nmua HacTpoek napaMmeTpoB TOUKM AocTyna (Tpadmk nepeaeTcsi OT TOUKM
[0CTYyNa K KIMEHTY):

e Oyepedb — NpefonpefeneHHble ouepean 418 pas/IMyHoOro poga Tpaduka:

* Data 3 (®0oH) — HU3KONPMOPUTETHAS OUYEPeAb, BbICOKAsi MPONYCKHas CNoCO6GHOCTb
(npnoputeTbl 802.1p: cs1, cs2);

e Data 2 (Best Effort) — cpeiHenpropuTeTHas ouepespb, CPeAHSA NPOMNyCckHas CNoCO6HOCTb U
3afiepxka. B gaHHyto ouyepepb OTnpaBnseTcs 60/1bLUNHCTBO TPAAULMOHHBIX IP-AaHHbIX
(npnoputeTbl 802.1p: cs0, cs3);

e Data 1 (Budeo) — BbICOKONPUOPUTETHASI OHYepeb, MUHUMaSIbHbIE 3aAePXKU. B aaHHO
oyepenmn aBTomMaTUYeCKN 0b6pabaTbiBalOTCA BUAEOAHHbIE, YYBCTBUTE/IbHbIE K BpEMEHU
(npnoputeTbl 802.1p: cs4, cs5);

e Data 0 (F'o/10c) — BbICOKOMPUOPUTETHASA oYepeb, MUHUMa/TbHbIE 3a[ePXKN. B AaHHOI
oyepenmn aBTomMaTUYECKN 06pabaTbiBalOTCA faHHble, YyBCTBUTE/bHbIE K BPEMEHU, Takue Kak
VolIP n notokoBoe Bugeo (npuoputeTtsbl 802.1p: cs6, cs7).

AIFS — Arbitration Inter-Frame Spacing, onpeaenseT Bpemsi oxuaaHus kaapos (chpeiimos)
OaHHbIX, U3MePSAETCA B CrioTax, NpMHMMaeT 3HadeHusa 1-255;

e cWMin — HayaslbHOE 3HAYeHVE BPEMEHW OXMAaHUs nepes NOBTOPHOW OTNPaBKON Kaapa,
3afiaeTcsa B MUIINCEKYHAAX, MpMHMMaeET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMin He MOXeT npeBbIWaTh 3HadueHne cwMax;

e cwMax — MmakcumanibHOe 3HaYeHne BpeMEHN OXnaaHnus nepes NoBTOPHOM OTNpaBKol Kaapa,
3afaeTcsa B MUINCEKYHAAX, MpMHMMaeET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax fo/MmKHO 6bITb 60/1bLUE 3HAaYEHMA cwMin;

e TXOP Limit — napameTp UCNONb3yeTCA TOMLKO A8 AaHHbIX, NnepefaBaeMblX OT K/IMeHTa [0 TOUKN
foctyna. Bo3mMOXHOCTb nepefayn — HTepBasl BpeEMEHN B MWI/IMCEKYHAAX, KOrAa KMeHTCKas
WME-cTaHuus uMeeT npaBa MHULUMMPOBATb Nepegady AaHHbIX N0 6ecnpoBOAHOI cpefe K ToUke
[0CTyna, MakCMMasibHOe 3HayeHne 65535 MUIIMCEKYHA.

e Station EDCA parameters — Tabnuua HacTPOEK napameTpoB kveHTa (Tpaduk nepeaaeTcs oT KMeHTa
[0 TOYKKM focTyna). OnucaHune nosen Tabnunubl NPMBEAEHO BbILLE.

,ﬂ,ﬂﬂ BCTYMJ/ieHna B cuny HOBOIA KOHdJI/IpraLIII/II/I N 3aHECEHNA HACTPOEK B IHEPIroHE3aBUCUMYIO NaMATb
HaXXMNTE KHOMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXMUTE KHOMKY «OTMeHa».
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4.5.3 lMoameHto «oNoNHUTETbHO»

B nogmeHo «[LononHNTeNbHO» OCYLLECTBSETCSA HACTPOIiKa AOMONHUTE bHbLIX NapaMeTpoB
pagnovHTepdelicoB ycTpolicTaa.

elTeEX  WEP-L

MOHUTOPUHT Radio VAP CeTeBble HaCTPOWKK BHeLUHWE CEPBUCH Cucrema ru

Radio 2.4 Ty [ononHuTensHo

Radio 5Ty, CTpaHa Poccua v [ Pasdnokuposatb

modanbHasa U3onAumMa O

e CmpaHa — Ha3BaHWe CTpaHbl, B KOTOPOI paboTaeT Touka gocTyna. s Bbibopa cTpaHbl HYXXHO
BbICTaBUTb (pnar «Pa36/10kMpoBaTh». B 3aBUCUMOCTM OT yKa3aHHOrO 3HaYeHus 6yayT NpUMEHEHbI
OrpaHnyeHns K NosI0Ce YacToT Y MOLLHOCTU Nepeaartynka, KoTopble A4eCTBYIOT B AaHHON cTpaHe. OT
YCTaHOBJ/IEHHOW CTPaHbl 3aBUCUT CMINCOK AOCTYMHbIX YACTOTHbLIX KAHA/10B, YTO BAINSAET Ha
aBToOMartumyeckuii BbiIbop kaHana B pexume Channel = Auto. Ecnu kiveHTcKoe 060pyaoBaHmne
NNLEH3MPOBAHO A/151 UCNOMb30BaHNS B APYroM pernoHe, BO3MOXHO, yCTaHOBUTb CBSI3b C TOYKOM
[locTyna B TakOM c/lyyae He yaacTcs.

LONONHUTENLHO >

€ Hactpoiika nokanbHbIX (peroHabHbIX) OrpaHNyenuii, BKIoUas paboTy Ha paspeLLeHHbIX
YaCTOTHbIX KaHa/1ax ¥ BbIXOAHOW MOLLHOCTH, SIBNSETCA OTBETCTBEHHOCTbIO UHCTaI/ISTOPOB.

© BuLIGop HeNpaBUILHOMO PErMoHa MOXeT NPUBECTY K NPO6/1eMaM COBMECTUMOCTY C PasHbIMY
K/TMEHTCKMMU YCTPOCTBaMM.

 [7106a/1bHas u30/1Ayusi — NPV YCTaHOB/IEHHOM doiare BK/IloYaeTCs n3onaumsa Tpaduka mexay
knMeHTaMmu pasHbix VAP 1 pasHbIX paanonHTepgeincos.

Ansa BCTynJ/ieHna B cuny HOBOA KOHCpI/IpraLIII/II/I N 3aHECEHUNA HAaCTPOEK B IHEPIroHE3aBUCUMYIO NaMATb
HaXXMNTE KHOIMKY «rlpI/IMeHI/ITb». [na oTMeHb! N3MEHEHWI HaXXMUTe KHOMKY «OTMeHa».
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4.6 MeH «VAP»

PykoBoacTBo no akcnnyartauun WEP-1L

B meHi0 «VAP» BbINO/HAETCS HAcTpolika BUPTyasibHbIX Touek goctyna Wi-Fi (VAP).

4.6.1 ToameHto «CymmapHO»

B noameHto «CymmapHO» oTobpaxatoTcsi HacTpoiiku Bcex VAP Ha pagmounHTepdeicax Radio 2.4 'y, n Radio

5 Ty. MoXXHO NOCMOTPETL HACTPOIKN KaxKa0l BUPTyasibHOM ToUkM B pasgenax VAPO—-VAPG.

CymMMapHo >

24TTy

50Ty

24TTy 5My

VAP BKOYeHo

VAPO (J

VAP1 (O

VAP2 (O

VAP3 (]

Mokasatb BCe

Pexum
PexXum TpaHcnuposate  Band
6e30MacHOCTH VLAN ID SsiD SsiD Steer

BbIKNK4eHO
BbIKNO4EHO
BbIKNO4EHO

BbIKNiO4EHO

Vsonsums
A6OHEeHTOB

e VAPO-VAP6 — nopsifKoBbIi HOMEpP BUPTYasIbHON TOUKU AOCTYNa;
* BK/1l04eHO — Npuv YCTAHOB/IEHHOM (priare BUpTyasibHasA To4Ka A0CTyna BK/IIOYEHA, MHaye — BbIK/IHYEHa;

e Pexum 6e3onacHocmu — TN LWNPOBAHUA AaHHbIX, UCMO/Ib3YEMbI HA BUPTyasibHOW TOYKe A0CTyna;

e VLAN ID — Homep VLAN, c koToporo 6yfeT cHMMaTtbca meTka npv nepepadve tpaduvka Wi-Fi kineHtam,
NOAKNIOYEHHbIM K flaHHoM VAP. Mpu npoxoxaeHun Tpadgrika B 06paTHYt0 CTOPOHY Ha HETErMpPOBaHHbIM
Tpaduk oT KIMeHTOB 6yaeT HaBewmBaTbest MeTka VLAN ID (npu oTkntoueHHOM pexume VLAN Trunk);

e SSID — nms BUPTYyasibHON 6ecrnpoBOAHON CeTw;

e TpaHcnuposamb SSID — npu ycTaHoBNEHHOM ¢hnare BK/OUYeHo BelaHue B achmp SSID, nHave —

BbIK/THOYEHO,

e Pexxum Band Steer — npu ycTaHOB/IEHHOM h/iare akTUBHO NPUOPUTETHOE NOAK/IIYEHMe KneHTa k 5 Iy,

ceTtun. [Ansa paboTbl yHKUMN HYXXHO co3aatb VAP ¢ ognHakoBbiM SSID Ha kaxgoM pagmonHTepdieince mn

aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer»;
* V130/14us abOHEHMOB — NPV YCTaHOB/IEHHOM db/1are BK/IloUeHa U30nsauma Tpadurka Mexay KnmeHtamm

B npegenax ogHon VAP.

[na BCTynneHns B CUly HOBOWM KOHUIypaLmmn 1 3aHECEHUSI HACTPOEK B 3HEProHe3aBUCKMYO NaMsTb

HaXKMUTE KHOMKY «rlpVIMeHI/ITb». [Nna oTMeHb! N3MEHEHWIA HaXXMUTe KHOMKY «OTMeHa».
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PykoBoacTBo no akcnnyartauun WEP-1L

4.6.2 MoameHo «<VAP»

CymmapHo VAP0  VAP1  VAP2  VAP3  VAP4  VAP5  VAPG
24TTy> OBLMe HaCTPOIIK1
5My BrnroueHo

VLAN ID

SSID

Tpancnupoeate SSID
Pexxvm Band Steer
WzonAuma aboHeHToB
Moppep:xka 802.11k/iv
Pennukauua Multicast
Mpuoputer DSCP v

Pesxum Minimal Signal

MuHMMankHbIil ypoBeHs curHana, Abm -100

Mopor ypoBHA curkana npu poyMuHre, -100
abm

Wutepean Minimal Signal, ¢ 10
MaKkcumankHoe KONMUYECTEO KITMEHTOBR

Pesxxum 6ezonacHocti BeixnioueHo v

Moppepxka 802.11r

O6LUMe HACTPOMKU:

* BK/1l04YE€HO — NpUW yCTaHOB/IEHHOM (h1are BUpTyasibHaa Touka AOCTyna BK/IYEHa, MHavye — BbIK/OYEHS;

e VLAN ID — Homep VLAN, c KOTOpOro 6yaeT CHUMaTbCs MeTka npu nepegade tpadmka Wi-Fi knmeHTam,
NoAKNHYEHHbIM K AaHHoW VAP. Mpn npoxoxaeHun Tpadguka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbI
Tpaduk OT KIMEeHTOB 6yaeT HaBelwmBaTbest MeTka VLAN ID (npu oTkntoueHHoM pexume VLAN Trunk);

e SSID — nms BUPTYasibHO 6ecnpoBOAHON CEeTY;
e TpaHcnuposams SSID — npu ycTaHoBNeHHOM di/iare BK/1HOUEHO BewaHme B agomp SSID, nHave —
BbIK/IHOYEHO;

e Pexum Band Steer — npu ycTaHOB/IEHHOM h/iare akTMBHO NPUOPUTETHOE NOAK/IOYEeHNE KnneHTa K 5 Ty,

cetn. Ans paboTbl yHKUMK HYXHO co3aaTtb VAP ¢ ognHakoBbiM SSID Ha kaxxaom pagmovHTepdeiice n

aKTMBMPOBATb Ha HUX napameTp «Pexum Band Steer»;

* V30/1514yusi aboHeHmMoB — Npu yCTaHOB/IEHHOM dpiare BK/IKOUEHA M30NSIUMsS Tpadhmka Mexay KnneHTamm

B npegenax ogHou VAP,

e [Todoepxka 802.11k/v — BkntounTb Nnoaaepxky ctaHaaptos 802.11k/v Ha BUPTyasibHOW TOUYKE A0CTYNa;

e Pennukayusi Multicast — npu yctaHoBneHHoM donare Multicast-Tpadmk B CTOPOHY KNMEHTOB byaeT

npeo6pasoBbiBaTbcs B Unicast 40 KaXao0ro KMeHTa, Npu OTK/II0UYEHHOM NPOXoAnTb 6e3 MoandmKauuii;

e [Mpuopumem — BbI6GOP crnocoba npuopuTusauun. Onpeaensiet nose, Ha 0OCHOBAHUN KOTOPOro TpadvK,

nepegaroLnincs B paamonHTepgeiic, byaeT pacnpeaensatbcsi no odepegam WMM:
e DSCP — byneTt aHanusnpoBartbcs npuoputeT u3 nons DSCP 3aronoska IP-nakeTa;
e 802.1p — 6yneT aHanuanpoBaTbes npuoputeT 13 nons CoS (Class of Service) TermpoBaHHbIX
NnakeToB.
e Pexum Minimal Signal — npy yctaHoB/IeHHOM onare oyHKUUS OTKIoUYeHUs knneHTckoro Wi-Fi

o6opyi0BaHMsi Npu HU3KOM ypoBHe curHasnia (Minimal Signal) BkntoueHa. [Ans pa6oTbl oyHKUMOHANA

Heob6X0AMMO HaACTPOUTbL CreayloLme napameTpbi:
* MuHuMasIbHbIl YPOBEHb CU2HasIa — YPOBEHb CUTHasIa B ABM, H/XEe KOTOPOro NpoMcxoauT
OTK/ItOYEHUNE K/IMEHTCKOro 060pYyA0BaHNSi OT BUPTYaslbHOW ceTu;
e [lopoe ypoBHSs cuzHasa npu poyMuHae — ypoBeHb YyBCTBUTE/IbHOCTU POYMUHIa B AIBM, HUXe

KOTOPOro NPOUCXOAUT NEpPEeK/TYeHe KIMEHTCKOro 060pyA0BaHMS HA APYTryt0 TOUKY AoCTyna.
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MapameTp o/mKeH ObITb Bblle, YeM «MUHUMa/IbHbIU YPOBEHL cu2Hasia»: ecnu «MUuHUMasibHbIU
ypoBeHb cuzHas1a» paBeH -75 AbM, To «[lopoe yposHs cuzHasia npu poymMuHae» LOSHKEH ObITb
paseH, Hanpumep, -70 gbwm;

e VIumepsan Minimal Signal — nepnog BpemeHu, N0 UCTEYEHUN KOTOPOro NPUHMMAaEeTCs peLueHne
006 OTK/IOUYEHMN KITMEHTCKOr0 060pyA0BaHMs OT BUPTyasibHON CETU.

* Makcuma/ibHoe KO/Iu4ecmso K/IUeHmos — MakCUMasibHO AOMYyCTUMOE YMC/I0 NOAKMI0YAEMbIX K
BMPTYaJ/IbHOW CETU K/TMEHTOB;
e Pexum 6e3onacHocmu — pexvum 6e30nacHoOCTM AocTyna K 6ecrnpoBOHOW CeTu:

* BbIK/IlOYEHO — He UCnosib30BaTh WNpoBaHve A/18 nepefayn gaHHbIX. Touka AOCTynHa o1s
NMOAK/TOYEHNS JTI0B0r0 K/INEHTa;

o WPA, WPA2, WPA/WPA2 — cnocobb! lWndpoBaHus, npu BbiIbope o4HOro 13 crnocobos byaet
[OCTyNHa cnefyowas HacTpoika:

e Koy WPA — knod/naposib, He06X04UMbI A/19 NOAKOYEHUSA K BUPTYa/IbHOWN TOUKe
goctyna. [JsimHa kioya coctasnset oT 8 4o 63 CMMBOJIOB.

o WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise — pexum WwnpoBaHnsa kaHasia
6ecnpoBOAHOI CBA3M, NPV KOTOPOM K/IMEHT aBTOPU3yeTCH Ha LeHTpannsoBaHHoOM RADIUS-
cepsepe. 118 HAaCTPOVKN AaHHOro pexrmMa 6e30nacHoCTn TpebyeTcs yka3aTb napameTpbl
RADIUS-cepBepa. Takke TpebyeTcs ykasartb kiod gs1a RADIUS-cepsepa.

Mpw BbIGOpE onpeaesIeHHOro pexvmMa 6e30nacHOCTN 6yAyT AOCTYMHbI Cleayowme HacTPOKN:

Pexun 6ezonacHocTu WPA2-Enterprise v
MFP OTknioyeHo v

PMKSA kawwmpoeaHue

Moanepxka 802.11r
Bpyuyto
FT-over-DS B
Kntou mobuneHoro goctyna RO root

Kntou mobunsHoro goctyna R1

Waextudmrkartop mobunsHoro gomeHa 0

Bcrpeynbii MAC-agpec

MAC- YnaneHHbI# K4 MobunsHoro YnaneHHbI# KN4 MobunsHoro RRB kntoy RRB knito4
Ne appec poctyna RO poctyna R1 RO R1
+ [lo6asuT CeepHyTb
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e MFP — 3awmta management-kaapoB (gocTynHo npu Pexume 6e3onacHoctv WPA2 n WPA2-Enterprise,
npv BblGope Apyrnx pexumos 6esonacHoctn MFP nepeBoguTtcs B coCTosIHUE OMK/IYEHO):
e Omk/I04eHOo — 3almTa management-kaZgpoB OTK/HOYEHE;
e OnyuoHa/IbHO — 3alMTa padoTaeT, ecnv KNMeHT nogaepxmeaeT MFP. KnneHTol 6€3 noanepxku
MFP mMoryT nogkniiounTbes K gaHHol VAP,
e Bk/lo4eHO — 3aliumTa BK/IOYEHa, KNNEHTbI, He nogaepxusatowme MFP, nogkiountsca He MoryT.

e PMKSA kawuposaHue — chnar ynpasnisieT BK/IH0YEHNEM K3LLMPOBaHUA NHGOpPMaLUn O MOAKTHYEHUN
Enterprise-knneHnTa. Mpun BKNOYEHUM JAHHON (DYHKUMM TOUYKa AOCTyna 3anoMyHaeT KIMeHTcKoe
YCTPOICTBO Nocne aBTopusalmmn Ha 12 yacos 1 He TpebyeT NOBTOPHON ayTeHTudunkauum Ha RADIUS-
cepsepe Nnpu NOAKIYEHNN B TEYEHME 3TOr0 BpeMeHW. BkioueHne AaHHOW (DYHKLMKN CoKpallaeT Bpems
poyMuHra npu BO3BpaLLeHNn KNneHTa Ha Touky goctyna B pexume WPA Enterprise. HacTpolika
[OCTYyMHa TONbKO Npu pexxmmax 6esonacHocTu Enterprise;

e 802.77r — doyHKLMOHAN BbICTPOr0 POYMUHra, paboTaeT TO/IbKO C KIIMeHTaMu, KOTopble NoaaepXusaroT
ctaHgapT IEEE 802.11r. PoymuHr 802.11r Bo3MOXxeH Tonbko mexay VAP ¢ pexxumom 6e3onacHocTu
WPA2 1 Bblwwe:

e [Toddepxxka 802.11r — BKIOUNTb NOAAEPXKKY cTaHAapTa 802.11r Ha BUPTyasibHOI TOUKe A0CTYNa;
e Bpy4Hyro — Npu yCTaHOB/IEHHOM ghniare nosiBAsSieTCA BO3MOXHOCTb PYYHON HACTPOVKN
napaMeTpoB POYMUHTa,;
e FT-over-DS — BkntoueHve pexnma «Over the DS»;
e Ksro4y Mo6usibHO20 docmyrna RO — yHUKaNbHbIV KoY onsa AaHHol VAP, Hanpumep, CepuiiHbIii
HOMep;
* Koy mobusibHoeo docmyna R1 — MAC-aapec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaH/bl
ifconfig);
e /ldeHmugbukamop MobusIbHO20 OMeHa — HOMEP FPyNMbl, B paMkax KOTOPO MOXET ObITb
coBepLleH PoyMuHr. NpuHnmMaeT 3HadeHnsa ot 0 go 65535;
e BcmpeyHbili MAC-adpec:
e MAC-adpec — MAC-agpec VAP-nHTepdelica BCTpeUHOol ToUkn gocTtyna. MakcumasnbHoe
Konu4yecTtBo — 256;
* Y0a/sieHHbIU K/104 MObU/IbHO20 docmyrna RO — yHUKasIbHbIW KN, AO/HKEH coBnagath C
«Kntou mobunbHoro goctyna RO» Ha VAP BCTpeyHol Touke AoCTyna;
e YOa/ieHHbIU K14 MobusibHo20 docmyna RT — MAC-agpec VAP Ha BCTpeUHOI Touke
[ocTyna;
* RRB k1104 RO — cnyvaiiHbiii kntod. He gomxeH coBnagatb ¢ «RRB kitoy R1», HO
06s3aTesIbHO A0/MKEH coBnagaTh ¢ «RRB knto4 R1» BCTpPEYHOW TOUKM gocTyna. AnnHa
Knoya — 16 CUMBO/IOB;
* RRB k1104 RT — cnyvaiiHbiii kntoy. He gomxeH cosnagatb ¢ «RRB kitoy RO», HO
06s3aTesibHO A0/MKEH coBnagaTh ¢ «RRB kntoy RO» BCTpeYHOW TOUKM gocTyna. AnnHa
Kntoya — 16 CMMBOJSIOB.
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RADIUS:
RADIUS
[omeH root
IP-agpec RADIUS cepeepa 192.168.0.1
Mopt RADIUS cepeepa 1812
Mapont RADIUS cepeepa | sseess @

Wcnone3oBaTte akkayHTUHN yepes
RADIUS

Wcnone3osaTte Apyrie HaCTpoiku AnA
aKKayHTUHra

IP-agpec RADIUS cepeepa ana 192.168.0.1
aKKayHTUHra

Mopt RADIUS cepeepa ana 1813
aKKayHTUHra

Mapont RADIUS cepeepa anAa | sseses @
aKKayHTWHra

Mepuogunyeckan oTnpaska
aKKkayHTWHra

WMHTepean oTnpaeku akkayHTUHra 600

JomeH — floMeH nonb3oBaTens;
e |P-adpec RADIUS-cepsepa — appec RADIUS-cepBepa;
e [Topm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOpbIil UCNONb3yeTCs ANs ayTeHTudmkaumm n
aBTopusauuu;
e [aposb RADIUS-cepsepa — naponb ana RADIUS-cepBepa, Mcrnosnb3yemoro gns ayteHTudumkaumm n
aBTopusauuu;
* Yicnosib308amb akkayHmuHe Yepe3 RADIUS — npu ycTaHOBNEHHOM dhiare 6yayT OTnpaBnAaTbCA
coobueHuns «Accounting» Ha RADIUS-cepBep;
e Ycrosib3oBamb Opyaue HacmpoUiKu 0711 akkayHmuHaa:
e |P-adpec RADIUS-cepsepa 0/151 akkayHmuHza — agpec RADIUS-cepBepa, ncnonbL3yemoro ans
aKKayHTUHr 3,
e [laposb RADIUS-cepsepa 0719 akkayHmuHzaa — naponb g1 RADIUS-cepBepa, ncnonb3yemoro ans
aKKayHTUHr 3,
e [Topm RADIUS-cepsepa 07151 akkayHmuHa2a — NopT, KOTOpbIA 6yaeT ncnonb3oBaH ans céopa
akkayHTuHra Ha RADIUS-cepsepe;
 [lepuoduydeckasi omrpaska akkayHmuHa2a — BK/IIOUNTb Neproanyeckyto oTnpasky COOOLEeHW
«Accounting» Ha RADIUS-cepBep. 3agaTb UHTEpBaU1 OTNPaBKN COOBLLEHNIA MOXHO B None «<MHmepsas
omrnpasKku akkayHmuHaa».

41



PykoBoacTBo no akcnnyartauun WEP-1L

[MopTasibHasg aBTOPU3aALUA:

Mpu pexumax 6esonacHocTu: BoikntoueHo, WPA, WPA2, WPA/WPA2 Ha VAP gocTynHa HacTpoika nopTasibHOM
aBTopu3auunn.

ﬂOpTaﬂbHaﬂ aBTOpU3aymA
BrniosmuTs

HaseaHue eMpTyanbHOro noprana default

AIpec AnA NepeHanpaeneHna hitp//192.168.0.1:8080/eltex_portal/

e BKk/1l04UMb — NMpU YCTAHOB/IEHHOM (o1are aBTopusauus nonb3oBartesneli B ceTn byaeT NpomM3BoAnTLCA
nocpeacTBOM BMPTyasibHOro noprana,;

e HasgaHue BUpmya/ibHO20 ropmasia — UMs BUPTYasIbHOIo NopTasia, Ha KOTopbIil 6yaeT nepeHanpas/ieH
nosib3oBaresib NPy NOAKIOYEHUN K CETK;

e Adpec 0/1 nepeHarnpas/ieHus — afpec BHELIHEro BUPTyasibHOro Noptasia, Ha KoTopbli 6yaeT
nepeHanpas/ieH Nosb3oBartesib NPy NOAKIOYEHUN K CETU.

OrpaHu4eHne CKOpOCTU:

OrpaHu4eHHAa CKOpOCTH

Brnosuts

VAP Limit Down 0 KGuT/c
VAP Limit Up 0 KBuT/c
STA Limit Down 0 KBuT/c
STA Limit Up 0 KGuT/c

* Bk/1l04UMb — aKTVBMPOBATb M0J1e HACTPOEK;

e VAP Limit Down — orpaHuyeHne nponyckHom cnoco6HOCTM B HanpaB/fieHUM OT TOUKM AocTyna Ao
KMEHTOB (B CyMMe), NOAK/THYEHHBIX K AaHHoW VAP, KGuT/c;

e VAP Limit Up — orpaHnyeHmne NponyckHoli Cnoco6HOCTY B HANpPaB/ieEHUM OT K/IMEHTOB (B CyMMeE),
NoAKNHYEHHbIX K AaHHOW VAP, 0o Touku aocTyna, Kéut/c;

e STA Limit Down — orpaHuyeHune nNponyckHO cnOoCOBHOCTN B HanpaB/ieHMM OT TOUKM A0oCcTyna A0
KMEHTOB (KaXkA0ro B OTAE/IbHOCTM), MOAKMOUYEHHbIX K AaHHo VAP, K6uT/c;

e STA Limit Up — orpaHu4eHne nponyckHOW CNocoBHOCTU B HANPaB/IeHUN OT KIMEHTOB (KaXaoro B
OTAEeNbHOCTM), NOAKMOUYEHHbIX K AaHHo VAP, Ao Touku gocTtyna, K6ut/c.
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KoHTpoab goctyna no MAC:

B gaHHOM nogpasaenie BbINosIHAETCS HacTpoiika cnuckoB MAC-afipecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTU
OT BbIGPAHHOI MNONNTUKN AOCTYNA, Pa3peLLeHo Uy 3anpeLleHo NoAKIYaTbes K gaHHon VAP.

KoHTponb goctyna no MAC

BKNOYEHO
Monutuka 3anpetuTb v

Cnucok MAC-agpecoB

1 AABB:CC:DD:EE:FF - x

2 AA'BB:CC:DD:EEEE - x

e Bk/1104eHO — Npu ycTaHOB/IEHHOM (hnare 6yaeT paboTaTb BblOpaHHasA NOANTUKA OOCTYNa,;
e [Toslumuka — NosMTUKa Joctyna. Bo3mMoXHble 3Ha4YeHus:
e 3anpemums — K gaHHoi VAP 6yaeT 3anpeLieHo nogkayarbes knneHtam, MAC-agpeca KOTopbIxX
cofepxarcs B crnvcke. Bcem octanbHbIM AOCTYN OyAeT paspeLleH;
e Paspewums — K gaHHol VAP 6ygeT paspelleHo nogknivaTbCa To/IbKo TeM knuneHtam, MAC-
aZipeca KOTOpbIX CoAepxaTcs B cnvcke. Bcem ocTanbHbIM AOCTYN ByAeT 3anpeLLeH.
e Crniucok MAC-adpecos — cnncok MAC-aipecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1N 3anpeLueH 4oCTyn K
AaHHoin VAP. MoxeT cogepxatb o 128 agpecos.

s Toro uto6bl 106aBUTb aAPEC B CMMCOK, HAXXMUTE KHOMKY n 1 B nosiBuBLLEMCS nosne BeeanTe MAC-
aapec. UTobbl yaanutb agpec U3 Cnucka, HaXKMUTE KHOMKY B COOTBETCTBYHOLLEN CTPOKE.
Ecnu Bo3HMKNa HE06X0AMMOCTb A06aBUTbL B cniucok MAC-aapec KMeHTa, KOTOpbI B AaHHbIA MOMEHT

NOAKMKYEH K TOYKE A0CTYMNa, HAOKMUTE B KOHLUE CTPOKN KHOMKY [:] n BblﬁepI/ITe Hy)KHbII7I afpec n3 Crnnucka, oH
aBToMaTn4ecKun ,D,O68.BVITCFI B rnorsne.

Mo ymonuaHuio B cnvcke otobpaxaeTtcs Ao 10 aapecos. A1 TOro Yto6bl YBUAETH MOJHbIV CMIMCOK B Cyvae,
€C/I OH cofepXunT 6onee 10 agpecoB, HAXXMUTE KHOMKY «oka3aTb BCE».

10 AABB:.CC:DD:EE:AA v x

MNMokasaTb BCE

[Nsi BCTYN/IEHUSI B CU/Ty HOBOI KOHOUIypaLumn 1 3aHECEHNs1 HACTPOEK B 3HEPTOHE3aBUCKMYIO NaMsaThb
HaXKMUTE KHOMKY «[pUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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4.7 MeHto «CeTeBble HACTPONKN»

4.7.1 NoameHto «CrucTeMHas KoHdurypaumns»

eLTeEX  WEP-1L

MOHMTOPHHT Radio VAP CeTeBble HaCTPONKN BHELLHWE CepBUCH Cucrema u~ BbIXOL,

CuCTEeMHaA KOHDUrypauus > Vms xocta WEP-1L

Ooctyn reorpaduyeckui root
[IOMeH
VLAN ynpasnexus Forwarding v
VLAN ID
Mpotokon Static v
Cratnyeckui IP 192.168.1.10
Cetesan macka 255.255.255.0
LWinto3

MepsuyHbIn DNS

BTopuyHbIiil DNS

+ TMpuMeHnTL X OTmeHa

e /IMsi xocma — ceTeBoe UMS YCTPOIMCTBa, 3aaeTcs cTpoka 1-63 CMMBOJIOB: NaTUHCKME 3ar/iaBHble 1
CTPOUHbIE GYKBbI, LAIPbI, 3HAK Aeduc «-» (Aednc He MOXET ObITb NOC/IEAHUM CYMBOJSIOM B UMEHN);

e [eozpaghuyeckuli domeH — [OMEH y3/1a fepeBa YCTPONCTB cucTeMbl ynpasnenms EMS, B KoTopom
pacrnonaraeTcs Touka 4OCTyna,

e VLAN ynpasneHus:

* Boik/royeHo — VLAN ynpaBneHus He NCnosib3yeTcs;

e Terminating — pexwum, npu kotopoM VLAN ynpaBneHusi TepMUHMPYETCSt Ha Touke aocTyna (B 3Tom
Cnydyae y K/IMEeHTOB, NOJK/UEHHbIX Yepes3 pagnouHTepdelic, HeT gocTyna Ao aaHHoro VLAN);

e Forwarding — pexwum, npy kotopom VLAN ynpasiieHuns nepegaeTcs Takxe B paguonHTepgeric
(npu cooTBeTCTBYIOLLEN HacTpoiike VAP).

e VLAN ID — npeHtudmkatop VLAN, ncnonb3syembliii 4718 [OCTyna K yCTPONCTBY, NPUHUMAET 3HaYeHus 1-
4094;

e [Ipomoko/1 — BbIGOP NPOTOKO/A, N0 KOTOPOMY ByAeT OCyLecTBIATbCA nogknoyeHve no Ethernet-
NHTepdpeicy ycTpoicTBa K ceTv npefocTaB/ieHus ycnyr nposaingepa:

e DHCP — pexum paboTsl, Npu KoTopoM IP-aapec, macka noacetu, agpec DNS-cepsepa, Wwnwo3 no
YMOJIHAHUIO 1 Apyrve napameTpbl, He06xoanMMble A8 paboTbl B ceTw, 6yayT nony4veHsl ot DHCP-
cepsepa aBTOMaTUYECKY,

e Static — pexum paboTbl, Npy KOTOpoM IP-aapec n Bce Heobxoammble napameTpbl Ha WAN-
NHTeppenc HazHavatoTcs ctaTnyecku. MNpu Boibope Tuna «Static» AN peAakTMpoBaHUsA CTaHyT
[AOCTYMHbI C/iefytoLLme napameTpbl:

e Cmamud4eckul IP — IP-agpec WAN-nHTepdheiica ycTpoiicTBa B CeTM npoBaingepa;
e Cemesasi Macka — Macka BHeLUHe noaceTy;
e llIn03 — afpec, Ha KOTOPbIN OTNPaBASAETCA NakeT, ecnv AN HEro He HadeH MapLupyT B
Tabsiue mapLipyTmusaumm.
e [lepsu4Hbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepepoB. Ecnu agpeca DNS-cepsepoB He
HasHauvalTcs aBTomatmyeckn no npotokony DHCP, 3agalite nx Bpy4Hyto.

[N BCTYNNeHWs1 B CUy HOBO KOHCOMIypaLMmn 1 3aHECEHUSI HACTPOEK B 9HEPTOHE3ABUCKMYH NaMSATb
HaXXMUTE KHOMKY «[pUMeHNUTL». N5 OTMEHbI U3MEHEHUI HAXXMUTE KHOMKY «OTMEHa».
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4.7.2 TlogmeHto «ocTyn»

PykoBoacTBo no akcnnyartauun WEP-1L

B noameHio «4ocTyn» NPpon3BOAMTCA HACTPOIKa AOCTyna K yCTpoincTBy nocpeactsom Web-nHtepdeiica,

Telnet, SSH, NETCONF n SNMP.

=(TEX

VAP

WEP-1L

CeTesie HacTpoiiku B

WEB
HTTP-nopT
WEB-HTTPS
HTTPS-nopt
Telnet

SSH
NETCONF

SNMP

apons Ha uTeHne

ewHne

v

CepBuCy

443

Cuctema

e [1n5 BKOYEHUA AOCTYNa K YCTPOICTBY Yepe3 web-uHtepdeic no npotokony HTTP yctaHoBuTe donar
Hanpotus «WEB». B NosiBUBLLEMCS! OKHE €CTb BO3MOXHOCTb NoMeHATb HTTP-nopT (no ymonuaxuto 80).
[nanas3oH JonyCTUMbIX 3HAaYeHUI A NOPTOB, NMOMUMO YCTAHOB/IEHHOTO MO YMon4YaHuto, ¢ 1025 no 65535

BKNHOUYNTEbHO,

e [1n5 BKNOYEHUA AOCTYNa K YCTPOCTBY Yepe3 web-uHtepdeic no npotokony HTTPS yctaHoBute conar
Hanpotus « WEB-HTTPS». B nosiBUBLLEMCS! OKHE €CTb BO3MOXHOCTb NoMeHATb HTTPS-nopT (no
ymonuanuto 443). inanasoH JonyCTUMbIX 3HAYEHUI A NOPTOB, NOMUMO YCTaHOB/IEHHOIO MO YMOJTHaHWIo, C

1025 no 65535 BKIHOUYNTENBHO;

o MopTbl ana npotokosioB HTTP n HTTPS He Ao/mkHBI UMETb 0MHaKOBOE 3HaYeHue.

e [1nA BKNOYEHMA OOCTYyNa K yCTpoincTBy Yepes Telnet yctaHoBuTe chnar Hanpotus «Telnety,
e 11 BKNOYEHMA OOCTYyNa K yCTponcTBy Yepe3 SSH yctaHoBuTe hnar HanpoTtus «SSH»;
e 1nAa BKNtoveHus goctyna kK yctpoictBy yepe3 NETCONF yctaHoBuTe donar Hanpotns «NETCONF».

MporpammHoe obecneyveHne WEP-1L no3BonsieT M3MeHATb KOHUrypauuio yCTpoiicTBa, NPpoBOAMTb
MOHWUTOPUHI COCTOSIHMSI TOUKM AOCTYNa 1 €€ AATYMKOB, a TaKKe YNpaB/siTh YCTPOWCTBOM, UCMO/b3YS NPOTOKON

SNMP.
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PykoBoacTBo no akcnnyartauun WEP-1L

[na nameHeHns Hactpoek SNMP yctaHosuTe donar HanpoTtus «SNMP», nocne vero ansa pegakrmpoBaHus
CTaHyT JOCTYnHbI cneayowme napameTpbl SNMP-areHTa:n

e [1aposib Ha YMeHuUe — Naposib Ha YTEHNE NapamMeTpPoB (06LWEeNPUHATBLIN: public);

e [1aposib Ha 3anuch — NapoJib Ha 3anMcb NapamMeTpoB (06LWENPUHATBIN: private);

e Adpec 015 npuéma mparnos vl — IP-agpec nnn goMeHHoe M npuemMHmnka coobueHnii SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

e Adpec 015 npuéma mparos v2 — IP-agpec nam oOMeHHoe nms npuemMHuka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

e Adpec 07151 npuéma coobuwjeHul Inform — IP-agpec nnn OMeHHOe UMS NpUeMHMKa coobLeHuii Inform B

thopmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpolicmsa — UMS YCTPOWCTBa;

KonmakmmHasi uHghopmayusi npou3sooumesiss — KOHTakTHas nHdopmMalmsa NpomM3BoANTENS YCTPOICTBA;

e MecmonosoxeHue ycmpolcmsa — NH(opMaLmnsa 0 MeCTOMOJIOXKEHNN YCTPOICTBE;

Maposb 8 mpanax — naposib, CoAepxalyuniica B Tpanax (no ymosyaHuio: trap).

Hwxe npuBefeH CnMcok 06BbEKTOB, NOAAEPXKMBAEMBIX /19 YUTEHUSA Y KOH(DUTYPMPOBaHWA NOCpeACcTBOM
npotokona SNMP:

e eltexLtd.1.127.1 — MOHMTOPUHI NapameTpoB TOYKN AOCTyNa 1 NOAKMHUYEHHbIX KIIMEHTCKUX YCTPOICTB;
e eltexLtd.1.127.3 — ynpaBneHne TOYKOI AOCTYNa;
e eltexLtd.1.127.5 — koHchurypmpoBaHme To4kun gocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkatop npeanpuatns «JITEKC».
Mopgpo6Hoe onncanme OID WEP-1L goctynHo no cnegytoulein cebinike: Onncanne OID Ha WEP/WOP-xL.

,ﬂ.ﬂﬂ BCTYMJ/ieHNAa B CUny HOBOA KOH(*)I/IpraLIII/II/I N 3aHECEHNA HAaCTPOEK B IHEPIroHE3aBUCUMYIO NaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXMUTE KHOMKY «OTMeHa».
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PykoBoacTBo no akcnnyartauun WEP-1L

4.8 MeHo «BHellHMe cepBUCHI»

4.8.1 ToameHto «[opTanibHaa aBTopusauns»

MoameHio «MopTanbHaa aBTopU3alus» NpefHasHauYeHo 47151 BK/UYEHNS U HACTPOIiku ceparica APB Ha
TOuke JocTyna.

Cepsuc APB ucnonb3yeTcs ans o6ecneyeHmnsi NopTasibHOr0 POYMUHTa KNMEHTOB MeXAy Toukamiu A0CTyna,
MOAK/UYEHHBIMU K CEPBUCY.

elTeX  Wep-L

MOHWMTOPUHT Radio VAP CeTeBble HaCTPOWKH BHELLHWE CEepBUCHI Cucrema -~ BbIX0A

MopTanbHaa asTopu3auus > BKNHOYUTL

Anpec cepeuca APB ws://192.168.1.1:8090/apb/broadcast

e Bk/1o4umb — Npu ycTaHOBNEHHOM do/iare Touka goctyna éyaet nogkntodarbes K cepsucy APB, agpec
KOTOPOro yka3saH B nosie «<Agpec cepsuca APB», o1a o6ecneyeHns nopTasibHOro pOyMUHra K/IMeHTOB.

e Adpec cepsuca APB — aapec cepsuca APB ans nogaaepXxkm poymuHra B pexmme noptasibHOM
aBTopu3auun. 3agaetcsa B popmaTe: «ws://<host>:<port>/apb/broadcast».

AirTune

[nsi BCTYN/IeHUSI B CU/Y HOBOI KOHQOUIypaLuy 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBUCKMYIO NaMsThb
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».

4.8.2 lMopmeHio «AirTune»
MogmeHto «AirTune» npegHa3HayYeHo 419 BK/IOUYEHUS U HACTPOKM cepsuca AirTune Ha Touke JocTyna.

Cepsuc AirTune ncnonb3yeTcs Ans onTuMmusaummn pagmopecypco (Radio Resource Management) u
aBTOMAaTMYECKOl HACTPOKM 6ecioBHOro poymunra 802.11 k/r.

elTeEX  WEP-1L

Hin N

VAP CeTeBble HaCTPOWKK BHELUHWE CEepBUCHI Cucrema -~ BbIX0A

sl
]

MOHWUTOPUH

MopTanbHaa asTopu3auua BKMHOYUTL

Agnpec cepsuca Airtune ws://192.168.1.1:8099/apb/rrm

e Bk/1o4umb — npun ycTaHoOBIEHHOM dh/iare Touka fgoctyna 6yaeT noakitoyarbes kK cepsucy AirTune,
azpec KOTOporo ykasaH B nosne «Agpec cepsuca AirTune», ans obecneyeHns yHkumii Radio Resource
Management n/wnun poymuHra 802.11 k/r.

e Adpec cepsuca AirTune — aapec cepBuca AirTune. 3agaetcsa B hopmaTe: «ws://<host>:<port>/apb/
rrmp.

AirTune >

[Nsi BCTYN/IEHUSI B CU/Y HOBOI KOHQOUIypaLumn 1 3aHECEHNS1 HACTPOEK B SHEPTOHE3aBUCKMYIO NaMsAThb
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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PykoBoacTBo no akcnnyartauun WEP-1L

4.9 MeHo «Cuctemay

B MeHI0 «CucTema» BbINOHAKTCA HACTPONKN CUCTEMbI, BDEMEHH, AOCTYNA K YCTPOMCTBY MO Pa3/INYHbIM
NPOTOKO/1aM, NPOM3BOANTCS CMEHA Naposist U 0GHOB/IEHME NPOrpaMMHOro ob6ecneyeHunst ycTpoiicTaa.

4.9.1 NoameHto «O6HOBNEHUE MO yCcTponcTBa»

MogmeHo «O6HOoBNEeHMe MO ycTpoiicTBa» NpegHasHavyeHo Ansi 06HOBEHMS NPOrpaMMHOro obecneyeHuns
yCTpoiicTBa.

OBHoBnenue MO ycTpoiicTsa > AKTMBHaA Bepcua Mo
PesepBHaa sepcua MO « Cpenarb akTUBHOM
KoHurypauua
Axkmyans+Has eepcus 10 docmynHa no adpecy: hitp-//eltex-
Mepe3arpy3ka co.ru/support/downioads/
Maponb ®aiin o6HosneHua No \ Bbibop daiina \ He BbiOpaH HW 0auH dainn
XKypHan ‘ : ‘

[Oara u Bpema

OtnagoyHas uHopmayua

» AkmusHasi sepcusi 10 — Bepcusi NPOrpaMMHOro obecneyeHusl, ycTaHOB/IEHHOTO Ha YCTPOIACTBE,
paboTalowasi B aHHbIi MOMEHT;
» PesepsHasi sepcusi [10 — Bepcusi NporpaMMHOro obecneyeHus, ycTaHOB/IEHHOTO Ha YCTPOICTBE, Ha
KOTOPYH MOXHO NepekniounTbCst 6e3 3arpysku gaiina Mo.
e Coeslamb akmusHOU — KHOMKa, N03BO/IAOLWAA cAenaTh pe3epBHyto Bepcuto MO akTUBHON, ANst
3TOro NoTpebyeTcs nepesarpy3ka ycTpoicTea. AKTBHas Bepcusi MO B 3TOM c/lyyae cTaHeT
pes3epBHO.

OG6HOBEHME NPOrpaMMHOro obecneyeHus

3arpysute paiin MO c calita http://eltex-co.ru/support/downloads/, Bbibpas WEP-1L B cnucke o6opyaoBaHus,
N COXpaHUTe ero Ha KoMmnbtoTepe. MNocne 3Toro HaxXmnUTe KHOMKy «Bbibepute thaiinx» B none dadlsi 06HoB/IEHUS
0 n ykaxuTe nyTb K chaiiny MO B chopmaTe .tar.gz.

[nsa 3anycka npowecca 06HOBNEHUSI HEOOXOAMMO HaXaTb KHOMKY «3anycTuTb 06HOB/IEHME». Mpouecc
06HOB/IEHMS 3alAMET HECKONBbKO MUHYT (0 ero TekyLleM ctaTyce 6yaeT ykazaHo Ha CTpaHuLE), Noc/e Yero
YCTPOIACTBO aBTOMAaTMYECKN NepesarpysnTcs.

@ He oTtkovaiite nUTaHWe ycTpoiicTBa 1 He BLINOMHSATE ero nepesarpysky B npoLecce 06HOBNEHNA
Mno.
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PykoBoacTBo no akcnnyartauun WEP-1L

4.9.2 MopmeHto «KoHdurypaymns»

B nogmeHto «kKoHpurypauums» BbINOSHAETCA COXPaHeHKEe 1 0OGHOBEHME TEKYLLEW KOH(UTypaLmm.

OBHosnexue MO ycTpoiicTea Mony4uTs apxus 7 Cravatb
KOH(MrypaLuu ¢
KoHdurypaums > ycTpoiictea
Mepesarpy3ska 3arpy3uTb apxus \ Bbibop daiina \ He BbiOpaH HW oAuH dann
KOHMUrypauuu Ha
Maponb YCTPOHACTBO ‘ arpy3 h ‘

AKypHan
yP COpoC Ha 3aB0ACKIE CoxpaHuTb NapameTpbl AOCTYNa

HacTpOKn
Nara v BpeMa % Copoc

OTtnagoyHas uHopmauua

MonyyeHne KoHdUrypaumm

UT06bl COXPaHUTb TEKYLLYO KOHGIUIypaLMo YCTPONCTBA Ha /I0Ka/IbHbIN KOMMNbIOTEP, HAXKMUTE KHOIMKY
«CKayaTb».

OGHOBIEHNE KOHUIYpaLImm

[lns 3arpy3kn COXpaHeHHOro Ha I0KaJ/IbHOM KOMMboTepe haiina KoHUrypaumm ncnosb3yeTcs NyHKT
«3azgpy3umsb apxus KoHghuaypayuu Ha ycmpolicmso». Ans 06HOBNEHUS KOHGUTYpaL MmN yCTPONCTBA HAXXMUTE
KHOMNKY «BblGepuTte haiin», ykaxkute dhaiin (B popmare .tar.gz) 1 HaxXMUTE KHOMKY «3arpy3nTb doaiiny.
3arpyxeHHast KOHUrypauusa npUMeHseTcs aBTomaTnyeckn 6e3 nepesarpysku yCTponcTaa.

Cbpoc ycTpoiicTBa Ha 3aBOACKNE HACTPOWKMU

UT06bI caenaTb C6pPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAXKMUTE KHOTKY
«C6poc». Ecnu aktnempoBaH dhnar «CoxpaHuTb NapaMeTpbl AOCTyna», To 6yAyT COXpaHeHbl Te napameTpbl
KOHCDMrypaLmm, KoTopble 0TBEYAOT 3a A0CTYN K yCTPocTBY (HacTpoiika IP-agpeca, HacTpoiikv fgocTyna no
Telnet/SSH/SNMP/Netconf/Web).

4.9.3 MoameHto «Mepesarpyska»

[nsi nepesarpysku yCTpoicTBa HaXXMUTE Ha KHOTKy «lepe3arpy3ka». Mpouecc nepesanycka ycTpoictea
3aHMMaeT NpUMEPHO 1 MUHYTY.

OBHoeneHue MO ycTpoicTea Mepesarpyska < MNepe3sarpy3ka
ycTpoiicTea
KoHurypauuma
Mepesarpyska >
Maponb
KypHan

[arta v spema

OTtnagovyHas uHdopmauua
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PykoBoacTBo no akcnnyartauun WEP-1L

4.9.4 TloameHto «Maponb»

Mpw Bxoae yepe3 web-nHTepdelic agMmuHucTpaTtop (Naponb no ymonuyaHuio: password) MeeT NoJHbIN 4ocTyn
K YCTPOWCTBY: YTEHME 1 3annCb 0ObIX HACTPOEK, NOSHbLIA MOHUTOPUHI COCTOSAHUSA YCTPOWCTBA.

[na cmeHbl Nnapons BBeAMTE HOBbIN Naposib CHavana B none «Maposnb», 3aTem B none «foarsepxaeHue
napons» N HAXXMUTE KHOMKY «[MpUMEHNUTb» [/19 COXPaHeHUs HOBOro napons.

O6HoeneHue MO ycTpoicTBa Maponb @
KoHpurypauma MoareepxaeHue @

napons

Mepe3arpy3ka
Mapons > * Omeria
JKypHan

[Nara u BpeMa

OTnago4Han MHpopMaLma

4.9.5 ToameHo «KypHaut»

MoameHto «XKypHan» npegHasHavyeHo 419 HaCTPOVKM BbIBOAA PasHOro poga oT/1af0uHbIX COOOLEeHNIA
CUCTEMbI B LieNsiX 06HapyXeHus NpuynH npo6sieMm B paboTte yCTpolicTBa.

O6HoBnexue MO ycTpolicTea Pexum Cepsep 1 (aiin v
KoHurypauma Agnpec Syslog-cepsepa syslog.server
Mepesarpyska Mopt Syslog-cepsepa 514
Mapone Pa3mep daina, kb 1000

KypHan >

+ [NpUMEHUTL X OTmeHa
[ara v Bpema

OTtnagoyHas uHopmauuma

e Pexxum — pexum paboTbl Syslog-areHTa:
e Jloka/ibHbIl halizl — HhopMaLKMs XypHasia COXpaHaeTcs B /IOKa/IbHOM oainie n AoCTynHa B
web-nHTepdelice ycTpoiicTBa Ha Bknagke «MoHUTOpUHI/XKypHasn cobbITuiny,
e Cepsep u ¢halin — nHgopmauus XypHana oTnpasBasieTcs Ha yaaneHHblli Syslog-cepsep u
coXpaHsieTCcs B /lIOKa/IbHOM chaiine.
e Adpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepsepa;
e [lopm Syslog-cepsepa — NopT ANst BXoAALMX coobLieHnli Syslog-cepepa (no ymonuaHuto 514,
[l0NyCTUMble 3HauYeHuss 1-65535);
e Pasmep ¢halina, kb — MakcumasibHbI pasvep daiina xypHana (gonyctumble 3HadeHust 1-1000 kB).

[N BCTYNNeHWs1 B CUy HOBOI KOHCOUIypaLMmn 1 3aHECEHUSI HACTPOEK B 9HEPTOHE3ABUCKMYHO NaMSATb
HaXXMUTE KHOMKY «[TpUMEHUTL». 115 OTMEHbI U3MEHEHUI HAXXMUTE KHOMKY «OTMeHa».
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PykoBoacTBo no akcnnyartauun WEP-1L

4.9.6 MoameHwo «[ata u Bpems»

B nogmeHto «flata u BpeMsi» MOXHO HACTPOUTbL BPEMS BPYUHYH W/ C MOMOLLbHO MPOTOKO/1a CUHXPOHM3aLMUK
BpemeHn (NTP).

4.9.6.1 BpyuHyto

O6HoBneHue MO ycTpolicTea Pexum @ Bpyuryio O NTP cepsep

KoHdurypaums Rarau B_pem 21.10.2025 # Pegaktipogars
yCTpolCTBa 10:13:31

epesarpy3k v
Mepesarpyska Yacosoi noac MockBsa, Poccus v

Maponb
" BKNIOYUTL NEPEXOA Ha

neTHee BpeMa
AKypHan

Mepexon Ha neTHee (He ebIbpaHo) (He ebi0paHo) (4e eblbpaHo) B
[lata v BpemMa > Bpema
Mepexon Ha 3uMHee (He ebIbpaHo) (He ebi0paHo) (4e eblbpaHo) B
OTtnagoyHas uHgopmauyma BpeMAa
CABWr BpEMEHU (MHH.) 60

e [lama u Bpemsi ycmpolicmsa — faTa v Bpemsi Ha YCTPOACTBE B AaHHbIi MOMeHT. Ecnv TpebyeTcs
KOpPEeKLUYs, HXXMUTE KHOMKY «PeaakTupoBaTb;
e [lama, sBpems — 3afaiiTe TEKyLLYy0 AaTy 1 BPEMS UM HAXXMUTE KHOMKY «Tekyllas aata u Bpemsi»
ANt yCTAHOBKU BpeMeHH MK Ha ycTpoiicTBo.
* Yacogoli nosic — No3BosieT yCTaHOBWTL YaCOBOiA NOsIC B COOTBETCTBUM C 6MKALIMM FOPOIOM B
Ballem pernoHe 13 3ajaHHOrO CMCKa;
* Bk/Io4UMb Nepexod Ha /iemHee BpeMsi — Npw YyCTAHOB/IEHHOM dofiare Nepexo/ Ha fieTHee/3MMHee
Bpemsi 6y1eT BbINOHATLCS aBTOMATUYECKM B 3alaHHbIi Nepuoj, BpeMeHMU:
e [lepexod Ha lemHee BpeMsi — AeHb 1 Bpems, Korga 6yAeT BbiNo/HATLCA Nepexo[ Ha eTHee
BpeMmS;
e [lepexod Ha 3uMHee BpeMsi — [IeHb U BPEMS, KOrAa 6yeT BbINOMHATLCS NEPEXo Ha 3MMHee
BpeMmS;
e CdBu2 BpemMeHU (MUH.) — Nepuoj, BpeMeHN B MUHYTaX, Ha KOTOPbIi1 BbINOSTHAETCS CABUT BPEMEHM.

[Nsi BCTYN/IeHUSI B CU/Yy HOBOM KOHQOUIypaLun 1 3aHECEHNS] HACTPOEK B SHEPTrOHE3aBUCKMYIO NaMsaThb
HaXKMUTE KHOMKY «[pUMEHNTb». 151 OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OTMEHa».
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4.9.6.2 NTP-cepsep

PykoBoacTBo no akcnnyartauun WEP-1L

OBbHoenexue MO ycTporcTea

KoHurypaums

Mepe3sarpyska

Maponb

KypHan

[ara v Bpema >

OTnagoyHas uHpopmMauua

Pexum

[ata v Bpems ycTpoiicTea
Yacosoit nodc

NTP cepsep

BKMIo4YUTb Nepexop, Ha neTHee
Bpems

Mepexoz Ha neTHee BpeMA

Mepexon Ha 3uMHee BpemA

COBUr BPEMEHM (MUH.)

O BpyuyHylo @ NTP cepsep
20.10.2025 07:37:19

Mocksa, Poccua

pool.ntp.org

(He ebI0paHo) (He ebIbpaHo)
(He ebI0paHo)

(He ebIbpaHo)

60

Appeca gononHutenkHbIX NTP-cepeepos

1

time.google.com

(He ebibparo)

(He ebibparo)

B| — |:

B| — |:

2 time.cloudflare.com x

e [lama u Bpemsi ycmpolicmsa — fiaTa U BPeMs Ha YCTPOCTBE B [laHHbI/i MOMEHT;

NTP cepsep — IP-agpec/nomMeHHOE MMSA cepBepa CUHXPOHM3aL MK BpeMeHU. Bo3MOXHO 3a4aTb aapec
NN BbIGpaTh 13 CYLLECTBYHOLLErO CrUCKa;
Yacosol nosic — No3BoNSET YCTaHOBUTbL YaCOBOW NOSIC B COOTBETCTBUN C B/IMXKaNLLIMM rOPOAOM B
Baluem pernoHe 13 3aaHHOro Crnuncka,
Bksiroyumb rnepexod Ha siemHee BpeMsi — Npn yCTaHOB/IEHHOM doiare nepexog, Ha neTHee/3vMHee
BpeMsi OyeT BbINO/IHATLCHA aBTOMATUYECKN B 3aaHHbIA NepUoL BPEMEHN:
* [lepexod Ha /iemHee BpeMsi — [eHb U BpeMs, Koraa byaeT BbINO/IHATLCA Nepexop, Ha neTHee
Bpewms;
e [Tlepexod Ha 3uMHee BpeMsi — [eHb N BpeMs, Korga oyaeT BbINONHATLCA Nepexos Ha 3uMHee
Bpewms;
e CdBue sBpemeHu (MUH.) — Nepuop, BpeMEHN B MUHYTaXx, Ha KOTOPbI BbINOSTHSETCA CABUT BPEMEHM.

e Adpeca donosHumesnbHbix NTP-cepsepos — B Clyyae Korjia OCHOBHOI cepBep CUHXPOHU3ALMN

BPeMeHM He[oCTyNeH, yCTPOUCTBO ByeT obpallarbCs K AONOSTHUTENIbHbIM cCepBepamM CUHXPOHM3aUUn
BpemeHu. [1na Toro 4tobbl 406aBUThL afpec B CNUCOK, HAXMUTE KHOMKY «[106aBnTb» 1 B NOSABUBLLEMCS
none seeaute IP-agpec nav goMmeHHoe ums cepsepa. Ytobbl yaanmTtb agpec U3 Crnucka, B

COOTBeTCTByI'OLLI,eVI CTPOKEe HaXXMUNTE KHOMKY .

[na BCTynneHna B CUly HOBOWM KOHOUIypaLmmn 1 3aHECEHUSI HACTPOEK B 3HEProHe3aBUCKMYO NaMsATb
HaXXMUTE KHOMKY «MpUMeHNUTb». [/19 OTMEHbI M3MEHEHUIA HAXKMUTE KHOMKY «OTMEHa».
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4.9.7 NMoameHto «OTNagouHas nHpopmarmsa»

PykoBoacTBo no akcnnyartauun WEP-1L

O6HoBsnexue MO ycTporcTea

KoHurypauua

Mepesarpyska

Maponb

JKypHan

[arta n Bpema

OTnagoyHas MHhopMaLms >

®aiin oTNago4HoM
WUHOpMaLMK

* Ckauatb

daiin oTnagoyHor MHdopmauum

YTo6bl nonyunTb apxuB troubleshooting.tar.gz ¢ ycTpoiicTBa Ha NIOKasTbHbI KOMMLIOTEP, HAXKMUTE KHOMKY

«CKauaTb».
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PykoBoacTBo no akcnnyartauun WEP-1L

5 YnpaBneHne yCTPOoACTBOM C NMOMOLLbH0 KOMAHAHOV CTPOKU

© /115 oTo6paxeHNs UMEILLMXCS HACTPOEK OMpeaeneHHOro pasena KoHhUrypaLun BBeauTe KoMaHay
show-config.
[ns nonyyeHns NoAckaskn O TOM, Kakoe 3HaYeHne MOXET NMPUHMMATb TOT WK UHOM napameTp
KOHCOUIypaLmm ycTpoiicTBa, HaXXMIUTE coueTaHne Knasuwl (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnvcka napameTpos, AOCTYMHbIX A1 pefakTMpoBaHua B AaHHOM pasjere
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HaCTpPOeK BBeAMTe KOMaHay save.
[ns nepexopa B npeablaywwinii pasgesn KoHdurypauuy BBeguTe kKomaHay exit.
[na nepexofa B KOPHEBOW pas3fen sBeaute komaHay end.

5.1 MopaknoyeHne K yCTponucTBy

Mo ymonyaHuto yctpoinicteo WEP-1L HacTpoeHo Ha nonydeHve agpeca no DHCP. Ecnun aToro He nponsoLusio,
NOAKIUNTLCS K YCTPONCTBY MOXHO MO 3aBoAcKoMy IP-agpecy.

© 3asopckoii IP-agpec yctpoiictea WEP-1L: 192.168.1.10, macka nogceTu: 255.255.255.0.
MoAakntoyeHne K yCTPOMCTBY OCYLLECTBASIETCS € nomoLlblo SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, ganee BBOAMM Naposib

telnet <IP-agpec ycTpoiicTBa>, BBOAUM /OTVIH U Napo/ib
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PykoBoacTBo no akcnnyartauun WEP-1L

5.2 HacTtpoiika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTMyecKux ceTeBbiX NapamMmeTpoB TOUKU AOCTyna

WEP-1L
WEP-1L

root):/# configure
config):/# interface

(

(
WEP-1L(config):/interface# bro
WEP-1L(config):/interface/br0# common
WEP-1L(config):/interface/br0/commont static-ip X.X.X.X (rge X.X.X.X — IP-agpec WEP-1L)
WEP-1L(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X — macka nozcetn)
WEP-1L(config):/interface/br0/common# dns-server-1 X.X.X.X (rge X.X.X.X — IP-agpec dns-cepsepa Nol)
WEP-1L(config):/interface/br0/common# dns-server-2 X.X.X.X (rge X.X.X.X — IP-agpec dns-cepsepa No2)
WEP-1L(config):/interface/br0/commont# protocol static-ip (13vieHeHne pexviva pabotsl ¢ DHCP Ha Static-IP)
WEP-1L(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

JoGaBneHue cTaTUYECKOro MapupyTta

WEP-1L(config):/interface/br0/common# exit

WEP-1L(config):/interface/br0# exit

WEP-1L(config):/interface# exit

WEP-1L(config):/# route

WEP-1L(config):/route# add default (rae default — HassaHve mapLupyTa)

WEP-1L(config):/route# default

WEP-1L(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec ceTv nnv y3na HazHavyeHuns, A1s
MapLupyTa no ymonyaHuo — 0.0.0.0)

WEP-1L(config):/route/default# netmask X.X.X.X (rze X.X.X.X — macka ceTv HaszHavyeHus, /15 MapLipyTa rno
ymMonyaHuio — 0.0.0.0)

WEP-1L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec Lno3a)
WEP-1L(config):/route/default# save (coxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbiX NapaMeTpoB no DHCP

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commoni# protocol dhcp
config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

—~ o~~~ —~ —

© Haunnas ¢ Bepcun MO 2.2.0 ecTb BO3MOXHOCTL 3agasaTb MTU uepes DHCP (option 26).
3HadveHvne MTU, nonyyeHHoe no DHCP, umeeT 6onbLniAi NPUOPUTET, YEM NapameTp, 3aZlaHHbIN B
KOHUrypaumu.

@ Pasmep MTU ana bridge gomkeH 6bITh He 6osbLLE, 4eM HauMeHbLI pasmep MTU Ha nHTepdeiicax,
KOTOpble HaxoasaTca B 3ToMm bridge.
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HacTpoliika pasmepa MTU Ha uHTepdpelice

WEP-1L
WEP-1L

root):/# configure

config):/# interface

WEP-1L(config):/interface# bro

WEP-1L(config):/interface/br0# common

WEP-1L(config):/interface/br0/common# mtu X (rge X — pasvep MTU B 6aritax. Bo3aMOxHble 3Ha4yeHus: 1-
2490. o ymon4yaHuto: 1500)

WEP-1L(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

—_— e~ o~ —

5.2.1 HacTpoiika ceTeBbIXx NapamMeTpoB C MOMOLLbI0 YTUANTBI set-management-vlan-mode

HeTernpoBaHHbIii gocTyn

NonyyeHmne ceTeBbiX HACTpPoekK no DHCP:

WEP-1L(root):/# set-management-vlan-mode off protocol dhcp

CTraTtnyeckme HacTpPOKu:

WEP-1L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y gateway
Z.Z.Z.Z (rge X.X.X.X — cTarnyeckuii IP-agpec, Y.Y.Y.Y — macka noacetn, Z.Z.Z.Z — LLI/03)

[ocTtyn yepes VLAN ynpaBneHus B pexxume Terminating

[MonyyeHne ceteBbIX HACTPOeK no DHCP:

WEP-1L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rze X — VLAN ID,
MCNoMb3yeMblil 415 4OCTyna K YCTPOCTBY. BO3MOXHble 3HaUYeHus: 1-4094)

CraTunyeckme HacTPOMKMK:

WEP-1L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii Ans A0CTyna K yCTPONCTBY,
BO3MOXHble 3HauyeHus: 1-4094; X.X.X.X — cTaTtuyeckuii IP-agpec; Y.Y.Y.Y — macka noacetn; Z.Z.Z.Z — Lu/03)

bocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[MonyyeHne ceteBbIX HACTPOeEK no DHCP:

WEP-1L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOAb3yeMbI 418 4OCTyna K yCTPOMCTBY. BO3MOXHbIE 3HaueHus: 1-4094)

CraTunyeckme HacTPONKNK:

WEP-1L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (e X — VLAN ID, ncnosib3yemslii A5 AOCTYNa K YyCTPONCTBY,
BO3MOXHble 3HaueHus: 1-4094; X.X.X.X — ctatuyeckuii IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — LJI03)

3aBeplueHne n coxpaHeHue HacCTpoek

WEP-1L(root):/# save (cOxpaHeHne HacTPOeK)
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5.2.2 HacTpoiika yaasnéHHoro ynpasieHus

HacTtpoiika SSH

WEP-1L(root):/# configure

WEP-1L(config):/# ssh

WEP-1L(config):/ssh# enable true (ynpasneHuve yganéHHbIM JOCTYNoOM no SSH. nA OTKIYeHUs BBeUTe
false. 10 ymoniyaHuio: true)

WEP-1L(config):/ssh# port X (rae X — nopt SSH-cepsepa. 1o ymonyaHuio: 22)

WEP-1L(config):/sshi# session-limit X (rze X — makcumasibHoe KonnyecTso SSH-ceccuit. Mo ymonyaHuto: 5)
WEP-1L(config):/ssh# save (coxpaHeHne HacTpoek)

HacTtpoiika Telnet

WEP-1L(root):/# configure

WEP-1L(config):/# telnet

WEP-1L(config):/telnet# enable true (ynpaBneHve yganéHHbiM 4OCTYNOM Mo Telnet. NS OTKNHOYEHUS
BeeauTe false. [0 ymosiyaHuio: false)

WEP-1L(config):/telnet# port X (rae X — nopt. o ymonyaxunio: 23)

WEP-1L(config):/telnet# session-limit X (rge X — makcumvansHoe konmyecTso Telnet-ceccuid. o
YMOJTYaHUIO: 5)

WEP-1L(config):/telnet# save (coxpaHeHne HacTpoek)

5.2.3 HacTpolika ceTeBbIx napameTpos IPv6

@ Mo ymonuaHuio AOCTYN K yCTPOACTBY MO NPoTOKony IPV6 Ha TOuKe JOCTyna OTK/IOUEH.

BKnloueHue gocTyna K ycTpoiicTBy no npoTokony IPvé

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
DHCP)
WEP-1L(config):/interface/br0/common/ipv6# enabled true (Bkit0ueHe ocTyna K YCTPOUCTBY M0
npoTokony IPv6. [1ns oTknoueHnsi BBeaute false)

WEP-1L(config):/interface/br0/common/ipv6# save (COxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common

config):/interface/br0/common# ipv6

config):/interface/br0/common/ipv6# protocol dhcp (nosiyueHve ceTeBbix IPv6 napaMeTpos Mo

—~ o~~~ —~ —
DA
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HacTpoiika cTaTuueckux ceTeBbiX NapameTpoB IPv6 TOUKM AOCTyna

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# bro

WEP-1L(config):/interface/br0# common

WEP-1L(config):/interface/br0/commont ipv6

WEP-1L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXXXXXXXXXXK XXX XXX XXXXXXXX — cTaTmuueckuin IPve-aapec yctporictBa WEP-1L)
WEP-1L(config):/interface/br0/common/ipv6# address-prefix-length X (rae X — npecdpmke cratnyeckoro IPv6-
agpeca. lNpuHnmMaeT 3HadyeHne oT 0 Ao 128. o ymonyaHuto: 64)
WEP-1L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (ykasbiBaeTcs IPv6-
npedukc, HanpumMmep 3211:0:0:1234::/64)

WEP-1L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(roe XXXX:XXXXXXXXXXXXXXXK XXX XXXXXXXX /Y — IPv6-anpec dns-cepBepa Nel ¢ npedrkcom)
WEP-1L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(roe XXXX:XXXXXXXXXXXXXXXK XXX XXXXXXXX /Y — IPv6-anpec dns-cepBepa Ne2 ¢ npedrkcom)
WEP-1L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/110ueHVIe NCNO/IL30BaHNS CTATUYECKMX
ceTeBbIX IPv6 napameTpoB. [na nonyyeHus ceTesbix IPv6 napameTpos no DHCP sBeanTte dhep)
WEP-1L(config):/interface/br0/common/ipv6# enabled true (Bk/it0ueHve focTyna K yCTPOUCTBY M0
npoTokosy IPv6. AN oTkntoyeHns seeante false)

WEP-1L(config):/interface/br0/common/ipv6# save (coxpaHeHve HacTpoek)

5.3 Hacrtpoiika BUpTyasbHbix Touek goctyna Wi-Fi (VAP)

Mpw HacTpolike VAP cnefyeT NOMHUTb, YTO Ha3BaHue HTepdeiicoB B Anana3oHe 2.4 Ty HaunHaeTcs ¢

wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 9 — KomaHgpl AN HaCTpoikn pexmma 6esonacHocT Ha VAP

Pexxum 6e3onacHoOCTHU

bes napons

WPA

WPA2

WPA/WPA2
WPA-Enterprise
WPA2-Enterprise
WPA/WPA2-Enterprise

KomaHga ans HacTpoiiku pexxmma 6e30nacHOCTU
mode off

mode WPA

mode WPA2

mode WPA_WPA2

mode WPA_1X

mode WPA2_1X

mode WPA_WPA2_1X

Hwxe npeacTtasneHbl npumMepbl HACTPOkM VAP ¢ pa3nnyHbiMu pexmnmamu 6esonacHoctn ans Radio 5Ty,

(wlan1).
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5.3.1 Hactpoiika VAP 6e3 wndgposaHus

CospaHue VAP 6e3 wugpoBaHMAa ¢ Nnepnoamyveckoii oTnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan1-va0

WEP-1L(config):/interface/wlan1-va0O# vap

WEP-1L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-1L_open' (n3veHeHve nveHn SSID)
WEP-1L(config):/interface/wlan1-va0/vap# ap-security
WEP-1L(config):/interface/wlan1-va0/vap/ap-security# mode off (pexxum wudgposaHmns off — 6e3 napons)
WEP-1L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-1L(config):/interface/wlanl-va0/vap# radius

WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t0ueHVe OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)
WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrnosb3yemMoro A/151 akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i /e secret — naposb g1s RADIUS-
cepBepa, UCrnosb3yeMoro A/1s1 akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/it0ueHvie neproanyeckor oTnpaskn
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (1HTepBasI OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-1L(config):/interface/wlan1-va0/vap/radiust# exit

WEP-1L(config):/interface/wlan1-va0/vap# exit

WEP-1L(config):/interface/wlan1-va0# common

WEP-1L(config):/interface/wlanl-va0/common# enabled true (Bk/1t0HeHVE BUPTYasIbHOM TOYKN AOCTYNA)
WEP-1L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

—_— e~ —~ —
_ = = =
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5.3.2 Hactpolika VAP c pexumom 6e3onacHocTn WPA-Personal

CospaHue VAP c pexumom 6e3onacHocTtu WPA-Personal ¢ nepnogunyeckoil oTnpaBKoO akKKayHTUHTa
Ha Radius-cepBep

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan1-va0

WEP-1L(config):/interface/wlan1-va0O# vap

WEP-1L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-1L_Wpa2' (n3veHeHne nveHn SSID)
WEP-1L(config):/interface/wlan1-va0/vap# ap-security

WEP-1L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2 (pexuvmv wnposaHns — WPA/WPA2)
WEP-1L(config):/interface/wlan1-va0/vap/ap-security# key-wpa password123 (k/1t04/Maposib, He0OX0ANMbIN
0N NOAKNIYEHNS K BUPTYaslbHOM ToUke AocTyna. [avHa kada A0/HKHa CoOCTaBAsATb OT 8 A0 63
CVMBOJIOB)

WEP-1L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-1L(config):/interface/wlanl-va0/vap# radius

WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/110ueHV e OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)

WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrnosb3yeMoro A/151 akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-password secret (1 /e secret — naposb g1s RADIUS-
cepBepa, UCrnosb3yemMoro A/151 akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/it0ueHvie neproanyeckol oTnpaskn
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (1HTepBas OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-1L(config):/interface/wlan1-va0/vap/radius# exit

WEP-1L(config):/interface/wlan1-va0/vap# exit

WEP-1L(config):/interface/wlan1-va0# common

WEP-1L(config):/interface/wlanl-va0/common# enabled true (Bk/10HeHVE BUPTYa/IbHOM TOYKN LOCTYNA)
WEP-1L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

—_— e~ —~ —
_ = = =
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5.3.3 Hacrtpolika VAP c Enterprise-aBTopu3sanmeii

CospaHue VAP ¢ pexumom 6e3onacHocTtu WPA2-Enterprise C nepuoguyeckon oTnpaBKow
aKkayHTUHra Ha RADIUS-cepBep

WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-1L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-1L_enterprise' (n3veHeHve nvmeHn SSID)
WEP-1L(config):/interface/wlan1-va0/vap# ap-security
WEP-1L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2_1X (pexvm wngposanus — WPA/
WPA2-Enterprise)

WEP-1L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-1L(config):/interface/wlan1-va0/vap# radius

WEP-1L(config):/interface/wlanl-va0/vap/radius# domain root (r7e root — f0MeH nosib3oBaTens)
WEP-1L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — |[P-agpec RADIUS-
cepsepa)

WEP-1L(config):/interface/wlan1-va0/vap/radius# auth-port X (rae X — nopt RADIUS-cepBepa, KOTopbIi
NCnonb3yeTca Ansa ayTeHTudukauum n astopmsaunn. Mo ymonyaHuo: 1812)
WEP-1L(config):/interface/wlan1-va0/vap/radius# auth-password secret (e secret — naposib 415 RADIUS-
cepBepa, UCnosb3yemMoro A5 ayTeHTUMKaL M1 1 aBTopusanmnn)
WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/110ueHVIe OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)

WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrnosb3yeMoro A/151 akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i /e secret — naposib g1s RADIUS-
cepBepa, UCrnosb3yemMoro A/151 akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/it0ueHvie neproanyeckol oTnpaskn
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (1HTepBas OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-1L(config):/interface/wlan1-va0/vap/radiust# exit

WEP-1L(config):/interface/wlanl-va0/vap# exit

WEP-1L(config):/interface/wlan1-va0# common

WEP-1L(config):/interface/wlanl-va0/common# enabled true (Bk/10HeHVE BUPTYa/IbHOM TOYKN JOCTYNA)
WEP-1L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

—~ o~~~ o~ —~
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5.3.4 Hacrtpoiika VAP c noptanbHoi aBTopusaumeit

KomaHAabl AN HacTPOMKM NOPTa/IbHOI aBTOpU3aLun ¢ OTNPaBKO akkayHTUHra Ha RADIUS-cepBep

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rge X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlan1-va0/vap/ap-security# mode off (pexxum LwndposaHms off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-1L' (13veHeHne nmenn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazaTb URL BUpTyasibHOro noprasna)
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykazatb nmsa noptana. Mo ymonyanuio: default)
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# apb-mac-auth true (Bk/104NTE MAC-aBTOPM3ALNIO
NnopTasibHbIX NO/b30BaTeENEN Yepes APB cepBuC (AOCTYNHO TOMbKO € SoftWLC 1.34.1 1 Bblwwe). Mo
ymoiyaHuio: false)

WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-1L(config):/interface/wlanl-va0/vap# radius

WEP-1L(config):/interface/wlanl-va0/vap/radius# domain root (r7e root — f0MeH nosib3osaTesns)
WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/110ueHVIe OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)
WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCMNoJIb3yeMOro A1 akkayHTUHra)

WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-password secret (r /e secret — [aponb a1s RADIUS-
cepBepa, UCMNoJIb3yeMOro A1 akkayHTUHra)

WEP-1L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/it0ueHvie neproanyeckol oTnpaskn
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-1L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (1HTepBas OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-1L(config):/interface/wlan1-va0/vap/radiust# exit

WEP-1L(config):/interface/wlan1-va0/vap# exit

WEP-1L(config):/interface/wlan1-va0# common

WEP-1L(config):/interface/wlanl-va0/common# enabled true (Bk/10HeHVE BUPTYa/IbLHOM TOYKN [OCTYNA)
WEP-1L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

e~ e~~~ o~~~ o~ —
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5.3.5 Hacrtpoiika VAP c BHeluHe nopTasibHO aBTopu3auueil

KomaHpgbl gnsa HACTPOVKU BHELLHE NopTa/sibHOI aBTOpU3aLumn

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rge X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlan1-va0/vap/ap-security# mode off (pexxum LwndposaHms off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WEP-1L(config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-1L' (n3veHeHne nveHn SSID)
WEP-1L(config):/interface/wlan1-va0/vap# captive-portal
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# verification-mode external-portal (sx/1t0ueHne
NOAAEPXKN BHELLIHEN NOPTasibHON aBTOpM3aumn. Mo ymonyaHuio: portal)
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-
ip=<NAS_IP>&ap_location=<AP_LOCATION>&nas_id=<NAS_ID>" (yka3zaTb URL BHELLUHEIO BUPTYasIbHOIro
nopTtana B COOTBETCTBMM C Tabsmuein 10)
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal# enabled true (Bk/1t0ueHVe doyHKUMOHaa captive-
portal)

WEP-1L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-1L(config):/interface/wlanl-va0/vap# radius

WEP-1L(config):/interface/wlan1-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCnosib3yemoro ans asTopusalmm)

WEP-1L(config):/interface/wlan1-va0/vap/radius# auth-password secret (e secret — naposib 15 RADIUS-
cepBepa, UCnosibayemoro ans asTopusalmm)

WEP-1L(config):/interface/wlan1-va0/vap/radiust# exit

WEP-1L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

e~~~ o~~~ o~~~ o~ —~
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JononHuTtenbHbie KOMaHAbI A1 HACTPOKU BHELLHel NopTanbHOW aBTOpU3auumn

WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# preauth-filter-mode acl (napaveTp,
onpeaensioumii Ha 0OCHOBaHMK Yero byaeTt hunbTpoBaTbCsa TPaUK HEaBTOPU30BAHHBLIX K/IMEHTOB.
BoamoxHble 3HavyeHus: acl, white-list. 1o ymonyaHuio: white-list)
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# ipv4-acl ipv4_list (rae ipv4_list — nmsa cnvcka
npasws ipv4-acl)

WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# url-acl url_list (rge url_list — vmvs cnvcka npasun
url-acl)

WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# filter-dns-by-acl true (Bk/1t04eHVe huibTpaLmm
DNS-3anpocoB no npasunam preauth-acl. Mo ymonyanutio: false)
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# client-mac-format XX-XX-XX-XX-XX-XX (rze XX-XX-
XX-XX-XX-XX — chopmaT MAC-afpeca KNmeHTa, KOTopblii 6yaeT noactaBnisaTbcs BMecTo <AP_MAC> B
3anpocax Ha BHeLHNA nopTasl. BoaMoxHbie 3HaueHms: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXXXXXIXXXX, XXXXXXXXXXXX. [10 YMOMUAHNHD: XXXXXXXXXXXX)
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal# nas-id-format XX-XX-XX-XX-XX-XX (rze XX-XX-XX-XX-
XX-XX — popmaT MAC-agpeca TOUKM A0CTyna, KOTopbI 6yaeT noacTaBnATbcsl BMecTo <NAS_ID> B
3anpocax Ha BHeLHNA nopTasl. BoamoxHbie 3HaueHms: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXXXXXIXXXX, XXXXXXXXXXXX. [10 YMOMUAHNHD: XXXXXXXXXXXX)
WEP-1L(config):/interface/wlan1-va0/vap/captive-portal# disconnect-on-reject true (napameTp, oTBeYatoLLNI
3a OTK/II0YEHMe KIMeHTa nocne nosayyeHus Access-Reject. na oTkntoveHnst seeante false)
WEP-1L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-1L(config):/interface/wlanl-va0/vap# radius

WEP-1L(config):/interface/wlanl-va0/vap/radius# use-macaddr-as-password true (nepesgasats MAC-azpec
KnveHTa B kayecTBe naposd B RADIUS 3anpocax. o ymonyaHuto: false)
WEP-1L(config):/interface/wlan1-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (rze XX-XX-XX-XX-XX-
XX — chopmat MAC-agpeca KneHTa, KoTopblin 6yaeTt domurypupoatb B RADIUS 3anpocax. ®yHKLUMOHas
paboTaeT TO/IbKO Mpu YCrioBMKM use-macaddr-as-password = true. BO3MOXHble 3Ha4eHMs: XX-XX-XX-XX-XX-
XX, XXX XX XX XX XX, XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XXIXXXXIXXXXXX, XXXXXXXXXXXX. [10
YMOTHAHUHD: XXXXXXXXXXXX)

WEP-1L(config):/interface/wlan1-va0/vap/radius# exit

WEP-1L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

© /15 nonyyenna nHchopmaLm 06 anropuTMe B3aMMOECTBUSA C BHELLHUM NOPTa/IOM CM. CXEMy.
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Tabnuua 10 — Hactpoiika URL wabnoHa 4718 BHELLHe NopTaslbHON aBTopu3aumm

MapameTtp

<NAS_ID>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>
<ORIGINAL_URL>
<NAS_IP>
<AP_LOCATION>

OnucaHue

NAS ID, 3agaHHbIli Ha VAP nnn B system. Ecnv He 3agaH Hu
OAIMH 13 3TUX NapameTpoB, To B kadecTBe NAS ID B RADIUS-
n HTTP(S)-naketax 6yaeT ucnosb3oatbca MAC-agpec
TOukM goctyna B chopmare "nas-id-format”

[ oMeHHOe UMS, KOTOPOE MOKa3bIBAETCS KIMEHTY MpW
nepeHanpasfieHun

MAC-agpec Toukn gocTyna

MAC-agpec knneHta

SSID

URL, KOTOpbI n3Ha4YaNbHO 3anpatumsan KInNeHT
IP-agpec Touku goctyna

AP-location Touku goctyna
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5.3.6 Hacrtpoiika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbiit hyHKUMOHa AOCTYNEH TONbKO A4J/19 PEXMMOB NOPTasibHON 1 Enterprise-aBTopmsaymm.

KomaHab! o151 HACTPOIKKN foNoIHUTEeNNbHOro RADIUS-cepBepa Ha VAP

WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-1L(config):/interface/wlan1-va0/vap# radius (HacTpolika ocHOoBHOro RADIUS-cepsepa)
WEP-1L(config):/interface/wlan1-va0/vap/radius# backup (HacTporika gononHuTesisHoro RADIUS-cepeepa)
WEP-1L(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec gononHutenbHoro RADIUS-
cepBepa B KOHchurypauumn> (cosgaHune pasgesna KoHdurypawumm aononHntTensHoro RADIUS-cepBepa.
MakcmasibHOE KO/IM4YecTBO: 1)

WEP-1L(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rge X.X.X.X — IP-agpec gonosHUTEIbHOro
RADIUS-cepBepa B KOHaurypaumm)

WEP-1L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — |P-agpec
RADIUS-cepBepa)

WEP-1L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (rae X — nopt RADIUS-cepBepa,
KOTOPbI CNOMb3yeTcsa ANa ayTeHTMdIMKaUmMm 1 aBTopusaunn. Mo ymonyaHumio: 1812)
WEP-1L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-password secret (/e secret — naposib
Anst RADIUS-cepBepa, UCMnosib3yemMoro Ans ayteHTudunkaumm n asTopusaumm)
WEP-1L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rge X.X.X.X — IP-agpec
RADIUS-cepBepa, NCNo/b3yeMOoro A5 akkayHTUHra)
WEP-1L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-port X (rae X — nopt RADIUS-cepBepa,
KOTOPbI/ MCMNOMb3yeTcs AN akkayHTUHra. Mo ymonyaHuio: 1813)
WEP-1L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-password secret (1 /e secret — naposib
Anst RADIUS-cepBepa, UCMnosib3yemMoro A5 akkayHTUHra)
WEP-1L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# order 1 (e order — npuoputet RADIUS-
cepBepa. Ecnun npmoputeT He 6blN yKasaH SIBHO, TO CYMTAETCS, YTO OH paBeH 0. B aTom cnyyae
o4yepenHOCTb BbiGOpa cepBepa byaeT COOTBETCTBOBATb NOPSAKY A06aBneHns RADIUS-cepBepa B
KOHdourypaumio)

WEP-1L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHVe HacTpoek)

—~ o~~~ o~ —~

5.3.7 [ononHutenbHble HacTpoiku VAP

HazHaueHue VLAN-ID Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# vlan-id X (rge X — Homep VLAN-ID Ha VAP)

Ha3HauyeHue VLAN-Group Ha VAP

WEP-1L(config):/interface/wlanl-va0/vap# vlan-group X,Y-Z (rge X,Y-Z — Homepa VLAN-ID, KOTOpble MOXHO
Ha3HaunTb Ha VAP. BO3MOXHble 3HavYeHus: 1-4094. Ecnn HacTpoeH napameTp vlan-group, TO 6yaet
nUrHopmpoBsartbcs napameTp vlan-id)
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BrtoyeHue pexuma Band Steer

WEP-1L(config):/interface/wlan1-va0/vap# band-steer-mode true (Bx/t0ueHve pexurmva Band Steer. [115
oTk/o4YeHna BeeguTe false)

BkntouyeHue VLAN trunk Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# vlan-trunk true (BxitoueHvie VLAN Trunk Ha VAP. ns oTkI04eHns
BeeauTe false)

BkntouyeHue General VLAN Ha VAP

WEP-1L(config):/interface/wlanl-va0/vap# general-vlan-mode true (BktoueHvie General VLAN Ha SSID. 15
oTKNoYeHnsa seeaute false)
WEP-1L(config):/interface/wlanl-va0/vap# general-vlan-id X (rae X — Homep General VLAN)

Bbi6op cnoco6a npuoputTusaymum

WEP-1L(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHanv3 npuopurteTa 13 nonsa CoS (Class of
Service) TerMpoBaHHbIX NakeToB. 3HaYeHne No ymonvaHuio: true. B aTom criyyae aHanmsnpyeTcs
npuopuTeT 13 nona DSCP 3aronoska IP-nakeTa)

BknioueHue pexxuma MFP (802.11W)

WEP-1L(config):/interface/wlan1-va0/vap/ap-security# mfp required (Bk/1104nTL 32Ty management-kaapoB
(dpeinmoB). required — TpebyeTca nogaepxka MFP OT KIMEHTA, KTMEHTbI 6€3 MFP He cMoryT
nogxkntunTbeA. capable — coBmecTMo ¢ MFP, knneHTbl 6e3 noaaepxkm MFP MoryT nogxniounteca. Ans
oTkNYeHns seeaute off)

Bk/itoueHne Ucnosib3oBaHus TLS npu aBTopu3sauum

WEP-1L(config):/interface/wlan1-va0/vap/radiust tls-enable true (1criosib30BaTh TLS npu asTopusalmn. s
oTko4YeHna BeeauTe false)

BkntoueHune ckpbiToro SSID

WEP-1L(config):/interface/wlan1-va0/vap# hidden true (BxtoueHve ckpbIiToro SSID. 115 OTKH0YEeHNS
BeeauTe false)

Bk/loueHne u3onsyum KNMeHToB Ha VAP

WEP-1L(config):/interface/wlanl-va0/vap# station-isolation true (Bk/1l0ueHNE N30N1ALMN TPaIMKE MEXIY
KNMeHTamu B npeaesnax ogHon VAP, [lna oTkntoueHnsi BBeauTe false)
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OrpaHuyeHne KoNmyecTBa K/IMEHTOB Ha VAP

WEP-1L(config):/interface/wlan1-va0/vap# sta-limit X (rge X — makcumasibHO JonyCTUMOoe Y1C/I0
NOAKNIOYAEMbIX K BUPTYyasIbHOM CETU K/TMEHTOB)

BknioyeHue 3awntbl oT ARP Spoofing

WEP-1L(config):/interface/wlan0-va0/vap# arp-inspection true (Bik/1t04eHne NpoBepkN Tpaurka Ha NnogmMeHy
IP-agpeca nctoyHvka B ARP-naketax. [1na otkioveHns seeauTe false. Mo ymonyaHuio: false)

BknoueHue penivkauumn myibTUKacToOBOro Tpaduka Ha VAP

WEP-1L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bx/1t0ueHVe pennnkaumy MynsLTUKACTOBOIO
Tpadomka Ha VAP. [ina oTkntoveHns seeauTe false)

BknroyeHue Minimal Signal u Roaming Signal

WEP-1L(config):/interface/wlan1-va0/vap# check-signal-enable true (Bx/110ueHve ncnonL30BaHmsA
doyHKUMoHasa Minimal Signal. 19 oTkoyeHns seeaue false)

WEP-1L(config):/interface/wlanl-va0/vap# min-signal X (rae X — noporosoe 3HadeHune RSSI, npv 4OCTVKEHNN
KOTOPOro TOYKa AocTyna 6yaeT OTKNYaTb KaveHTa oT VAP. MNapameTp MOXeT NpUHMMaTh 3HaYeHUst OT
-100 po -1)

WEP-1L(config):/interface/wlanl-va0/vap# check-signal-timeout X (rze X — nepvos BpemeHu B cekyHaax, rno
NCTEYEHUN KOTOPOro NPUHNUMAETCH peLleHne 06 OTK/IKYEHUN KITMEHTCKOro 060pyA0BaHns OT
BMPTYaJ1IbHOW ceTn)

WEP-1L(config):/interface/wlanl-va0/vap# roaming-signal X (re X — noporosoe 3HaueHune RSSI, npu
AOCTVXXEHMN KOTOPOro MPONCXOANT NEPEKIOYEHNE KITMEHTCKOro 060pyA0BaHMs Ha APYry TOUKY
goctyna. MNapameTp MOXeT NpuHMMaTh 3HaueHust oT -100 4o -1. MapameTp roaming-signal 4o/MKEH ObITb
BblLle, YeM min-signal: ecninm min-signal =-75 gbM, To roaming-signal 4o/mkeH ObITb paBeH, Hanpumep, -70
ABbwm)

WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

BknoueHue nepepaum aGoHeHCKoro Tpaduka BHe GRE-TyHHens

WEP-1L(config):/interface/wlan1-va0/vap# local-switching true (s/1t0ueHne nepegayy aboHeHTCKOro
Tpaduka BHe GRE-TyHHens. [ins oTktodeHns seegute false. 0 ymosi4aHmio BbIK/HOYEHO)
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HacTtpoiika orpaHMuYeHunst CKOPOCTHU

HacTpoiika Leiinepa B HanpaB/AeHUN OT K/IMEHTOB (KaXK40ro B OTAe/IbHOCTU), NOAK/THOUYEHHbIX K
AaHHoW VAP, 0 TOUYKK AOocTyna:

WEP-1L(config):/interface/wlan1-va0/vap# shaper-per-sta-rx
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (rge X — makcvumasibHasi CKOpoCTh B
KOUT/C NN NakeTbl/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (BiitoueHve wernepa. MoxeT
npuHMMaTh 3HauyeHune: kbps — KouT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# exit
WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTtpoiika weiinepa B HanpaB/1EHUN OT TOYKM A0CTYNa A0 KMEHTOB (KaXKAO0ro B OTAENIbHOCTH),
NOAKNIOUYEHHbIX K AaHHOW VAP:

WEP-1L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# value X (rae X — makcvmasibHas CKOpoCThb B
KOUT/C NN NakeTbl/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bx/1toueHne wennepa. MoxeT
npuHUMaTh 3HauyeHue: kbps — KouT/c, pps — NakeTbl/c, off — BbIK/THOUEHO)
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-sta-txi# exit
WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTpoiika weiinepa B HanpaB/1€EHUN OT KJIMEHTOB (B CyMMe), NOAKNIOYEHHbIX K aHHOW VAP, O
TOYKU gocTtyna:

WEP-1L(config):/interface/wlan1-va0/vap# shaper-per-vap-rx
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (rge X — MakcrumMasibHas CKOpoCTh B
KOUT/C NN NakeTbl/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (Bx/toueHne wennepa. Moxet
npuHUMaTh 3HauyeHue: kbps — KouT/c, pps — NnakeTbl/c, off — BbIK/THOUEHO)
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# exit
WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTpoiika Leiinepa B HanpaBAE€HUN OT TOYKU AOCTYNA A0 K/IMEHTOB (B CYMME), NOAK/IHYEHHbIX K
LaHHo VAP:

WEP-1L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rge X — makcrumasibHas CKOpoCTh B
KOUT/C NN NakeTbl/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bi/t0oueHne weinepa. Moxet
npuHUMaTh 3HauyeHune: kbps — KouT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WEP-1L(config):/interface/wlan1-va0/vap/shaper-per-vap-txi# exit
WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HaCTPOﬁKa orpaHuyeHus wnpokoseljaTtesibHOro Tpa(plea

HacTpoiika weiinepa B HanpaB/iIEHUU OT KJIMEHTA A0 TOUYKU AOoCcTyna:
WEP-1L(config):/interface/wlan1-va0/vap# shaper-bcast-rx
WEP-1L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# value X (rge X — makcumasibHast CKOpOCTb B KOUT/
C WAn NakeTbl/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# mode kbps (Bi/1t0ueHne weinepa. Moxet
npuHUMaTh 3HaveHne: kbps — KoUT/C, pps — nakeTbl/C, off — BbIK/THOYEHO)
WEP-1L(config):/interface/wlanl-va0/vap/shaper-bcast-rxi exit

WEP-1L(config):/interface/wlan1-va0/vap# save (coxpaHeHVe HacTPOeK)

HacTpoiika weiinepa B HanpaB/iI€eHUX OT TOUYKU AOCTYNA A0 KJINEeHTa:
WEP-1L(config):/interface/wlanl-va0/vap# shaper-bcast-tx
WEP-1L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# value X (rge X — makcumasibHasi CKOpoCTb B KOUT/
C WUAn NakeTbl/c)

WEP-1L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# mode kbps (Bx/1t0ueHve weinepa. MoxeT
npuHUMaTh 3HaveHne: kbps — KoUT/C, pps — nakeTbl/C, off — BbIK/THOYEHO)
WEP-1L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# exit

WEP-1L(config):/interface/wlan1-va0/vap# save (coxpaHeHVe HacTpPOeK)

HacTtpoiika orpaHMuYeHsi MHOroagpecHoro Tpadguka

HacTpoliika weiinepa B HanpaBJeHUM OT KIMEHTA A0 TOYKM AOoCTyna:
WEP-1L(config):/interface/wlan1-va0/vap# shaper-mcast-rx
WEP-1L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# value X (rae X — MakcumasibHasi CKOpoCTh B KOUT/
C WAn NakeTbl/c)

WEP-1L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bk/10ueHne weinepa. Moxet
npuHUMaTh 3HayeHue: kbps — K6uUT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-1L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit

WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTpoliika wevinepa B HanpaBJeHUM OT TOYKM AOCTyNa A0 K/AUEHTa:
WEP-1L(config):/interface/wlanl-va0/vap# shaper-mcast-tx
WEP-1L(config):/interface/wlan1-va0/vap/shaper-mcast-tx# value X (rae X — makcumasnibHas cKkopocTb B KOUT/
C WAn NakeTbl/c)

WEP-1L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# mode kbps (Bx/1t0HeH e wenepa. Moxet
npuHUMaTh 3HayeHue: kbps — K6UT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-1L(config):/interface/wlan1-va0/vap/shaper-mcast-tx# exit

WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTtpolika KOHTpons goctyna no MAC

WEP-1L(config):/interface/wlan1-va0/vap# acl

WEP-1L(config):/interface/wlanl-va0/vap/acl# mac

WEP-1L(config):/interface/wlan1-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (e XXOOCXXXOEXKXX — MAC-
ajpec yCTpolicTBa, KOTOPOMY HEOO6XOAMMO pa3peLunTb/3anpeTuTb AoCTyn. ANns yaaneHmsa agpeca us
crnucka ncnonb3yinTte komaHay del)

WEP-1L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-1L(config):/interface/wlan1-va0/vap/acl# policy allow (BbI60p nonuTvkn. Bo3MoxHbIe 3HaYEHNS:
allow — paspeluartb NOAKIYEHME TONBKO TEM KaneHTam, MAC-aapeca KOTOPbIX COAEpXaTcs B CMUCKE;
deny — 3anpeliatb nogknyeHne knmeHTam, MAC-aapeca KOTopbIX CoaepXaTcs B Cnucke. 3HayeHme no
yMOJ14aHuto: deny)

WEP-1L(config):/interface/wlan1-va0/vap/acl# enable true (Bikt0ueHne koHTpoONs goctyna rno MAC. [ns
oTk/o4YeHna BeeguTe false)

WEP-1L(config):/interface/wlan1-va0/vap/acl# exit

WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTtpolika 6110KMPOBKM NOAKIIOUEHUA NONb30BaTeneii, nogmeHsowmx MAC-agpec ycTpoicTea
npoBOAHOW ceTn

B cnyuae ecnm Heo6xoauMMo Mo TpeboBaHMsAM 6e30MacHOCTU peasi3oBaTh 3allMTy OT NOAKIYEHUN
nonb3osaresniein gyénupyowmx MAC-agpec NnpoBOAHOIO yCcTpoicTea (w3, MK n npoyee), To
Heobxoanmo Bocnosib3oBaTbes HacTpoiikol fdb-filtering, koTopas umeeT cnegytowme pexvmel paboTbl:
on-connect — peXxum 6/10kMpyeT BCe NOMNbITKA NOAK/IHYEHMS YCTPONCTB Yepes Wi-Fi, B cnyvae ecsiv MAC-
aZpec yxe n3yyeH Ha Ethernet-nopTy TOUkM fgocTyna;

by-eth-event — pexuvm oTko4aeT NoAKIHYEHHOro KnveHTa no Wi-Fi, B cnyyae ecnv ero MAC-agpec ctan
n3y4yeH Ha Ethernet-nopTy TOUKM JOCTyNa (PEXMM NOMOraeT OuMLLaTb CTapyto 3anuchb O KITMEHTE Mpu
poymuHre);

full — pexuvm coBmeLaeT B cebe Bce npeablaylime, To ecTb 6/10KMpyeT NOAKNHYEHNE HOBOMO
nonb3osaresis no Wi-Fi, a Takke OTKNHOYaeT paHee NoAKII0YEHHOro B c/lyvae coBnageHus ero MAC-
ajzpeca c yCTporcTBoM 3a Ethernet-uHtepdericom.

Q Mpwu BbicTaBieHun pexnmos full u on-connect poyMUHT Wi-Fi KIMEHTOB MOXeET yXyALnTbCA. Tak B
xofe paboTbl BCe broadcast-nakeTbl OT K/IMEHTa NoNagatoT Ha OCTaslbHbIE TOYKU JOCTyna ceTu, U
ero MAC nsy4yaeTtcsa Ha BCcex To4Ykax AOCTyrna CeTu, N03TOMY Npu POYMUHIEe KIIMEeHTa, B ciiyyae
ecnu ero MAC-agpec HaxoauTcA B cnvucke Ha Ethernet-nopTy, nepenogxnoyeHne MoxeT
NPoOUCXoANTbL A/INTESIbHOE BPEMS.

WEP-1L(config):/interface/wlan1-va0/vap# fdb-filtering
WEP-1L(config):/interface/wlan1-va0/vap/fdb-filtering # enabled true (Bx/1t0ueHne yHkuoHana. [Ans
oTKNoYeHnsa seeaute false. 3HaueHne No ymonyaHuio: false)
WEP-1L(config):/interface/wlan1-va0/vap/fdb-filtering # mode full (8bi60p pexvma paboTsl. 3HavyeHne no
YMO/I4aHWHKO: by-eth-event)

WEP-1L(config):/interface/wlan1-va0/vap/fdb-filtering # exit

WEP-1L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTtpoliika 802.11r
[aHHbIli BUA pOyMUHra AOCTYMNEH TONbKO A/18 TEX KNIMEHTCKNX YCTPOICTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3MOXeH Tonbko mexay VAP ¢ pexumom 6e3onacHocTn WPA2 v Bbliwwe.
C nHcTpyKumeii no Hactpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n gpyrumm
MOXHO O03HaKOMUTbCS B pasaene Hactpolika VAP ¢ pexumom 6esonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XHO HacTpavBaTb MHAMBMAYaNbHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) -« TA3(wlan1) n . .

Hwxe npeactasneH npumep HacTtpoikm 802.11r Ha ABYX Toukax goctyna: TA1 v TA2.

HacTtpoliika 802.11r Ha TA1

WEP-1L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-1L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-agpec VAP.
MOoXHO nocMOTpeThb B BbiBOAEe KoMaHAbl ifconfig)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yH1KabHLIA KIOY 419 AAHHON
VAP)

WEP-1L(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (LoveH fo/pkeH coBnagark Ha
BCTPEUHbIX VAP)

WEP-1L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP-
NHTephelica BCTPEUHOM Toukn goctyna — T/[2)

WEP-1L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa/IbHBIN
KNHOY BCTPeYHo VAP Toukn goctyna T2 — r0-key-holder-id)
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0 (MAC-
ajzipec BCTpeyHol VAP Ha T[2)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIli KoY. He gomkeH coBnagath ¢ rl-kh-key T/11, HO 0653aTe/IbHO A0/MKEH coBnaaaTh C rl-kh-
key BCTpeuHoii TA2)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIli KoY. He gomkeH coBnagath ¢ r0-kh-key T/11, HO 0653aTeibHO A0/MKEH coBnaaaTh € ro-kh-
key BCTpeuHoii TA2)

WEP-1L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-1L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/it0ueHne paboThl TOUKM AOCTYNA MO
npoToKos1y 802.11r)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# enabled false
WEP-1L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOoXHO MOCMOTpPETHL B BbiBOAE KoMaHAb! ifconfig)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yHVKa /IbHbIV KITHOY A5 AaHHOTO
VAP)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fo/mkeH coBnagarb Ha
BCTPeUYHbIX VAP)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# mac
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepdenca BCTPEYHON ToUKn goctyna — T/A1)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-id 12345 (yHV K& IbHbIA K1Y
BCTpeuHow VAP Toukn goctyna T1 — r0-key-holder-id)
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha TA1)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-key 0001020304050607
(cnyyanHbIi KoY. He gomkeH coBnagarth ¢ rl-kh-key T/12, HO 0653aTeibHO A0/MKEH coBnagaTh C rl-kh-
key BcTpeuHoit TA1)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r1-kh-key 0102030405060708
(cnyyanHbIi KoY. He gomkeH coBnagarth ¢ r0-kh-key T/12, HO 0653aTeibHO A0/MKEH coBnagaTh ¢ ro-kh-
key BcTpeuHoit TA1)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-1L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-1L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bx/1t0ueHne paboTsl TOUKM AOCTYNa Mo
npoTokos1y 802.11r)

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11k

PoymuHr no npotokosny 802.11k MOXeT GbiTb OpraHM30BaH Mexay Nto6bIMU CeTIMU (OTKpPbITbIe/
LWNcppoBaHHbIEe). Ecnv Ha Touke AocTyna HacTpoeHa pa6oTa no npoTtokosy 802.11k, To Npy NoaKNtoUYEHNUM
K/IMeHTa Touka JocTyna nepegaeT eMy CNUCOK «ApYXeCTBEHHbIX» TOUEK AOCTYMNa, Ha KOTOPbIe K/TMEHT MOXET
NnepekIyYnTLCA B NpoLecce poyMuHra. Cnncok cogepxut nidopmaumio o MAC-agpecax ToHek focTyna un
KaHasiax, Ha KOTOpbIX OHM paboTator.

Mcnonb3oaHue 802.11k NO3BONAAET COKPATUTb BPEMSI HA MOWUCK APYrOil CETU NPU POYMUHTE, Tak Kak KIIMEHTY
HE HY>XHO MPOM3BOAUTb CKAHMPOBaHMNE KaHa/I0B, HA KOTOPbIX HET AOCTYMHbIX 418 NEPEK/IOYEHNS LLENEBbLIX
ToYek gocTyna.

[JaHHbI BUA, pOyMUHIa AOCTYNEH TOMIbKO A/151 TEX KITMEHTCKMX YCTPOWCTB, KOTopble noaaepxusatoT 802.11k.

Huxe npepactasnieH npumep HacTpoiikn 802.11k Ha TOUKe AOCTyMNa — COCTaB/IEHNE CMNCKA «APYXKECTBEHHbIX»
ToYek gocTyna.

HacTpoliika 802.11k

WEP-1L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (/e
E8:28:C1:FC:D6:90 — MAC-apec «aApy>XECTBEHHOWN» TOUKN AOCTYNA)
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-1L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rge 132 —
KaHas, Ha KOTOPOM paboTaeT Touka gocTyna ¢ MAC-agpecoMm E8:28:C1:FC:D6:90)
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (/e
E8:28:C1:FC:D6:70 — MAC-agpec «aApy>XECTBEHHOWN» TOUKN AOCTYNA)
WEP-1Lx(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (re 36 —
KaHas, Ha KOTOPOM paboTaeT Touka gocTyna ¢ MAC-aapecoMm E8:28:C1:FC:D6:70)
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/it0ueHVEe pabOThbl TOUKM
[0CTyrna no NpoTokosny 802.11Kk)

WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHVe HacTpOek)
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HacTpovika 802.11v

PoymuHr no npotokosy 802.11v MOXET ObITb OpraHM3oBaH Mexay NtoobIMU ceTamu (OTKpbITblE/
lundppoBaHHbIie). EC/iM Ha TouKe A0CTyna HacTpoeHa paboTa no npotokosny 802.11v, To B npoLiecce cBoei
paboThbl yCTPOIACTBO OTNpaB/IsieT cneynasnibHblii nakeT (BSS Transition) no komaHae agmuHucTpatopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C peKOMeHAALMER 06 OCYLLECTBNIEHNN KTMEHTOM POYMUHra.
MocnepyeT N KNMEHTCKOE YCTPOMCTBO COBETY TOUKM AOCTYNa UK HET, rapaHTUpoBaTb HEBO3MOXHO, TaK Kak B
KOHEYHOM cueTe peLleHne 0 Nepek/TiyYeHnn Ha APYTyi0 TOUKY AOCTyna NpUHMMAaET KMeHTcKasi CTopoHa. B
COBOKYMHOCTM co cTaHgapTom 802.11k, B cO06LLEHMN C pEKOMEHAAUMEN O NEPEKITHOUEHNN KITMEHTY TakKxKe
nepegaeTcs CNUCOK peKkoOMeHAyeMbIX /19 POYMUHIa To4ek AOoCTyna C ykasaHneM, Ha KakoMm kaHase paboTtaet
Kakaas Touka gocTyna v no kakomy ctaHgapty (IEEE 802.11n/ac/ax). Mocne yero KAMeHT aHannsnpyeT acmp
1 NPUHMMAaET peLLeHne B 3aBUCUMOCTM OT YPOBHS CUTHaU1a, 3arpy>XEHHOCTY KaHasia, KOH(Urypawmm BCTpeYHow
TOYKM JocTyna.

[JaHHbI BUA, pOyMUHIa AOCTYNEH TOIbKO A5t TEX KITMEHTCKMX YCTPOCTB, KOTopble noaaepxusatoT 802.11v.

HacTtpolika 802.11v

WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/t0ueHVEe pabOThLl TOUKM
AocTtyna no npoTtokosny 802.11k/v)
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# save (CoxpaHeHVe HacTpOek)

5.4 HacTtpoiika AirTune

HacTpolika AirTune

WEP-1L(config):/# airtune

WEP-1L(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rge 192.168.1.20 — IP-agpec
cepBepa, Ha KOTOPOM YCTaHOBMEH cepBuc AirTune)

WEP-1L(config):/airtune# dca true (Bk/1t04eHNE PYHKLUMOHANA ANHAMUYECKOTO pacnpeneneHns KaHanos.
[na oTkntoveHns seeguTe false)

WEP-1L(config):/airtune# tpc true (Bk/1l0ueHVe IyHKLMOHa/IA aBTOMATMYECKOro ynpas/ieHUs MOLLHOCTbH.
[na otkntoveHns seeguTe false)

WEP-1L(config):/airtune# load-balance-80211v true (Bk/1t04UeHNe PyHKLMOHANA BanaHCnpPoOBKY KITMEHTOB.
[na otkntoveHns seeguTe false)

WEP-1L(config):/airtune# enabled true (Bk/1l04EHNE B3anmMoaencTBms ¢ cepsucom AirTune. N OTKIHOYEHUSA
BeeauTe false)

WEP-1L(config):/airtune# save (coxpaHeHve HacTpoek)

[na aBTomaTtnyeckoin Hactpolikn 802.11r yepes cepsuc AirTune Ha Touke AOCTyna HeO6X04UMO BK/THOUNTL
doyHKumoHan 802.11r, ANns 3TOro BbINONHUTE CNeayoLmne HacTPOKu:

HacTtpoiika 802.11r yepes AirTune

WEP-1L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/1t0ueHve paboTbl TOYKK AOCTYNA M0
NpoToKos1y 802.11r)
WEP-1L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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[nsa asTomaTtnyeckoin Hactpolikn 802.11k/v yepes cepsuc AirTune Ha Touke AOCTyna He06X0AMMO BKIOUUTL
dyHkumoHan 802.11k/v Ha SSID, Ana 3TOro BbINOAHUTE Ceayowme HacTPOKN:

HacTtpoiika 802.11k/v uepe3s AirTune

WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/t0UeHVEe NoagaepKK/
npoTokosa 802.11k/v Ha BUPTyasibHOM TOUYKe AOCTyna)
WEP-1L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHVe HacTpPOeK)

HacTpoiika cepBuca AirTune onucaHa B oKymMeHTauum koHTponnepa SoftWwLC.

5.5 HacTtpoiikn Radio

Ha Radio no ymonuaHuto ncnonb3yeTcsi aBToMaTUYECKuii BbIGOp paboyero kaHana. s Toro Yto6bl
YCTaHOBUTb KaHas BPY4HYH UM CMEHUTb MOLLHOCTb, UCNO/b3YiiTe CriefytoLe KoMaHabl:

CMeHa pa6ouero KaHasia U MOLHOCTU paguounHTepdpeiica

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan0

WEP-1L(config):/interface/wlan0# wlan

WEP-1L(config):/interface/wlan0/wlan# radio

WEP-1L(config):/interface/wlan0/wlan/radio# channel X (re X — HOMep cTatnyeckoro kaHasna, Ha KOTOpoM
O6yneT paboTaTb TOUKa JOCTYNa)

WEP-1L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/110ueHne asToOBLIOOPa KaHana. Ana
BKNHOYEHMsI BBeAUTE true)

WEP-1L(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/1t04eHVIE VCNO/IL30BAHNSA
OrpaHnYeHHOro cnmucka kaHasoB. 1N BKIOYEHUSA BBeAUTE true)
WEP-1L(config):/interface/wlan0/wlan/radio# bandwidth X (rze X — wvpuHa kaHana. lNapamveTtp MmoxeT
npuHUMaTb 3HaveHmne: aAnd Radio 1: 20, 40; Radio 2: 20, 40, 80)

WEP-1L(config):/interface/wlan0/wlan/radio# tx-power X (rze X — yposeHb MOLHOCTA B ABM. [NapaveTp
MOXEeT MpuHMMaTh 3HadeHue: ansa Radio 1: 3-16 AbMm; AN Radio 2: 11-19 abm)
WEP-1L(config):/interface/wlan0/wlan/radio# tx-power-min X (rge X — MUHUMasIbHbLIA YPOBEHL MOLLLHOCTY B
ABM. MapameTp MOXeT npuHMMaTh 3HadveHune: /18 Radio 1: 3-16 Abwm; o18 Radio 2: 11-19 abm)
WEP-1L(config):/interface/wlan0/wlan/radio# tx-power-max X (re X — MakcymasibHbIN YPOBEHL MOLLHOCTY
B ABbM. MNapamMeTp MoXeT npuHUMaThb 3HaveHue: a5 Radio 1: 3-16 Abm; o5 Radio 2: 11-19 abm)
WEP-1L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)

76


https://docs.eltex-co.ru/display/doc/v1.33_AirTune

PykoBoacTBo no akcnnyartauun WEP-1L

© Cnucku BocTYNHbBIX KaHANOB

Ana Radio 2.4 'y ansA BbIGOPA AOCTYNHbI CieAYIOWNe KaHaNbl:
e Npw WnpuHe KaHana 20 Mlru: 1,2, 3,4,5,6,7,8,9,10, 11,12, 13.
e Npw WwWrpuHe kaHana 40 Mru;
e ecnu «control-sideband» = lower: 1, 2, 3,4, 5, 6, 7, 8, 9.
e ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ansa Radio 5 Ty, ansa BbiGOpa AOCTYNHbLI CAeAyOWME KaHAMbI:
e Npu wWnpuHe kaHana 20 Mrlu; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
e MNpw WwWrpuHe kaHana 40 Mru;
e ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
e ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
e Npu WnpuHe kaHana 80 Mru; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

o MapameTpsbl tx-power-min 1 tx-power-max NpUMEHSIOTCA TOMTbKO B peXnme paboTbl C CEPBMUCOM
AirTune.

5.5.1 JononHutenbHble HacTpoikn Radio

HaCTpOﬁKa OrpaHN4YeHHOro CnUcKa kaHanoB

WEP-1L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1104eHNE CNO/IB30BAHNA
OorpaHnYeHHOro cnmncka KaHasioB B paboTe aBToBbIGOpa kaHas10B. 15 OTk/ItoveHus BeeauTe false)
WEP-1L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rae 1, 6, 11 — kaHasibl AvanasoHa, B
KOTOPOM MOXET paboTaTtb HacTpanBaeMbli pagMonHTepdeinc)

N3meHeHne OCHOBHOro KaHasa

WEP-1L(config):/interface/wlan0/wlan/radio# control-sideband lower (napaveTtp MOXeT NpuHMMaTb
3HayeHue: lower, upper. 1o ymonyaHuio: Ansa Radio 1: lower; ansa Radio 2: upper)

Bknio4yeHne ncnonb3oBaHus KOPOTKOro 3aulMTHOIoO MHTEpBasia

WEP-1L(config):/interface/wlan0/wlan/radio# sgi true (Bk/1t0UeHME NCNONB30BAHMSA YKOPOYEHHOTO
3alMTHOroO HTepBasa And nepegayvv gaHHbIx — 400 HC BMecTo 800 He. 151 oTkNto4eHus BeeauTe false)

BknroueHue STBC

WEP-1L(config):/interface/wlan0/wlan/radio# stbc true (Bk/1t0UeHVe MeToLa NPOCTPAHCTBEHHO-BPEMEHHOIO
61104HOro KogmpoBaHus (STBC), HaNpaBNEHHOro Ha NOBbILLEHWE HAAEXHOCTU nepedayn gaHHbIX. 45
oTKNoYeHnsa seeaute false)
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BknrouyeHue arperauumn

WEP-1L(config):/interface/wlan0/wlan/radio# aggregation true (Bx/it0ueHve arperaumy Ha Radio —
nogaepxku AMPDU/AMSDU. insa oTkitoveHnsa seeauTe false)

BknoueHne Ncnosib30BaHNA KOPOTKOW npeamoy bl

WEP-1L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1t04eHE NCNONB30BAHNA KOPOTKOM
npeamoéynsl naketa. Ana otkioyeHnsa seeante false)

BknioueHune Wi-Fi Multimedia (WMM)

WEP-1L(config):/interface/wlan0/wlan/radio# wmm true (Bk/toueHne nogaepxkn WMM (Wi-Fi Multimedia)
[na oTknoveHns seeguTe false)

HacTtpoiika mexaHuama DFS

HacTpoiika npon3BoanTcs ToNbko Ha Radio 5 ML (wlanl)

WEP-1L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexxum pabotsl MexaHmsma DFS. MoxeT
npuHMUMaTb 3HaveHus: forced — mexaHn3M BbIK/HOUYEH, DFS-KaHa bl AOCTYMHbI 4715 BbiOopa; auto —
MexaHun3m BkntoveH; disabled — MexaHn3M BbIk/IOUEH, DFS-KaHa bl HE4OCTYMHbI A1 BbI6Opa)

Bknio4yeHue pexnva aBTOMATM4YECKOI CMEeHbI LWNPUHBbI KaHana

WEP-1L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/10ueHVIe pexMa aBTOMaTUYeCKON CMEHbI
LUMPWHBI KaHasa ¢ 40 MI'y, Ha 20 MITL npu 3arpykeHHom paauoadoupe. 4na oTknoueHnst seegute false)

BknioueHue weiinepa Broadcast/Multicast

WEP-1L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (rge X — orpaHuyeHve nepegayv
LLIMPOKOBELLATENbHOr0/My/IbTUKACTOBOrO Tpadhrka no 6ecnpoBOAHON CETH, yKasbiBaeTCs IMMUT AJ15
LUMpoKoBeLaTesibHOro Tpadimka B nak/c)
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BxitoueHune QoS 1 UsmMeHeHue napamMmeTposB

WEP-1L(config):/interface/wlan0/wlan/radio# qos

WEP-1L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/il04ueHVIEe NCNONB30BaHNS (DYHKLNN,
obecneumBaroLLnX KauecTBo obcnyxmBaHus (Quality of Service). s oTkntoueHnsa seeaute false)
WEP-1L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS TO4kM A0CTyna,
Tpaduk nepegaeTcs OT TOYKM A0CTYyNa K KIMEHTY)
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS a9
HU3KOMPUOPUTETHOM oYepeamn C BbICOKOM NPOMYCKHOM CMOCOBHOCTbLIO, MPUOPUTETHI 802.1p: csl, cs2)
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rzae X — Bpems oxunganus kagpos
(dpeimoB) AaHHbIX, Usmepsiemoe B coTax. NMpuHMMaeT 3HavYeHms 1-255)
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Ha4a/lbHOe 3Ha4YeHne BpemMeHn
OXWaaHusa nepen NoBTOPHOM OTNPAaBKOW Kaapa, 3aJaeTcs B MunancekyHaax. MpuHuMaeT 3HauveHus: 1, 3,
7,15,31,63,127,255,511, 1023. 3Ha4yeHne cwMin He MOXET MpeBbIaTh 3Ha4yeHne cwMax)
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rze X — MakcumasibHoe 3HavyeHne
BPEMEHM OXUAaHUS nepen NOBTOPHONM OTNPaBKOW Kaapa, 3aJaeTcs B MunnucekyHgax. MpuHumaet
3HauyeHus: 1, 3,7, 15,31, 63,127, 255, 511, 1023. 3Ha4YeHne cwMax AO/MKHO ObITb 60/IbLLE 3HAYEHUS cwMin)
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsas BpemeHu B
MUMUCEKYHAAX, Koraa knveHTckas WME-CTaHUmMa MMeeT nNpaBa MHMUMMPOBAaTb Nepegayvy AaHHbIX NO
6ecnpoBOAHOI cpeae K Touke gocTyna. MakcumasnibHoe 3HaueHue 65535 MUIMCEKYHA)
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WEP-1L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WEP-1L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpos QoS kineHTa: Tpaduk
nepefaeTcs OT KAMeHTa A0 TOUYKM A0CTyna)

WEP-1L(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHne HacTpoek)

MeToamka HacTpoiikn edca-sta aHanornyHa metoauke HacTpoiikm edca-ap.
HacTpoiika napameTpoB ans ouepegeii be, vi, vo aHanormyHa HacTpoiike napameTpoB as1a ovepean bk.

5.6 HacTtpoiika DHCP onunn 82

© Hactpoiika DHCP onuumu 82 npou3BoanTCA OTAEMLHO AN KaKA0ro pagvonHTepdeiica. B gaHHOM
pasgene npuBOASATCS NPUMeEpPbI HACTPokK onuun 82 ansa Radio 2.4 'y, — wlan0.

Pexxumbl pa6otbl DHCP snhooping:

e ignore — 06paboTKka onuuun 82 OTK/OYEHA. 3HAUYEHNE MO YMOIYaHWIO;
* replace — TO4ka goCTyna NOACTaBASAET UM 3aMEHSIET 3HaYeHve onummn 82;
e remove — Touka AOCTyna yganseT 3HavyeHne onuum 82.

N3meHeHue pexnma pa6oTbl DHCP onuum 82

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan0 (HacTpolika 6yaeTt npon3BoauTbea AN Radio 2.4 I'Tu. Ecnv Heobxoammo
HacTpouTb 82 onunto Ha Radio 5T, — BBeanTe wlanl)

WEP-1L(config):/interface/wlan0# common

WEP-1L(config):/interface/wlan0/common# dhcp-snooping
WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (B5160p paboThl
DHCP snooping B peXume 3aMeHbl U NoacTaBneHns onuun 82)
WEP-1L(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHve HacTpoek)

—_
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Ecnn Ha pagrnouHTepdpeiice HacTpoeHa nomMTuka ob6paboTku onuun 82 replace, To gn1A KOHUTYpPUpPOBaHUS
CTaHOBATCA AOCTYMHbI Cneayowue napameTpsbl:

HacTpoiika napameTpoB onuumu 82

WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (rze
custom — 3aveHa cogemxkmmoro CID Ha 3HaveHune, ykasaHHoe B napamveTtpe dhcp-option-82-custom-
CID. MapameTp MOXeT NpuHMMaThb 3HavyeHus: APMAC-SSID — 3ameHa cogepxunmoro CID Ha <MAC-agpec
TOYKM gocTyna>-<ums SSID>. SSID — 3ameHa cogepxmmoro CID Ha nms SSID, K KOTOPOMY NOAK/THYEH
KnneHT. Mo ymonyanuio: APMAC-SSID)

WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (re custom
— 3aMeHa cogepxmmoro RID Ha 3HaveHune, ykazaHHoe B napameTtpe dhcp-option-82-custom-RID.
MapameTp MOXeT NpuHUMaTh 3HavyeHus: ClientMAC — 3ameHa cogepxunmoro RID Ha MAC-agpec
KnneHTcKoro yctpoictea. APMAC — 3aMeHa cogepxumoro RID Ha MAC-agpec Touku goctyna. APdomain —
3amMeHa cogepXunmoro RID Ha OMEH, B KOTOPOM HaxoAuTcsa Todka gocTyna. Mo ymonyanumio: ClientMAC)
WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (rze
longstring — 3HayeHve OT 1 A0 52 CMMBOJIOB, KOTOPOe ByaeT nepegasatbcs B CID. Ecnun 3HayeHne
napameTpa dhcp-option-82-custom-CID He 3aaH0, TO TOYKa gocTyna 6yaeTt naMeHATb CID Ha 3HavyeHne
no ymon4yaHuio: <MAC-agpec Toukun gocTtyna>-<ums SSID>)
WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rae
longstring — 3HayeHve OT 1 0 63 CMMBOJIOB, KOTOPOE ByAeT nepegasatbcs B RID. Ecnn 3HayeHne
napameTpa dhcp-option-82-custom-RID He 3a4aH0, TO ToUka AocTtyna byaeT nsmeHsTb RID Ha 3HaYeHne
no ymonyaxumio: MAC-agpec K/IMEeHTCKOro yCTpOIiCTBa)
WEP-1L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (B-100p
pasgenutens oktetoB MAC-agpeca, koTopblili nepegaetcs B RID 1 CID. radius — B kKauecTBe pasgenmrens
BbICTynaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B KauecTBe pa3genimTens BbiCTynaeT 3HaK
nBoeTouns: AA:BB:CC:DD:EE:FF)

WEP-1L(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHve HacTpoek)

5.7 HacTtpoiika pennukaumm DHCP

© Hacrpoiika akTuBMpyeT dhyHKLMOHAN Npeo6pa3oBaHns broadcast DHCP-0TBETOB OT cepBepa B unicast
npwv Ux nepegadye 6ecnpoBOAHOMY K/TUEHTY.
370 NO3BO/ISAET NOBLICUTL CTABWNLHOCTL 06MeHa DHCP mexay KTMEeHTOM 1 CEpBEPOM B paauocpese.
HacTpolika rno6anbHas, npumeHsieTcst Ha Bce VAP paamounHTepdieiica.

Huxe npeacTasfieHa HacTpoiika pennukauun DHCP ana Radio 5 'y, (wlan1).

HacTtpoiika pennnkauun DHCP

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlani

WEP-1L(config):/interface/wlan1# common

WEP-1L(config):/interface/wlanl/common# dhcp-snooping
WEP-1L(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bk/it0ueHve
pennnkauun DHCP. Mo ymosi4aHuio BbIK/HOYEHO, false)
WEP-1L(config):/interface/wlanl/common/dhcp-snooping# save (coxpaHeHve HacTpoek)
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5.8 HacTtpolika pennnkaunn ARP

© Hacrpoiika arp-suppression Npon3BoOAUTCA OTAENBHO A KaX/A0ro pagnonHTepdeiica. B gaHHOM
pasfene NpuBOASATCS NPUMeEPbI HACTPOKK arp-suppression ans Radio 2.4 'y, — wlanO.

Mocne BK/IHOUYEHMS arp-suppression npoucxoaut noaMmeHa MAC-agpeca nonydatensi.

HacTpoliika pennukayum ARP

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# wlan0

WEP-1L(config):/interface/wlan0# common

WEP-1L(config):/interface/wlan0/common# arp-suppression
WEP-1L(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/10ueHne arp-suppression. [10
YMOJ1YaHUIO BbIK/THOYEHO: false)

WEP-1L(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (ynpasneHune
pennvkauuein ARP. Ecnn napameTp BK/IKOYEH true, TO NPOUCXOAMT OTOpackiBaHe NakeToB C HEN3BECTHLIM
IP-agpecom HasHaveHus. Ecniv napameTp Bbik/oudeH false, TO nakeTbl 6yayT nepegaBartbCs
LUMPOKOBeLLaTesibHO. 10 yMOos14aHuo BK/IHOYEHO: true. PaboTaeT TO/IbKO C BK/THOUYEHHbIM arp-suppression)
WEP-1L(config):/interface/wlan0/common/arp-suppression# save (CoOxpaHeHVe HacTPoekK)

5.9 CucrtemHble HacTpOIiKu

5.9.1 O6HosneHue MO ycTpoiicTBa

O6HoBneHune MO Toukn goctyna no TFTP

WEP-1L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue paina MO> (npumep:
firmware upload tftp 192.168.1.15 WEP-1L-2.8.13_build_X.tar.gz)
WEP-1L(root):/# firmware upgrade

O6HoBneHune MO Toukn goctyna no HTTP

WEP-1L(root):/# firmware upload http <URL gna ckaumBaHusa cpavina MO> (npumep: firmware upload http
http://192.168.1.100:8080/files/WEP-1L-2.8.13_build_X.tar.gz)
WEP-1L(root):/# firmware upgrade

MNepekntoueHne Ha pe3epBHYo Bepcuio MO Touku gocTtyna

WEP-1L(root):/# firmware switch
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5.9.2 YnpaBneHwue KoHpurypaumein ycTpoincrea

Copoc koHcurypaumm yctpoiictBa B AehosiTHoe COCTOsIHME 6e3 COXpaHEeHUA napaMeTpoB
pocTtyna

WEP-1L(root):/# manage-config reset-to-default

C6poc KoHchurypauumm yctpoiictea B AethonTHOe COCTOAAHNE C COXpPaHeHUeM napameTpoB
poctyna

WEP-1L(root):/# manage-config reset-to-default-without-management

CKauyaTb KOH(pMrypaumnoHHbIi haiin yctpoiictBa Ha TFTP-cepBep

WEP-1L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

Ckauatb KOH(OUrypaLuuoHHbIii thaiin ycTpoiicTBa Ha cepBep/lNK uepes SCP

scp <Monb3oBaTenb>@<IP-agpec yctpoiictBa>:/etc/config/config.json config.json (npuvep: scp
admin@192.168.1.15:/etc/config/config.json config.json. JaHHasA koMaHAa BbINOMHAETCA Ha cepBepe/lK)

3arpys3utb KoHhUrypaumoHHblii (hpaiin Ha yctpoiicTtBO ¢ TFTP-cepBepa

WEP-1L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3sBaHue chaiina
KoHurypauyumu> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-1L(root):/# manage-config apply (nprimeHeHne KoHhurypauum Ha Touky AoCTyna)

5.9.3 TMepe3sarpy3ska ycTpolicTea

KomaHga ans nepesarpysku ycTpoiictea

WEP-1L(root):/# reboot

5.9.4 HacTtpolika pexnma ayTeHTudmnkalmm

YCTpOIACTBO MMEET 3aBOACKYI0 YUETHYH 3anvck admin ¢ naposniem password. Y a/iTb AaHHYH0 YYETHYHO
3annchb Hesb3s. VI3MEeHUTb Naposib MOXHO C MOMOLLbIO YKa3aHHbIX HUKE KOMaHA,

N3meHeHne naponsa ana yyeTHoi 3anucy admin

WEP-1L(root):/# configure

WEP-1L(config):/# authentication

WEP-1L(config):/authentication# admin-password <HoBbIi1 naponb ANA yyeTHoI 3anucu admin> (01 1 10
64 CMBOJI0B, BK/1lOYasA NnaTUHCKNE 6YKBbI U LMdopbl)

WEP-1L(config):/authentication# save (coxpaHeHVe HacTpoek)
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B0O3MOXHO co3aaTb AOMOSTHUTE/IbHBIX NO/Ib30BaTE e A5 /IOKaUTbHOM ayTeHTUrKaLmm, a Takke
ayTeHTudpmkaumm yepes RADIUS.

© HosbiM nonb3oBaTeNAM [OMKHA GbITh HA3HAYEHA OJHA U3 ABYX poneii:
admin — nonb3oBaTenb C Tako Posiblo 6yAET UMETb NOJHBIA JOCTYN K KOHIMIYPUPOBAHUIO 1
MOHWUTOPUHIY TOYKM AOCTYynNa;
viewer — nosib3oBaTesib C Takoli ponbio 6yAeT MMETb AOCTYN TO/IbKO K MOHUTOPUHTY TOYKWU AOCTyna.

Jo6aBneHue HOBbIX nonb3oBaTenem

WEP-1L(root):/# configure

WEP-1L(config):/# authentication

WEP-1L(config):/authentication# user

WEP-1L(config):/authentication/user# add userX (rae userX — vvsi HOBOW y4eTHON 3anucn. Ansa yaanexns
ncnonb3ayiite komaHay del)

WEP-1L(config):/authentication/user# userX

WEP-1L(config):/authentication/user/userX# login userX (rze userX — M5 HOBOW YYETHOW 3anuncu)
WEP-1L(config):/authentication/user/userX# password <[Maponb gnA y4yeTHOI 3anucu userX> (0T 1 /10 64
CUMBOJIOB, BK/1HOUasA NlaTUHCKue ByKBbl 1 LMdpbI)

WEP-1L(config):/authentication/user/userX# role admin (nosib30BaTE/1l0 BbIAAKOTCA NpaBa Ha
KOHhurypupoBaHue. Bo3amMoXHOe 3HauYeHNe viewer — YYETHOR 3anncu 6yaeT AOCTYMNEH TO/IbKO
MOHUTOPWHT)

WEP-1L(config):/authentication/user/userX# save (coxpaHeHVe HacTpoek)

[na ayteHtudmkaumm yepes RADIUS-cepBep HE06X0AMMO HACTPOUTbL NapaMeTpbl AOCTyNa K HEMY.

HacTtpoiika napameTpoB goctyna K RADIUS-cepBepy

WEP-1L
WEP-1L

root):/# configure

config):/# authentication

WEP-1L(config):/authentication# radius

WEP-1L(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-cepsepa)
WEP-1L(config):/authentication/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTOPbLIA NCMNO/b3yeTcs
ANs ayTeHTudpmkauumn n astopmsaumun. Mo ymonyaHuio: 1812)

WEP-1L(config):/authentication/radius# auth-password secret (rze secret — ko4 ans RADIUS-cepsepa,
MCNOMb3yeMOro An1a ayTeHTUdUKaLUMm 1 aBTopu3aLnm)

WEP-1L(config):/authentication/radiust# exit

WEP-1L(config):/authentication# radius-auth true (Bx/1t0ueHve pexnma ayteHTudukaumm yepes RADIUS-
cepsep. Ana oTkntoveHns seeante false)

WEP-1L(config):/authentication# save (coxpaHeHve HacTpoek)

—_— e~ o~ —

© pu ayteHTUUKaLMK Yepe3 RADIUS-cepeep He06X0AMMO 0653aTeNbHO CO3aThb TOKAIbHYI0 YHETHYHO
3anuncb, kotopast byaeT aHanormyHa yyeTHoi 3anncu Ha RADIUS-cepsepe.
Mpn 3TOM B /IOKa/IbHOW YY4ETHOW 3anncu 06s3aTefnibHO AO/MKHA ObITb YKa3aHa posib, ornpeaenstoLas
npasa gocTtyna (admin unm viewer).
B cnyuae, ecnu RADIUS-cepBep okaXkeTcs HefOCTYMNeEH, ayTeHTUMKaLMS NPOAAET MO /I0Ka/IbHOA
YUETHOW 3anucu.
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5.9.5 HacTtpolika gaTbl 1 BpeMeHU

KomaHabl 411 HACTPOIKN CUXPOHU3ALMK BpeMeHUu ¢ cepBepom NTP

WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/1t0ueHVe pexma paboTsl ¢ NTP)

config):/date-time# ntp

WEP-1L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoBKa NTP-cepsepa)
WEP-1L(config):/date-time/ntp# alt-servers (ycTaHOBKa [0M0/HUTENLHBLIX NTP-cepBepos)
WEP-1L(config):/date-time/ntp/alt-servers# add <[lomeHHOe nmsi/IP-agpec NTP-cepBepa B
KOoHtUrypayumn> (cozgaHme pasaena KoHdurypauum gonosiHutenisHoro NTP-cepBepa. MakcumanbHoe
KONn4yecTBo: 8. N9 yaaneHus ncnosnb3yiite komaHay del)

WEP-1L(config):/date-time/ntp/alt-serverst exit

WEP-1L(config):/date-time/ntp#exit

WEP-1L(config):/date-time# common

WEP-1L(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHO
30Hbl)

WEP-1L(config):/date-time/common# save (CoxpaHeHVe HacTpPoekK)

—~ o~~~ o~ —~

5.9.6 [ononHuTeNbHbIe HACTPONKM CUCTEMBI

BkntoueHue rnodéasibHON u3onauumn

WEP-1L(root):/# configure

WEP-1L(config):/# system

WEP-1L(config):/system# global-station-isolation true (Bk/1t0ueHNe r106a/1bHON N30ALMN TPparKa Mexay
KnneHTamu pasHbix VAP 1 pasHbix pagnovHtepdericos. 18 oTkaoyeHns seeaute false)
WEP-1Lconfig):/system# save (CoxpaHeHne HacTpoek)

MN3meHeHne UMEeHU yCTpocTBa

WEP-1L(root):/# configure

WEP-1L(config):/# system

WEP-1L(config):/system# hostname WEP-1L_room2 (rge WEP-1L_room2 — HOBOE 1UMSs YCTPONCTBA.
MapameTp MOXeT cofepxaTtb OT 1 0 63 CUMBOJIOB: IATUHCKNE 3ar/iaBHble U CTPOYHble BYKBbI, LGP,
3HaK geduc «-» (aedmnc He MOXeT 6bITb NOCNEeAHUM CUMBOJIOM B UMeEHM). Mo ymonyaHuo: WEP-1L)
WEP-1L(config):/system# save (coxpaHeH/e HacTpoek)

N3meHeHue reorpad)uueckoro goMeHa

WEP-1L(root):/# configure

WEP-1L(config):/# system

WEP-1L(config):/system# ap-location ap.test.root (r/ie ap.test.root — oMeH y3na gepesa yCTPoiCTB
CMUCTEeMbI ynpaBrneHus EMS, B KOTOPOM pacrnosiaraetcs To4ka goctyna. 1o ymonyaHmio: root)
WEP-1L(config):/system# save (COxpaHeHne HacTpoek)
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MN3meHeHune Radius NAS-ID

WEP-1L(root):/# configure

WEP-1L(config):/# system

WEP-1L(config):/system# nas-id Lenina_1.Novovsibirsk.root (rje Lenina_1.Novovsibirsk.root —
noeHTUdnKaTop AaHHOW ToYkM gocTyna. MapameTp npegHasHavyeH 418 ngeHTudmkaumm ycTpomucTea Ha
RADIUS-cepBepe, B cnyyae ecniv RADIUS oxnpaet 3HavyeHue, otimyHoe ot MAC-agpeca. o ymonvaHuio:
MAC-agpec To4ku gocTtyna)

WEP-1L(config):/system# save (coxpaHeHne HacTpoek)

HacTpoliika LLDP

WEP-1L(root):/# configure

WEP-1L(config):/# lldp

WEP-1L(config):/Ildp# enabled true (BkntoueHue pyHkumoHana LLDP. Ans oTkntoveHus seeaute false. Mo
YMOJIHaHUIO: true)

WEP-1L(config):/Ildp# tx-interval X (rae X — n3meHeHune nepuoga otrnpasku LLDP-co06LeHniA. BO3MOXHble
3HauyeHus: 1-86400. Mo ymonyaHuto: 30)

WEP-1L(config):/Ildp# system-name WEP-1L_reserv (rge WEP-1L_reserv — HOBOe UM ycTpoicTBa. o
ymMmon4yaHuto: WEP-1L)

WEP-1L(config):/Ildp# save (coxpaHeHne HacTpoek)

N3meHeHue napons

WEP-1L(root):/# configure

WEP-1L(config):/# authentication

WEP-1L(config):/authentication# admin-password newpassword (e newpassword — HOBbIIN Naposib /1A
BXOJa B CUCTEMY TOYKM AocTyna. Mo ymoyaHuio: password)

WEP-1L(config):/authentication# save (coxpaHeHVe HacTpoek)

5.10 HacTpoiika napaMeTpoB NopTasibHOIN aBTOpU3aLMm

HacTtpoiika napameTpoB NOPTa/ibHOI aBTOpU3aLun

WEP-1L(root):/# configure

WEP-1L(config):/# captive-portal

WEP-1L(config):/captive-portal# ap-ip-alias <A OMeHHO€e UMS> (OMEHHOE VMS, Ha KOTOpoe byaeT
coBepLlaTbCA nepeHarnpassieHne KIMeHToB. Mo ymonyaHuio: redirect.loc)
WEP-1L(config):/captive-portal# tinyproxy-https true (Bx/1t04eHVe nepeHanpasneHns KINEHTOB Mo
npoTokosy HTTPS. ina nepeHanpasaeHns no npotokony HTTP BeeguTe false. Mo ymonyaHutio: false)
WEP-1L(config):/captive-portal# save (coxpaHeHne HacTpoek)

© DNS-3anpoc JOMEHHOro UMeHW, ykasaHHOro B ap-ip-alias, 6yaeT nepexsayeH Toukoit gocTyna. Ha atoT
3anpoc 6yeT oTnpaB/ieH OTBET, U B 0TBeTe 6yaeT IP-agpec Touku gocTyna.
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HacTtpoiika umeH napaMeTpoB, NepegasaeMbiX Be6-cepBepoM aBTopu3aLun

WEP-1L
WEP-1L

root):/# configure

config):/# captive-portal

WEP-1L(config):/captive-portal# web-redirector

WEP-1L(config):/captive-portal/web-redirector# param-names
WEP-1L(config):/captive-portal/web-redirector/param-namest# redirect_url original_url (HacTpoiika nvieHu
napameTpa, coaepxallero ncxoaHbiii URL, 3anpoLleHHbI KNMeHTOM. KnneHT ByaeT nepeagpecoBaH Ha
AaHHbI URL B c/lyvae ycnewuHom aBTopum3aimm)
WEP-1L(config):/captive-portal/web-redirector/param-namest error_url err_url (HacTpoiika nmeHu
napameTpa, cogepxatlero URL, Kyaa 6yaeT nepeagpecoBaH KMEHT B C/lyvyae OnGKN aBTopu3aLnim)
WEP-1L(config):/captive-portal/web-redirector/param-names# username login (HacTporika nmeHu
napameTpa, cogepXaliero I0r1MH ANns KNneHTa)
WEP-1L(config):/captive-portal/web-redirector/param-names# password pass (HacTpolika nmMeHn napameTpa,
cofepxallero naponb 41 KneHTa)

WEP-1L(config):/captive-portal/web-redirector/param-namest# save (CoxpaHeHVie HacTpoek)

—_ e~

o HacTpoiika HyXHa, ec/in uMeHa napameTpoB B oTBeTe http ¢ kogom 302 oTanyaroTca ot AePONTHBIX
NUMEH, NPUHUMAIOLLIMXCA TOYKONM AocTyna.

© B 3HaueHusix napameTpos redirect_url, error_url, username, password MOXHO 1CMO/b30BaTb TOBKO
NaTUHULLYY No60ro perucTpa, a Takke cumeosbl S\-_.1*'() annHoit ot 0 Ao 255 CMMBOOB.

HacTtpoiika aganTMBHOro pexuma pa6boTbl NOpPTa/IbHOI aBTOpU3aLumn

WEP-1L(root):/# configure

WEP-1L(config):/# captive-portal

WEP-1L(config):/captive-portal# web-redirector

WEP-1L(config):/captive-portal/web-redirector# captive-adaptive true (Bk/1t04eHNe afanTMBHOIO pexnma
paboTbl NOpTasIbHOM aBTOpU3aL MM Ana ycTponucTB iOS. ns oTkaoueHus seeante false. 1o ymonyaHuio:
false)

WEP-1L(config):/captive-portal/web-redirector# save (CoxpaHeHne HacTpoek)

© Mpu BkNOUEHHOM aaNTUBHOM PeXnMe pa6oThbl MPU CBOPAYMBAHN OKHA aBTOPU3ALIMM Ha
ycTpolictBax iOS paspbiBa COeANHEHNSI MPOMUCXOANTb He byaerT.
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HacTtpoiika npaBun ipv4-acl

WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L
WEP-1L

root):/# configure

config):/# acl

config):/acl# ipv4

config):/acl/ipv4# add ipv4_list (co3naHve cnvcka ACL npaswui)

config):/acl/ipva# ipva_list

config):/acl/ipv4/ipv4_list# entry

WEP-1L(config):/acl/ipv4/ipv4_list/entry# add 0 (co3gaHne ACL npasuia)
WEP-1L(config):/acl/ipv4/ipv4_list/entry# 0O

WEP-1L(config):/acl/ipv4/ipv4_list/entry/0# action permit (ykasaHve gencteus aas npasuia. BosmoxHble
BapuaHTbl: permit — paspelnTb, deny — 3anpeTuThb)

WEP-1L(config):/acl/ipv4/ipv4_list/entry/0# protocol-mode any (HacTpolika pexnma paboTsl NPoToKoNa, Mo
KOoTopomy 6yaeT oTpabaTbiBaTb NpaBunio. Bo3aMOXHbIE 3HAUYEHNS: any — NHOO0I NPOTOKON, value —
KOHKPETHbIN NPOTOKO/)

WEP-1L(config):/acl/ipv4/ipv4_list/entry/0# protocol gre (BbI60p NpoTokoia. Bo3MoXHbIe 3Ha4YeHs: gre,
icmp, igmp, tcp, udp)

WEP-1L(config):/acl/ipv4/ipv4_list/entry/0# src-port-start X (rae X — HavyasibHbIA NOPT UCTOYHNIKA)
WEP-1L(config):/acl/ipv4/ipv4_list/entry/0# src-port-end X (rae X — KOHEYHbIV NOPT UCTOYHNUKA.
Wcnonb3yeTca TonbKo Ans src-port-mode range)

WEP-1L(config):/acl/ipv4/ipv4_list/entry/0# src-mode host (HacTpoiika pexunmva unbTpaLumn NCTOYHNKA.
Bo3MOXHbIe BapuaHTbl: any — 1060 UCTOYHMK, host — unbTpaunsa no agpecy xocta, network —
domnbTpaymsa no agpecy cetn)

WEP-1L(config):/acl/ipv4/ipv4_list/entry/0# src-ip X.X.X.X (rae X.X.X.X — IP-afpec xocTa NcTovHnKa)
WEP-1L(config):/acl/ipv4/ipv4_list/entry/0# src-mask X.X.X.X (rge X.X.X.X — mMacka nogceTn xocta UCTOYHMKa)
WEP-1L(config):/acl/ipv4/ipv4_list/entry/0# src-port-mode any (HacTpoiika pexvmva paboTel nopra
NCTOYHMKA. BO3MOXHble 3Ha4YeHus: any — /10601 pexunm, eq — paBHo, gt — 6o/bLue, lt — MeHbLUe, neq — He
paBHO, range — Anana3oH NopToB)

WEP-1L(config):/acl/ipv4/ipv4_list/entry/0# dst-mode host (HacTpoiika pexuma punsTpauun HasHavyeHms. B
03MOXHbIE€ BapuaHTbl: any — /10601 NCTOUHKK, host — dounbTpauunsa no agpecy xocta, network —
domnbTpaumsa no agpecy cetn)

WEP-1L(config):/acl/ipv4/ipv4_list/entry/0# dst-ip X.X.X.X (rae X.X.X.X — IP-agpec xocTa HasHa4yeHns)
WEP-1L(config):/acl/ipv4/ipv4_list/entry/0# dst-mask X.X.X.X (rge X.X.X.X — mMacka nogceTun xocrta
Ha3Ha4YeHus)

WEP-1L(config):/acl/ipv4/ipv4_list/entry/0# dst-port-mode any (HacTpolika pexvmva paboTsl nopTta
HasHayeHus. Bo3MOXHbIe 3Ha4YeHNs: any —N60in pexnm, eq — paBHo, gt — 6o/bLue, it — MeHbLUEe, neq —
He paBHO, range — Anana3oH NnopTos)

WEP-1L(config):/acl/ipv4/ipv4_list/entry/0# dst-port-start X (rze X — HavasibHbIN NOPT HaszHavYeHns)
WEP-1L(config):/acl/ipv4/ipv4-acl/ipv4_list/entry/0# dst-port-end X (rae X — KOHEYHbLIV MOPT HA3HAYEHNS.
Vicnonb3yeTca Tonibko N5 dst-port-mode range)

WEP-1L(config):/acl/ipv4/ipv4-acl/ipv4_Llist/entry/0# save (coxpaHeHne HacTpoek)

e~ o~~~ o~~~ —~
_— O o=
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HacTpoiika npasun url-acl

WEP-1L(root):/# configure

WEP-1L(config):/# acl

WEP-1L(config):/acl# url

WEP-1L(config):/acl/url# add url_list (cozpaHve crincka ACL npasu)

WEP-1L(config):/acl/url# url_list

WEP-1L(config):/acl/url/url_list# action permit (ykazaHve gencteus ans cnvicka. BoamoxHbsle BapraHThl:
permit — paspelnTs, deny — 3anpeTuTh)

WEP-1L(config):/acl/url/url_list# entry

WEP-1L(config):/acl/url/url_list/entry# add 0 (co3gaHne ACL npasuia)
WEP-1L(config):/acl/url/url_list/entry# 0

WEP-1L(config):/acl/url/url_list/entry/0# domain <JoMeHHOe UMA> (yKazaHne foMeHa NN PerynspHoro
BblpaXkeHus)

WEP-1L(config):/acl/url/url_list/entry/0# save (coxpaHeHVe HacTpoek)

5.10.1 YnpaBneHve nopTasibHbIM CepPTUPMKATOM

3arpyska ceptucukata gnsa pegupekta no HTTPS no tftp

WEP-1L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue dhaiina>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska cepTudukaTta gns pegupekta no HTTPS no http

WEP-1L(root):/# manage-certificates portal upload http <URL ansa ckaumBaHua daiina MNO> (npuvep:
manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CTtupaHue ceptudmkata

WEP-1L(root):/# manage-certificates portal erase
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5.11 HacTtpoiika cepsuca APB

Cepsuc APB ncnonb3yeTcs 415 o6ecneyeHns NopTasibHOro pOyMUHra KNIMEHTOB Mex/y ToUKaMu A0CTyna,
NOAKMOUYEHHBLIMU K CEPBUCY.

KomaHpbl ans HacTpoliikn cepBuca APB

WEP-1L(root):/# configure

WEP-1L(config):/# captive-portal

WEP-1L(config):/captive-portal# apbd

WEP-1L(config):/captive-portal/apbd# roam_service_url <Agpec cepsuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-1L(config):/captive-portal/apbd# enabled true (BxtoueHne cepsrca APB. [1ns OTKIHOUEHNS BBEANTE

false)
WEP-1L(config):/captive-portal/apbd# save (coxpaHeHne HacTpoek)

5.12 HacTtpoiika DAS-cepsepa

®yHkumoHan DAS-cepBepa obecrneumBaeT 06paboTKy 3anpocoB AnHaMmuyeckoin asTopusauum RADIUS Toukamu
focTtyna.

KomaHpgbl gnsa HacTpoiiku DAS-cepBepa

WEP-1L
WEP-1L

root):/# configure

config):/# das-server

WEP-1L(config):/das-server# enabled true (B/1t0ueHne DAS-cepepa. [nsa oTknoveHus seegute false)
WEP-1L(config):/das-server# port X (rae X — nopt DAS-cepsepa. 1o ymosiyannio: 3799)
WEP-1L(config):/das-server# auth-password secret (rze secret — naposes 715 DAS-cepBepa, NCrnosb3yeTcs
npu wndpposaHmm RADIUS-3anpocoB)

WEP-1L(config):/das-server# save (CoxpaHeHne HacTpoek)

P -y

5.13 MOHUTOPWHT

5.13.1 Wi-Fi knueHTbI

[nsa BbiIBOAA MOHUTOPUHTra nogkntodeHHbix Wi-Fi KMMeHTOB ncnonb3yeTca cregytouias kKomaHaa:

monitoring associated-clients <mac-agpec knneHTta 1> ... <mac-agpec kameHrta N> filter <napameTtp 1> ...
<napameTp N>,

rae <mac-aZpec kiveHTa 1> ... <mac-agpec kiMeHTa N> — mac-azpeca K/IMEHTCKUX YCTPOWCTB,
NOAKNHOYEHHBIX K TOUKe focTtyna. [1na Toro 4todbl BbIBECTU MHpOpMALMIO N0 BCEM KMEHTaMm, BBeauTe
BMECTO <mac-ajgpeca kiveHta> all;

filter — cneunanbHoe CI0BO, NOC/IE KOTOPOro yKasbiBaOTCA NapameTpbl MOHUTOPUHIA, He06XoANMble
ONA BbiIBOAA NO KIVEHTY/KNNEHTaMm,;

<napameTp 1> ... <napameTp N> — napameTp/napamMmeTpbl MOHUTOPUHIa, He0bGXoAnMble A/15 BbiBOAA MO
KNNEHTY/KNUeHTam.
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[ns BbiBOAA cnmncka NoAKMHYEHHbIX K TOUKe AOCTyna KIMEeHTOB HaXXMuTe nocne monitoring associated-
clients knasuwy Tab.

WEP-1L(root):/# monitoring associated-clients <Tab>

32:5b:60:62:e0:a4
bc:2e:f6:cc:85:46
all

[N nonyyeHus cnvcka napameTpoB MoHuTopuHra nocre filter HaxxmuTe knasuwy Tab.

WEP-1L(root):/# monitoring associated-clients all filter <Tab>

index
interface

ssid

hw-addr

state

vlan-id
ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count

90



PykoBoacTBo no akcnnyartauun WEP-1L

BbiBOA UHhOpMaLKM N0 BCEM NMOAK/MHOUYEHHbIM K/IMEHTaMm

WEP-1L(root):/# monitoring associated-clients (111 monitoring associated-clients all)

index | ©

state | ASSOC SLEEP AUTH_SUCCESS
hw-addr | 32:5b:60:62:e0:a4
interface | wlan6-va0
rfid | ©

wid | ©

band | 2.4

ssid | WEP-1L_2.4GHz
vlan-id | 100

ip-addr | 192.168.1.15
hostname | client
username | 79XXXXXXXXX
domain | root
authorized | true
captive-portal-vap | true
enterprise-vap | false
radius-mac-auth | not-required
portal-auth | authorized
portal-auth-time | 00:04:09
wlan-auth-type | Open
wlan-auth-status | authorized
wlan-auth-time | 00:04:43
rx-retry-count | 1055
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 1972

rssi-1 | -36

rssi-2 | -36

rssi | -36

snr-1 | ©

snr-2 | ©

tx-rate | MCS7 SGI 72.2
rx-rate | MCS7 NO SGI 65
rx—bw | 26M
rx-bw-all | 26M

tx-bw | 26M

mfp | false

uptime | 00:04:43
multicast-groups-count | 1
wireless-mode | n
using-802.11r | no
using-802.11k | yes
using-802.11v | yes
perftest-capable | false
dhcp-request-status | obtained
dhcp-start-packet-type | discover
dhcp-start-delay | 238
dhcp-start-duration | 2
dhcp-end-duration | 1
link-capacity | 100
link-quality | 100
link-quality-common | 88
actual-tx-rate | 1
actual-rx-rate | 1
shaped-rx-rate | 1
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actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:

Mgmt Packets:
Mgmt Bytes:
Dropped Packets:
Dropped Bytes:
Lost Packets:

Multicast groups:
MAC

01:00:5E:00:00:FB

S NN

Transmitted

100
8100637
7611
7902315
10

436

0

0

0

Transmitted

739
832
2004
4022

XXX.0.0.251
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Received
8515
1203939
7166
982376
1349
407
0]
0]

Received

1359

0]

0]

84

1508

1613

3950
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BbiBog MHhopMaLm N0 KOHKPETHOMY/KOHKPETHbIM K/INEHTY/KNTMeHTam

WEP-1L(root):/# monitoring associated-clients bc:2e:f6:cc:85:46 (€CTb BO3MOXHOCThL YKa3aTb HECKO/IbKO
MAC-agpecoB, Hanpumvep, monitoring associated-clients bc:2e:f6:cc:85:46 32:5b:60:62:e0:a4)

index 1

state ASSOC SLEEP AUTH_SUCCESS
hw-addr bc:2e:f6:cc:85:46
interface wlanl-va0

rfid 1

wid (0]

band 5

ssid WEP-1L_5GHz
vlan-id 100

ip-addr 192.168.1.20
hostname client

username TOXXXXXXXXX
domain root

authorized true
captive-portal-vap true
enterprise-vap false

radius-mac-auth
portal-auth

not-required
authorized

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|
portal-auth-time | 00:03:57
wlan-auth-type | Open
wlan-auth-status | authorized
wlan-auth-time | 00:04:27
rx-retry-count | 227
tx-fails | ©
tx-period-retry | 71
tx-retry-count | 1801
rssi-1 | -43
rssi-2 | -46
rssi | -46
snr-1 | 14
snr-2 | 10
snr | 10
tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M
rx-bw-all | 26M
tx-bw | 20M
mfp | false
uptime | 00:04:27
multicast-groups-count | 1
wireless-mode | ac
using-802.11r | no
using-802.11k | yes
using-802.11v | yes
perftest-capable | false
dhcp-request-status | obtained
dhcp-start-packet-type | discover
dhcp-start-delay | 571
dhcp-start-duration | 4
dhcp-end-duration | 1
link-capacity | 90
link-quality | 95
link-quality-common | 94
actual-tx-rate | 481
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actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Dropped Packets:

Dropped Bytes:
Lost Packets:

ofdmé
ofdm24
nssl-mcsoO
nssl-mcs7
nss2-mcs3
nss2-mcs4
nss2-mcs5
nss2-mcs6
nss2-mcs7
nss2-mcs8

Multicast groups:

MAC

01:00:5E:00:00:FB

w
(9]

Transmitted

100
15799559
15678
15391546
8

385

0

0

0

Transmitted

213
42

82
1465
13843

XXX.0.0.251
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Received
12372
13827531
11759
13506889
613
364
(0]
(0]

Received

10

602

4

0

1

2

19

180

31

11522
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dunbTpauus napameTpPoB MOHUTOPUHTA

WEP-1L(root):/# monitoring associated-clients 32:5b:60:62:e0:a4 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOJ, OrpaHNYEHHOr0 KOSIMYECTBA NapamMeTPOB MOHUTOPMHIA NO ONpeaesieHHOMY KIIMEHTY, eCTb
BO3MOXHOCTb YKa3aTb HECKO/IbKO MAC-aapecos)

hw-addr | 32:5b:60:62:e0:a4
ip-addr | 192.168.1.15
tx-rate | MCS4 NO SGI 65
rx-rate | MCS6 NO SGI 65
uptime | 00:09:51

WEP-1L(root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBO/, OrpaHMUYEHHOr0 KOMYyecTBa napaMeTpoB MOHUTOPUHIA MO BCEM KIMEHTaM)

hw-addr | 32:5b:60:62:e0:a4
rssi-1 | -34

rssi-2 | -34

wireless-mode | n

interface | wlan@-va0

hw-addr | bc:2e:f6:cc:85:46
rssi-1 | -44

rssi-2 | -31

wireless-mode | ac

interface | wlanl-va0
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5.13.2 VHdopmaumsa 06 ycTpoicTee

WEP-1L(root):/# monitoring information

08:16:34 24.04.2025
8 d 21:29:58
WEP-1L

2.8.13 build X
2.8.13 build X
2.8.13 build X

system-time

uptime

hostname

software-version
secondary-software-version
boot-version

memory-usage 70
memory-free 32
memory-used 76
memory-total 108
cpu-load 2.0
cpu-average 1.33
is-default-config false
vendor Eltex
device-type Access Point
board-type WEP-1L
hw-platform WEP-1L

68:13:E2: XX XX 1XX
68:13:E2: XX XX 1XX

factory-wan-mac
factory-lan-mac

factory-serial-number WP XXXXXXXX
hw-revision 1v3
session-password-initialized false

ott-mode false
last-reboot-reason firmware update
test-changes-mode false
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5.13.3 VHdopmauua o cepTudomkarax

WEP-1L(root):/# monitoring certificate

ott:

status: present
url:

file 'cert.pem':

correctness: true

PykoBoacTBo no akcnnyartauun WEP-1L

issuer: /CN=OTT Certification Root/O=Eltex Enterprise Ltd./OU=Wi-Fi/C=RU/
L=Novosibirsk

serial: 6813E201DO50DO5FC2D0332908COF9FF
subject: /CN=68:13:E2:01:D0:50/0=eltex
not-before: Jan 1 00:00:00 1999 GMT
not-after: Jan 1 00:00:00 2100 GMT

file 'key.pem':

wlc:

correctness: false

status: present
url: https://192.168.1.15:8044
file 'ca.pem':

correctness: true

issuer: /CN=WLC

serial: F15E65D33604010D

subject: /CN=WLC

not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT

file 'cert.pem':

correctness: true

issuer: /CN=WLC

serial: 6813E201D050

subject: /CN=68:13:E2:01:D0:50
not-before: Jan 1 00:00:00 1970 GMT
not-after: Mar 31 14:28:02 2125 GMT

file 'key.pem':

web:

correctness: false

status: present
file 'host.pem':

portal:

correctness: true

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/O=Eltex Ent/CN=192.168.1.1

serial: AD4C597BEGD04958

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:44 1970 GMT
not-after: Jan 18 00:00:44 2038 GMT

status: present
file 'portal.pem':

correctness: true

issuer: /CN=redirect.loc/0=Eltex Ent
serial: DDDDOOB627AEO3BC

subject: /CN=redirect.loc/O=Eltex Ent
not-before: Apr 24 07:46:06 2025 GMT
not-after: Mar 31 07:46:06 2125 GMT

redirector:
status: present
file 'redirector.pem':

correctness: true
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issuer: /CN=x.x/0=Eltex Ent

serial: 8737D51F860832B2

subject: /CN=x.*/0=Eltex Ent
not-before: Jul 9 13:26:36 2024 GMT
not-after: Jun 15 13:26:36 2124 GMT
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5.13.4 CerteBas vHdopmauns

WEP-1L(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | 68:13:€2:xX:XX:XX
rx-bytes | 623207607
rx-packets | 2750425
tx-bytes | 15454709
tx-packets | 74220
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ce9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WEP-1L(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
media-type: copper
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-1L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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WEP-1L(root):/# monitoring route

Destination Gateway

0.0.0.0
192.168.1.0

192.168.1.1
0.0.0.0

WEP-1L(root):/# monitoring lldp

5.13.5 BbecnpoBofgHble NHTEpPENCHI

0.0.0.0
255.255.255.0 U

Port ID

System Name

WEP-1L(root):/# monitoring radio-interface

name
rfid

status

band

hwaddr

tx-power
connection status
operation mode
noise-1

noise-2
utilization
channel

frequency
bandwidth

mode

thermal

name
rfid

status

band

hwaddr

tx-power
connection status
operation mode
noise-1

noise-2
utilization
channel

frequency
bandwidth

mode

thermal

wlano

0

on

2.4 GHz
68:13:E2 XX XX XX
16 dBm
AP mode
vap

-100 dBm
-100 dBm
50%

11

2462 MHz
20 MHz
b/g/n

32

wlanl

1

on

5 GHz
68:13:E2 XX XX XX
19 dBm
AP mode
vap

-100 dBm
-100 dBm
10%

48

5240 MHz
20 MHz
a/n/ac
37
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Interface
bro
bro
Capabilities TTL
120

100



PykoBoacTBo no akcnnyartauun WEP-1L

5.13.6 >KypHan cobbITnii

WEP-1L(root):/# monitoring events

Jan 1 03:00:10 WEP-1L daemon.info syslogd[1018]: started: BusyBox v1.21.1

Jan 1 03:00:12 WEP-1L daemon.info configd[1031]: The AP startup configuration was loaded
successfully.

Jan 1 03:00:14 WEP-1L daemon.info networkd[1061]: Networkd started

Jan 1 03:01:17 WEP-1L daemon.info networkd[1061]: DHCP-client: Interface br0® obtained
lease on 192.168.1.15.

Oct 29 05:28:57 WEP-1L daemon.info configd[1031]: The AP running configuration was updated
successfully by admin

Oct 29 05:28:59 WEP-1L daemon.info configd[1031]: The AP startup configuration was updated
successfully by admin

Oct 29 05:30:25 WEP-1L daemon.info monitord[1190]: event: 'authenticated' mac:
GE:BB:0OA:xx:xXx:xXx ssid: 'WEP-1L_5GHz' 1interface: wlanl-va® channel: 48 rssi-1: -64 rssi-2:
-62 location: 'root' auth-method: 'Open' captive-portal: 'disabled'

Oct 29 05:30:25 WEP-1L daemon.info monitord[1190]: event: 'IP address was updated by DHCP
packet' dp: 192.168.1.20 mac: 6E:BB:OA:xx:xx:xx ssid: 'WEP-1L_5GHz' interface: wlanl-va0
channel: 48 rssi-1: -63 rssi-2: -65 location: 'root' reason: 0

5.13.7 CkaHupoBaHue acgmpa

€@ Bo Bpems ocyllecTBNEeHNA cKaHMPOBaHUSA advpa paavonHTepdelic yeTpoiicTsa 6yaeT OTKIIUEH, YTO
npvBeAeT K HEBO3MOXHOCTM nepeaaun AaHHbix A0 Wi-Fi KTMeHTOB Bo Bpemsi CKaHPOBaHMS.

WEP-1L(root):/# monitoring scan-wifi

SSID Mode Security BSSID Channel RSSI, dBm Bandwidth, MHz
AP vpa/wupa2-1x 11 -45 20
AP wpa2-1x 6 -46 20
AP wpa2 11 -47 20
AP wpa2 6 -48 20
AP vpa2/wpa3-1x 6 -49 20
AP off 1 -50 20
AP off 11 -51 20
AP off 1 -53 20
AP wpa2-1x 6 -53 20
AP vipa2/wpa3-1x 44 -38 20
AP wpa2 36 -39 20
AP off 36 -41 20
AP wpa2-1x 44 -41 20
AP vipa/wpa2-1x 48 -41 20
AP wpa2 40 -42 80
AP off 44 -42 20
AP wpa2 44 -43 80
AP off 40 -50 20
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5.13.8 CnekrtpoaHanm3arop

CnekTpoaHasM3aTop npefoctasnseT MHPOoOPMaLMIO 0 3arpy>KeHHOCTU KaHau10B B ananasoHax 2.4 n 51Tu.
PesynbTtaT BbIBOAUTCSA B NPOLIEHTAX.

@ Bo Bpems pa6oThl cNekTpoaHaM3aTopa NPOUCXOAUT OTK/KOUEHNE BCEX KIMEHTOB OT TOUKM A0CTyNa.
KnuneHTbl Nogk/It4aTCs CHOBA TOJIbKO TOrAa, Korga CrekTpoaHan3aTop 3akoHUYUT CBOK paboTy.
Bpemsi aHann3a Bcex pagnokaHasioB ABYX AManas3oHOB COCTABASIET MPUMEPHO 5 MUHYT.

© CnexrpoaHanusatop NPOU3BOAUT aHaIM3 BCEX KAHA/IOB A1ana3oHa BHe 3aBYCMMOCTM OT HACTPOEK Ha
pagnonHTepgeiice.
C 6o0nee noapobHon nHhopmawlmein o HacTpolike paanovHTepdeiica yepes CLI MoXHO
03HaKOMUTbCA B pasaene «Hactpoiiki Radio».

WEP-1L(root):/# monitoring spectrum-analyzer

Channel|Frequency [MHz]|Utilization [%]

1] 2412 | 67

2] 2417| 44

3 2422 | 7

4| 2427| 7

5] 2432 | 19

6| 2437| 58

7] 2442 | 24

8| 2447 | 24

9| 2452 | 29
10| 2457 | 38
11 2462 | 53
12| 2467 | 15
13| 2472 6
36| 5180 | 8
40| 5200 | 15
44| 5220 9
48| 5240 | 10
52| 5260 | 38
56| 5280 | 4
60 | 5300 | 2
64| 5320 10
132] 5660 | 2
136 5680 | 0
140 | 5700 | 2
144 | 5720 1
149 5745]| 18
153 5765]| 3
157 5785| 4
161] 5805 | 1
165] 5825]| 1
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5.14 TMonyyeHune oTnagoyHon nHgopmarmm

KomaHpa pna coopa otnagouHov nHcpopmaymnm

WEP-1L(root):/# get-troubleshooting-file

Mocne BbINOMHEHUS KOMaHAbl 6yAeT co3aaH apxuB troubleshooting.tar.gz, cofepxallunii 0TNaA0uHbIE AaHHbIE
11 CBE[IEHMSI O COCTOSIHIM YCTPOIACTBA.

MonyunTb apxmB troubleshooting.tar.gz ¢ ycTpoiicTBa Ha cepBep/MK MoxHo no npoTtokony TFTP:

WEP-1L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |********************************| 62755 0:00:00 ETA

MonyunTb apxmB troubleshooting.tar.gz c ycTpoiicTBa Ha cepBep/MK MoXHO no npoTokosny SCP:

scp <Monb3oBarenb>@<IP-agpec Touku gocrtyna>:troubleshooting.tar.gz
troubleshooting.tar.gz (npymep: scp admin@192.168.1.15:troubleshooting.tar.gz troubleshooting.tar.gz.
[daHHasa komaHa BbinosiHAeTcs Ha cepBepe/TK)
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6 BcrnomoraTesibHble YTUNNTBI

6.1 YTunuta traceroute

YTunuTa nokasblBaeT, yepes Kakme y3nbl (MapLupyTU3aTopbl) NPOXoAMT NakeT, CKOSIbKO BPEMEHM 3aHUMAaET
06paboTka nakeTa Ha KaxaoMm y3ne.

KomaHga 3anycka TpacCUpOBKU

WEP-1L(root):/# traceroute <TecTUpPyeMbIii XOCT>

Mpumep ncnonb3oBaHUsA

WEP-1L(root):/# traceroute eltex-co.ru

6.2 Ytnnuta tcpdump
Ytunuta tcpdump NO3BOJIAET 3axXBaTbIiBaTb NMakeTbl HA YKa3aHHOM MHTepd)ef/Ice.

Mony4nTb NOACKA3Ky No paboTe C YTU/IMTON MOXHO KOMaH/0IA:

WEP-1L(config):/# tcpdump --help

6.2.1 3axsar Tpauka c aKTUBHOro nHTepdeliica

3axsaTt nakeToB Ethernet-uHtepdceiica.
WEP-1L(root):/# tcpdump -i eth0
3axBaT nakeToB Ethernet-uHTtepdeiica ¢ coxpaHeHnem B chaiin.

WEP-1L(root):/# tcpdump -i ethO0 -env -w tcpdump.pcap

6.2.2 CHuddep acdmpa

© Ha Touke gocTyna fomKeH 6bITh BKOYEH M0G0l VAP B TOM AnanasoHe, 0TKy4a HE06X0AMMO
3axBaTbIiBaTb TpaduKk.

HeobxoamMmo BKAKUYMTb CnelmasnbHblil HTEPMENC, KOTOPLI ynaBnnBaeT NakeTbl U3 adiupa, Ha padboyem
KaHasie Touku goctyna.

KomaHAabl

WEP-1L(root):/# configure

WEP-1L(config):/# interface

WEP-1L(config):/interface# radioX (115 fuanasoHa 2.4 [T, — radio0, 115 5 [T, — radiol)
WEP-1L(config):/interface/radioX# common

WEP-1L(config):/interface/radioX/common# enabled true
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3axeaT nakeToB achmpa Ha radio0-uHTepgeiice.
WEP-1L(root):/# tcpdump -i radio0
3axeaT nakeToB ahmpa Ha radio0-uHTepdeice ¢ coxpaHeHnem B doain.

WEP-1L(root):/# tcpdump -i radio0 -env -w tcpdump.pcap

6.2.3 HacTpoiika yaaneHHoin 3anicu gamna Tpadmka

B pa3gene remote-capture BbINO/HAETCA yAasieHHasa 3annucb gamna Tpaduka.
Touka gocTyna nogaepxunsaeT npotokos RPCAP, no3BonsoWwmiA NpomM3BoAnTb 3anncb gamna Tpadiuka ¢
NMHTepdeiica yCTPONCTBA Ha yAaNIEHHON MaLLUHE B PEXUME OHMaliH.

© /115 ynanéHHoro 3axeata NakeToB C payronHTepdelicoB He06X0A1MMO NOAHATL UHTepelchl
radio0 n/vnu radiol u3 npeablAyLLErO NyHKTA.

KomaHab! An1s HacTPOIiKM remote-capture

WEP-1L(root):/# configure

WEP-1L(config):/# remote-capture

WEP-1L(config):/remote-capture# enabled true (true — Br/toueHve. 115 oTkoveHns seeaute false)
WEP-1L(config):/remote-capturet# disable-authentication true (onuus nossonseT oTkIUNTL TpeboBaHne
ayTeHTudmKaumm npu gobasneHnn yaaseHHoro nHitepgeica Ha ygasieHHoM xocte. o ymonyaHuio: false
— ayTeHTudomKauua 3anpallmsaeTcs)

WEP-1L(config):/remote-capture# port 2002 (2002 — HOMep NopTa, KOTOPbIA CAYXUT A1A NOAKTHYEHUSA
yAa/IEHHOM MalLVHbl. BO3MOXHbIe 3HauYeHns: 1025 - 65530. o ymonyaHuio: 2002)
WEP-1L(config):/remote-capture# save (CoxpaHeHve HacTpoek)

[na yaanéHHoro nogxnoyeHnsa Heobxoammo ncnosibzosate RPCAP-npoTokon, ykasath IP-agpec Touku
AocTyna v nopT. /11 3Toro, Hanpumep, MOXHO Mucnosib3oBaTb nporpammy Wireshark. 3atem Heo6xoaMMO
NoslyYnTb CNCOK MHTepPhelicoB as1a CHUMHra OT TOUKM AOCTYNa, BbIopaTh OAUH N3 HUX U 3anyCTUTb CHATUE
famna ¢ yaasieHHoro uHtepdeiica.

6.2.4 Bbirpy3ska thainna gamna tpadmka ¢ TOUku AOCTyna Ha cepsep

[aHHaa komaHga BbinosiHAeTcA Ha cepsepe/TK.

scp <Monb3oBaTenb>@<IP-agpec yctpoiicTtBa>:tcpdump.pcap tcpdump.pcap (nprvep: scp
admin@192.168.1.15:tcpdump.pcap tcpdump.pcap)

6.3 Ytnnura iperf

[aHHas yTunmTa ncnonb3yeTcs AN 3anycka notoka Tpadika ¢ 04HOro yCTpoiicTBa Ha [pyroe.
OTnpaBnsioLLas CTOPOHA Ha3bIBAETCS K/IMEHTOM, MPUHMMALOLLLAS — CEPBEPOM.

MonyunTb NoAckasKy No paboTe ¢ yTUANTOM MOXHO KOMaHAO0M:
WEP-1L(root):/# iperf --help

MpumMep 3anycka NoToka Tpadouka ¢ TOUKM JOCTyna Ha cepBep:
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HacTtpoiika cepBepa Ha npuém Tpaduka

root@server:/# iperf -s

3anyck Tpadmka ¢ Th-client B CTOPpOHY cepBepa

WEP-1L(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-agpec cepsepa)

6.4 HacTpolika pexuma Radar

®YHKUMOHaN NpeAHasHauveH ans c6opa MHhopMaLmy 0 KIIMEHTCKUX YCTPOCTBAX B 30HE AECTBUS TOUKM
ZocTyna n nepefayn AaHHbIX Ha cepBep-KONNeKTop.

6.4.1 HacTpoiika pagapa ¢ OTnpaBKoi gaHHbIX No npotokony HTTP

KomaHabl ansa HacTpoiiku oyHKunoHana Radar (HTTP/HTTPS)

WEP-1L(root):/# configure

WEP-1L(config):/#radar

WEP-1L(config):/radar# enabled true (Bk/1toueHve doyHKumoHana radar. Ans oTkioueHns seegute false)
WEP-1L(config):/radar# url http://host:port/service (yka3biBaeTca URL-CCbI/IKa Ha CePBUC, KOTOPLIN byaeT
npuHMMaTb faHHble OT ToYkM gocTtyna B JSON-chopmare. MNepenaya Bo3aMoxkHa no HTTP/HTTPS)
WEP-1L(config):/radar# scan-interface all (rze all — nHTepdeiic, Ha koTopom byaeT paboTaTb
CKaHMpoBaHue. Bo3aMoXxHble 3HadyeHus: wlan0 — nHtepdoeiic 2.4 I'ru, wlanl — nHtepdperic 5 ML, all —
OAHOBPEMEHHO0 2.4 Ty 15Ty, Mo ymonyaHuto: all)

WEP-1L(config):/radar# send-interval X (r4e X — nHTepBas OTrnpaBkM aHHbIX Ha KOSIeKTOP. BO3MOXHbIe
3Ha4yeHus: 1-3600. Mo ymonyaHuto: 5 cekyHn)

WEP-1L(config):/radar# mac-source"probe data" (r/e probe data — BbIOOp TUNa faHHbIX, cobrpaembIx B
adupe. Bo3mMoxHble 3Ha4YeHus: probe — TO/IbKO probe request, assoc — TOJIbLKO assoc, data — TO/bKO
data, all — Bce Tunbl nakeTos. o ymonvaHuto: all)

WEP-1L(config):/radar# scan-channel-timeout X (e X — Bpems, BblAe/IeHHOe Ha CKkaHMpoBaHue 04HOro
KaHas1a. Bo3aMoxHble 3HauveHust: 100-60000. Mo ymonyaHuto: 200 Mc)

WEP-1L(config):/radar# scan-limit-channels-2g "1 6 11" (rge 1,6, 11 — kaHa/lbl /19 CKaHMpPOBaHWA B
AnanasoHe 2.4 ['Tu. MNMycToe 3Ha4YeHne — CKaHUPYTCS BCe AOCTYMHbIE KaHasbl)

WEP-1L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (i e 36, 40, 44, 48 — KaHaslbl 419
CKaHMpoBaHus B AnanasoHe 5 Ty, [ycToe 3HavYeHne — CKaHMpYTCA BCe AOCTYMHbIE KaHaslbl)
WEP-1L(config):/radar# save (coxpaHeHVe HacTpoek)
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6.4.2 HacTtpolika pagapa c 0TnpaBKoi AaHHbIX No npoTtokony MQTT

KomaHgbl ans HacTpoukun pyHKumoHana Radar (MQTT)

WEP-1L(root):/# configure

WEP-1L(config):/# radar

WEP-1L(config):/radar# url mqtt://host:port/service (yka3biBaeTca URL-CCbI/Ika Ha CepBuUC, KOTOPLIN ByaeT
NnpUHMMaTb AaHHble OT TOYKM AOCTyna rno npoTtokony MQTT. Mpumep: mqtt://rtls.eltex.nsk.ru:1883/)
WEP-1L(config):/radar# mqtt-username eltex (rze eltex — vivs nons3osatens. Heobxoaumo an1s
aBTopu3aunmn Ha cepBuce-KosIekTope)

WEP-1L(config):/radar# mqtt-password password (/e password — naposib. Heobxoanm 515 aBTopm3saLmm
Ha cepBuUCEe-KONEKTOPE)

WEP-1L(config):/radar# mqtt-topic qtracker_input_mqtt (ykasciBaetca URL-naeHTucrkaTop cylHocTen B
0OMeHe Mex/y TOUKOM A0CTyna 1 KOJIeKTOPoM no MQTT-NPOTOKOANY)

WEP-1L(config):/radar# scan-mode passive (rge passive — pexum paboTbl pagapa. Bo3amMoXHble 3Ha4eHns:
active — TouYka fOCTyna TOJIbKO CKaHUPYeT ahmp 1 He NpefocTaBisAeT CePBUC KIMEHTaM; passive — TOUka
[oCTyna npefocTasisieT CepBuUC KaneHTam, aoup He cKkaHupyeT, nepegaeT AaHHble MO MNOAKNHYEHHbIM
KnueHTam. o ymonuaHumio: active)

WEP-1L(config):/radar# scan-interface all (rze all — nHTepdeiic, Ha koTopom byaeT paboTaTs
CKaHupoBaHue. BoamoxHble 3HaueHns: wlan0 — nHtepdoeic 2.4 I'u, wlanl — nHtepdeic 5 Mu, all —
OZIHOBPEMEHHO 2.4 Ty 1 5 'Tu. Mo ymonyaHuto: all)

WEP-1L(config):/radar# send-interval X (r4e X — nHTepBas OTnpaBkM AaHHbIX Ha KO1eKTOP. BO3MOXHbIe
3HayeHus: 1-3600. Mo ymonyaHuto: 5 cekyHn)

WEP-1L(config):/radar# mac-source"probe data" (r/e probe data — BbIOOP TUNa faHHbIX, cCobrpaembIx B
adhmpe. Bo3mMoxHble 3Ha4YeHus: probe — TO/IbKO probe request, assoc — TO/IbKO assoc, data — TO/bKO

data, all — Bce Tunbl nakeTos. o ymonvaHuto: all)

WEP-1L(config):/radar# scan-channel-timeout X (e X — Bpems, BblAe/IeHHOe Ha CKkaHupoBaHue 04HOro
KaHas1a. Bo3aMoXHble 3HayeHust: 100-60000. Mo ymonyaHuto: 200 Mc)

WEP-1L(config):/radar# scan-limit-channels-2g "1 6 11" (rge 1,6, 11 — kaHa/lbl /19 CKaHMPOBaHWA B
AnanasoHe 2.4 ['Tu. MNMycToe 3HayYeHne — CKaHUPYTCS BCe AOCTYMHbIE KaHasbl)

WEP-1L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (i /e 36, 40, 44, 48 — KaHaJIbl 419
CKaHMpoBaHus B AnanasoHe 5 Ty, [ycToe 3HavyeHne — CKaHMpPYOTCA BCe AOCTYMHbIE KaHaslbl)
WEP-1L(config):/radar# scan-min-signal X (re X — nopor ypoBHs curHasia. Ecniv Touka goctyna BuanT
K/IMeHTa C YPOBHEM HWKe ykasaHHOro, To MAC-afpec k/iMeHTa He nepefaeTcs Ha KOIIEKTOP, U K/TUEHT He
cuntaeTcsl 06HapyXeHHbIM. BO3MOXHble 3HayeHus: -100-0. Mo ymonyaHumio: 0, yHKLMOHa OTK/TOUEH)
WEP-1L(config):/radar# enabled true (Bk/1t0ueHve doyHKumMoHana radar. Ans oTkioveHns seegute false)
WEP-1L(config):/radar# save (coxpaHeHve HacTpoek)
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