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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

1 BeBeaeHune

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTKS CBA3M AVKTYHOT oneparopam HeO6X0AMMOCTb NOUCKA ONTUMASbHbIX
peLLEeHNIA, NO3BONAOLLMX YAOBNETBOPUTL CTPEMUTENBHO BO3pacTalLLme NnoTPpe6HOCT aBOHEHTOB, COXPaHSIS
npy 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLLECCOB, TMOKOCTb Pa3BUTUSA M COKpaLLeHMe 3aTpar Ha
npeaocTaB/ieHre pasnyHbIX CEPBUCOB. BeCcnpoBOHbIE TEXHOMOMMK B KOPOTKOE BPEMSI MPOLLI/IN OTPOMHBbIiA
NyTb OT HECTAOU/IbHBIX HU3KOCKOPOCTHbIX CETEl CBA3M Masioro paguyca go ceteii WM, conoctaBUMbIX MO
CKOPOCTY C NPOBOAHBLIMU CETSAIMU C BbICOKMMU TPEOOBaHMSIMUN K KQYeCTBY NPeoCTaB/IEHNS YCYT.

WB-3P-PTP6 — 3T0 yCTpOICTBO, NpeAHas3Ha4YeHHoe A1 opraHn3aumm paguomMocToB Ha fasibHYe pacCTOSAHUS.
PaanoMOCT CTPOMTCA C UCNOb30BaHMeM ABYX Takux yCTPoMcTB. KoHCcTpykums WB-3P-PTP6 nmeet
repMeTUYHbI KOpryc, YTo npeanonaraeTt yCTaHOBKY YCTPOMCTBA NPEUMYLLECTBEHHO Ha OTKPbLITOW TeppuTOpUn
B Pa3/IMYHbIX KIMMaTUYECKMX YCIOBUSIX.

B HacTosiLLeM pyKOBOACTBE MO 3KCrayaTauuy N3/I0KeHbl Ha3Ha4YeHre, OCHOBHbIE TEXHUYECKME
XapakTepuCcTUKKM, KOHCTPYKTUBHOE NCMOMHEHWE, NpaBu/ia 6e30nacHol aKkcnayaTaunm yCTpONCTBa, a Takke
pekoMeHzaumm no ycTaHoBKe 1 HacTpoiike 6ecnposogHoro mocta WB-3P-PTP6.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHKOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTPOWCTBA.

€ nMpepynpexaernsa MHHOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBogacTBo no akcniyatauuu WB-3P-PTP6

2 OnucaHue n3nenus

2.1 Ha3HaueHue

BecnpoBogHoii mocT WB-3P-PTP6 — ycTpolicTBo HoBoro nokonexuus Wi-Fi 6, npegHasHavyeHHoe ans
npefocTaB/ieHNss COBPEMEHHbIX BbICOKOCKOPOCTHbIX YC/YT.

Bnaropaps nognepxke ctaHgapta IEEE802.11ax 6ecnposogHoii moct WB-3P-PTP6 o6ecneurBaeT CKOpoCTb
nepefayv faHHbix go 2402 Méut/c. Vicnonb3oBaHne ohceTHOW napabonnyeckolr aHTeHHbI No3BONSET
caenatb WB-3P-PTP6 yHMBepcasibHbIM pelleHnem A5 opraHusaumm pagnoMoCTOB Ha fasibHUE PacCTOSHUS.

BecnpoBoaHoii mocT WB-3P-PTP6 (ganee «ycTpoiicTBO») NoAAepXvBaeT COBPeMeHHble Tpe6oBaHus K
KauecTBy CEPBMCOB M NO3BO/ISIET Nepeaasarb Tpagvk B NPUOPUTETHLIX OYepeasX.

WB-3P-PTP6 moxeT paboTaTb B LUMPOKOM AnanasoHe paboumx Temneparyp v BbICOKOW BNXKHOCTU.

2.2 XapakTepuCTUKM YCTPOCTBa
Unmepagpelicbi:

+ 1 nopt Ethernet 10/100/1000BASE-T (RJ-45) ¢ noaaepxkoii POE;
* Wi-Fi6 Ty IEEE 802.11ax.

MuTaHme ycTpoicTBa ocyllecTBnsieTcs uepes PoE-uHxekTop 24 B ot cetn 220 B.

€ YcTpoiicTBo BbIiAET U3 CTPOSA NPY NUTAHUM Yepe3 POE-UHXEKTOP C HANPSXXEHUEM OTIMYHBIM OT 24 B.

dyHKYyUU:
Bo3moxxHocmu WLAN:

* nopnepxka ctaHgapra IEEE 802.11ax;

« arperauusi aaHHbIx, Bknovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETLI N NNaHUpOBaHNe NakeToB Ha ocHose WMM,;
* pexuM Toukn goctyna (AP-PTP/AP-PMP);

*+ pexuM knmeHTa (STA);

* aBTOMAaTM4eckoe onpefesnieHne paccTosHUS,

* aBTOMAaTM4ecKoe yrnpas/ieH/e MOLLHOCTbIO Nepeaaryvka;
* nognepxka ckpbitoro SSID;

+ nognepxka MAC ACL,

* 06HapyXeHne CTOPOHHUX TOYEK A0CTYnNa;

* nopnepxka APSD;

* OrpaHnyeHune crnmcka kaHasos;

* CMeKkTpoaHam3arop;

* nogAepXxka (pMKCMpoBaHHON LEHTPasIbHOM YacTOTbl

* nognepxka TDD;

* HOCTUPOBKA.

Cemesble hyHKyuU:

* aBTOMarmyeckoe corsiacoBaHne CKOPOCTM U AYMN/IEKCHOTO PEXUMA;
+ nopaepxka VLAN (Access, Trunk, General);

* nopaepxka HacTtpolikun C-VLAN;

* nognepxka Management VLAN,;

* DHCP-knueHT;

* nognepxka VLAN Mapping;

+ nopaepxka Loopback Detection;

* nognepxka MVR,;
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+ noggepxka NTP;

* nogaepxka Syslog;

+ nogpepxka DHCP snooping;

+ nopaepxka IGMP snooping (C BO3MOXHOCTbIO OrpaHUYEHN KO/TIMYECTBa rpynn);
* noaAepxkKa orpaHUYeHns konmyecTsa nlyveHHbix MAC-agpecoB (MAC-learning);
* chunsTpauns BPDU;

* noggepxka IPv6,

* nopgepxka LLDP;

+ nogaepxka Ping Watchdog.

®dyHkyuu QoS:

* OrpaHuyeHune nNPornyckHol cnoco6HOCTY;

* n3meHeHue napametpos WMM ans pagmonHtepgeiica;

* nopaepxka npuoputnsaumm no 802.1p, DSCP n VLAN ID;

* MoAAepxka npuoputnsaumm Tpadurka Ha ocHosaHun MAC/IP-agpeca.

Ee3onacHocms:

* UeHTpasim3oBaHHas aBTopusauusi yepe3 RADIUS-cepeep (802.1X WPA3 Enterprise);
* wundpposaHne gaHHbIx WPA3/OWE;

+ aBTopu3auus yepe3 RADIUS-cepsep npu BXo4e Ha YCTPOWCTBO;

* cucTeMa 3alnTbl ayTeHTUdMKauum Nosb3oBartens npu BXo4e Ha YCTPONCTBO.

Ha pucyHke 1 npusegeHa cxema npumeHeHusa WB-3P-PTP6.

BecnposogHoit mocrt INNANNNNL BecnposogHoit moct
WB-3P-PTP6 ®) ANNNNANS (( ® WB-3P-PTP6
Wi-Fi 802.11ax
6 My,

UTP Cat Se, UTP Cat 5e,
PoE 24B PoE 24B
220 B O—LL) Unkekrop PoE 220 B O—L] Vrxekrop PoE
KommyTratop KommyTaTtop
Ethernet Ethernet

PucyHok 1 — Cxema npumeHeHns WB-3P-PTP6



2.3 TexHuyeckue napameTpbl yCTPOCTBa

PykoBogacTBo no akcniyatauuu WB-3P-PTP6

OCHOBHblE TEXHMYECKME NapaMeTpbl YCTPOICTBA NpUBEeAEHLI B Tabnuue 1.

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTpbl uHTepdeiica Ethernet
Konunyectso nopTos

DnekTpuyecknii pasbem

CkopocTb nepegaun

Mopaepxka ctTaHOapToB

MapameTpbl 6GecnpoBoAHOro nHTepdeiica
CraHpapTsl

YacToTHbIN Anana3oH

Mogaynsuua

Pa6ouve kaHas bl

CKOpOCTb Nepefaun JaHHbIX?

MakcrMMasibHOe KOSIMYeCcTBO O4HOBPEMEHHbIX MOAK/IOUEHWIA
MakcumasibHas BbIXOAHasi MOLHOCTbL nepeaatymka’
UyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHocTb

MapameTpbl aHTEHHbI

KoachpuumneHT ycunenus

Monapusauusn

KCB

Yron nanydeHust (ropusoHTasIbHas NonspusaLms)

Yron nsnydenus (BepTukasibHas nonsapusaLms)

RJ-45
10/100/1000 M6uT/c, aBTOONpEaeneHne

BASE-T

802.11ax

5935-6425 MT'y,

BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM
802.11ax: 1-93 (5935-6425 MI'u)

802.11ax: 2402 M6wuT/C

6ITu: 64

6 Ty: 26 pbm

6y 80-96 abm

WPA3/0OWE

9 nbn
NuHeinasn, H/V
He 6onee 2
65°

65°



YnpaBneHue

YpaneHHoe ynpasfieHune
OrpaHunyeHune goctyna

OGLwume napamMmeTpbl
Flash-namsaTb

RAM

MNuTtaHne

MoTpebnsiemast MOLWHOCTb
CTeneHsb 3aLuThl

Pabounin gnanasoH Temneparyp
OTHOoCUTEeNbHAA BNaXHOCTb Npu Temnepartype 25 °C

ra6aputhbl (L x B x )

Macca

Cpok cnyx6bl

PykoBogacTBo no akcniyatauuu WB-3P-PTP6

web-nHTepdeiic, CLI, Telnet, SSH, SNMP, NETCONF

no naposto, ayTeHTudukaumnsa yepes RADIUS-cepsep

128 MB SPI-NAND Flash
256 MBb DDR3 RAM
Passive PoE 24 B

He 6onee 10,5 Bt

IP67

oT -45 po +65 °C

0o 95 %

120 % 110 x 89 mm
120 x 110 x 144 MM (C repMOBBOZOM)

0,31 kr

He meHee 15 net

1 KonuuecTBo KaHa/10B 1 3HAYEHNE MaKCUMasIbHOW BbIXOAHOVI MOLLIHOCTHU 6y,qu N3MEeHATbCA B COOTBETCTBUN C
npasuiamMmn paanod4actoTHOro peryimnposaHus B BalLel CTpaHe.

2 MakcymasibHast cKopocTb 6eCrpOBOAHOI Nepefayu AaHHbIX onpeaeneHa creLuhykaLysMmn CTaHAapToB
IEEE 802.11. PeanbHas nponyckHast CNnocoOOHOCTb OyaAeT ApYroii. YCNoBus, B KOTOPbIX paboTaeT CeTb, hakTopbl
OKpyXXatoLLei cpefpl, Bktoyasa 06bem ceTeBoro Tpaduvka, CTpouTe/IbHble Matepuasbl U KOHCTPYKLNNY, a Takke
CNy>XebHble flaHHble CETU MOTYT CHU3UTb peasibHYH NPOMYCKHYK CMOCOOHOCTb. PakTopbl OKpYXatoLen cpeapl

MOTYT TaKxXe BNMSITb HA Paanyc AeiCcTBUS CEeTu.
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

2.4 TexHunyeckue napaMeTpbl 0pCeTHOI NapaboIMyYecKoin aHTEHHbI

OCHOBHbIe TEXHUYECKNEe napamMeTpbl OPCETHON NapabonnMyeckoli aHTEHHbI MpUBEAEHbI B Tabnuue 2.

Tabnmua 2 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTpbl

KoachpuumneHT ycunenus

OdoceTHbIl yron

Monapusaymsa

LLiInpuHa grnarpaMmmMbl HanpaeseHHOCTU
PokycHoe paccTosiHue

Betposas Harpy3ka

MabapuTtbl pechnekropa
ra6apuThbl (LU x B x )
Macca

Martepnan

AHTeHHa 450 x 495 mm
25,5 pbu

24°

INuneiinas, H/V

70

270 mm

130 km/4 — pabouas
185 kM/4 — npepensHas

450 x 495 mm
450 x 570 x 492 mm
1,6 kr

Crasib

11



PykoBogacTBo no akcnayatauuu WB-3P-PTP6

2.5 [OuarpamMmmbl HanpasneHHOCTU

Ha pucyHkax Huxe npefcTaBneHbl guarpamMmmbl Hanpas/ieHHOCTN YCTPONCTBA.
Avarpammbl HanpaBneHHocTn WB-3P-PTP6

MonoxeHune Npu nsmepeHun

Cm——

PoE/ETH
F

AZIMUTH (XY) ELEVATION (YZ)

0 75 0 75

105 ? 105 °
120 60 120 &0
135 45 135 45
150 0 150 k)
163 15 165 15
: Z\ By L\/ D

1
0o 2sf -0 -15 -0 -5 D ~ m&ﬂ -15 -10 -5 i}
345 195

210 330 210 330

185

215 315 25 315

12
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Anarpammbl HanpaBneHHocTun WB-3P-PTP6

MonoxeHne Npu uamepeHnn

A

AZIMUTH (XY)
105 9“Y 7
12 60
135 45
150 30
165 15
X
120 =0
25 20 15 -0 -5 "0
195 345
210 330
5 315
240 300
255

270

285

ELEVATION (YZ)
105 sy 75
120 50
135 45
150 30
163 15
~
1 25 - 15 10 5 D
195 345
210 330
5 315
240 300
255

70 285

13



PykoBogacTBo no akcniyatauuu WB-3P-PTP6

2.6 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctpoiicteo WB-3P-PTP6 nmeeT nnacTuKoBbI KOPNYC B MPOMbILEHHOM UCMONHEHUW. BHewHuiA Bug WB-3P-
PTP6 npuBeaeH Ha pucyHke 2.

PucyHok 2 — BHewwHwuin Bug, yctpolictBa WB-3P-PTP6

BHelwwHniA BuA 3aaHein naHenn WB-3P-PTP6 nprBeaeH Ha pucyHke 3.

PrcyHok 3 — BHeluHWUiA BUA, 3a4Hel naHenn ycTpoincrea

14



PykoBogacTBo no akcnayatauuu WB-3P-PTP6

Ha 3agHeit naHenn WB-3P-PTP6 nog repmoBBogom pacnosioxeHbl Ethernet-nopt 10/100/1000BASE-T (pazbem
RJ-45) ansi noakntoueHns K cetu n nutaHuio PoE, a Takke KHomnka cépoca K 3aBOACKUM HacTpoiikam «F» (cm.
PUCYHOK 4).

PucyHok 4 — Pa3beM RJ-45 n dpyHKUMOHasIbHasA KHoMKa «F»

15



PykoBogacTBo no akcniyatauuu WB-3P-PTP6

2.7 CetoBas nHgukauus

BHewHwuiA Bug, naHenn nHgukaumm WB-3P-PTP6 npuBefeH Ha pucyHke 5.

PucyHok 5 — BHewHwuiA Bug, naHenu nHankaumm WB-3P-PTP6

CocTosiHMe yCTpoiicTBa 0TOGpakaeTcs NPy NOMOLLIM UHAMKATOPOB, PacnofoXeHHbIX Ha 60KOBOI naHenu.
MepeyeHb MHAMKATOPOB U UX COCTOSIHME NPUBEAEHbI B Tabnmue 3.

Tabnuua 3 — OnncaHve HAMKATOPOB

NHpgukaTtop CocTtosiHne OnucaHue
MHauKaTopa
O WLAN — nHgukatopbl  roput YCTPOWCTBO NOAK/THOYEHO, YPOBEHb CUrHa a OT BCTPEYHOro
YPOBHS CMrHana ot NOCTOSAHHO ycTpoiictea 60/bLue -60 gbm
BCTPEYHOro
ycTpoiicTea (RSSI)
O roput YCTPOICTBO NOAK/THOYEHO, YPOBEHb CUTHANa OT BCTPEYHOIO
NOCTOSAHHO ycTpoicTea 6onbLue -70 abm
roput YCTPOICTBO NOAK/THOYEHO, YPOBEHb CUTHA1a OT BCTPEYHOIO
O NOCTOSAHHO ycTpoiictea 6obLue -80 abm
roput YCTPOICTBO NOAK/IHOYEHO, YPOBEHb CUTHaNa OT BCTPEYHOIO
O NOCTOSIHHO ycTpoicTea 6osbLue -100 abm
HW OAVH HeT coeMHeHNs Mexay yCcTpoicTBamu
NHAVKaTOp He
roput
LAN — nHgukartop roput kaHan mexay Ethernet-untepdpeiicom WB-3P-PTP6 1
nopta Ethernet- NMOCTOAHHO NOAK/THOYEHHBIM YCTPONCTBOM aKTUBEH
nHTepdeiica
Muraet NnpoLEecc NakeTHOWM nepeaaun gaHHbIX Mexay Ethernet-

nHTepdeiicom WB-3P-PTP6 1 noaxoueHHbIM YCTPOACTBOM

16



NHpukaTtop CocTtosiHne OonucaHue
MHAOMKaTopa

PykoBogacTBo no akcniyatauuu WB-3P-PTP6

. Power — NHONKaTOop roput nnTaHmne noaknx4YeHo, HopMasibHas pa60Ta
< ’ NMMTaHNA N ctartyca NOCTOAHHO

paboTbl ycTpoicTBa

mMuraet YCTPOIACTBO He nonyyuio agpec no DHCP

4yacTo MUraeT B nepesarpyska/copoc K 3aBOACKUM HacTpoinkam

TeyeHme

3 cekyHA, panee
roput
NOCTOSIHHO

2.8 C6pocC K 3aBOACKMM HacTpoiikam

CyuwiecTByeT ABa cnocoba c6poca yCTponcTBa K 3aBOACKUM HACTPOMKaM.

1. Yepes kHonKy «F» Ha ycTpoiicTBe. He06X04MMO B 3arpy)XEHHOM COCTOSIHUM YCTPOCTBA HaXKaTb U
yaepxunBatb KHOMKy «F» (okono 10—15 cekyHz), KOTopasi HaxoAMTCA Ha 3aHel NaHenn ycTpolicTBa,

noka sce nHankatopbl WLAN He 3amurator.

Yepes POE-MHXeKTOp, NoCTaBNsseMbIli C YCTPOWCTBOM. Heo6XxoAMMOo B 3arpy>EHHOM COCTOSHUM
YCTPOICTBA HaXaTb U yAepXnBaThb KHOMKY «<RST» Ha MHXekTope (okono 10-15 cekyHa), noka Bce

nHgnkatopsl WLAN He 3amurator.

MpousorgeT aBTomMaTnyeckas nepesarpyska yctpoincTtsa. MNMpu 3aBOACKUX YCTaHOBKax OyaeT 3anyLeH
DHCP-knueHT. B cny4ae, ecnv agpec He 6yaet nony4veH no DHCP, To ycTpolicTBo 6yAeT 4OCTYMNHO NO
ip-agpecy — 192.168.1.10, macka nogcetn — 255.255.255.0; nva nonb3osarena/naposs Aasa gocrtyna

yepes web-nHtepgelic — admin/password.

2.9 KomnaekT nocTaBKu

B 6a30BbIi1 KOMNekT noctaBku yctporictea WB-3P-PTP6 BxoasT:

BecnposogHoit mocT WB-3P-PTP6;

lepmoBBOf;

VHxekTop nuTaHusa Passive PoE 24 B;

Kabenb nutaHus;

Matu-kopg RJ-45, Se kar., 1.5m;

PykoBOAICTBO Mo 3kcnyataumm Ha CD-aucke (onumoHasnbHo);
CepTtudpmkar cooTBeTCTBUS;

MamATka 0 JoKyMeHTauuu;

MacnopT.

17



PykoBogacTBo no akcniyatauuu WB-3P-PTP6

3 MpaBuna n pekoMeHaaLmm no ycTaHOBKe YCTPOCTBA

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1

1.

2.
3

3.2

NHCTPYKLUMK NO TEXHMKE 6e30MacHOCTM

He BckpbiBaliTe KOpryc yCTPONCTBa. BHYTpW yCTPOWCTBA HET 3/IEMEHTOB, NpeHa3HauYeHHbIX AN
06CNyX1MBaHUS NOSIb30BaTE/EM.

He npoussoauTe yCTaHOBKY AAHHOIO YCTPOCTBA BO BpeMS rpo3bl. ECTb pycK yaapa MOMHUEN.
Heobxoanmo cobnoaarb TpeboBaHMsA No HANPSHKEHWUIO, TOKY M YacToTe, yKasaHHble B AaHHOM
NHCTPYKUNN.

Mepes NoAKNHYEHEM K YCTPONCTBY U3MeEPUTE/bHBLIX NPUOOPOB 1 KOMMbIOTEPA, X HEOBX0AMMO
npegBapuTesnibHO 3a3eM/MTb. Pa3HOCTb NOTEHLUMaIOB MeXay KoprycaMmu 060pyaoBaHus 1
n3MepuTenbHbIX NPUO60POB He Ao/MKHA npeBbiwats 1 B.

Mepep BKIOYEHMEM YCTPOICTBA y6eanTech B LLe/IOCTHOCTM Kabenel N nx HageXXHoOM KpenaeHun K
pasbemam.

He ycTaHaBnvBaliTe yCTPOMNCTBO PAAOM C UCTOYHMKAMU Ternsia v B NOMELLEHMAX C TeEMNepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

Bo BpemMs MOHTaXa yCTPOMCTBA Ha BbICOTHbLIX KOHCTPYKLUMAX CriefyeT BbINOMHATb YCTaHOB/NEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

Akcnnyarauns ycTpoicTBa A0/MKHA NPOU3BOAUTHLCA NHXEHEPHO-TEXHUYECKMM NEPCOHAIoM,
npoLuewmnM cnewurasibHyo NoAroToBKY.

MoaknovaTb K YCTPONCTBY TO/IbKO FOAHOE K MPUMEHEHUNIO BCNOMOrartesibHoe 060pyaoBaHue.

PekomeHaLmm no ycTaHoBKe

. YCTpOWCTBO MOXET ObITb YCTAHOB/IEHO Ha TPYOOCTOWKY/CTONG, CTEHY NMNBO B AepxaTe/ib 0CETHOM

napabo/IM4ecKoii aHTeHHbI. BbicoTa yCTaHOBKM JO/MKHA 6biTb HE MeHee 1 MeTpa OT noAcTunatoLLel
MOBEPXHOCTY, PACCTOsIHNE YCTAHOBKM — He 6onee 5 METPOB OT Kpasi NOBEPXHOCTU. [Py HEBO3MOXHOCTU
cob6oieHnst NoCNeHero YC/IoBuUa — yBeNnybTe BbICOTY NofBeca.

Mepepn yCTaHOBKOW 1 BK/OYEHNEM YCTPOINCTBA HEOBXOAMMO NPOBEPUTL YCTPOCTBO HA HaNnume
BUAMMbIX MEXAHUUYECKMX NOBPEXAeHWiA. B criyuyae Hanmumns NoBpexaeHnii cneayet NnpekpaTuThb
YCTaHOBKY YCTPOICTBA, COCTaBUTb COOTBETCTBYHOLLMIA aKT 1 06PaTUTLCS K MOCTABLLKY.

. OueHUTe YypOBEHb CUTHAsIA B TOUKE NPUEMa, UCNosb3ys hopMy/ibl pacyeTa pacnpocTpaHeHusi curHana B

CBOOOAHOM MPOCTPaHCTBE.

[ns obecneyeHnss Hamydllero YpoBHS CUrHasa pasmMellarite yCTPonCcTBo Ha TpybocTolike/cTon6e
TakyMm 06pas3om, YToObI ero aHTeHHa 6bls1a MakCMMasibHO Harnpas/ieHa Ha aHTEHHY BCTPEYHOro
ycTpolicTea. [pu aToM 06a3aTeNbHO A0/MKHA ObITb 06ecneyeHa npsMas BUANMOCTb MeXay
yCcTpoKricTBamu, a 30Ha ®peHensa ceobogHa oT NpensaTcTBuii. HanbosbLumnii ypoBEHb CUTHa1a MOXHO
NoslyuYnTh FOCTUPOBKOW aHTEHHbI C MOMOLLBI0 MHAMKaTOpoB RSSI, web-nHTepdelica (nogpobHee B
noamMeHto «KOCTpoBKa») Unn koMaHabl B CLI.

Mocne CTUPOBKM Y6eamTech, YTO CUrHaUsT OT BCTPEYHOTO YCTPOMCTBA MakCUMasibHO NPUGINXEH K
pacyeTHOMY 3HAYEHUI0 U HE HWXKe AOMYCTUMOro YPOoBHA -65 +-70 agbm.

Ecnu curHan npesbiwaeT 3HaveHne -40 abm, TpebyeTcs 3aHN3UTb MOLLHOCTL Nepejarymka Ha
BCTPEYHOM YCTPOMCTBE.

Mpwn ycTaHOBKE OOCETHLIX NapaboMYecKnx aHTEHH YUnUTbIBANTE OCDCETHbIN Yrosl aHTEHHbI: YTOObI
Harnpas/ieHVe MakCMMaslbHOTro U3/1ydeHns 6b110 napasisiesibHO 3eMJ1e, Yrosl Hak/ioHa napabonnyeckorn
aHTEHHbI 0/DKeH OblTb paBeH 0qICETHOMY Yry.
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PykoBogacTso no akcnnyatauun WB-3P-PTP6

X

OdceTHan OdceTHan
napabonuyeckas napabonuyeckas
aHTeHHa aHTeHHa

PUCyHOK 6 — HekoppekTHast ycTaHOBKA O(PCETHbIX Napabo/IMYeckmx aHTEHH

\"‘\n ﬁ/’l

PucyHok 7 — KoppekTHas ycTaHOBKa OCHCETHbIX Napabonmnyeckmx aHTEHH Ha OAHOI BbiCOTe nogseca
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PykoBOZACTBO No akcnyaTtauum WB-3P-PTP6

OdhceTHaqa
napabonuyeckas
aHTEHHa

PucyHok 8 — KoppekTHas ycTaHOBKa 0oCETHbIX Napabo/IMYeckmx aHTEHH Ha pas3HbIX BbICOTAxX Nojseca
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PykoBogacTso no akcnnyatauun WB-3P-PTP6

3.3 PekomeHaaLuy No o6ecneyeHmnio rpo3o3alnThbl

1. 3asemsneHne Heo6X0AMMO BbIMOMHATL U30/IMPOBAHHBLIM MHOTOXW/IbHBIM MPOBOAOM. YCTPONCTBO
3a3eM/IeHNs U cevyeHne 3a3eM/SILLLEro NPoBoAa A0/HKHbI COOTBETCTBOBATL TpeboBaHuaM MY 3.

2. MepByto yNUYHYIO rpO303aLUnTy HEOOX0AMMO YCTaHaBIMBaTb MakCUMasibHO 6/1M3K0 K YCTPOMCTBY,
COeAMHASA X KOPOTKUM Y/IMYHbIM FTP-kabenem ¢ aKpaHMpOBaHHbIMW KOHHEKTOpaMMU.

3. BTOpylo y/iMyHyt0 rpo3o3amTy Heob6xo4MmMo ycTaHaBNnBaTb MakcMMasibHO 6/113Ko K POE-

NHXEKTOPY, COEANHSAA UX KOPOTKUM yNn4uHbiM FTP-kabenem ¢ akpaHMpoBaHHbIMU KOHHEKTOPaMMU.

CoeavHeHue rpo3o3awunT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gavHoin go 100 m.

POE-MHXeKTOp AO/MKeH ObITb MOAK/IOYEH B 3N1EKTPMYECKY0 po3eTky 220 B ¢ 3a3emsieHneMm.

oA

4 Coedurumenuriviil kabenw FTP
ne Gonee 60 cm, + sxpamuposonmend

XOHHEKMOP

Romawnwii poytep

Yauunana

rpo3osauura
POE-uxexTop

Yawunan
rpososawumTa

Koumyp 3azemnenun p 4
'
'

\ V4 Howmyp sazemaenua

\ i
;4 Koumyp sa3emnenus ——

PrcyHok 9 — Cxema noAK/IUeHNs YCTPoicTBa AN1s o6ecneyeHmnst rpo3o3aluThbl
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PykoBogacTso no akcnnyatauun WB-3P-PTP6

4 lMoaroTtoBka yCTpPoncTBa
1. \3BNEKNTE M3 YNaKOBKW YCTPOWCTBO.

2. Nogkntounte Ethernet-kabens Kk POE/ETH-nopty.

PucyHok 10 — PaszbeM RJ-45 1 chyHKUMOHabHasA KHonka «F»
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PykoBOZACTBO No akcnyaTtauum WB-3P-PTP6

5 MopgknoveHne ycTponcTea

1. Mogxntounte naywmin ot WB-3P-PTP6 Ethernet-kabesnib k POE-nopTy nHxekTopa.

(]

7

2. Nogkntounte Ethernet-kabens Baweli cet K LAN-nopty PoE-nHxekTopa.

3. Mogkntounte POE-nHXekTop K po3eTtke 220 B ¢ noMoLbio ceTeBoro LWHypa. Nocne BkIYeHUA NMTaHns
ycTpoiictBo WB-3P-PTP6 3arpy3ntcsi B TedeHNe MUHYTbI.

4. MNoaknounTech C NOMOLLLI0 6pay3epa K web-koHdurypatopy WB-3P-PTP6, cnenysa MHCTPYKUMAM B
pasfene YnpasneHune yCTPONCTBOM Yepes web-nHtepdelic.

5. Ecnv 3T0 nepBblil 3anyCck YCTPOICTBa, TO nepengnTe K pasgeny lNpeasaputesibHasi HacTPoiiKa.
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PykoBogacTso no akcnnyatauun WB-3P-PTP6

6 MpenBapuTenbHas HacTpolika
Mepepn MOHTaXXOM NpoBeauTe NpefBapuTeNbHY0 HACTPOIiKy YCTpoicTBa.

1. Y6egutech, YTO NUTaHe NOAKNHOYEHO.
2. CnepyinTte anroputmy 13 pasgena lNpumep HacTporikn yCTPonCTBa.

Y[0cToBepbLTECH, YTO 6ECNPOBOAHOE COEAVHEHME YCTAHAB/IMBAETCS MeX Iy YCTPOCTBAMU: AO/MKHbI FTOPETh
VHAMKATOPbI YPOBHSI CUrHas1a. 3HaYeHns MHAVKaUuM npuBeAeHsl B pasaene CBeToBas MHAMKaLUS.

7 YcTaHOBKa yCTpoucTBa

[ns WB-3P-PTP6 npefycMOTpeHbl TpU BapraHTa MOHTaXa: yCTaHOBKa YCTpOcTBa Ha TpyOOCTOiiKy/CTON6,
yCTaHOBKa YCTPOICTBA Ha CTEHY M yCTaHOBKa YCTPONCTBA B COCTaBe OICETHOWN Napabo/IM4ecKoin aHTEHHbI.

7.1 YcTaHOBKa yCTpoOWCTBa Ha TpybOCTOWNKY/CTONG/CTERY

1. BbINONHWTE NOAK/IOYEHNE YCTPONCTBA K CETU U NpoBeauTe NpeasapuTesibHy0 HacTPoiiKy, crieays
NHCTPYKUMAM 13 pasgena NpegsapuTesibHas HacTpoika. 3aTem OTK/IYMUTE YCTPOMNCTBO OT CETU U
NPUCTYNNTE K MOHTAXY.

3BneknTe 13 ynakoBKU KPOHLUTElH, MAaKeT C KPenexoMm, XOMyTbl.

3akpenuTe Ha Tpy6OCTOlKe KPOHLUTENH ¢ nomoLbio xomyTa @60—80 13 komnnekta. OkoHYaTebHas
3aTshkka xomyTa @60—80 BbINO/HAETCS B NyHKTE HOCTMPOBKA YCTPOICTB, 3aKpenieHHbIX

Ha TpybocTolike/cTonbe/cTeHe. 3akpyTuTe Ha KPOHLUTEVH BUHT C LLENOYKOM, 3aTeM HafeHbTe XOMYT
@#32-50 Ha cTarnsaroLme namenu KpoHwTeiHa. Cobnogante MHCTPYKLMUM MO TEXHMKE 6e30nacHOCTU U
pekoMeHAaumu, NpUBeAEHHbIE B pasfenax VIHCTPYKUMY No TexHuKe 6e3onacHocTy n PekomeHgauunm no

wn

yCTaHOBKe.

PucyHok 11 — YcTaHoBKa KpOHLUTeHa Ha Tpy60oCTOliKy
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PykoBogacTso no akcnnyatauun WB-3P-PTP6

4. Pa36epuTe KabesbHbIil BBOA — OTKPYTUTE raliky 1 BbiTalMTe U3HYTPU CasTbHUK.

PucyHok 12 — [leMoHTax KabenbHoro BBoaa

5. MpoTaHuTe Kabenb Yepes KPOHLITEH 1 Yepe3 KaberbHbIii BBOJ, COrNacHo puUcyHKy 13.

PucyHok 13 — MNpoTskka kabens yepes kabenbHbI BBOA,

6. Mpun ycTaHOBKE yCTPOICTBA C OTK/I0OHEHMEM 110 rpaslycoB pyKOBOACTBYATECH PUCYHKOM 14 (a). Mpu
yCTaHOBKE YCTPOICTBa C OTKNoHeHMeM +10—70 rpaaycoB pykoBOACTBYTECH pUcyHKOM 14 (6).

PucyHok 14 (a) PucyHok 14 (6)
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PykoBOZACTBO No akcnyaTtauum WB-3P-PTP6

7. O60XMUTE KOHHEKTOP RJ-45 Ha Kabene n NOAK/UNTE ero B OTBETHYH YacTb Ha KOpnyce yCTpolicTBa.

PucyHok 15 — PasbeM RJ-45 Ha kopnyce ycTpoicTea

8. MN0oTHO 3aKpyTuTe KabesbHbIVi BBOJ, HaZleHbTE pa3pe3Holi caslbHUK Ha Kabenb 1 BCTaBbTe ero BHYTPb
namesnu ka6enbHOro BBoAa. 3akpyTuTe raiiky Ao yrnopa.

PucyHok 16 — MoHTax KabenbHOro BBoaa

€ HexoppekTHas ycTaHOBKa Ka6enbHOTO BBOAA MOXET NPUBECTM K HAPYLLEHUIO FePMETUYHOCTY
yCTpOlicTBa.
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PykoBOZACTBO No akcnyaTtauum WB-3P-PTP6

9. BcTaBbTe YCTPOICTBO B /laMefnin KpoHwTeliHa. OTperynmpyiite yCTPOMNCTBO, COBMECTUB CTPENOYKY Ha
Kopnyce yCTpolicTBa C OTBEPCTUEM B KPOHLUTEHE, N 3aTAaHUTe XxoMyT @32-50.

o 5
,@ @,

PucyHok 17 — YcTaHOBKa YCTPOICTBA B KPOHLUTEIH

10. Mocne MoHTaxa NnoBepHUTE YCTPOCTBO HA HEOBXOAMMbINA Yro/ NoBOPOTa, OPMEHTUPYSICh Ha LKAy,
PaCMOMOXEHHYH HA KPOHLUTEHE. YToN Hak/oHa nameHsietcst ot -70 go 70 rpaaycos.

PucyHok 18 — HacTtpoiika Heo6xoanmMoro yrsia nosoporta
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PykoBOZACTBO No akcnyaTtauum WB-3P-PTP6

11. BO3MOXeH BapnaHT yCTaHOBKN KPOHLUTENHA Ha CTeHy. [py yCTaHOBKE Ha CTEHY UCMO/b3yITe LWypynbl,
camopesbl 4x40 MM, Npyn HeobxoaMMocT — arbens 6x40 Mm (prcyHok 19).

PucyHok 19 — MOHTaX yCTpOICTBA Ha CTEHY

12. BbINOMHUTE NOAK/KOUYEHME YCTPOICTBA K CETU, Ciedys anroputmam 13 pasaenos [oarotoeka
yCTpoiicTBa u Mok/4eHre YCTPONCTBA. 3aTeM NPUCTYNUTE K FOCTUPOBKE YCTPOMCTBAL.

€ Bo usbexaHme BbIXxoAa YCTPOICTBA U3 CTPOS PeKOMeH/IyeTCs UCMO/Mb30BaTh rPO303aLLuTY.

7.2 YcTaHOBKa YCTpOIACTBA B COCTaBe O(PCETHOI Napabonnyeckoin aHTEHHbI
CocTaB KOMIM/EKTa:

+ BasoBbIit KomnnekT yctpoiictea WB-3P-PTP6;
+ OdpceTHas napabonunyeckasl aHTeHHa C KOMM/IEKTOM Kpenexa.

[Nsi yCTAHOBKW YCTPOICTBA B cOCTaBe OICETHOV Napabo/IMYeckoil aHTeHHbI BbINO/THATE CefyoLve Lwaru:

1. BbINOMHMTE NOAK/MIOUEHNE YCTPOICTBA K CETU 11 NPOBeAMTE NPeaBapuTebHY0 HACTPOIKY, cneays
VIHCTPYKUMSIM 13 pasaena lNpeasaputeibHas HacTpoiika. 3aTem OTK/IHuMTe YCTPOACTBO OT CETU U
MPUCTYNNUTE K MOHTAXY.

2. CobepuTte gepxaTenb YCTPONCTBA, BCTaBUB OCb BEPXHEW YacTy B Nasbl HWKHEN. C npaBoii CTOPOHbI
Aepxarenst yctaHoBute BUHT M4x20 c raikoii.

PucyHok 20 — Cbopka gepxarens ycTpolicrea
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

3. MNpukpenute aepxatesnb N NOABWKHYIO YacTb KPOHLUTENHA K Ayre ¢ NoMoLLblo 60n1ToB M6x30, CKOObI 1
raek n3 KOMMNJeKTa Kpenexa. YCTaHoBUTE 3arfyLKy Ha BEPXHUIA TOpeL, Ayrn.

PucyHok 21 — KpenneHue gepxatesnst U NoABWXHON YacTy KPOHLITeHa Ha ayre

4. CoeguHMNTE NOABWKHYHO YaCTb KPOHLUTEVHA 1 pedp/1IekTop aHTEHHbI C NOMOLLLI 601TOB M6%12 1 raexk.

PucyHok 22 — KpenneHue pedieKTopa aHTEHHbI Ha MOABUXHOI YacTh KPOHLLTeHa
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PykoBOZACTBO No akcnyaTtauum WB-3P-PTP6

5. Pa36epuTe kabesnbHblii BBOA — OTKPYTUTE raliky U BbITalLMTe N3HYTPY CaslbHUK.

PucyHok 23 — [leMoHTax kabesibHOro Beoja

6. MpoTaHMTE Kabenb Yepes Aepxatenb U KabenbHblii BBOA,

PucyHok 24 — TMpoTsxka kabens yepes Aepxaresb 1 kKabenbHblii BBOA,

7. O60XmMuUTEe KOHHEKTOP RJ-45 Ha Kabene 1 NOAKUMNTE ero B OTBETHYH YacTb Ha KOopnyce yCTpolicTBa.

PucyHok 25 — PazbeM RJ-45 Ha kopnyce ycTpoicTea
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PykoBOZACTBO No akcnyaTtauum WB-3P-PTP6

8. MN0oTHO 3aKpyTuTe KabesbHbIVi BBOJ, HaZleHbTE pa3pe3Holi caslbHUK Ha Ka6enb 1 BCTaBLTE €ro BHYTPb
namesnu ka6enbHoro BBoAa. 3akpyTuTe raiiky Ao yrnopa.

PucyHok 26 — MoHTaxX KabenbHOro BBoga

€@ HekoppekTHas ycTaHOBKa kaGeibHOro BBOZA MOXET NPUBECTU K HAPYLLEHWIO FTePMETUYHOCTY
yCTpOWcTBa.

9. YcTaHOBUTE YCTPOIACTBO B AepXaTesib v OTPerynnpyiTe ycTpoiicTBo Ha 0°, NCnosb3ys LWKasly Ha
aepxarene. Mocne perynnpoBkn 3aTsHUTE BUHT Ha Aepxartene.

PucyHok 27 — YCTaHOBKa YCTPOIACTBA B AepXaTeslb
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PykoBogacTso no akcnnyatauun WB-3P-PTP6

10. YcTaHOBUTE HENOABMKHYH YacTb KPOHLITEHA Ha TPYGOCTOliKY, Kak NokasaHo Ha puUCyHke 28, 1
3aKpenuTe ee XoMyTamu, UAyLLMMU B KOMMNJIEKTE C YCTPOCTBOM. OKOHYATEbHAA 3aTshKKa XOMYTOB
BbINOMHAETCA B MyHKTe KOCTMPOBKA YCTPOWCTB, 3aKPEN/IEHHbIX HA OPCETHOW Napabo/IMYECKOl aHTEHHE.
YCTaHOBUTE LIENOYKM; BUHTbI LLEENOYEK NI0THO He 3aKpyuumBaliTe, OCTaBMB LE/b /151 YCTaHOBKM
NOABWXHOI YacTu KpoHLWTelHa. Cobntogalite MHCTPYKLUM N0 TEXHUKE 6e30MaCHOCTU U PEKOMEHAALMN,
npvBeAEHHbIE B pasgenax VIHCTPYKLUY Mo TEXHUKe 6e30MacHOCT U PekoMeHaauuy no ycTaHoBKe.

PucyHok 28 — YcTaHoBKa HEMOABUKHOI YacTyh KPOHLLTeHa

11. YcTaHoBUTE pedhNekTop Ha 3apMKCUPOBaHHBIV KPOHLITENH. [MMpy yCTaHOBKE HeA0KpYUYEHHbIE paHee
BUHTbI A0/MKHbI MONACTb B Nasbl NOABVXHOI YaCTV KPOHLUITEHA.

PucyHok 29 — YctaHoBKa pediektopa Ha 3addMKCUPOBaHHbIN KPOHLLTENH
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PykoBOZACTBO No akcnyaTtauum WB-3P-PTP6

12. Mpy HEO6XOANMOCTN BO3MOXEH BapuaHT YCTAHOBKM NapabosiMyecKkolr aHTEHHbI Ha CTEHY, HanpuMep ¢
nomoLypo 601T0B M6.

PucyHok 30 — MoHTax napa6o/iMyeckoil aHTEHHbI Ha CTEHY

13. BbINoNHUTE NOAK/IOYEHNE YCTPOIACTBA K CETU, CNeays anroputmam 13 pasaesnos [oarotoska
yCTpoiicTBa u Mofk/4eHre YCTPOCTBA. 3aTeM NPUCTYNUTE K FOCTUPOBKE YCTPOCTBAL.
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

8 KOcTupoBKa ycTpoiicTea

° B NnepByro ovepeb BbINO/IHAETCA TOPU30OHTa/IbHaA KOCTUPOBKa yCTpOIZCTBa, 3arteM — BepTuKasibHas.

8.1 HOcTMpoBKa YCTPOWCTB, 3aKpen/IEHHbIX Ha TpybocToike/cTon6e/cTeHe

1. O6si3aTe/IbHO NPOBOAWTE CTUPOBKY MOOYEPESHO C ABYX CTOPOH, ONMMPasiCb Ha pacyeTHOE 3HaYEHVE
YPOBHSI CUrHasia, noslydeHHoe B pasgesnie PekoMeHaaLyn no ycTaHoBKe (HYXKHO MOJTyYnTb MakCUMasibHO
NPUGAMKEHHOE 3HAYEHUE).

2. OTperynvpyiite NosfioXeHne YyCTPONCTB, HaNpaBUB aHTEHHbI MPUGIN3UTENBHO B HaNpaBieHun apyr
[LpYra, NCMo/b3ysi KApTbl, ONTUYECKYH BUAVMOCTL (Hanpumep, C MOMOLLbIO GUHOK/IS) Ha BCTPEUHYHO
CTOPOHY.

© npu gecbonTHbIX HacTpoiikax knneHT (STA) He OTNpaBsAeT 3anpoc Ha YCTaHOB/IEHNE COEAVHEHNS,
No3TOMY [/191 YCTAHOB/IEHUSI COEANHEHUSI CHaYas1a HY)XXHO HanpaBuTb TOUKy gocTyna (AP) Ha KivMeHTa
(STA).

3. B c/lyyae ycTaHOBKU CBSA3U MeXAY YCTPOCTBaMy NPOBECTU CBefleHMe YCTPOICTB NooYepeaHo,
[06MBasicb NOCTENEHHOTO YBE/IMUEHNS 3HAYEHWI Ha LWKane RSSI (3HaYeHVss HAVKaLMM NPpUBEAEHbI
B pasfene CBeToBasi HAMKaLMS) B ABYX NJIOCKOCTSAX — BEPTUKAIbHON 1 TOPU3OHTasIbHOIA.

4. B ropn3oHTasIbHO N/I0CKOCTU OfHa CTOpOHa npoxoaunT cektop 45—-60 rpagycoB — ouKcuMpyeT
MakCUMyM, BTOpasi CTOpoHa — NOBTOPSET aHa/10MMYyHoe AeilcTBueE.

5. lanee BbINOMHSETCA BTOPOI NPOXO0A, N0 YKa3aHHO Bbllle cxeme. OKOHUYaTe/IbHO 3aTSHUTE XOMYT Ha
KPOHLUTEHe. Heo6XoAyMO yumnTbIBaTbL, UTO NPY FOCTUPOBKE NonagaHne B 60KOBOI 1eNecTok AnarpaMmbi
HanpaBMEeHHOCTY MOXET ObITb PACLIEHEHO, KaK BbIX0/, HA MAKCUMasIbHbIi YPOBEHb CUrHana. YTobb!
n36exarb [aHHO cMTyaLmM Heo6X0AMMO NPOBOAUTL NOJHbIV MPOX0A, B CEKTOPE 1 0TMeYaTb HeMvMHelHoe
3MEHEHMNE YPOBHSI.

6. B BepTUKa/IbHOI NI0CKOCTU NOBTOPUTbL NYHKTbI 4—5. 3achuKcupyiiTe Noy4YeHHbI Yron HakoHa ¢
MOMOLLbH0 BUHTOB Ha LIEMNOUKE.

PucyHok 31 — HacTpoiika Heo6X0MMOro yr/a HakfoHa

7. Lnsi 6onee TOUYHOW FOCTUPOBKM UCNONb3yiiTe KomaHay B CLI unm web-uHtepdeiic (noapo6Hee B
noAMeHto «KOCTMPOBKa»), A06UBAsICb MaKCUMasTbHbIX 3HAYEHWI YPOBHS cuUrHasa.
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

8.2 HOCTMpOBKa YCTPOICTB, 3aKPENNEHHbIX HA 0CDCETHOW Napabo/IMYECKOl aHTEHHE

1. KOCTMPOBKY 06513aTe/IbHO MPOBOAMTbL NMOOYEPESHO C ABYX CTOPOH, ONMPasiCb Ha pacyeTHoe 3HaYeHve
YPOBHSsI cUrHasia, noslydeHHoe B pasgesie PekoMeHAaLyn No yCTaHOBKE (HYXKHO MOTyYnTb MakCUMaslbHO
NpUGNNXKEHHOE 3HaYeHNe).

2. OTperynupyiiTe NoM0OXeHWe YCTPOICTB, HaNpaBUB aHTEHHbI NPUGIN3UTENBHO B HaNpaBieHUn apyr
[pYra, NCNosb3ysi KApTbl, ONTUYECKYH BUAMMOCTL (Hanpumep, C NOMOLLbIO GUHOK/IS) HA BCTPEUHYHO
CTOPOHY.

© npu gecbonTHbIX HacTpoiikax knneHT (STA) He OTNpaBAAeT 3anpoc Ha YCTaHOB/IEHNE COeAVHEHNS,
MO3TOMY [/151 YCTAHOB/IEHUSI COEAMHEHUS CHAaYas1a HYy)KHO HanpaBuTb TOuKy AocTyna (AP) Ha knneHTa
(STA).

3. B cnyyae ycTaHOBKM CBA3M MeXy YCTpoiicTBamy NPOBECTU CBEfEHME YCTPOINCTB NOOYEPELHO,
[1061Basicb NOCTENEHHOTO YBENNYEHNSA 3HAUYEHMIA Ha LWKaslie RSSI (3HaueHWss MHAMKaLMN NpUBEAEHbI
B pasgene CBeToBas MHAMKaLMA) B ABYX MOCKOCTAX — BEPTUKASIbHOW U FOPU3OHTa/TbHOA.

4. B rop130HTa/1IbHOM NI0CKOCTM 04HA CTOPOHa npoxoauT cektop 45-60 rpagycos — chukcupyet
MakC/MMyM, BTOpasi CTOpOHa — NOBTOPSIET aHa/10rMyHoe AelicTBue.

5. lanee BbINOHAETCA BTOPOIA NPOX0Z NO YKa3aHHOW Bbllle cxeme. OKOHYaTe/IbHO 3aTSAHUTE XOMYTbI Ha
HEMNOABWXHOIM YacTu KpoHLUTeiHa. Heo6XoAMMO yunTbIBaTL, YTO NPY OCTMPOBKE NonagaHne B 60KOBOWA
NenecTok AyarpamMmmMbl HaNPaBIEHHOCTY MOXET BbITb PACLEHEHO, KaK BbIX0OZ, HA MAKCUMaJTbHbI YPOBEHb
curHana. Ytobbl n3bexarb AaHHOW CMTyaumm Heo6xoaMMo NPOBOANTL NOJIHbIA NPOX04, B CEKTOPE U
OTMeyaTb HeMHeiHOe U3MEHEHNE YPOBHSI.

6. B BEpTUKaIbHOIM NI0CKOCTN MOBTOPUTE MYHKTbI 4—5: NnoBOpaymBalite yCTPOMCTBO HA HEOBXOAMMbIN
yrosi NOBOpOTa, OPUEHTMPYSACH Ha LWKasbl A 1 B, pacnonoxeHHble Ha KpoHwTenHe. Lkana A — yron
Hak/oHa napabo/IMyecKol aHTeHHbI, WKana B — yron mecta. 3atem 3adouKCUpyinTe nNonyyYeHHbIn yron
Hak/oHa C NOMOLLbIO BUHTA Ha LienouKe.

S m

© X
= 20/“,

PucyHok 32 — Lkanbl A 1 B Ha NnoABWXHOI YacTu KPOHLLTEHA
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

7. Mpwu ycTaHoBKe yrna no wkane A ot -10 g0 5 rpagycoB pekoMeHayeTcst AON0/THUTENIbHO (hMKCUpOoBaTb
NOABWXKHYIO YaCTb KPOHLLTEiHA BTOPbLIM BUHTOM M3 KOMM/IEKTA.

PucyHok 33 — [lonosiHuTeNbHas govKcaLmsi MOABUKHOI YacTh KPOHLLTeHa

8. lnsi 6onee TOUHOV FOCTUPOBKM UCNONb3YyiiTe KomaHay B CLI unm web-uHtepdeiic (noapo6Hee B
noAMeHto «KOCTMPOBKa»), A06UBAsICb MaKCUMasTbHbIX 3HAYEHWI YPOBHS cuUrHasa.
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

9 NToroeasi HaCTpOWKa yCTponcTea

1. PekomeHayeTcs nogobpaTb M BbICTaBUTb CTAaTUYECKYH) MOAYALMIO HA AaHHOM M BCTPEYHOM
ycTpoicTBax. [ Bbibopa cTatnyeckoii MogynsumMm Heo6xXxoAMMOo 3anyCTUTb HEMPEPbIBHbIA NUHT 40
YCTPOWCTB. 3aTeM B MeHI0 «MOHMTOPWHI» B pasaene «becnpoBogHol kaHan»/«becnpoBogHble
KNMEHTbI» 3addUKCUPOBAaTh, Kakas Moaynsauns bbisia BbiCTaB/ieHa aBTOMaTUYEeCKN U yCTaHOBUTL ee
CTaTUYeCKN B HACTPOIKax KaHas/lbHOM CKOpPOCTM nepegayn B MeHio «Radio». 1N HageXHOCTU MOXHO
BbICTaBMTb MOAY/IALMIO HA Napy NMyHKTOB HMXXE TON, YTO BbICTAB/SAETCS aBTOMATUYECKMN.

2. lMpockaHupoBaTb 3hMp CNeKTpoaHaIM3aToOPOM U BbiOpaTb HAVMEHEE 3arpy>XeHHbI KaHasl.

3. YcTaHOBUTb UTOroOBbI KaHau1 B MeHIo «Radio».
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

10 YnpaBneHue ycTpoicTBoM vepes web-nHtepdoeic

10.1 Hauano pa6oTbl
[ns Hayana paboTbl HYXXHO MOAK/TIYNUTLCA K YCTPOMCTBY No nHTepdielicy Ethernet uepes web-6paysep:

1. OTkpoiiTe web-6paysep (nporpaMmy A58 NPOCMOTpa rMNepTEKCTOBbIX JOKYMeHTOB), Hanpumep Firefox,
Opera, Chrome.
2. BeeauTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpolicTea.

© 3asopckoii IP-agpec ycTpoiicTea: 192.168.1.10, Macka nogceTu: 255.255.255.0. Mo yMmonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewwHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsl CTpaHuLa ¢ 3anpocoM UMEHN
nosib30BaTens v naposs.

WB-3P-PTP6

3. BBeauTe MMs nonb3oBarens B CTPOKe «BBeAUTe NOrvH» 1 Naposb B CTPOKE «BBeaUTe Naposib».

© 3asopckue yctaHoBku: noruH: admin, naponb: password.

4. HaxxmunTe KHONKy «BoliTu». B OkHe 6pay3epa OTKPOEeTCS MEHIO MOHUTOPUHIA COCTOSIHUSA YCTPONCTBA.

:.g.,_ e LTe X ! @ Tecroslii pesxim

BuicTpan HacTpoika MoHUTOpHHF Radio AP CeTeBble HACTPOMKK Cuctema WMHCTpyMEHTLI - (Bbxom)
BecnpoeogHoi kakan Manenue
AnnapaTHaA BepcHA 12

CramicTuea no Tpadmey
3aeoacroit MAC-anpec EC:B1:E0:2D:9B:00

CranvpoBaH1e achupa
CepuiHEIn Homep WP58000152

CnekTpoaHanusatop Bepeva MO
WypHan coBeimai Peseparan sepeun M0
CeTesan uHopuaLa Bepoun sarpysuika
CHcTemHoe BpemA 06.10.2025 05:39:50
Whchopmauua o
pagMouHTEpdeRcax Bpema pabotsl 0 gs, 00:21:15

Wrdpopravya o6 yeTpoiicTas > S LY 2%

Wenonsayeman namate 41@ 98 MoaiiT / 237 Mbait

& OBHoBMTE
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5. IMpy HeoBXOANMOCTU MOXHO MEPEKNIOUUTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WB-3P-PTP6

[OCTYNHbI pycckasi U aHrnuiickas Bepcumn web-uHtepdeiica.

PykoBogacTBo no akcniyatauuu WB-3P-PTP6

NELTEX

Becnposogroi kakan
CramucTuka no Tpadmry
CranupoeaHue stvpa
CnexTpoaHanuzarop
HypHan cobumaii
Ceresan nHpopMayma

WMhudpoprayma o
paguouHTepdelicax

Mudpopisauma ob ycTpofictee >

BeicTpan HacTpoika MoHuTopuHr

Radio AP CeTeekle HacTpoMM

Mapenne

AnnapaTHan BepcuA
3aeogcron MAC-agpec
CepuiHLIi Homep
Bepcua NO

PesepeHan sepcua N0
Bepcua zarpyauuka
CucTemHoe epema
Bpema paboTel

3arpyaka LMY
Mcnonezyeman naMaTe

& ObHoBHTL

Cucrema MHcTpyMeHTEl
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41% 98 Moaitt / 237 Mbaitt

@ TecToBblii pesim

(Bbx0n)

10.2 CwmeHa nonb3osaTenei

Ha ycTpoiicTBe cyllecTByeT ABa Tuna nonb3osateneii: admin v viewer:

+ admin (naponb nNo ymonyaHuto: password) MMeeT NosHbIM AOCTYN K YCTPOICTBY: YTEHNE U 3aNUCb

NOBbIX HACTPOEK, MOJTHLIA MOHUTOPUHI COCTOSIHWSA YCTPOICTBA.

* viewer MMeeT NpaBo TO/IbKO MPOCMATPUBATh BCHO KOH(IUIypaLuto yCTPocTBa 6e3 BO3MOXHOCTH YTO-
60 peaakTMpoBaTb, MOHUTOPUHI COCTOSIHWS YCTPOICTBA JOCTYNEH B MOJIHOM 06beMe.

BricTpan HacTpoiika

AP CeTeBbie HACTPOHEM

Cuctema MHCTpymMeHTE!

@ TecToBbiM pesum

Mpy HaXXaTuKn Ha KHOMKY «Bbixog» TeKyLlas ceccus nosib3oBatesnsi 6yaeT 3aBeplLUeHa, 0To6pasnTcs OKHO

aBTOpPU3ALMN:

[nAa cMeHbl goctyna HGO6XO,C|,|/IMO YKa3aTb COOTBETCTBYHOLME NMA NOJIb30BATE/IA U NMapo/ib, HaXXaTb KHOMKY

«BoinTtu».

WB-3P-PTP6
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

10.3 MpumeHeHne KoHdurypaumm n 0TMeHa U3MEHEHNI

1. MNpumeHeHre KoHurypaLmm

o v [IpumeHnTs
Mpy HAXaTUN KHOMKM 3anyckaeTcs npoLecc cCoxpaHeHust KoHurypauum Bo

flash-namsTb ycTpoiicTBa M NpUMEHEHME HOBbIX HACTPOEK. Bce HAcCTpolikvu BCTynatoT B cuy 6e3
nepesarpysku yCTpoKcTBa.

B web-uHTepeiice peannsoBaHa BuU3yasibHasi MHAMKALMS TEKYLLETo COCTOSIHKS npoLecca NPUMEHEHWS]
HacTpoek (Tabnuua 4).

Tabnvua 4 — BusyasibHast MHAMKaLMS TEKYLLEro COCTOSIHMS npouecca NpUMeHeHUs HacTpoekK
BHewwHwMii Bupg, OnucaHue coCcTosiHUA

Mocne HaxaTust Ha KHOMKY «[pUMeHNUTb» NPOUCXOAUT NPOLIECC
NPYMEHEeHWs 1 3anncK HaCTPOeK B NaMaATb ycTpoicTea. O6 3ToM

VHpOPMUPYET 3HAUOK 4 B Ha3BaHWUK BKNAKM W HA KHOMKE
«[TpPUMEHNUTL».

O6 ycneLwHOoM CoOXpaHeHU U MPUMEHEeHUN HaCcTPoeK MHdopmMmupyeT
Y — y p p P thopmupy
3HAUYOK B HasBaHMW BKNagKu.
2. OTMeHa N3MeHeHu

© OtmeHa n3MeHeHNii NPOM3BOANTCA TOMLKO [0 HAXKATUS Ha KHOMKY «TTpUMeHnTb>. Mpu HaxkaTum Ha
KHOMKY «[TPUMEHNTbL» N3MEHEHHbIE Ha CTPaHuLLEe NapamMeTpbl 6yayT 06HOBNEHbI HA TEKYLLME 3HAYEeHNS
N COXpaHeHbl B NaMsiTb YCTPOCTBa. [ocne HaxaTnsi Ha KHOMKY «MpMeHUTb» BO3BpaT K NpeablayLmm
HacTpoiikam 6yaeT HEBO3MOXEH.

v X 0
KHOMka oTMeHbI N3MEHEHUI UMeeT BUS; THENS
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

10.4 TecTOBbIN peXUM
Ha ycTpoiicTBe peasim3oBaH TECTOBbIA PEXMUM A1 NTPOOGHOr0 NPUMEHEHUA KOHGUIypauun.

YT0O6bI €ro aKTMBMPOBaTb, HKMUTE KHOMKY «TECTOBbIN PeXrM» Ha BepxHein naHenn web-nHrepdeiica.

P
[ - LTe X @ Tecroeklil pexum

BricTpan HacTpoiika Monutopuir  Radio AP CeTeBtle HacTpOHM Cuctema WHCTpyMEHTLI - (BbXOm)

Bpewms pa6oTbl TectoBoro pexuma — 300 cekyHa, (5 MUHYT). B TeueHne 3Toro BpEMEHM MOXHO NepemelLaTbes
no Bk1agkam web-koHdurypaTopa 1 Nnpon3BoAnTL Kakne-nMbo N3MeHEeHUs, MPUMEHSS UX Ha KaXXA0M cTpaHuue
C NOMOLLbIO KHOMKK «[MPUMEHUTB».

JanyleH TecToBeIA pexymn. [paeku ByayT oTMeHeHEl uepes 296 cek. BiiiTv M3 TecToBOrO pexiima -

%ELTEX

BhicTpan HacTpoiika MoHUTOpUHN Radio AP CeTesnle HACTpOKKM Cuctema WHETpyMeHTEI - (BbIX0A)

Mocne npoBepky HEOGXOAMMO KOHGIMIypaLyn HAXXMIUTE KHOMKY «BbIATK N3 TECTOBOIO pexumar U BbibepuTte
HY)XHOE AeicTBue:

3anyweH Tectoesi pexvm. Mpaskk ByayT oTMexHers yepes 206 cex. BuiliTi 13 TecToBore pexuma -~

CoXpaHuTE 1 BEIATH

NELTEX
B S OTMEHWTE W BHIATI

BhICTpaA HacTpoiika MoHuTOpMHE Radio AP CeTeBLIe HACTPORKY Cucrema MHCTpyMEHTE! TR (ekIxoa)

+ «COXpaHUTb 1 BbIATU» — NPU HAXATMUN NPOM30AAET BbIXOA, 13 TECTOBOIO PEXMMA U COXPaHEHUE B
3HEepProHe3aBMCUMMYH NamMsiTb BCEX N3MEHEHWIi B KOHGpUIypauum, KoTopble 6biv caenaHbl U NPUMEHEHbI
B 3TOM pexume. OTMEeHUTb U3MEHEHMS, BbINO/THEHHbIE B TECTOBOM PEXUME, 6y1eT HEBO3MOXHO.

* «OTMEHUTb 1 BbIATU» — NPW HAXaTUN NPON30MAET BbIXOA U3 TECTOBOIO PeXuma 1 0OTMEHa BCEX
N3MEeHEeHWIA, BbINO/THEHHbIX B 3TOM pexume. ByaeT BocCcTaHOB/IEHA KOHUIypauus, AeliicTByroLas Ha
YCTPOIiCTBE /10 aKTUBALMN TECTOBOIO pexmma.

Ecnwn B TeyeHne 300 cekyHA agMUHUCTPATOPOM He ByAEeT NPOU3BEAEH BbIXOA M3 TECTOBOIO PEXMMA, 3TO
NPOn30iAET aBTOMATUYECKN BMECTE C OTKATOM BCEX M3MEHEHUI, KOTOPbIE ObISIN CAENaHbl B JAHHOM PEXMME.
Mo ncTevyeHnn ykasaHHOro BpeMEHM KOHMrypaumusi BOCCTAHOBUTCS, AaKe €C/in B pesy/ibTaTe cAenaHHbIX
N3MeHeHuni 6biN NOTEePSH AOCTYN A0 YCTPONCTBA.
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10.5 OcHoBHble 31eMeHTbI web-nHTepdelica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

PykoBogacTBo no akcniyatauuu WB-3P-PTP6

buicTpan HacTpoiika MoHuTopUHT

Mncbopmauma ob ycTpolicTee >

B 000 Tipednpurmue "3nmexc”, 2024

Hagenue

AnnapatHaA BepcuA
3asogcron MAC-agpec
CepwiHEm Homep
Bepewn MO

Peaepexas sepcyA MO
Bepcna sarpyaqnka
CucTemHoe Bpema
Bpems paboTsl

3arpyaka LMY

Wen one3yeman NamATe

w2
EC:B1:E0:2D:9B:00

WP58000152

4@ 98 M6aiir / 237 MGaitr

Bepeur 0. {Bepcur WEBE:

OKHO NMOo/b30BaTeNbCKOro nHTepdelica pasgeneHo Ha NsaTb obnacTeii:

1.

arw®

Bknagkv MeHio — 4N rpynnupoBKy NOAMEHI0 No Kateropusm: BeicTpas Hactpoiika, MOHUTOPUHT,
Radio, AP (meHI0 «<AP» ,OCTYNHO B TO/IbKO pexume ycTpoiicTBa «Touka goctyna PTP» unu «Touka
poctyna PMP») unu STA (MeHto «STA» BOCTYNHO TO/ILKO B peXume ycTpoiicTBa «KnneHT»),
CeTeBble HacTpoWku, Cucrtema, IHCTPYMEHTbI.
Bbi60op sA3blka MHTepdhelica 1 KHomnka (BbIxo4), NpeAHa3HavYeHHas /1 3aBepLUeHns ceaHca paboTbl B
web-nHTepdelice nog faHHbIM NoNb30BaTENEM.
Bknagkv nogmeHo — 415 ynpas/ieHNA NoJsIEM HacTpOeK.
Mone HacTpoek ycTpoincTBa — A1 NPOCMOTPa AaHHbIX 1 KOHUrypaLmu.
WHdhopmaunoHHoe none, otobpaxatoLlee sepcuto MO, yCTaHOB/IEHHYHO Ha YCTPONCTBE.
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10.6 MeHto «bbICcTpasi HacTponka»

PykoBogacTBo no akcniyatauuu WB-3P-PTP6

B mMeHi0 «BbICTpas HacTpolka» BbINo/HAETCA 6a30Bast HACTPOIKa YyCTPONCTBa.

10.6.1 MoameHto «bBbicTpas HacTPonKa»

] -
Ae L‘T e X WB-3P-PTP6 © TecTosniil pesm
ELICTpaR HECTROWES MoHuTopHHr Radio AP CeTessie HACTROREN Cuctema MHCTpyMEHT [CEn ]
E&ICTPaR HACTRORKE » Radio CnekTpoaHann3aTop
Fexaw yoTpomeTER Touka gectyna PTP w Crasnposasne zaiueT He Sonee 40 c.
KaHan 5 (5945 — 5985 MIy] b
n H Bwine 06.05.2025 12:27:35
LWwpmHa kasana, MMy 40 ~ 45
. 40
QcHossoR £aHan Upper 4
- B
DHECKPOESHHER E a0
UEHTRANEHEA USCTOTS H
o 25
MowpocTe cnrsana, sEu 14 ~ g. 0
]
£
AsToonpensneHns H 1
P3CCTORHKR EART]
.
Paceromsme, ku I !
o ]I allxla = 1 L T |
0O 6000 100 ga00 6300 6400
Yacrora, MMy
HacTpoiiki NogknoYeHms MoamioueHtA
531D WE-3P-FTFS 7
M2 HMmmxocta IP-anpec MAC-anpec Ypoeent curiana (RS51), pEm  Yoanewsest RSSl, gpEm  Bpems paBotet
Pexnm SeaonacHocTh WPAZ w 1 -35/ 44 -351 51 D4:14:04
Kniod WPA | sesuae ~
MFP Beniueso ~
CeTeEkle HACTPOMKN
Wz xocta WE-3P-PTPE
Mpotoken Static b
Cratnueckni [P 102.168.1.10
CeTesan Macka 2552552550
LWnsz
[LocTyn K yCTpoWCTEY
Tlorm: admin
Mapone &
Mogrespwassne napons -

Radio

B pasgene «Radio» ocylulecTBnaKTCS HACTPOIKM OCHOBHbIX NapamMeTpoB paanonHTepdielica ycTpolicTea.

Pexum ycmpoticmsa — pexum paboTbl paanonHTepdieiica ycTpoiictea. JocTynHbl cneayouime
PEXNMBbI:

+ Touka docmyna PTP — TOYKa-TOUKa;

+ Touka docmyna PMP — To4Ka-MHOrOTO4Ka;

« KnueHm — 6ecnpoBoaHoli KnneHT (STA).
KaHasn — BbI6Op KaHana nepegayn gaHHblx. Mpu yctaHoBNeHHOM chnare «ABTOMaTUYeCKuniA BbIGop»
kaHana B MeHo Radio, gaHHasi HacTpoiika 6yaeT 3a6n10K1MpoBaHa;
LlupuHa kaHana, MMy — wmprHa NoNockl YacToT KaHana, Ha KOTOPOM paboTaeT yCTPOCTBO, NPUHMMAaET
3HaveHus 20, 40, 80 n 160 MI'y;
OcCHOBHOLU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO MPY MNPOMYCKHOW CNOCOBHOCTN CTaTU4eCcKn
3a/laHHOro KaHana, pasHoin 40 MI'y. KaHan 40 MIM, MOXHO cunmTatb COCTOALLMM U3 ABYX KaHanoB no 20
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tn ABa kaHana 20 MI'y, Ha3biBatoT NePBUYHBLIM U
BTOPUYHbIM KaHas1aMu:

* Upper — nepBU4YHbIM KaHas1oM ByaeT BepxHuiA kaHan 20 MIMy, B nonoce 40 MIy;

+ Lower — nepBUYHbIM KaHa/10M ByaeT HKHUI kaHan 20 MIy, B nonoce 40 MIy,

+ @uKkcupoBaHHasi yeHmpasibHasi Yacmoma — npu akTueauuy cpnara Becb Tpagvk (NakeTbl AaHHbIX 1
ynpasneHus) 6yaeT nepefaBaTbCsA HA YKa3aHHOW LEHTpasIbHOM YacToTe KaHasa ¢ 3a4aHHOW LUMPUHOW
nonocsl (40/80/160 MI'L). DYHKLMS SABNSIETCA NPONPUETAPHOIA, Nepeadya BeAeTcs He Mo cTaHaapTam
IEEE 802.11, rae npegnonaraeTcs UCMNoNb30BaHVe pasHbIX LEeHTPasIbHbIX 4acToT A1A Tpadouka AaHHbIX 1
ynpasneHus npu wupunHe kaHana 40/80/160 My,

+ AsmooripedesieHue paccmosiHusi — Npu yCTaHOBNEHHOM dofiare YCTPOMCTBO OyeT aBToMaTuyecku
onpenenaTb U HacTpavBaTb PacCTOsHUE MeXy YCTponcTBamu;

+ PaccmosiHue, KM — pacCcTOsiHMe Mexay YCTPolcTBaMy B KuiomeTpax. MIsameHeHre 3HaueHns
paccTosHMA N3MEeHUT 3HadveHne Taim-ayta ACK. PaccTtosHne criefyeT OKpyrisiTb B 60/1bLUYHO CTOPOHY.
Hanpumep, ecniv paccTosiHie mexay ycTporictBamu 3,2 KM, TO He06X04MMO yKasaTb 4 KM;

* TDD — npwv ycTaHOB/IEHHOM dhiare onuus BKIIOYEHa, MHave — BbiktoyeHa. TDD — 310 TexHonorus
6eCKO/INMN3MOHHOTO A0CTYyMna C BpEMEHHbIM pa3fefnieHneM KaHasia, KoTopasi CUHXPOHU3NPYET nepegadvy
[aHHbIX B 0060MX HanpasfieHNsAX B paMKkax BpeMEHHOro Kaapa.

© nNapametpbl «KaHany, «LnpuHa kaHana», «OCHOBHOM KaHas» A0CTYMHbI TONLKO B PeXUMe yCTpolicTBa
«Touka pgoctyna PTP» nnu «Touka goctyna PMP».

HaCTQOVIKV] noaKNK4yeHnA:

+ SSID — nms BUPTYasibHON 6eCNPOBOAHON CETY;
* Pexxum 6e3ornacHocmu — pexmnm 6e3onacHocTn gocTtyna Kk 6ecrnpoBofHON ceTu:

« OWE (Opportunistic Wireless Encryption) — meTop, WundppoBaHus, o6ecnedvBaoLmii 6e30nacHOCTb
[aHHbIX, NepefaBaeMbliX N0 He3alMLLeHHOW ceTu. MNpu aTOM OT nosib3oBaTesieil He TpebyeTcs
BbINOJIHEHME KaKMX-TO AOMNO/HUTENbHbIX ENCTBUIA U BBOAA NAPO/IA 419 NOAK/IYEHUS K CETY;

+ WPA3 — cnocob6 wundpoBaHus, Npu BeiI6ope KOTOPOro 6yAeT AOCTyMNHa cneayroulasi HacTpolka:

* Koy WPA — knto4/naposb, He06X0AMMbIN /19 NOAK/IYEHUA K 6ecrnpoBOHON ceTh. AnHa
Kntoya coctaBnset ot 8 Ao 63 CMMBO/IOB.

« MFP — 3awmuta management-kagpos (gocTynHo npu pexume 6esonacHoct WPA3, OWE. Mpwn
BblGope pexuma 6e3onacHocT WPA3, OWE, MFP nepeBoauTcsi B COCTOsIHVE BK/IHOYEHO):

* Bk/1o4eHO — 3amTa BKlYeHa. YCTPOMCTBO HE MOXET NOAKMI0UNTLCA K 6eCnpoBOAHOM
ceTu, He noaaepxmeatoLlen MFP.

CeTteBble HaCTpOMKMZ

* VIMsi xocma — ceTeBOe UMS YCTPONCTBa, 3afaeTcs cTpoka 1—63 CMMBOJ/IOB: JTAaTUHCKME 3arnaBHble U
CTPOUHbIe BYKBbI, LMPPbI, 3HAK AedInC «-» (Aedmc He MOXET GbiTb NOC/IeAHUM CUMBOJIOM B UMEHM);

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogkntodeHune no Ethernet-
NHTEpdIecy yCTPONCTBA K CETV NpefoCcTaB/IeHns yCyr nposBaingepa:

+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka noacetu, agpec DNS-cepsepa, w3 no
YMOJIHaHWIo 1 Apyrve napameTpbl, Heoo6xoanMble /15 paboTbl B ceTun, 6yayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npu KoTopom IP-aapec n Bce HeobxoauMble napameTpbl HA WAN-
NHTEpdenc HazHavarTcA ctatuyecku. MNpu Bolbope Tuna «Static» 415 pegakTMpoBaHnsa CTaHyT
[OCTYNHbI cneayoLme napameTpsbl:

+ Cmamuvyeckuli IP — IP-agpec WAN-nHTepdelica ycTpoiicTBa B CETU NpoBaiaepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* L1103 — afpec, Ha KOTopbI OTNpaBAsAeTca NakeT, ec/v A5 Hero He HalgeH MapLupyT B
Tabnuue mappyTmnsaumm.

44



PykoBogacTBo no akcniyatauuu WB-3P-PTP6

[ocTyn K YyCTPOICTBY:

B pasgene «oCTyn K yCTPOACTBY» OCYLLIECTB/ISIETCA CMeHa Naposs.

Mpw BXoge Yepe3 web-uHTepdeiic agMmHucTpaTop (Naponb No yMonyaHuio: password) MMeeT NosHbIA focTyn
K YCTPOICTBY: YTEHME W 3annCb N0GLIX HACTPOEK, MOSIHbIA MOHUTOPUHT COCTOSIHUA YCTPOICTBA. /151 CMEHBI
naposisi BBeAMTE HOBbI Naposib CHadYana B none «Maposiby, 3aTeM B nose «MoaTeepxaeHne naponsi» u
HaXKMUTE KHOMKY «[TpUMEHUTb» /151 COXpaHEHUSI HOBOTO Naposisi.

CnekTpoaHanmsarop:
B pasgene «CnekrpoaHannsaTop» OCYLLECTBNAETCA 3anyCck 1 MOHUTOPUHT paboTbl CNeKkTpoaHasmsaropa.

Ha ycTtpoiictBax WB-3P-PTP6 ecTb BO3MOXHOCTbL 3anycka cnekTpoaHanm3aTopa Ha pagnovHTepdelice Radio
6wy,

@ npu 3anycke cnekTpoaHanusaTopa paguonHTepdelic 6yaeT nepeBeeH B PEXIM CKAHMPOBAHUS, UTO
npuBegeT K npepbiBaHuto Bcex Wi-Fi coeguHeHmnii Ha gaHHOM paavionHTepgieiice.

[ns 3anycka paboTbl CNEKTpoaHa/IM3aTopa HaXKMUTE Ha KHomky «CKaHMpoBaTb». B MHOpMaLMOHHOM OKHE,
pacnosoXeHHOM CrnpaBa OT KHOTKW, 0TOBpaxXaeTcsl BpeMsi B CEKYHAAX, NpoLLe/LIee C Hauyana 3anycka
CKaHMpoBaHusl. Bpemsi pa6oThbl cnekTpoaHanmsatopa Ha Radio 6 Ty, 3aHMaeT He 6o51ee 1 MUHYTHI.

« [MocnedHee ckaHuposaHue 6bI/10... — AaTa U BPeMs NOCNeAHEr0 CKaHMPOBaHUS;

* Ymunusayus kaHasia — UHhopmaLys 0 3arpy>XeHHOCTU pafuoKaHasa, BblpaXXeHHasi B MPOLEHTAX;
+ Yacmoma — 4acToTa KaHana B MI'u, Ha KOTOPOM MPOU3BOAUIOCH CKAHPOBAHUE;

* KaHan — Homep KaHana, CoOTBETCTBYIOLLMIA A@aHHOI YacToTe.

© CnexTpoaHannsaTop NPOU3BOANT aHANN3 BCEX KaHA/I0B Ananas3oHa BHe 3aBUCUMOCTMW OT HACTPOEK Ha
pagnouHTepdeiice.

MNoakntoyeHns:
B pasgene «MopgknoueHnsa» otobpaxaeTcs MHpopMaumsi 0 COCTOAHUM NOAKNHOYEHHbLIX YCTPOUCTB.

* Ne — HOMep MOAK/TIFOYEHHOIO YCTPOICTBA B CMUCKE,

* VIMs1 Xocma — ceTeBOoe MMS YCTPOWCTBa,;

* IP-adpec — IP-agpec noakItoHeHHOro yCTPONCTBa,;

* MAC-adpec — MAC-agpec noak/1to4eHHOro YCTPpONCTBa;

* YposeHb cuzHana (RSSI) — ypoBeHb NPUHUMAEMOrO CUrHanNa, AbM;

* YOasieHHbIU RSSI — ypoBeHb NPYUHMMAEMOro CUrHasa BCTPEYHOro YCTPONCTBa, AbM;
* Bpemsi pabombl — BpeMs COefUHEHNS.

[ns BCTyNneHns B culy HOBOW KOHMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCMyo namMsaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». 19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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10.7 MeHo «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMBI.

10.7.1 MogmeHto «becnpoBogHOM KaHau/becnpoBoOAHbIE KITUEHTbI»

B nogmeHto «BecnpoBogHOM KaHa»/«BbecnpoBogHble KNMeHTbI» 0TobpaxaeTcs nHdopmauns o
COCTOSIHUW NOAKMHOYEHHbIX YCTPONCTB. VIHdhopmaLmnsa 0 NOAKIHOHYEHHbIX YCTPOCTBaX HE OTOGpaXKaeTcs B
peasibHOM BpeMeHW. 11151 Toro 4Tobbl 06HOBUTL MHCpOPMAaLIMIO Ha CTPaHWLLE, HEOOXOAMMO HaXKaTb Ha KHOMKY
«OBHOBUTbBY.

B 3aBMCUMOCTM OT pexnma YCTPOWCTBa, «Touka goctyna PTP» nnun «Touka goctyna PMP», 6yaet
[OCTYMHO noameHo «becnpoBogHOM KaHa» U «becnpoBoAHbIE€ KMNEHTbI» COOTBETCTBEHHO.

Onsi yno6cTBa MOHUTOPUHIA CYLLLECTBYET BO3MOXHOCTb Bbl6paTh NapameTpbl A5 oTo6paxeHus. Ans

g
aToro Haxmute Ha ¢ . Mpy HaXKaTUM Ha KHOMKY «[10 YMOMYaHI0» ByyT 0TOGPaKeHbI NapameTpbl Mo
YMO/TYaHMIO.
[ noMcka NoAK/UYEHHbIX YCTPOMCTB AOCTYMNHbI CriefytoLme uasTpbl: N0 BCEM NOMSAM, MO0 UMEHU

xocTa, no IP-agpecy, no MAC-agpecy. 515 Bbibopa hunbTpa HaxMuTe Ha = ®yHKUMOHaN
[OCTYMNEH TO/IbKO B pexume ycTporicTea «Touka goctyna PMP».

Mpw noaceeTtke 3HaveHul Link Quality, Link Quality Common, Link Capacity, RSSI n YaganeHHsbiin RSSI
OpaHXeBbIM LiBETOM HabNAaeTcs yxyalweHve kayectsa CBA3N. EC/in 3HauYeHnss oKpalleHbl B KPaCHbI
LiBET, 3TO YKa3blBaeT Ha 3HAYMTe/IbHOE yXyALeHe CBA3N. PekomeHayeTcs npeanpuvHATbL Mepbl 415
YNyULLIEHUS YCI0BUIA NOAK/THOUEHNS.

Hwxe npuseaeHbl npumepsl nogmeHo «becnpoBogHon KaHa»/«BbecnpoBOAgHbIE KITMEHTbI» B peXMMax
ycTpolicTBa «Touka goctyna PTP», «Touka goctyna PMP» 1 «STA» COOTBETCTBEHHO.

Buerpan wactpoiisa  Mowtopuer  Radio AP Ceremue wactpodn  Cuctema  MctpywenTsi e (Bei

BecnposoaHoi Kawan » 2 O6HoawTH

CraTuerura no Tpadiky
s PaccToRHMe, Yaanennsih RSSI,  Yaanenwsii SNR, BW, Bpema
Cranposarue sbipa # MNe xocta  IP-ampec MAC-anpec KM RSS,ABM  SNR,AB nEM 56 TxRate RxRate Mfy  Bepcua O padortsl DeiicTaue

1 sTA 0 43154 36736 45752 37137 HE NS52 MOS8 HTMCS 0 20 04k OmnouMTE

CrexTpoaranuaarop LGI175.5 LGI6S 00:00:04

SKypran cobumnii
Hypran codema Mepeparo / npukso scero, Gair  5629/1579 Mepeaanc ¢ owwbkanw, naretos 0

Ceresan unciopMauma Mepenaro / npnHaTo Ecero, nakeros 45/ 17 ToBTOpS: nepefasn 3a nocneaHwit nepuon, naketos 0
[RI— Mepeaano / nprwsTo panneix, Gair 4642/ 748 OBes uMcno NOBTOROS nepenadn, nakeTos 0
paprouHTEpdedcax MepenaHo / npuHATe AankbX, naketos 3172 Ckopecs nepegaun / npuewa, ibutic 010
Wrcbopmauma o6 ycTpoitcTee Moaynsauua Mepepako NakeTos MNpHHATO NaKeTOB
mMcso 0 0% 2 100%
HE-N$52-MC56 2 6% 0 0%

HE-NS52-MCS7 15 48% [ 0%

HE-NS52-MC58 14 45% o 0%
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BrcTpanWactpoiika  Momwtopwwr  Radio AP Cereswe wacTpoiimn  Cuctema  MkcTpymenTel u xom)
Becnposoartie KnneHTH >
CrarvicTusa no TpadmKy
Cranuposarue sippa
Hma PaccToAnue, YRaneHHelH ¥AANEHHEIH BW, Bepcna Bpema
Chexmpoananuaarop # MNe xocta  IP-appec MAC-agpec Kn RSSl, g6m  SNR, g6 RSSI, gBm SNR, a6 TxRate RxRate My no paGoTsi DedicTene
[ > o1 STA 60759 2727 65/-60 27427 HEMNSS2MCSe  HENSS2MCS7T 20 0aH OTkniounTE
ypran copers LGI 195 LGI 1463 00:07:16
CeTesan WHbopMaLIKA v 2 SA 50757 30030 51754 34134 HEMNSS2MCS10  HENSS2MCS8 20 0aH OTknounTE
LGI219.4 LGI 1755 00:05:14
Mrchopuauma o
paguonHTepdeicax Mepenaro / NpHHATO BCero, GaliT 203 643 /49 976 MepeazHo € OWHGKaMM, NakeTos 0
Vrchopuauws o6 yerpoiicTee Mepenaro  npukaTo 6cero, nakeros 1317395 MoBTOpE: nepenauu sa nocneawws nepuon, naretos 2
Mepegano [ npuraTo Jankenc, Gair 197 458 /43 704 OBuee wicno nosTopos nepefayi, nakeTos 119
Mepenano / NPUHATO Aarwes, nakeros 1674261 CropocTs nepeaasw / npueua, kGnric 170
Mogynsunn Mepegano naketos NpunsTo nakeTos
MCS0 0 0% 6 2%
HE-NS51-MCS11 0 0% 5 2%
HE-NS52-MCS3 0 0% 1 0%
HE-NS52.MC54 0 0% 1 0%
HE-NS52.MCS5 0 0% 4 2%
HE-NS52.MC36 1 0% 20 8%
HE-NS52MCST 12 1% 42 16%
HE-NS52-MCS8 14 1% 3 12%
HE-N552.MC59 42 3% 150 57%
HE-NS52.MCS10 287 16% 1 0%
HE-NS52MCS11 1338 80% 0 0%
Buictpan vactpofika  Mowwtopudr  Radio  STA  Cereswie wacipoiin  Cuctema  VHcTpymenTs u Boixo]
Becnpoeoanoi kauan > & ObHoBHTL
CramicTina no Tpady
Wms Paccrosmue, Yoanewuoidi  Yaanesuoiit BW, Bepcwn Bpews
Crammposase schipa # MNe xocra IP-agpec MAC-anpec KM RSSI, oM  SNR, b RSSI, nbm SNR, 06 TxRate RxRate My Mo paborbi  [leictene
_ 1 AP 0 -54/-56 33733 -53/-58 31731 HENSS2 HENSS2 20 [F:CH OmianioumnTe
CnexTpoariensatop MCS9LGI  MCS10 00:01:06
195 LGI 219.4
ypHan coBurmuii
Mepenaxo / NpuHATO Bcero, Gant 324281147 802 lMNepenaxo c olwMBKamy, NakeTos 0
Cevesan urdbopmaya
TMepenaHo / NPUHATO BCETD, NaKeTOR 22971086 TMoeTope! Nnepenaum 3a NocnenHuil NepHo, NakeToe 0
Wndhopmauma o N
pannoTepdelicax MNepenaHo / NPUHATO AaHHEIX, BaiT 29 874/79 864 O6Luee uMCcno NOBTOPOE Nepenaul, NakeTos 23
MepenaHo | pUHATO Aakksix, naketos 1741382 Cropocts nepenau | npuema, Gutlc 11121
Vicbopmauma of yeTpoiictee
Mopynauua Mepenaxo nakeToR MpHHATO NakeToR
MCS0 0 0% 56 15%
HE-N§S2-MCS1 0 0% 2 1%
HE-NS§S2-MCS5 0 0% 1 0%
HE-NS§S2-MCS6 0 0% 2 1%
HE-NSS2-MCS7 0 0% 7 2%
HE-NSS2-MCS8 13 % 10 3%
HE-NSS2-MCS9 161 93% 60 16%
HE-NSS2-MCS10 0 0% 121 2%
HE-NSS2-MCS11 0 0% 123 2%

* Ne — HOMep NMOAK/TIOYEHHOIO YCTPOICTBA B CMUCKE;

* WIMs1 xocma — ceTeBOoe MMs YCTPOICTBa;

* IP-adpec — IP-agpec NoAKMHYEHHOIO YCTPONCTBa,

* MAC-adpec — MAC-agpec Noak/Ito4eHHOro YCTPONCTBa;

+ PaccmosiHue — pacCTosiHue [0 BCTPEYHOro YCTPOCTBA, KM,

* Link Capacity — napameTp, KOTOpPbIli 0TO6paxaeT aPeKTUBHOCTb NCMONb30BaHNSA YCTPOCTBOM
MOAyNALMN Ha nepegady. PaccumTbiBaeTcs UCX04S U3 KONMYeCTBA NakeToB, NepefaHHbIX Ha KaXao0i
MOAYNALMN A0 BCTPEYHOTO YCTPOWCTBA, U MOHMKAKLLNX KO3 (hMLUMeHToB. MakcumasibHoe 3HaYeHne —
100% (03Ha4aeT, 4TO BCE NaKeTbl NePeaatoTcs [0 BCTPEUYHOIO YCTPOCTBA HA MaKCMMasTIbHO
MOAYNALMM ANS MaKCMMa/IbHOTO Tna Nss, NoAAEePXXMBAEMOr0o BCTPEYHbIM YCTPONCTBOM).
MuHUManbHoe 3HaueHne — 2% (B cnydae, Korga nakeTbl nepegatoTca Ha Moaynsuum nssTmes0 gns
BCTPEYHOro yCTpoiicTBa ¢ nogaepxkoin MIMO 3x3). 3HaueHve napameTpa paccumTbiBaeTcs 3a
nocnegHvie 10 cekyHz,

* Link Quality — napameTp, KOTOPbIi 0TO6PaxaeT COCTOAHME INHKA A0 BCTPEYHOTO YCTPOMCTBA,
paccunTaHHbI Ha OCHOBaHWW KO/IMYECTBa PETPAHCMUTOB NaKeTOB, OTMNPaB/IEHHbIX BCTPEYHOMY
yCTpoiicTBYy. MakcumasibHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl OTNPaBUANCHL C NEepPBOl
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MOMbITKW), MUHUMaIbHOE 3HaveHne — 0% (HW OAMH NakeT A0 BCTPEYHOrO YCTPOICTBA He 6bl/1 yCneLHo
oTnpas/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a nocnegHue 10 cekyHa;

Link Quality Common — napaMeTp, KOTOpPbIil 0TO6paXkaeT COCTOSAHNE INHKA A0 BCTPEYHOro YyCTPONCTBA,
paccunTaHHbI Ha OCHOBaHWUW KO/IMYECTBa PETPAHCMUTOB NaKeTOB, OTMNPaB/IEHHbIX BCTPEYHOMY
yCTpoiicTBy. MakcumasibHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl OTNPaBUANCH C NepBol
MOMbITKW), MUHUMaIbHOE 3HaveHne — 0% (HW OAMH NakeT A0 BCTPEYHOrO YCTPOICTBA He 6blN1 yCNeLHo
oTnpaB/ieH). 3HauUeHne NapaMeTpa paccunTbIBAETCS 3a BCE BPEMS NOAK/MOUYEHNS BCTPEYHOTO
YCTPOWCTBa;

RSS! — ypoBeHb NpvHUMaeMoro curHana, Abw;

SNR — oTHOLWeHne curHan/wym, ob;

YoasieHHbIl RSSI — ypoBeHb NPUHMMaEMOro CUrHasia BCTPEUYHOro YCTPOWCTBa, AbM;

YoaneHHbili SNR — oTHOLLEHME CuUrHan/WwymM BCTPEYHOro YCTPOCTBa, AB;

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouT/c;

BW — nonoca nponyckaHusi 6ecnpoBogHOro kaHana, Mrr;

CKopocmb repedadyu — CpefHsAs CKOPOCTb Nepefayn gaHHbIX 3a nocnegHue 10 cekyHg, MouT/c;
CKopocmb ripuemMa — CpefHsAsi CKOPOCTb NpremMa faHHbiX 3a nocnegHue 10 cekyHg, MouT/c;

Bepcus O — Bepcust nporpammHoro oéecneyeHns NoAKIUYEHHOro YyCTPONCTBa;

Bpewmsi pabombi — BpeMsi COeQUHEHUS;

Jelicmsue — npy HaxaTuUm KHOMKN «OTKOUNTL» COEAVHEHME C NOAKMHOYEHHBIM YCTPOICTBOM ByAeT
pasopBaHo. [locne OTKIYEHUS YCTPONCTBO NePenoaKIUnTCS;

lNepedaHo/npuHsimo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYEeCTBO NepefaHHbIX/NPUHATLIX HA NOAK/IIYEHHOe
YCTPOWCTBO NaKeTOB;

lMepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/MPUHATLIX Ha NOAKHOYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KO/IMYeCTBO NnepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NakeToB, NepefaHHbIX C OLMbKamn Ha NOAKNHOYEHHOE
YCTPOWCTB;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KONMYeCTBO NMOBTOPOB nepejayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa,

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KoIMYeCcTBO NOBTOPOB Nepefayn Ha NoAK/IHYEeHHoe
YCTPOICTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb riepedadu/npuema, Kbum/c — akTyasibHas CKOpOCTb nepegayn Tpacumka B HaCTOALLMIA
MOMEHT BPEMEHW.
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10.7.2 TMogmeHto «CTaTncTuKa no Tpaguky»

B nogmeHto «Ctatuctuka no tpacuky» otobpaxarorcs rpaddukm CKopocTn npuema/nepegayum Tpacurka 3a
nocnegHvie 3 MMHyTbI, a Takke MHpopMaLmsa 0 KO/IMYecTBe nepesaHHoro/nosry4eHHoro Tpadmka ¢ MOMeHTa

BK/IHOYEHWA YCTPOICTBA.

BeCnpOBHLIE KNHEHTHI
CTaTUCTHEE NO TPAMKY »
Cranmposanwe awpa
CrexTpoananmusarop
HiypHan cobbmii
CeTesan MHEHOpMaLMA

Wndopmaums o
PaAHONHT ca

MtchopuaLma ob ycTpokcTee

BecTpan HacTpoika MormnTopunr

Radio AP CeTeEbie HaCTPORAKK Cuctema HHCTpymMeHTHI

WLAND Tx/Rx KGuTic
Rx 0 KGaric (max: 0.4 KbuTic)
@ Tx 4.8 Kbw/c (max 9.1 Kiwric)

15:06:34 15:06:46 15:06:58 150710 150722 15:07:34 150746 15.07:58 15:08:10 15:08:22 15:08:34 150846 150858 15:08:10 150022 150034 ¢ ¢

LAN TxiRx K6utic
Rx: 0.8 KBurle (max: 18 Kbwric)
@ Tx 5.7 Kwrle (max 38 4 KBuric)

o
15:08:34 15:09:46 15:06:58 15:07:10 15:0722 15:07:34 150746 15:07:58 15:08:10 15:08:22 16:08:34 15:08:46 1508:58 16:08:10 15:00:22 15:00:34 ¢, ¢

Mepenaxo v

[pUHATO v

Mpadmk LAN Tx/Rx nokasbiBaeT CKOpOCTb nprema/nepegaym Tpadmka yepes Ethernet-nHtepdelic yctporictea
3a nocnegHue 3 MUHyTbI. padrk aBTOMaTNYeCKkn 0OHOBNAETCA KaxKable 6 CEKYHA,

Mpadcmk WLANO Tx/Rx nokasbiBaeT CKOPOCTb Npuema/nepegaun tpaduka yepes Radio-nHtepdeiic
YCTPOWCTBa 3a nocrnegHre 3 MUHyTbI. Fpadiuk aBTOMaTtnyeckn 06GHOBISETCS Kaxable 6 CeKyHA,
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OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgpelic — nmsa nHTepdeinca,

+ Bcez2o nakemos — KO/M4eCcTBO YCNeLIHO OTNpaB/IeHHbIX NakeToB;

* Bcezo 6alim — KoIM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

+ Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPV OTMPAaBKE;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MepenaHo ~
Hurepdeitc Bcero naketos Bcero badt OTbpoleHo NakeToB Ownbrn
LAN 9303 7270776 0 0

WLANO 4759 585524 0 0

OnucaHue Tabnuupbl «[pUHAMO»:

* ViIHmepdpelic — nms nHtepeiica;

* Bcez2o nakemos — KONMYecTBO YCNELLHO NPUHATbLIX MaKeToB;

+ Bceeo 6alim — KONM4YecTBO YCMELIHO NPUHSATbIX GaiiT;

+ Om6pOoWEHO Nakemos — KO/IMYECTBO NaKeToB, OTOPOLLEHHbIX NPV NOTYYEHUM;
* OWU6bKU — KOSIMYECTBO OLLMOOK.

MpuHATO ~
Wutepdpeic Bcero naketoB Bcero GaiT OTOpoweHo nakeToR Ownbkmn
LAN 92780 13985580 0 0

WLAND 60 5398 0 0
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3 TMMoameHto «CKkaHupoBaHue agoupar

B nogmeHo «CkaHupoBaHue achupa» OCyLLECTB/IAETCH CKaHMPOBaHVe OKpYXaroLLero pagnoadupa v
06Hapy)XeHune coceHNX yCTPONCTB.

BbiCTpan HacTpoiika MoHuTopuHT Radia AP CETEBLIE HACTPON Cucrema IHCTpYMEHTEI T (BEDIOA)

EecnpoBogHES ENUEHTE MocnegHee ckadMposanne Seino 09.07.2025 10:49:39

CTaTMcTWEE no Tpadmey
6Ty
CrkaHuposaHue ahupa >
Ouanason Pexum SSID Pesxum DesonacHocTH MAC-agpec Kanan / lLnpuna RSSI, pbm
CnekTpoanannzatop 6Ty AP WRAZ_1X 580 -1
HypHan coBeiTHi

CeTeean vHopMaUma

HHbopMaums o
paguokHTepteicax

Mudgopmauma of ycTpoiicTee

[nsA 3anycka npouecca ckaHMpoBaHUs ahmpa HaXXMUTE Ha KHOMKY «CkaHMpoBaTb». Mocne 3aBepLUeHunst
npouecca Ha cTpaHuLe NOSIBUTCA CNMCOK 06HAPYXEHHBIX B paano3adnpe YCTPONCTB 1 MHopMaLMS O HUX:

lNocnedHee ckaHuposaHue 6bI/10... — Aata U BPeMs NMoc/iefHEro CKaHMpoBaHus,

Juana3oH — ykasbiBaeTcsa gnanasoH 6 'L, B KOTOPOM 6bI/I0 0GHaPYXXEHO YCTPONCTBO;

Pexxum — pexxum paboTbl pagnonHTepdeiica ycTpoicTsa;

SSID — SSID o6Hapy>XeHHOro yCTpPOICTBa,;

Pexxum 6e3onacHocmu — pexumm 6e30MacHOCTM 06HapPY>KEHHOro YCTPONCTBA,;

MAC-adpec — MAC-azpec o6Hapy>XeHHOro yCTpOCTBa;

KaHas/LLlupuHa — pagmokaHas, Ha KOTopoM paboTaeT 06HapyXeHHOe YCTPOCTBO;

RSSI — ypoBeHb, C KOTOPbIM YCTPOWCTBO NPUHUMAET CUTHaUT 06HAPYXXEHHOro YCTPOCTBa, ABM.

Bo BpeMmsi ocyLLeCTB/IEHUSI CKAHUPOBaHWA 3chupa paamonHTepdeiic ycTpolicTBa 6yaeT OTK/IOUEH, YTo
npuBeaeT K HEBO3MOXHOCTY Nepeaayn AaHHbIX KITMEHTCKMM YCTPONCTBaAM BO BPpEMSI CKAHUMPOBAHWS.
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10.7.4 TlogmeHio «CnekTpoaHasm3arop»

B noameHo «CneKkTpoaHasiM3aTop» OCYLLECTBSETCS 3amnyCcK ¥ MOHUTOPUHT paboTbl CNeKTpoaHansaropa.

Ha ycTpotictBax WB-3P-PTP6 ecTb BO3MOXHOCTb 3arnycka crnekrpoaHasim3aropa Ha paguovHTepdelice Radio
6.

3anyck cnekrpoaHasmsaropa Ha nounHTepdelice

@ npu 3anycke cnekTpoaHanusaTopa paguonHTepdelic 6yaeT nepeBeeH B PEXIM CKaHUPOBAaHUS, UTO
npusegeT K npepbiBaHuio Bcex Wi-Fi coeguHeHunin Ha gaHHOM pagvonHTepderice.

BricTpar HacTpoiika MoHUTOPMHT Radio AP CeTeskle HACTPOMKA Cuctema MHCTpyMeHTE

BecnposoHol kaxan % CraHMpoBaTL CkanmpoBanue 3aiMeT He Gonee 40 ¢

CratucTuka no Tpadpiky

(ewxoa)

MocnenHee ckanvpoeanue Gewno 07.05.2025 06:20:20
CraHnpoeanue sthupa 20

CnexTpoaHanuzatop »
35 Kawan: 61
HypHan cobeimvi Yacrora: 6255 My
caypn 37%
Cetesan uHgopmauya 30

Wrcbopmauma o
pagvonHTepdericax

25

Wrdbopumaupma of yctpolictee

Yrunusayws kaxana, %
~
S

15

5 |
M | T | I

6000 6100 6200 6300 6400
Yacrora, My

[na 3anycka paboTbl cnekTpoaHasim3aTopa HaXXMUTe Ha KHOMKY «CkaHupoBaTtb». B MHpopmaLMOHHOM OKHe,
pacnosioXeHHOM crpasa OT KHOMKKW, 0TO6paXkaeTcs BPeMs B CeKyHAaX, NpoLlellee ¢ Havyasia 3anycka
CKaHupoBaHus. Bpems paboTbl cnekTpoaHanm3aTopa Ha Radio 6 Ty, 3aHMmaeT He 6onee T MUHYTHI.

* [locnedHee ckaHuposaHue 6b1/10... — fata U BPeMs Nnoc/eHero CKaHMpoBaHus;

* Ymusu3ayusi kaHasia — HhopMauns 0 3arpy>eHHOCTU paZuokaHasa, BbipaKeHHas B npoLueHTax;
+ Yacmoma — vyacTtoTta kaHasia B MI'L, Ha KOTOPOM NPOn3BOAUIOCHL CKaHNPOBaHWE;

+ KaHa/1 — HOMep KaHasa, COOTBETCTBYIOLLMIA JaHHOI YacToTe.

© CnektpoaHanusaTop NpPOU3BOANT aHa/IN3 BCEX KaHAIOB Avanas3oHa BHe 3aBUCMMOCTY OT HACTPOeK Ha
paanovHTepdelice.
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10.7.5 TMoamMeHo «)KypHan cobbITUiA»

B noameHo «XXypHas coBbITUIA» MOXHO MPOCMOTPETb CMCOK MHC(DOPMALMOHHbLIX COOBLLEHUNI B peaslbHOM
BPEMEHMU, COAEPXKALLMNIA CNEAYHOLLYI0 MHCDOPMALMIO:

BuicTpan HacTpoika MoHuTopuHr Radio AP CeTeskie HACTPOHKM Cucrema WHetpymeHTsl - (BbiX00)
becnposoaHoil kaHan & ObHoBMTL & Ounctve
Crameruea o Tpadyry Nata u Bpema Tun Mpouecc CoobuleHue
Crarmposarine agypa Oct 6 06:38:36 user.info monitord spectrum analyzer on interface ‘wlan0' finished
Cnextpoananuzatop Oct 6 06:38:32 user.info monitord start spectrum analyzer on interface 'wlan0’
HKypran cobermvi » Oct 6 06:28:51 authpriv.infe weblogin[2041] pam_unix(weblogin:session): session opened for user admin
CeTesan HhopMaLmA Oct 6 06:28:44 auth.wam weblogin[2034] pam_authenticate call failed: User not known to the underlying authentication module (10)
WichopuaLus o Oct 6 06:28:42 authpriv.notice weblogin[2034] pam_unix(weblogin:auth): authentication failure
panMoMHTepdeicaX Oct 6 06:28:42 authpriv.notice weblogin[2034] pam_unix{weblogin:auth): check pass; user unknown
Wrdpopmauma 00 yctpoiicTee Oct 6 06:28:38 auth.warn weblogin[2031] pam_authenticate call failed: User not known to the underlying authentication module (10)
Oct 6 06:28:35 authpriv notice weblogin[2031] pam_unix(weblogin-auth): authentication failure

+ [ama u spemsi — Bpemsi, Korga cobbiTue 6b110 CreHepPMPOBaHO;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;

+ poyecc — nms npougecca, CreHepMpoBaBLIEro CoobLeHE;

+ CoobuweHue — onucaHne coobITus.

Tabnmua 5 — OnucaHne Kateropuin BaXxHOCTU cobbITuiA

YpoBeHb Tun BaXXHOCTU OnucaHue
Co00LeHnN
0 UpesBblyaiiHble B cucTteme npousoLunia Kputuyeckas owmnoka, cuctema MOXeT paboTtatb
(emergency) HenpaBu/IbHO
1 CurHansl TpeBoru (alert) Heob6xoauMo HeMeA/IeHHOe BMeLLaTelbCTBO B CUCTEMY
2 Kputnueckue (critical) B cucteme npousoLuna Kputnyeckas owmnoka
3 OwnbouHble (error) B cucteme npomsoLuna ownbka
4 MpeaynpexaeHus MpenynpexaeHne, HeaBapuiiHoe coobLleHne
(warning)
5 YBegomneHus (notice) YBeAomMeHne cuctembl, HeaBapuiiHoe coobLueHne
6 ViHdhopMaLMOHHbIe VIHdhopMaLMOHHbIE COOBLLIEHMS CUCTEMBI

(informational)

7 OTtnagouHble (debug) OTnagouyHble COOBLLEHMS NPEAOCTaBSAT NO/b30BaTE/N0 UHADOPMALIMIO A5
KOPPEKTHOW HACTPOKN CUCTEMBI

[ns nonyyYyeHns HOBbIX COOOLLEHUIA B XXypHasie COObITUIN HEOBXOAUMO HaxXaTb Ha KHOMKY «OBGHOBUTbLY.
Mpyn HEO6XOAMMOCTY BCE CTapble COOBLLEHNS U3 XXypHaIa MOXHO YAA/IUTb, HAXXaB Ha KHOMKY «OUnNCTUTb».
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10.7.6 TMoameHio «CeTeBas MHGoOpMaLnsa»

PykoBogacTBo no akcniyatauuu WB-3P-PTP6

B noameHio «CeTeBasi UHpOpMaLUA» OCYLLECTBSIETCS NPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

BricTpan HacTpoika MoHATOPMHT

BecnposogHoi kanan
CramucTuka no Tpadmky
CraHuposaH1e acupa
CnexTpoaHanuaatop
HKypHan cobeimai
Cetesan wHdropmauya >

WMhchoprauya o
paguouHTEpdelicax

Whbopmauma ob ycTpoiictse

Radio AP CeTeBble HACTPOHKM Cucrema WMHCTpyMEHTE]

Craryc WAN
WnTepdeiic brl)
MpoTokon DHCP
IP-agpec
MpunATo 4.9 Maiit (5 178 169 Baiit)
Mepenano 2.2 MBaiit (2 313 173 Baiit)
Ethernet
CocToAHue nopta Up
CropocTs 1000

Oynnexc Full

Ne IP-appec

MapLipyTel ~
Ne Wutepdeic Hazna4enne
0 brl 0.0.0.0

1 br0

MAC-agpec

Wz Macka
0.0.0.0

0.0.0.0

-

Dnaru

UG

(BeXog)

Cratyc WAN:

* MlHmepdpetic — nms bridge-nHtepdelica;
* [Mpomoko/s1 — NPOTOKON, UCNOob3yeMblin onsa goctyna k cet WAN;
* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLUHEN CETY;
* [MpuHsIMO — KONNMYecTBO NPUHATLIX Ha WAN 6Gair;

+ [NepedaHo — KonmyecTBO nepegaHHbix ¢ WAN 6aiT.

Ethernet:

« CocmosiHue nnopma — coctosiHme Ethernet-nopta;

+ CKopocmb — CKOPOCTb MOAK/IHoUeHUst o nopty Ethernet;

« dynaekc — pexvum nepegayn faHHbIX:
* Full — nonHbIi gynnekxc;
+ Half — nonygynnekc.

ARP:

B ARP-Tabnuue cogepxutca nHpopmaumsa o coorsetcteun IP- n MAC-agpecoB coceHNX CETEBbIX YCTPONCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;
+ MAC-adpec — MAC-agpec ycTpoiicTsa.

MapLipyThbl:

* MIHmepgpetic — nms bridge-nHtepgeiica;
* HasHnavyeHue — IP-agpec xocTa nav NoACETN Ha3HAYEHNS, A0 KOTOPbIX YCTAHOB/IEH MapLLpPYT;

* Lmo3 — IP-aApec LWo3a, Yepes KOTOPbI OCYLLIECTBSIETCS BbIXOA HA apecara;

+ Macka — macka nogceTu;
* ®iazu — onpefenieHHble XapaKTePUCTVKM JaHHOTO MapLupyTa.
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

CyLLEeCTBYIOT ClieaytolLMe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W ABISAETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/IHOYEHEM. Bce npoyvie MapLupyTbl NPOXOASaT vyepes
BHeLLHWe wto3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH ANHAMUYECKUM MPOTOKO/IOM MapLUpyTusauum,
paboTaloLyM Ha NOKasTbHO cucTeMe, NocpeAcTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obis1 06aBNEH B pe3y/ibTare NoyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHusi ICMP Redirect,
MapLUpyT BK/IOYaeTCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHne ans
nocneayoLmx nakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHWIO, BEPOSITHO, B pe3y/ibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/1a MapLUpyTU3auun Ha NTIOKaUTbHOM cucTeMe 1 NpuMeHeHus napameTpa mod.

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLLpPYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.

C — yKasbIBaeT, UTO UCTOYHVMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum agpa.

L — ykasbIBaeT, 4TO NyHKTOM Ha3HauyeHuss MapLupyTa SBIsSeTcs O4MH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/lbHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSETCA LWMPOKOBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe mapLupyTmsaumm.

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbleBbiM (loopback) nHtepdeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHNE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aumm.

I — ykas3bIBaeT, UTO AeTarpammbl, HaNnpasnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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10.7.7 MogmeHto «MHdhopmauns o pagnonHtTepdence»

PykoBogacTBo no akcniyatauuu WB-3P-PTP6

B nogmeHto «MHhopMaums o paguouHTepdeiice» 0TOOpaXeEHO TeKyLLee COCTOSHNE paanonHTepdenca

YCTpPOWCTBA.

BricTpan HacTpoiika MoHuTopUHT

BecnposogHsle KMeHTE!
CramicTuka no Tpaduky
CraHvposaHie 3chvpa
CnexTpoaHanusaTop
HypHan cobemui
Cetesan uHdpopmauma

Wucbopmauun o
paauouHTepdeiicax >

Wrdpopmauma of ycTpoiicTee

Radio AP

Radio 6 Ty
Craryc
MAC-agpec
2=
Kanan
Wnpuxa kaHana, My

YeuneHue aHTeHHs!,
Jal 5771

MoTepu & kabene, ob
MouyocTe curvana,
nbm

UMM, oBm
YpoeeHs wyma, 46m
MpoueHT

NOBPEXAEHHEX
naKeTos

CeTetle Hac

TPOFKM

Brmiouero

IEEE 802.11ax
1 (5955 M)

20

22
-93/-93

Cuctema

WHCTpyMeHTEl

YTunuaaumwa kanana

l
1%

PacnpegeneHue YpoBHs Luyma

W Zarpyzra paguonHTepdelica Ha nepegayy: 0%

B Zarpyska pagmonnTepdeiica Ha npuem: 1%

Il CoraHaneHas uHTepdepeHLMA: 0%
VikTeptbeperupn oT He Wi-Fi yorpolicts: 0%

CeoboaHo: 99%

58 =3 -0 -5 -0 65 50 55 -1 nEm

PafmonHTepdheiic ycTpoiicTBa MOXET HAX0AMTLCS B ABYX COCTOSHUSIX: «BKIOUEHO» UK «BbIK/THOYEHO». B
3aBMCUMOCTY OT cTaTyca MHTepdieiica 4151 MOHUTOPMHIa AOCTYMHA CeayLwas nHopmMaLus:

«BbIKNHOYEHOY:

+ Cmamyc — COCTOsIHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;

«BKNOYeHO»:

« Cmamyc — coCTosIHVEe paavonHTepdeiica;

MAC-adpec — MAC-agpec pagnovHTepdelica;

Pexxum — pexum paboTbl pagmonHTepdgeica cornacHo ctaHgaptam IEEE 802.11,

Cmamyc nodk/1lo4eHUs1 — COCTosiHME nodknoueHust knveHTa (STA) k Touke goctyna (AP). JocTynHo
TO/IbKO [/15 pexuma ycTporcTea «KnneHT»,

KaHas — Homep 6ecnpoBOAHOro KaHana, Ha KOToOpom paboTaeT pagnonHTepdeiic;

WupuHa kaHana, MMy — wypviHa Nosockl YacToT KaHasa, Ha KOTOPOM paboTaeT pagMonHTeEpPdIeiic;
YcuneHue aHmeHHbI, 0bu — KO3MULMEHT YCUIEHUA BbIOPAHHOM aHTEHHDI,

MowHocmb cueHasia, 0bM — MOLWHOCTb CUrHana, Ha KoTopoi paboTaeT pagnonHTepdeiic;

ANVIM, 0bm — 3thhekTMBHAA U30TPOMHO-U3/TyHaemMas MOLHOCT;

YposeHb Wwyma — ypoBeHb LyMa KaHas1a, Ha KOTOpOM paboTaeT paanonHTepdec;

lpoyeHm nospexoeHHbIX Nakemos, % — [0NSA NAaKeTOB, KOTOPble Obl/IN NMPUHATDLI, HO COAEPXas OLLUMOKM
1 OblI OTOPOLLEHBI.

OnucaHue gnarpaMmsbl "YTunnsaums kaHana':

Onarpamma "YTunumsauyum kaHana' npefoctaBnsaeT HarnsgHoe npeactaBneHe MHopMaumm 0 3arpy>KeHHOCTH
pajvokKaHana, BbipaXeHHo! B npoueHTax. O6Las ytunmsaumsi kaHana (3HayeHne B LEHTPe Avarpammbl)
paccunTbIBAETCS Kak CyMMa CiefyHLmx KOMNOHEHTOB:

3azpy3ka paduouHmepgpelica Ha nepedayy — NPOLIEHT BPEMEHU, B TEUEHWE KOTOPOTO YCTPONCTBO
aKTUBHO NepeaaeT AaHHble Yepes3 pagnmonHTEPEIiC;
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

+ 3aepy3ka paduouHmepgpelica Ha npuem — NPOLEHT BPEMEHU, B TEYEHME KOTOPOro YCTPOMCTBO 3aHSTO
NPMEeMOM AaHHbIX Ha paanouHTepdeiice;

+ CokaHa/lbHasi uHmephepeHyusi — NPOLIEHT BPEMEHM, B TEYEHNE KOTOPOro KaHaul 3aHAT 13-3a paboTbl
Apyrux Wi-Fi ycTpOIACTB, MCNOMb3YOLWUX TOT Xe WU NepekpbIBaloWNACSA KaHaul, HO He SBNSIOLLMXCS
LeneBbIM NoslyyaresieM CurHana ot JaHHOro yCTponCTBa;

* lHmepchepeHnyusi om He Wi-Fi ycmpoldcms — NPOoLEeHT BPEMEHU, B TEYEHNE KOTOPOro KaHaul 3aHAT 13-3a
CUIHas10B, reHepupyeMbIX YCTPOKCTBaMu, He COOTBETCTBYOLWMMN cTaHaapTy 802.11;

* CB0OOOOHO — NPOLEHT BPEMEHW, B TEYEHNE KOTOPOro KaHas1 CBOOOAEH.

OnucaHue rpadmka "PacnpegenexHve ypoBHs Lyma':

Mpadmk "PacnpepeneHvie ypoBHs WyMa" NoKasbIBaeT CTAaTUCTUYECKYH 3allyM/IEHHOCTb 3¢hupa, NokasbiBasi,
Kakas [0N1s BPeMEHU NPUXOANUTCS Ha Kaxablii ypoBEeHb (DOHOBOTO Lyma (aBM).

JaHHble Ha cTpaHuue aBToOMaTU4YeCcKu ob6HoBNsIETCA KaXgble 5 CeKyH/A.

10.7.8 MogmeHto «MHpopmauns 06 ycTpoiicTee»

B nogmeHto «MHchopMauma 06 ycTpoiicTBe» 0TOOPaXKeHbl OCHOBHbIE XapaKTepPUCTUKM YCTPOICTBA.

Y V; LT e X @ TecroBslii peskim

BricTpan HacTpoika MoHUTOPHHT Radio AP CeTeBtle HaCTPOHKMA Cuctema MHCTpYMEHTRI - (Bbixog)

BecnpoeogHoi KaHan IManenue

£ AnnapaTHaA BepcuA 1v2
Cramuctuka no Tpadmky

3aeoacroil MAC-agpec EC:B1:E0:2D:9B.00

CranvposaHue achiupa
CepuiHeii Homep WP58000152

NEKTpoaHanu3ar

CnexTpoaHanuaatop Bepeua N0
HypHan coBeimil Peaepanan sepcva MO

Bepcuna sarpyauunka

CeTesan MHPOPMALMA P Py

CrwctemHoe Bpema 06.10.2025 05:39:50
Whchopmauua o
papmouHTepdeiicax Bpems pabotsl 04w, 00:21:15

Wndpbopmawma of ycTpoiicTee > Sy 2%

Wenonsayeman namate 41:,9 98 Moat f 237 Mbaitt

& OBHoBMTS

* V/I30es1ue — HaMeHOBaHWe Mofeny YCTPONCTBa,

*+ AnnapammHdasi sepcusi — Bepcus annaparHoro obecneyeHus yCTponcTsa;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpoicTBa, yCTaHOB/IEHHbIN 3aBO40M-
N3roToBUTENEM;

+ CepuliHbili HOMEpP — CepuiiHbIA HOMep YCTPOICTBA, YCTaHOB/IEHHbI 3aBOA0M-U3rOTOBUTENEM;

* Bepcusi O — Bepcus nporpammMHOro obecrnevyeHns yCTponcTea;

* PesepsHas sepcusi 10 — npeabiaylias yctaHoBeHHasa sepcud M0O;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTponcTsa;

+ CucmeMHoe 8peMsi — TekyLune BpeMs 1 Aara, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombl — BpeMsi paboTbl C MOMEHTa NOC/NEAHEr0 BK/IOUYEHMSA NN Nepe3arpy3kn yCTPONCTBa;

+ 3aepy3ska L[1Y — cpefHWii NPOLIEHT 3arpy3ku npoueccopa 3a nocnegHune 5 cekyHa,

* Vlcrnionib3yemasi namMsimb — MPOLLEHT NCMONb30BaHNA (Pr3NYecKor namsaTn yCcTpoicTaa.
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10.8 MeHio «Radio»

B meHto «Radio» npounsBoguTca HacTpoiika 6ecnpoBoAHOro nHTepdeiica.

10.8.1 MoameHto «Radio»

B nogmeHto «Radio» ocylllecTBNSIOTCS HACTPOIAKM OCHOBHbIX NapaMeTpoB paanonHTepdieiica ycTpoiicTea.

EwcTpaAwacTpolica  Mowntopmwr  Radio AP CeTesmi wacTpodmn  GRCTEM3  MMCTDyMEsTH LT

Radio > OBwie
208 Pewan yorponcTes Touka accryna PTP ~
fenonkurensro Pemima 802,11 EEE 802.11ax v

AstouaTwecowdi sufiop caHana @

CrossuaiTs camcos sshancs

Wnpina kawana, My 40 v
Ocugasod tanan Lower v
ECADOSEHHER USKTDANKKER YSETOTE
OWECHDOBIHHAR KAKANSHAR CKODO<TS NEPERZUN Auto v
MEKCHMENEHIR KIKENEHER CROPOCTE NEpEnaL Auto ~
M EKCAMANEHEA KEHANEHEA CCOPOCTE MU Auto v
AsToOnpeasnEss paccTOmNR
Paccromsme, o []
YNpaBneHne MOWHOCTLIC CUrHana
MougocTs cursans, ABu 8 v
ASTOMSTMECEOS YnpaEnesus woumoeTs (D
Uienesoe sszuskne RSSI, aSu -50
T asTenm Qchoernan KU4SIS0CM v
Koaddmumen yomnennn asmenns, a5 185
TDD
Bkmoms [
[inws camps, wo 10 v
Coomwoweswe Downfink/\Uplink AsTousTHuzCKoE v

50150
JononxurensHo ~

m  Oness

O6LLe HAaCTPOWKN:

+ Pexxum ycmpolicmsa — pexnm paboTbl pagnonHTepdeica ycTponctea. [JOCTyMHbI:
+ To4ka docmyna PTP — Touka-To4Ka,;
+ To4ka docmyna PMP — To4YKa-MHOroTO4Ka,;
+ KnueHm — 6ecnpoBofHoOI KnneHT (STA).
« Pexxum 802.11 — pexxum paboTbl MHTEpdieiica cornacHo ctaHgapTam:
+ IEEE 802.11ax;

+ Asmomamuuyeckull 8bI60p KaHasa — nNpun ycTaHOBNEHHOM doniare yCTPOUCTBO ByAeT aBTOMaTNUYECKN
BblOMpaTb HAMMeHee 3arpyXeHHblli paanokaHan ansi pabotbl pagmonHTepdieica. Mpu cHATOM dhnare
OTKpbIBaAETCH AO0CTYN A1 YCTaHOBKM CTaTUYeCcKoro paboyero kaHana;

* KaHas1 — BbIOOp KaHasia nepefayv AaHHbIX;

+ O2paHuyumsb CrucoK KaHasio8 — Mpu yCTaHOB/IEHHOM (p/iare yCTpoNCTBO OyAeT UCMOo/b30BaThb
OrpaHyeHHbIN Nosib3oBaTesieM CrMCoK KaHas10B /15 paboTbl B aBTOMAarn4yeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KaHa/10B» HE YCTaHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO YCTPONCTBO 6yaeT BbibMpaTb paboumnii KaHan 13 BCex AOCTYMHbIX KaHa/10B JaHHOT0
AnanasoHa 4YacTtoT. KaHanbl gnanasoHa 6 'u; 1-93;

+ PaspeuweHHsbll criucoK KaHasio8 — HaCTPOKa AOCTYMNHA B peXxunme ycTponcTea «KnneHt». MNpn
yCTaHOB/IEHHOM doniare yCTpOMCTBO OYyAET UCNOb30BaTb OrpaHNYeHHbI Nosib3oBaTesieM ClMCOK
KaHas10B /19 CKAHNPOBaHWNS 1 0GHapYXXeHNe BCTPEUHbIX YCTPONCTB. Ecnun donar HanpoTtus
«Pa3pelweHHbIl CrucoK kKaHas108» He YCTaHOB/EH WX B CNIUCKE OTCYTCTBYHOT KaHaslbl, TO YCTPOMNCTBO
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OyAeT ckaHMpoBaTb BCe AOCTYMNHbIE KaHas1bl AaHHOMO Anana3oHa YacToT. KaHauibl guanasoHa 6 M 1-
93;
UlupuHa kaHana, MMy — WwvpnHa Nosiockl YacTOT KaHaa, Ha KOTOPOM paboTaeTt YyCTPONCTBO, NPUHUMAaET
3HaveHns 20, 40,80 n 160 MI'y;
OCHOBHOUI KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TO/IbKO NPW NPONYCKHON CNOCOBHOCTY CTaTUYECKM
3aflaHHOro kaHana, pasHoii 40 MI'y,. Kanan 40 MI'y, MOXHO cyMTaTb COCTOSLLMM U3 ABYX KaHanos no 20
MI U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NePBUYHBIM U
BTOPUYHbIM KaHa/1aMu:

+ Upper — nepBU4YHbIM KaHas1oM ByaeT BepxHuiA kaHan 20 MMy, B nonoce 40 MIy;

+ Lower — nepBUYHbIM KaHa/10M ByaeT HKHUI kaHan 20 MIy, B nonoce 40 MIy,
duKcupoBaHHasi YeHmpasibHasi Yacmoma — npu aktueauum cpnara Becb Tpagmk (NakeTbl AaHHbIX 1
ynpaefeHus) 6yaeT nepeaaBaTbCs Ha YKa3aHHON LIeHTPasIbHOI YacToTe KaHasla ¢ 3aaHHOl LLUMPUHO
nonocsl (40/80/160 MI'L). DYHKLMS SABNSIETCA NPONPUETAPHOIA, Nepeada BeAeTcs He Mo cTaHaapTam
IEEE 802.11, rae npegnonaraeTcs UCMNonb30BaHVe pasHbIX LEeHTPasIbHbIX 4acToT 1A Tpadouka AaHHbIX 1
ynpasneHus npu wupunHe kaHana 40/80/160 My,
PuKcupoBaHHasi KaHaslbHasi CKOpocmb repedadu — (PUKCUPOBaHHas CKOPOCTb 6ecnpoBOAHON Nepesayn
[AaHHbIX, onpefensemas cneuudmkaumamm ctaHgapra IEEE 802.11/ax;
MakcumasibHasi KaHa/lbHasi CKopocmb fepedaqyu — MaKCMasibHas CKOpoCTb 6eCnpoBOAHOM Nepegayun
[AaHHbIX aHHOro YCTPONCTBa, onpeaensemas cneungpukaumsamm ctaHgapta IEEE 802.11ax;
MakcumasibHasi KaHa/lbHasi CKopocmb fpuemMa — MakCMasibHas CKOpoCTb 6eCnpoBOAHONM Nepesayn
[laHHbIX BCTPEYHOro YCTPOICTBa, onpeaensemas cneumdvkaunsamm ctaHgapta IEEE 802.11ax. JocTynHo
TONbKO B peXmMax ycTpoiicTBa «Touka goctyna PTP» n «<KnneHt»;
AsmoorpedesieHue paccmosiHusi — Npu YCTaHOBIEHHOM chiare yCTPOWCTBO ByaeT aBToMaTU4ecku
onpenenaTb U HacTpavBaTb PacCTOsTHUE MeX/y YCTponcTeamu;
PaccmosiHue, kM — pacCcTosiHMe Mexay YyCTpoicTBaMu B KUOMeTpax. ViaMeHeHne 3HavyeHus
paccTosHMA N3MEeHUT 3HaYeHne Taim-ayta ACK. PaccTtosHne criefyeT OKpyrisiTb B 60/1bLUYHO CTOPOHY.
Hanpumep, ecniv pacctosiHne Mexay ycTporicTBamu 3,2 KM, TO HE0O6X0AMMO yKa3aTb 4 KM.

MapameTpsbl «KaHan», «lLUnpuHa kaHana», «OCHOBHOI KaHa» AOCTYMNHbI TO/IbKO B peXNMe YCTPonCTBa
«Touka pgoctyna PTP» nnu «Touka goctyna PMP».

B cnyyae, ecniv B cnmcke «OrpaHMymTb CMCOK KaHaU10B» YKa3aH HeoCTYNHbIN 415 Bbibopa kaHasl, To
OH OyZeT oTMeYeH cepbIM UBETOM. [/1 TOro 4tobbl HoBasA KoHGMrypaums bblna npyMeHeHa Ha
YCTPONCTBE, B cnncke «OrpaHnynTb CNMCOK KaHa0B» A0/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha ycTpolicTBe eLye He NPOM3BOAMIOCH HUKAKMX HACTPOEK, Mo ymonyaHuto Ha Radio 6 'y,
ycTaHoBneHa «LvpuHa kaHana» 20 My, a B cnncke «OrpaHNYnUTb CIMCOK KaHas10B» KaHaslbl He
yKa3aHbl.
JonycTtnm, BpyUHy B CNMCOK «OrpaHnyinTb CNNCOK KaHau1oB» Oblsiv fobasneHsl 37,41,45,49 kaHauibl n
nosiBunacb He06XoANMMOCTb YCTaHOBUTL NapameTp «LUupuHa kaHana», paBHbii 40 MI'y, Mpwn
n3mMeHeHun gaHHoro napameTpa ¢ 20 My Ha 40 My, npoucxoanT criegytollee:
* ONSA pefakTnpoBaHns OTKpbiBaeTcs napametp «OCHOBHOM KaHas1», MPUHUMAtOLLMI 3HAYeHe Nno
ymonuaHuto «Upper»,
* KaHasbl 41 1 49 B cnucke «OrpaHMYnTb CMUCOK KAHA/1I0B» MEHSAKOT CBOW LIBET C CUHETO Ha
CepbIil.

Ecnu namennts napametp «lnprHa kaHana» Ha 40 My, 1 He yaanuTb cepble KaHaslbl U3 Cnncka, To
NPy HaXXaTun Ha KHonky «MpuMeHuTb» B 6pay3epe nosasuTcs olnbka «BBefeHHbIe faHHble coaepxar
OLUNGKM. N3meHeHNs1 He Bbln NpUMeHeHbl». COOTBETCTBEHHO, KOH(PUIypaLmsa yCTponcTea n3MeHeHa
He ByaeT. 3TO NPONCXOAMT MO NPUYMHE TOrO, YTO KaHaslbl, BblAE/IEHHbIE CEPbIM LIBETOM B CMNMCKE
«OrpaHn4nTb CMMCOK KaHas10B», HE NOAX0AAT Nog, onpeaeneHne «OCHOBHONM kaHan» = Upper.
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@ nNapameTp MakcMMabHOI kaHabHOM CKOPOCTV MPUeMa UCMOMb3YIOTCS /151 YKa3aHUs MakCUMasbHOM
KaHa/1bHOI CKOPOCTM NepeAayun BCTPEYHOMY YCTPOWCTBY.
Mo3aToMy, HacTpavBasi MakCUMasibHYH KaHaslbHY CKOPOCTb MpUeMa, Hanpumep, Ha knmeHTe (STA),
HacTpavBaTb MakCMMaJslbHYt0 CKOPOCTh Nepepayuun Ha Touke goctyna (AP) He HyXHo.

YnpaB/eHne MOWHOCTbIO CUrHana:

YrpaeneHue MOLHOCTEH CUrHana

MowmHocTs curqana, ABwm 14 v

ABTOMaTMYECKDE ynpaeneHue
MOLLHOCTLED

Llenegoe sHaueHwe R3SI, obm 50
Tun aHTeHHEI OdpcetHan KU45/50CM hd
KoadpdhmupmenT younesma aHTesHel, abu 255

+ MowHocmb cueHana, 0bm — perynupoBka MOLLHOCTU curHasia nepegatumka Wi-Fi;

+ ABmomMamuyecKkoe yrnpas/ieHue MOUWHOCMbIO0 — aBToMaTnyeckas perynmpoBka MOLLHOCTU curHana
nepegarumka Wi-Fi;

*+ Ljenesoe 3Ha4eHue RSSI, 0bm — LieneBoii nokasaresib MOLWHOCT NPUHUMAEMOro PaanoCUrHaNa;

+ Tun aHmMeHHbI — BbIGOP TUNA YCTaHOBIEHHOW aHTEHHbI;

+ KoahhuyueHm ycusneHus aHmeHHbI, 0bu — KoathMUMEHT YCUIeHmsa ANns BblI6paHHOro Trna aHTEHHbI.

1DD:

TDD — 3T0 TexHoMorns 6eckonIM3MoOHHOMO A0CTyNa C BPEMEHHLIM pas3ae/ieHMeM KaHasna, kKotopas
CUHXPOHU3UPYET Nepefady JaHHbIX B 060MX HaNpaB/feHnsiX B pamMKax BPEMEHHOTO Kaapa:

TDD
Brnroumts
OnwHa kagpa, mc 10 hd
CootHowenne Downlink/Uplink DUKCHpOBaHHDE hd
o —
50/50

* Bk/1ro4umb — npu yCTaHOB/IEHHOM doiare onuus BK/IK0YEHa, MHaYe — BbIK/I0YEHa.
+ [nuHa kadpa, mc — pnutenbHocTb TDD-kagpa B MunancekyHaax, npuHumaet 3HadeHusa 5, 10 mc;
+ CoomHoweHue Downlink/Uplink — cooTHoweHne BpemeHu TaliM-criota B TDD-kagpe mexay Downlink n
Uplink Tpadhmnkom:
+ QukcuposaHHoe — 3aaHHoe BPY4HYH0 cooTHoLwweHne Downlink n Uplink;
+ ABmomamuyeckoe — AnHammyeckoe nameHeHme cootHoweHms Downlink/Uplink B 3aBrcumocTn
OT TeKyLLUel 3arpy3ku kaHana.
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JononHnTenbHo:

LONoMHUTENEHO v~

OBSS Coexistence
KOpoTEMIA 3ALMTHEIR WHTEPEAN
STBC
Mepuog oTnpaekk cry#efHex coobWeHnd, Mo 100
Mopoer dparmexTaLnn 2348
Mopor RTS 2347
Arperauws
Kopotkaa npeambyna
Pesmm paGote DHCP Snocping replace v
Onuwa 82 dopmart CID APMAC-53ID w
Onuwa 82 dopmat RID ClientMAC w

Topmar MAC-agpeca AABB:.CC:DD:EEFF ~

" MpUMEHHTL ®X OTmeHa

+ OBSS Coexistence — pexum aBTOMaTn4yeCckoro ymeHbLeHWs WWPWHbI KaHasa npu 3arpy>XeHHoMm
paanoadmpe. MNMpu ycTaHOB/IEHHOM dh1are pexmnm BK/IOYEH;

* Kopomkul 3awjumHbil uHmepsasa — nogaepkka yKopoueHHOoro 3almuTHOro nHTepeasia. YCTponcTeo
nepenaet AaHHble, ucnosb3ys 400 He 3awmTHBbI HTepBan (BMecTo 800 HC) Npu 06LLEHNUM CO
BCTPEYHbIM YCTPOMNCTBAMM, KOTOPbIE TaKXe NOoAAEePXMBAKOT KOPOTKUIA 3aLUUTHBIN NHTEpPBAaUT,

+ STBC — meTog, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOI0 KOAMPOBaHUSA, HaNPaB/IEHHbIN Ha NOBbILLEHNE
HaAEeXHOCTU nepesayn aaHHbIX. Mpu ycTaHOB/IEHHOM ¢h/iare yCTPpOMCTBO nepefaeT OAMH NOTOK AaHHbIX
yepes HeCKOJIbKO aHTeHH. Ecnu dpnar He ycTaHOB/EH, YCTPOWUCTBO He nepesaeT O4UH U TOT Xe MOTOK
[l@aHHbIX Yepe3 HECKOJIbKO aHTEHH;

+ lMepuod omnpasku c/yxebHbix coobweHul, MC — neproa, nocbisikn Beacon-ppeinmoBs. Ppelimbl
nepegarTcs A1 06Hapy>XEeHNSA BCTPEUYHOTO YCTPOCTBa B admpe, npuHnmaeT 3HadveHns 20—-2000 mc, no
ymonyaHmio — 100 mc;

+ lNopoea hpacmeHmayuu — nopor pparmeHTaumm opeinma, B 6aintax. NMpuHMMaeT 3HaueHnss 256—2346,
Nno ymosiyaHuio — 2346;

* lMopoe RTS — ykasbIBaeT unCc/o GaiiT, Yepes KOTopoe nocbklnaercs 3anpoc Ha nepegady (Request to
Send). YMeHbLLEHME AAHHOTO 3HAYEHWSI MOXET Y/yULlITb PaboTy YCTPOCTBA NPY GO/bLLIOM
KO/IMYeCTBE NOAK/HOYEHHBIX BCTPEUHbIX YCTPOWCTB, O4HAKO 3TO YMeHbLUaeT 06LLYH0 NPONYCKHYHO
CMOCO6HOCTL 6GecnpoBoAHON ceTu. MNMpuHMMaeT 3HavyeHnsi 0—2347, no ymonyaHuwo — 2347;

+ Agpeezayusi — BknroueHne nogaepxkm AMPDU/AMSDU;

* Kopomkas npeambysia — UCMosib30BaHne KOPOTKO npeamMOy/ibl NakeTa;

+ Pexxum pabomsi DHCP Snooping — BbI6Op NonuTuku o6paboTtkn DHCP onumn 82. [lOCTyNHblE 3HAYEHUS
Ans Bblbopa:

* ignore — obpaboTka onuuu 82 oTkNoYeHa. 3HauyeHne No YMOHaHNIo;
* remove — YCTPOWCTBO ygansieT 3HavyeHne onuumn 82;
* replace — ycTpoOIACTBO NOACTABASET UK 3aMEHSIET 3Ha4YeHne onuun 82. Mpu BbIGOpe faHHOro
3HaYeHus 4N pefakTMpoBaHns OTKPbIBAKOTCA Cneaylolme napameTpbl:
+ Onyusi 82 popmam CID — 3ameHa 3HaveHus napametpa CID, MOXET NPUHUMAaTb 3HAYEHUS:
+ APMAC-SSID — 3ameHa 3HadeHunsa napametpa CID Ha <MAC-agpec ycTpolictBa>-
<nms SSID>. 3HaueHne No ymon4aHuio;
+ SSID — 3ameHa 3HavyeHusi napameTpa Ha ums SSID ycTpoiicTBa;
+ custom — 3ameHa 3HavyeHus napametpa CID Ha 3HayeHue, yka3aHHOe B napameTtpe
«Onumsa 82 yHukanbHblin CID»,
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* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
6ynet nepegasatbcs B CID. Ecnv 3HayeHne napameTpa He 3aZaHo, YCTPOCTBO
6ynet nsmeHATb CID Ha 3HaveHne no ymonyaHuio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MmoXeT npuHumMaTh
chnepyouime 3HayeHus:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

+ APMAC — n3mensitb cogepxunmoe RID Ha MAC-agpec yCcTpoiicTBa,;

+ APdomain — nameHsitb cogepxunmoe RID Ha goMeH, B KOTOPOM HaxoAuTCs
YCTPOWCTBO;

* custom — n3meHsaTb cogepxnmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onums
82 yHuKasbHbIn RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cMMBO/IOB, KOTopas
6yaet nepegasatbcs B RID. Ecnu 3HaueHre napameTpa He 3aZaHo, yCTPOMCTBO
6yneT nameHsTb RID Ha 3HavyeHne no ymonyaHuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
8 CID n RID:
+ AA:BB:CC:DD:EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4veHune No ymosiHaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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10.8.2 TMogmeHto «QoS»

B noameHto «QoS» ocyLlecTBAsSieTCS HAcTpolika pyHKLMIA o6ecneyeHunst kauectsa o6cnyxmBaHus (Quality of
Service).

* Wi-Fi Multimedia (WMM) — BkntoueHne noaaepxkm WMM (Wi-Fi Multimedia);
* Bksiro4ums QoS — npuv ycTaHOB/IEHHOM (hniare AOCTyNHa HacCTpoika yHKLMn obecneyeHuns kavecTsa
o6cnyxusaHus (Quality of Service).

BricTpan HacTpoiika MoHuTopuHr Radio AP CeTeBble HacTpOHKK Cucrema WHCTpymMeHTs! - (BbIxom)

Radia Wi-Fi Multimedia {WMM)
QoS> Broumte QoS
Ronantuensto AP EDCA Parameters
Oyepens AIFS cwilin cwMax TXOP Limit

Data 3 (Dou) 7 15 v 1023 + 0

Data 2 (Best Effort)

Data 1 (Buneo) 1 7 o 15 v a1

Data 0 (Fenoc) 1 3 » 7 » a7
Station EDCA Parameters
Oyepens AIFS cwMin cwMax TXOP Limit

Data 3 (QoH) 7 15 W 1023 « 0

Data 2 (Best Effort) 3 15 v 1023 « 0

Data 1 (Bugea) 2 7

Data 0 (Fenoc) 2 3 o 7 - A7

« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB yCcTpoiicTBa (Tpadvk nepeaaercs B
Hanpas/ieHWUWN K KIIMEHTCKOMY YCTPOICTBY):
* Ouepedb — NnpeponpeseneHHble ovepean 418 passIMyHoro poga Tpaduka:

+ Data 3 (®oH) — HU3KOMPUOPUTETHASA OYepesb, BbICOKasi NPONYCKHasi CNOCOBHOCTb
(npuoputeTsl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpegHenpuopuTeTHasi ovepeab, CpeaHsIsi NPonyCckHas Cnoco6HOCTb U
3afepxka. B gaHHyto odyepeb oTnpasiseTca 60/bWNHCTBO TPaAULNOHHBIX |P-4aHHbIX
(npuoputeTsl 802.1p: cs0, cs3);

+ Data 71 (Budeo) — BbICOKONPUOPUTETHASA ouepesb, MUHUMasIbHbIE 3aepPXKN. B AaHHOI
oyepean aBTomaTMyeckn obpabartbiBaloTCA BUAEOAAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuopuTeTsl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHASH oYepeib, MUHMMasIbHbIe 3aAePXKn. B AaHHo
oyepean aBTomaTnyeckn obpabaTtbiBalOTCA AaHHbIE, HyBCTBUTE/IbHbIE K BPEMEHW, TakMe Kak:
VolIP, notokoBoe Buaeo (npuoputeTbl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kagpos (dpelimoB)
[laHHbIX, U3MepsieTcs B cnoTax, NpMHUMaeT 3HadeHus (1-255);

* cwMin — Haya/IbHOE 3Ha4YeHne BpeMEHN OXngaHus nepes NoBTOPHOM OTNpPaBKoW Kaapa,
3afiaeTcd B MUIIMCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMin He MOXET npeBbiaTh 3HadYeHne cwMax;
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* cwMax — MakCcMMasibHOE 3Ha4YeHne BpeMeHN oXnaaHus nepes noBTOPHOW OTNPaBKoW kaapa,
3afaeTcs B MUNMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax 4o/MKHO ObITb 60/bLUe 3HaYeHns cwMin;

* TXOP Limit — napamMeTp NUCNo/b3yeTCs TOMbKO A8 AaHHbIX, NepegaBaeMbiX OT KNIMEHTCKOrO
ycTpoiicTBa. BO3MOXHOCTb Nepefayn — MHTepBasi BPEMEHW, B MUNIMCEKYHAAX, KOT4a BCTpeyHas
WME-cTaHuMs umeeT npaBa MHULMNPOBATL Nepegadvy AaHHbIX N0 6eCnpoBOAHON cpee K
YCTPOWCTBY, MaKkCMMasibHOE 3HavyeHne 65535 MUNIMcekyHa,;

« Station EDCA parameters — Tabnumua HacTpoek napaMmeTpoB K/IMEHTCKOro ycTpoiicTea (Tpadimk
nepegaeTcsl B HaNpaB/ieHNM OT K/IMEHTCKOro yCTpolicTBa). OnucaHue nosnei tTabnuibl NpYBeAEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

10.8.3 MoameHto «0N0HUTENBHOY»

B nogMeH0 «[lonoNHUTENIbHO» OCYLLECTB/IAETCS HACTPOIiKa AOMNOMHUTENbHbIX NapaMeTpoB
pagnovHTepdelica ycTpolicTaa.

BricTpan HacTpoiika MoHuTopuHr Radio AP CeTeskle HacTpOEM Cucrema WhcTpymenTsl TR (eeixon)

Radio [lononKUTENLHO

QoS Crpana Poccua v [ PasBromposats

[ononHUTensHo »
+ [NprmeHIT: ® OmmeHa

+ CmpaHa — Ha3BaHVe CTpaHbl, B KOTOPOI paboTaeT yCTPOoKCTBO. [ Bbibopa CTpaHbl HY>XHO BbICTaBUTb
donar «Pa36nokmpoBaTtb». B 3aBUCMOCTM OT YKa3aHHOIo 3Ha4YeHns 6yayT NpUMeHEeHbl OrpaHnYeHns K
nosioce 4acToT U MOLLHOCTY Nepefaryrka, KoTopble AeiCTBYIOT B AaHHOW cTpaHe. OT yCTaHOB/IEHHOWA
CTpaHbl 3aBUCUT CMUCOK AOCTYMHbIX YACTOTHbIX KAHA/10B, YTO B/INSIET HA aBTOMAaTMYEeCK1il BbIGOp kaHana
B pexxume Channel = Auto.

€ Hactpoiika nokanbHbIX (PErMOHaNbHBIX) OrpaHUYeHNii, BKltouas paboTy Ha paspeLLleHHbIX YaCTOTHbIX
KaHaniax 1 BbIXOAHOW MOLLHOCTW, SIB/IIETCSI OTBETCTBEHHOCTHH) MHCTa/NISTOPOB.

© BLI6GOp HeNpPaBUILHOTO PErOHa MOXET NPUBECTM K NPo6/ieMaM COBMECTUMOCTM C PasHbIMU
KIMEHTCKMMU YCTPOCTBAMMU.

[lna BCTynneHns B culy HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaXXMUTE KHOMKY «MPUMEHNUTb». [1151 OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OTMeHa.
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10.9 MeHio AP

B meHi0 «AP» BbINoHAETCA HacTpolika Toukn goctyna (AP — Access Point) (nanee «AP»).

© Menio <AP» [OCTYMNHO TOMIbKO B pexume ycTpoicTBa «Touka goctyna PTP» nnm «Touka goctyna
PMP».

10.9.1 MoameHIo «Touka goctyna»

BhicTpanA HacTpoiika MoHUTOpUHE Radio AP CeTeBkle HaCTpOikM Cucrema MHCTpYMEHTEI ru - (esxon)

Touka octyna > OBLWwmMe HACTPOIRKKU
BrnioueHo
SSID
Tpaxcnupoeate SSID
MpuopuTeT DsSCP v
Pesiaan Minimal Signal
MuHMMANEHEIR ypoBEHE CUrHana, gbum -100

Mopor ypoBHA CUrHANE NP POYMMHTE, -100
abwu

WMuTepsan Minimal Signal, ¢ 10
MakcuMansHoe KONWYecTEO KNUEHTOS 0
WMaonauma aboHexTos
Pexam Gezonackoctn WPA3 v

Krrou WRA @

MFP Brnioyeno v

O6LLe HaCTPOKK:

* Bk/itoueHo — npwv yCTaHOBNEHHOM chnare Touka gocTyna (AP) BKoUYeHa, MHaue — BbIK/THOUYEH3;

+ SSID — nms BUPTYasibHOIN 6eCNpPOBOAHON CETY;

+ TpaHcnuposames SSID — npun ycTaHOBNEHHOM do/iare BK/IYeHO BelwlaHne B achmp SSID, nHave —
BbIK/IHOYEHO;

*+ [Mpuopumem — BbIGOP cnocoba npuopuTrlaunn. Onpegensier nose, Ha OCHOBaHMM KOTOPOTo Tpaduik,
nepegarnoLLninca B paguonHTepgeiic, byaet pacnpegensarbcs no ouepeasam WMM:

+ DSCP — 6ynet aHanmanpoBartbes npuoputeTt ns nonst DSCP 3aronoska IP-nakeTa;

+ 802.1p — 6yaeT aHanu3upoBatbes npuoputeT 13 nosns CoS (Class of Service) TernpoBaHHbIX
nakeTos.

« Pexxum Minimal Signal — npn yctaHoBNeHHOM donare qyHKLUMsSI OTK/IOUYEHNS KNTIMEHTCKMX YCTPOCTB Npu
HM3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. Ansi pa6boTbl yHKLMOHANA He06X0AUMO
HaCTpOUTb criegytoLne napameTpbi:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHas1a B ABM, H/Xe KOTOPOro NPOUCXOANT
OTKNHOYEHNE KINEHTCKUX YCTPOCTB OT 6ECNPOBOAHON CETY;

* [1opoa yposHs cugHasa rnpu poyMuHa2e — YPOBEHb YYBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOUCXoANT Nepek/todeHne KITIMEeHTCKUX YCTPOMCTB Ha Apyroe yCTpPoMUCTBo. MNapameTtp
[O/KEH ObITh BbiLe, YeM «MUHUMaJIbHBIN YPOBEHb CUTHasay: ecnv «MUHUMaSIbHbIN YPOBEHb
curHana» paBeH -75 abm, To «opor ypoBHA cUrHana npu poymuHre» fos/mkeH ObiTb paBeH,
Hanpumep, -70 abwm;

* MlHmepsan Minimal Signal — nepnog BpeMeHu, No MCTEYEHUN KOTOPOro NpMHMMaeTcs pelleHne 06
OTKNHOYEHUN KIMEHTCKMUX YCTPOCTB OT 6ECNPOBOAHON CETU
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* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MaKCUMa/IbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
6ecrnpoBOAHOl CETU KNIMEHTCKMUX YCTPOICTB;

* U3on1syus aboOHEHMOB — NMPU YCTaHOB/IEHHOM dp/1are BK/I0YEeHa M3015auma Tpadurka mexay
NOAK/MOYEHHBIMY YCTPONCTBaMY;

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna Kk 6ecnpoBogHOl ceTu:

« OWE (Opportunistic Wireless Encryption) — meTopa, LuMpoBaHUs,, obecneUnBatoLLmii 6e30nacHoCTb
[aHHbIX, NepefaBaeMbIX N0 He3aluMLeHHOW ceTu. Mpu 3TOM OT nosb3oBarenei He TpebyeTtcs
Kaknx-To AONONHUTENbHbIX AeNCTBUI 1 BBOAA Napos 415 NOAKIYEHNS K CETH.

+ WPA3 — cnocob wudppoBaHus, npu BbIbope KOTOpOro 6yaeT AOCTynHa criedyoLasn HacTpolika:

* Koy WPA — knoud/naposb, He06XxoauMbIl 419 NOAKIYEHUS K 6ecnpoBogHoi ceTu. nvHa
Kntoya coctasnseT ot 8 Ao 63 CMMBOJIOB.

+ WPA3-Enterprise — pexum LWMpoBaHUA kaHana 6ecnpoBOAHON CBA3M, MPU KOTOPOM YCTPOCTBO
aBTopu3yeTcsa Ha ueHTpannsoBaHHOM RADIUS-cepBepe. /19 HACTPOKN AAaHHOTO pexvmMa
6e3onacHocTK TpebyeTca ykazaTb napameTpbl RADIUS-cepsepa. Mpu BbIGOpe 04HOM0 13
cnoco60oB GyAeT AOCTYNHA cneaytowan HacTpoiika Radius (cM. Huxe).

+ MFP — 3awuta management-kagpoB (4ocTynHo npu pexume 6e3onacHocT WPA3, WPA3-Enterprise,
OWE. NMpu BbIGOpE pexunma 6esonacHocTn WPA3, WPA3-Enterprise, OWE MFP nepesogutca B
cocTosiH1e BkntoueHo):

* Bk/104eHO — 3amTa BK/IYeHa. YCTPONCTBO HE MOXET NOAK/IHUNTLCA K 6€CNPOBOAHON CETHU, He
nogaepxvsatowieii MFP.

© HacTpoiikn «<MakKcManbHOe KOMMYECTBO KIMEHTOB» 1 «/3015LMst aGOHEHTOB» JOCTYMHbI TOMLKO B
pexvmMe ycTpoicTBa «Touka goctyna PMP».
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KoHTponb goctyna no MAC:

B naHHOM noapasaene BbINOMHSAETCS HacTpoiika cnuckoB MAC-apecoB BCTPEUHbIX YCTPOCTB, KOTOPbLIM, B
3aBMCMMOCTU OT BblIGPaHHO NOIMTUKM AOCTYMa, Pa3peLLEHO UK 3anpeLLeHO NOAKNYATLCS K AaHHOMY
YCTPOWCTBY.

KoHTpons goctyna no MAC

Pexum Nokaneko A
Monuruka Pazpewmts v

Ne MAC-anpec

1 AABB:CC:DD:EEFF - x

2 AABB:CC:DD:EE:EE - x

=+ loBasnTs

* Pexxum — BbI6Op pexumMa KoHTpons goctyna no MAC:

* BbIK/1t04EHO — (DYHKUMA HE aKTUBHA;

+ JlokasibHO — npoBepka MAC-agpecoB no CnCKy Ha YCTPOWCTBE;

* RADIUS — npoeepka MAC-agpecoB yepe3 RADIUS-cepsep.

* lMosumuka — nonuTuka goctyna. Bo3MoXHble 3Ha4YeHus:

+ 3anpemums — K JaHHOMY YCTPOICTBY OyAeT 3anpeLleHo NoAKAYaTbCs BCTPEUYHbIM
ycTpoiictBam, MAC-agpeca KoTopbIX CoAepxaTcs B cnvucke. Bcem octasibHbIM fOCTyn byaert
paspeLueH;

+ Paspewumb — K fJaHHOMY YCTPOICTBY OyAeT paspeLleHo NoAKNHYaTbLCA TOIbKO TEM BCTPEUHbIM
ycTpoiictBam, MAC-agpeca KoTopbIX CoAepxarcs B cnucke. Bcem octasibHbIM fOCTyn 6yaert
3anpeLueH.

+ Tabnuya MAC-adpecos — cnucok MAC-afpecoB BCTPEYHbIX YCTPONCTB, KOTOPbIM pa3peLleH unm
3anpeLleH AoCTyn K AaHHOMY YCTPOWCTBY. MoXeT cogepxatb Ao 128 aapecos.

° + [loGaeuTh
[ns Toro 4To6bLI 4O6aBUTL aAPEC B CMNUCOK, HAXKMUTE KHOMKY 1 B NOSIBMBLUEMCS MOJE

BBeauTe MAC-agpec. YTobbl yaanutb afpec u3 Cnmcka, HaXKMnTe KHOMKY [E] B COOTBETCTBYHOLLEN
CTPOKe.
Ecnun Bo3HMKNA HEO6XOAMMOCTb A06aBUTb B cnncok MAC-aapec noakNH4YeHHOro YCTPOCTBA,

Ha)XMUTE B KOHLLE CTPOKM KHOMKY E] 1 BblbepuTe HYXHbI aapec U3 Cnucka, OH aBTOMaTUYeCKM
[obaButca B none.

Mo ymonyaHuio B cnncke otobpaxaetcs Ao 10 agpecos. 15 TOro Ytobbl YBUAETL NOJHbLIA CNUCOK B
c/yyae, ecnv OH cogepxut 6onee 10 agpecos, HAXMUTE KHOMKY «okKa3aTb BCEY.

10 AABB:CC:DD:EE:AA = »®

Mokasatb BCE
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RADIUS:
RADIUS
Homex root
IP-agpec RADIUS cepeepa 192.168.0.1
Mopt RADIUS cepeepa 1812
Mapons RADIUS cepeepa @&

Mcnons208aTh akkayHTUHT uepes
RADIUS

Wecnone308ats gpyrue HACTPOKKK ANA
AKKAYHTUMHIE

IP-appec RADIUS cepeepa anA 192.168.0.1
aKKayHTUHIA
Mopt RADIUS cepeepa anA 1813
AKKAYHTUHIA
Mapone RADIUS cepeepa anA @

akKayHTUHra

MNepuoguueckan oTnpaeka
AKKAYHTUHIE

WHTepsan oTnpaeku akkayHTUHra 600

+ JlomMeH — JOMeH nonb3oBarens;
+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
« Mopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOpbIli MCNoNb3yeTcsa ANnsa ayteHTudmkaymm n
asTopusauuu;
+ lMaposb RADIUS cepsepa — naponb anst RADIUS-cepBepa, NCNonb3yemoro Asis ayTeHTugukaymm m
asTopusauuu;
* Vlcnosnb3oBamb akkayHmuHe Yyepe3 RADIUS — npu ycTaHOBNEHHOM donare 6yayT oTnpaBisiTbCs
coobueHns «Accounting» Ha RADIUS-cepBep;
* Micrnosib3o8amb Opyaue HacmpoUliku 0719 akKkayHmuHaa:
+ IP-adpec RADIUS cepsepa 0151 akkayHmuHaa — agpec RADIUS-cepeepa, cnonb3yemoro a/1s
aKKayHTUHra;
+ lMaposb RADIUS cepsepa 07151 akkayHmuHza — naponb ans RADIUS-cepsepa, ncnosnb3yemoro ans
aKKayHTUHra;
+ Mopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTOPbIi 6yAeT NCNoNb30BaH A5 cOopa akkayHTUHra
Ha RADIUS-cepBepe;
+ [Mepuoduyeckasi omrnpaska akkayHmuHaa — BKOUYUTb NePUOANYECKYI0 OTNPaBKy COOOLLEHWIA
«Accounting» Ha RADIUS-cepBep. 3aaatb nHTepBas O0TNpaBKn COOOLLEHNA MOXHO B none «/iHTepBan
OTMpPaBKM akkayHTUHIa».
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VLAN

Access VLAN ID
VLAN Trunk
General Mode
General VLAN ID
VLANID 0
TMpuopuTeT 802.1p auto ~
C-VLAN

Ne MAC VLANID C-VLAN 802.1p

1 90:54:B7.D9:F&:FD - 1 auto v X

+ [loBasute

Access VLAN ID — Homep VLAN, c koToporo 6yaeT cHAMaTbCA MeTKa npu nepegade tpaduvka
K/IMEHTCKMM ycTpolicTBaMm. Mpu npoxoxaeHun Tpadumka B 06paTHY0 CTOPOHY Ha HETETMPOBaHHbIM
TpadvK OT K/IMEHTCKMX YCTPOCTB ByaeT HaBelumBaTbcs MeTka VLAN ID (4OCTynHO Npu OTKHOUYEHHOM
pexume VLAN Trunk);

VLAN Trunk — npu ycTaHOBMEHHOM chniare KJIMeHTCKMM YCTPOCTBaM nepesaeTcs TerMpoBaHHbIlN
Tpaduk (ocTynHo npu oTkNoYeHHOM pexume Access VLAN ID);

General Mode — npu ycTaHOB/IEHHOM priare KNIMEHTCKUM YCTPOICTBaM paspeluaeTcs nepegada
HETErMpoBaHHOro Tpaduka COBMECTHO C TETMPOBaHHbLIM (JOCTYMNHO NP BKIOYEHHOM pexxume VLAN
Trunk);

General VLAN ID — Homep VLAN, c KOTOporo 6yAeT cCHUMaTbCs MeTka npu nepegade tpaduka
K/IMEHTCKMM ycTpolicTBaMm. Mpu npoxoxaeHun Tpadmka B 06paTHy0 CTOPOHY Ha HETETMPOBaHHbIM
TpadvK OT K/IMEHTCKMX YCTPONCTB ByaeT HaBelumBaTbcst MeTka VLAN ID (4OCTYynHO Npu BK/THOYEHHbIX
pexumax VLAN Trunk n General Mode);

lMpuopumem 802.1p — Homep npuopuTeTa 802.1p, NpucBanBaeMblil Tpadnky, Ha KOTOpPbIi
Hasewwnsaetca meTka VLAN ID npu nomowm coyHkumoHana Access VLAN ID nnu General VLAN ID
(moctynHo npu BkntoueHHoM Access VLAN ID unu General VLAN ID);

C-VLAN — npwu ycTaHOBNEHHOM ch/iare BbINO/HAETCA HAcTpolika cnmckoB MAC-aapecoB BCTPEUHbIX
YCTPOMCTB, KOTOPbIM HasHavyaeTcs n3onmposaHHbii VLAN ID u npuoputet 802.1p:

* MAC — MAC-agpec BCTPEYHOro YCTPOCTBa;

* VLAN ID — Homep VLAN, c koToporo 6yAeT cHMMaTbCs MeTKa npu nepegade tpagurika BCTPEeYHOMY
ycTponcTay. MNpu NpoxoxaeHny Tpaduka B 06paTHy0 CTOPOHY Ha HETErMpOBaHHbIN Tpadvk OT
BCTPEYHOro ycTpoicTBa 6yaet HaBewmnBaTbcs meTka VLAN ID;

+ C-VLAN 802.1p — Homep npuoputeta 802.1p, nprcBanBaeMblil Tpadriky, Ha KOTOPbIi
HaselwmBaetca meTka VLAN ID npu nomowwm doyHkumoHana C-VLAN.
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° + NobaswTh
[na Toro 4To6bl 406aBUTL aAPEc B CNNCOK, HAXXMUTE KHOMKY 1 B NOSIBMBLUEMCSI NONE

BBeauTe MAC-aapec. YTo6bl yaannTb aipec U3 Cnmucka, HaXKMUTE KHOMKY [E] B COOTBETCTBYHOLLE/
CTpOKe.
Ecnu Bo3HUKNA HEOGX0AMMOCTb A06aBUThL B cnucok MAC-aapec NoAK/ItUYeHHOro YCTPOICTBa,

HaXXMUTE B KOHLLE CTPOKM KHOMKY E] 1 BblGepUTE HYXXHbIN agpec U3 CnMcka, OH aBTOMaTUYEeCKM
Jo6aButcA B nosne.

Mo ymonyaHuio B cnucke otobpaxaetcsa Ao 10 agpecos. 418 TOro 4tobbl yBUAETb NOJHbIV CIUCOK B
cnyyae, ecnim oH coaepxut 6onee 10 aapecos, HAXMUTE KHOMKY «[Moka3aTb BCE».

10 AABB:CC:DD:EEEAA = »

Mokasars BCE

MannuHr VLAN:

Mannuur VLAN

BrnioumTe
Mpasuno No yMon4aHuie

Ne WLAN VLAN Ethernet VLAN WLAN 802.1p Ethernet 802.1p WMM

Default auto v auto v auto v

+ [lobaeums

* Bk/iouumsb — npu ycTaHoB/IEHHOM donare Bk/toveHa pyHkuma VLAN Mapping, Havye — BbIK/IOYEHa,;

* [lpasu/io Mo ymosyaHuto — Npvi YCTaHOB/IEHHOM dofiare BK/IHYAETCH, MHaye OTK/II0YaeT UCMob3oBaHne
npasuna. Npasnio N0 yMONYaHUIO onpeaenseT nosegeHve cuctemol Ans Tex VLAN-nakeTos, KOTopble
He COOTBETCTBYHOT HM O4HOMY M3 AIBHO 3aaHHbIX Nosb3oBaresieM npasus. OHO No3BosseT
aBTOMaTU4YeCcKn HasHavaTb TakMm naketam npuoputet 802.1p n ouepeas WMM:

+ WLAN VLAN — Homep VLAN ID npu nepegaye o WLAN. NpuHnmaet 3HayeHns: 1-4094;

+ Ethernet VLAN — Homep VLAN ID npu nepegade B Ethernet. MpuHumaet 3HaveHus: 1-4094,

+ WLAN 802.1p — npuoputet 802.1p npu nepegade Bo WLAN. MNMpuHumaeT 3HaveHus: 0-7, auto. No
ymon4daHuto — auto;

+ Ethernet 802.1p — npuoputet 802.1p npu nepegade B Ethernet. MpuHrmaet 3HaveHus: 0-7, auto.
Mo ymonyaHuio — auto;

+ WMM — ouepenb WMM an1a gaHHoro npasuna. NpuHumMaeT 3HaveHus: bk, be, vi, vo, auto. Ecnu
ouyepefb auto He onpegeneHa B AaHHOW onuuu, To byaeT aHanusnposaTbes npuoputet DSCP B
nakere.

© PaGoTaet TonbKO ¢ BKAoYeHHbIM VLAN Trunk.

*+ [lobasuTs
[lnsa Toro 4yTo6bl 106aBUTL NPABU/IO B CMUCOK, HAXXMUTE KHOMKY . UTo6bI YyaanuTb

NPaBW/I0 M3 CMINCKA, HAXXMUTE KHOMKY [E] B COOTBETCTBYHOLLEN CTPOKE.
Mo ymonuaHuio B Crncke oTobpaxaetcs Ao 9 aapecoBs. 15 TOro YTo6bl YBUAETH NOMHbIA CNCOK B

Mokxazatk BCe
cny4ae, ecnim OH coaepXnTt 6onee 9 agpecoB, HAXXMUTE KHOMKY
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OrpaHnyeHns CKOpPoCTu:
[nsa pexuma yctpolictBa «Touka goctyna PTP»:

PykoBogacTBo no akcniyatauuu WB-3P-PTP6

OrpaHW4eHns CKopoCTH

Brnrounts

OrpaHuuenne B Down

Orpaxwuenne 8 Up

HononHuTentHo

Orpanvyenne Broadeast B Down

Orpanwuenne Broadcast s Up

Orpannyenne Multicast e Down

Orpanuuenue Unknown B Down

KIMHUYEHD

KIMHUYEHD

KIMHUYEHD

KNHYeHD

KNHYeHD

KNMOYEHD

Bkiro4umes — aKTMBUPOBATL NOJ1e HACTPOEeK:

+ OepaHuyeHue 8 Down — orpaHuYeHre NPonNycKHOW CNOCOGHOCTMN B HaNpaB/ieHnn oT Touku goctyna (AP)

[0 knueHta (STA);

+ OepaHuyeHue 8 Up — orpaHunyeHmne nponyckHoii cnoco6HOCTY B HanpaBneHun ot knreHTa (STA) ao

Touku goctyna (AP).

JonosiHume/ibHoO — akKTUBMPOBATbL A0MNOSHUTEIbHOE NOoJ1e HACTPOeK:

+ OepaHuyeHue Broadcast 8 Down — orpaHu4eHne NponyckHO CNOCOGHOCTY LLIMPOKOBELLATE/IbHOTO
Tpachmka B HanpaeneHun ot Toukn goctyna (AP) no knunenta (STA);

+ OepaHuyeHue Broadcast 8 Up — orpaHnuyeHne nponyckHo CnocoGHOCTU LLIMPOKOBELLLATENIbHOO
Tpadurka B HanpasneHun ot knneHTa (STA) go Toukm goctyna (AP);

+ OepaHuyeHue Multicast 8 Down — orpaHuuyeHie NponyckHO CMOCOGHOCTU MHOrOaAPECHOI0 Tpaduka B

HanpaeneHun ot Toukn goctyna (AP) no knuneHta (STA);
* OepaHuyveHue Unknown 8 Down — orpaHuyeHve nNponyckHO CnoCOGHOCTY HEM3BECTHOTO Tpaduka B
HanpaeneHun ot Toukn goctyna (AP) no knneHta (STA).

[Nsi HACTPOIKN OorpaHMyeHunii ecTb CrieaytoLIe napameTpbi:

* BbIK/1t04EHO — OrpaHuyeHne NpPonyckHOW CNOCOBHOCTM HE NPUMEHSETCS;
* Kbum/c — orpaHu4YeHve NPonyckKHON CNOCOBHOCTN NPUMEHSIETCA B KOUT/C;
* [1ak/c — orpaHuyeHve NponyckHOM CnocoBHOCTN NPUMEHSIETCA B Nak/c.
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[nsa pexuma yctpolictBa «Touka goctyna PMP»:

OrpaHuyeHua CKopoCTH

BrnounTte

Obwee orpaHnueHue B Down 0 BrimoueHo W
OBwee orpaHuuexue B Up 0 BrxmousHo w
Orpanudenie STA B Down 0 BrixmoueHo w

Orpannyenne STA e Up 0 BrimoueHo W

NononsuTensHo

Orpannyenne Broadeast e Down 0 BrixmousHo W
OrpaHvuenue Broadcast 8 Up 0 BrikmoueHo w
Orpannyenue Multicast e Down 0 BrixmoueHo W

Bk/1ro4ums — akTMBMPOBAThL MoJie HACTPOEK;

+ Obuwee oepaHuyeHue 8 Down — orpaHnyeHme obLlei NPonyCcKHOM CNOCOBHOCTM B HanpasB/eHUN OT
Touku goctyna (AP) ao knmeHToB (STA);

+ Obuwee oepaHuyeHue 8 Up — orpaHnyeHne obuieli NnponyckHOM CNOCOGHOCTM B HanpaB/ieHun oT
knneHToB (STA) fo Touku goctyna (AP);

+ OepaHuyeHue STA 8 Down — orpaHnyeHne NponyckHOM CNOCOOHOCTU B HaMpaB/ieHMM OT TOYKN AOCTyna
(AP) po kaxpgoro knveHTa (STA);

+ OepaHuyeHue STA 8 Up — orpaHMyeHne nNponyckHON CNOCOGHOCTM B HaNpaB/IeHUM OT KaX/0ro KfMeHTa
(STA) po Toukun goctyna (AP).

[lonosHUmMe/IbHO — akTUBMPOBATb A0MOSIHUTE/IbHOE MOoJie HACTPOEK:

+ OepaHuyeHue Broadcast 8 Down — orpaHuyeHne NponyckHol CNocO6HOCTU LLIMPOKOBELLATENIbHOIO
Tpadhuka B HanpaeneHun ot Toukn goctyna (AP) go knuneHTtoB (STA);

+ OepaHuyeHue Broadcast 8 Up — orpaHunyeHvie nponyckHoli Cnoco6HOCTY LLIMPOKOBELLATENBHOTO
Tpadhnka B HanpasneHun ot kneHToB (STA) go Touku goctyna (AP);

+ OepaHuyeHue Multicast 8 Down — orpaHuyeHne NponyckHO CNOCOGHOCTU MHOroaAapecHoro Tpaduvka B
HanpaeneHun ot Toukn goctyna (AP) ao kineHToB (STA).

[ns HacTpOlikM orpaHUYeHnin ecTb Crieaytolline napameTpbl:

* BbIK/1104EHO — OrpaHMyeHne NPonyCcKHOW CNOCOBHOCTM HE NPUMEHSETCS;
* Kbum/c — orpaHMyeHne NPonyckHOM CNOCOBGHOCTN NPUMEHSIETCH B KOUT/C;
* rak/c — orpaHu4yeHne NpPonyckHom CNocoBHOCTN NPMMEHSIETCA B Nak/c.

© nocne usmereHus «SSID» Ha Touke AocTyna (AP) Bo3MOXHa noteps AocTyna [0 KNNeHTCKMX
yCTpoiicTB. Heobxoanmo cHavana n3MeHnTb «SSID» Ha KITMEHTCKMX YCTPOICTBaxX B MeH0 «STA», a
3aTeM Ha Touke goctyna (AP) B MeHto «AP».
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10.10 MeHio STA

B meHio «STA» BbINo/HSAETCS HAcTpoiika knneHTa (STA — Station) (nanee «STAv).

© MeHio «STA» [OCTYIMHO TOMBbKO B peXmme yCTporcTBa «KnneHT».

10.10.1 TMoameH «KnueHT»

Eucipansacipofisa  Mowwropmkr  Radio | STA  Cevesse wactpoimn  Gworewa  Morpymess I —
MozknioyeHue
N Mpuopwrer sSID Pexiu GesonackocTi MFP Knigs WPA Wus nonssossTens Mapons
0w WiPA v| | Bnoueso v = x
0w WPAZ-Enterprise v| | Buoueso v ® x
K] 0 A v A4 x
VLAN
Access WLAN D
VLANTrunk B
GeneralMode [
GenerslVLANID B
WLAN 1D
Mpeopnrer 80218 | auto v
MR @
MVR WLAN 1D
MVREZe | T v
Mannusr VLAN
Brmouste 9
Mpasuno no ywonuasme @
[ WLANVLAN Ethernet VLAN WLAN 802.1p Ethernet 802.1p WM
Defaur f ~ v v
HononH1TtensHo
Mpwopurer | DSCP v
OrpaKKUEHHR CKOPOCTH
Brmounts

[MNoakntoyeHue:

*+ [Mpuopumem — onpepensieT o4epefHOCTb UCMNO/b30BaHNs npodueii. MNpu novcke cetn u
NOAK/THOYEHMI, YCTPONCTBO MCNONb3YeT NPodnsib C HaMBbICLLMM NPUOPUTETOM B NepBYLO ovepenb. Ecnu
NPUOPUTETLI OAMHAKOBbIE, TO YCTPOMNCTBO ONpeaenser o4epefHOCTb UCMO/b30BaHUs Npodusiein Ha
OCHOBaHUKM pexuma wmdgposaHus n RSSI;

+ SSID — nms BUPTYasibHON 6eCNPOBOAHON CETY;

* Pexxum 6e3ornacHocmu — pexunm 6e3onacHocTn goctyna Kk 6ecrnpoBofHON ceTn

« OWE (Opportunistic Wireless Encryption) — meTop, WundpoBaHus, o6ecnedvBaoLmii 6e30nacHOCTb
[AaHHbIX, NepegasaeMbliX N0 He3alNLLEeHHOW CeTu.

+ WPA3 — cnocob6 wndpoBaHus, Npu BbiI6ope KOTOPOro 6yaeT AOCTyMNHa cneayroulasi HacTpolka:

* Koy WPA — knio4/naposb, He06X0AMMbIN A/15 NOAKIYEHUA K 6ecrnpoBO4HON ceTh. AnHa
Kntoya coctaenset ot 8 4o 63 cCMMBO/IOB.

+ WPA3-Enterprise — pexxum WwndpoBaHnsi KaHana 6ecnpoBOaHONM CBA3K, NP KOTOPOM YCTPOIACTBO
aBTopun3yeTcA Ha ueHTpanusosaHHOM RADIUS-cepsepe. 19 NCnonb30BaHMs AaHHOTo pexnma
6e3onacHoCTH TpebyeTcs ykasaTb napameTpbl NOAKNHOYEHUS:

* VIMs1 nosib30Bameyisi — NOTWH, HeEOBXoANMbIN Ans aBTopmsaunn Ha RADIUS-cepsepe;
* [Maposib — KNY/naposb, Heobxoaumblii Ana asTopusauun Ha RADIUS-cepsepe.
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« MFP — 3awuta management-kagpoB (gocTynHo npu pexume 6e3onacHoct WPA3, WPA3-Enterprise,
OWE. NMpu BbIGOpE pexnma 6esonacHocTn WPA3, WPA3-Enterprise, OWE MFP nepesogutca B
cocTosiH1e BkntoueHo):

* BK/104eHO — 3alymTa BK/IoYeHa. YCTPOMCTBO HE MOXET NOAK/IUYMTLCA K 6€CNPOBOAHON CETY, He
nogaepxvsatowieii MFP.

[ns no6aBneHns HOBOro NPOdnAA NOAKIYEHUST HAXKMUTE KHOMKY «[06aBuTb Npodunby». MakcumasibHO
MOXHO [06aBUTb 8 npodunei.

VLAN:

VLAN

Access VLAN 1D

VLAN Trunk

General Mode

General VLAN ID

VLAN 1D 0
Mpyopurer 802 1p auto L
MVR ]
MVR VLAN ID 0

MVR 802.1p 7 W

+ Access VLAN ID — Homep VLAN, ¢ koToporo 6yaeT CHUMaTbCs MeTka npu nepegade Tpadmka Ethernet-
yCTpOiicTBaM, HaxoaawwmmMes 3a knneHTom (STA). Mpu npoxoxaeHnn Tpadgrka B 06paTHy0 CTOPOHY Ha
HeTermpoBaHHbIn Tpaduk 6yaeT HaBewmBaTbca MeTka VLAN ID (40CTynHO Npu OTKIOUYEHHOM peXuMe
VLAN Trunk);

+ VLAN Trunk — npu ycTaHoBneHHoM cpnare Ethernet-yctpolictBam, Haxogsiwmmcs 3a KnmeHTom (STA),
nepegaeTcsi TerMpoBaHHbIV Tpadvk (A0CTYNHO NpU OTKIKYEHHOM pexume Access VLAN ID);

* General Mode — npw yctaHoBneHHOM ¢onare Ethernet-ycTpoiicTBam, HaxogAawwmMcs 3a knveHToM (STA),
paspellaeTcs nepegaya HeETErMpPOBaHHOTO Tpadika COBMECTHO C TErMPOBaHHbLIM (4OCTYMHO Npu
BK/toUeHHOM pexxkume VLAN Trunk);

*+ General VLAN ID — Homep VLAN, ¢ koToporo 6yaet cHuMaTbCcA MeTka npu nepegade tpadumka Ethernet-
yCTpOICTBaM, Haxoaawmmes 3a knneHTom (STA). Mpu npoxoxaeHnn Tpadgrka B 06paTHy0 CTOPOHY Ha
HeTermpoBaHHbIn Tpaduk 6yaeT HaBewmBaTbea MeTka VLAN ID (A0CTynHO Npu BKIKOUYEHHbIX peXnMax
VLAN Trunk n General Mode);

* lpuopumem 802.1p — Homep npuopuTeTa 802.1p, npucsanBaemblii TpagInKy, Ha KOTOPbI
HasewwwnsaeTca meTka VLAN ID npu nomowm doyHkumoHana Access VLAN ID nnu General VLAN ID
(moctynHo npu BkntoueHHoM Access VLAN ID unu General VLAN ID);

* MVR — npu ycTtaHoBneHHOM onare doyHkumoHan MVR (Multicast VLAN Registration) BkntoueH. Jaet
BO3MOXHOCTb MCMOMb30BaTh 0TAeNbHbIA VLAN ansa Multicast-Tpaduka;

* MVR VLAN ID — Homep VLAN Multicast-Tpadhmka, ¢ KOTOporo 6yaet CHMMaTbCA MeTKa Npu nepegaye ero
Ethernet-ycTpoiicTBam, Haxoaswmmes 3a kineHTom (STA). Mpu NpoxoxaeHUn Tpadinka B 06paTHyto
CTOPOHY Ha HeTermposaHHble IGMP-nakeTbl OT KfiMeHToB 6yaeT HaBewmnBaTbca meTka MVR VLAN ID;

* MVR 802.1p — npuopuTteT 802.1p, KOoTOpbIA ByaeT npucBavsatbcs IGMP-naketam ot Ethernet-ycTpoiicTs,
HaxoasALWmxcs 3a knveHToM (STA).
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Mannuur VLAN:

Mannuur VLAN

BrrnoumTs
[Mpaeuno nNo yMon4aHuo

Ne WLAN VLAN Ethernet VLAN WLAN 802.1p Ethernet 802.1p WMM

Default auto v auto v auto v

<+ [lobaeuts

* Brsmoyums — npy ycTaHoBNEHHOM chnare BknoyveHa pyHkuma VLAN Mapping, nHaue — BbIK/IOYEHa;

* [lpasu/io Mo ymosyaHuUto — Npv yCTaHOB/IEHHOM do/iare BK/II0YAEeTCA, MHaye OTK/II0YaeT UCnob3oBaHne
npasuna. Npasnno No ymonyaHuio onpenenset nosegeHne cucremsl gn1a tex VLAN-nakeTos, kotopble
He COOTBETCTBYIOT HM O4HOMY M3 AIBHO 3aJaHHbIX Nosb3oBaresieM npasusi. OHO No3BosseT
aBTOMaTUYeCcKn Ha3HavaTb TakMm naketam npuoputet 802.1p n ouepeas WMM:

* WLAN VLAN — Homep VLAN ID npu nepegaye o WLAN. MNpuHnmaet 3HaveHns: 1-4094;

+ Ethernet VLAN — Homep VLAN ID npu nepegade B Ethernet. MpuHumaet 3HaueHus: 1-4094,

+ WLAN 802.1p — npuoputet 802.1p npu nepegade Bo WLAN. MNMpuHumaeT 3HaveHus: 0-7, auto. No
ymMon4yaHuto — auto;

+ Ethernet 802.1p — npuoputet 802.1p npu nepegade B Ethernet. MpuHrmaet 3HaveHus: 0-7, auto.
Mo ymonyaHuio — auto;

+ WMM — ouepegb WMM ansa gaHHoro npasuna. MpuHumaet 3HaveHus: bk, be, vi, vo, auto. Ecnin
ouyepefb auto He onpeaeneHa B AaHHONW onumu, To byaeT aHanusnposaTbes npuoputeT DSCP B
nakere.

© PaGoTaet TonbKo ¢ BKtoYeHHbIM VLAN Trunk.

*+ [oGasuTs
[Onsi Toro YTo6bI 406ABUTL NPABUIO B CNCOK, HAXKMUTE KHOMKY . UTo6bI yaanutb

NPaBW/IO U3 CMINCKA, HAXXMUTE KHOMKY [E] B COOTBETCTBYHOLLEl CTPOKE.
Mo ymonuaHuio B Crncke oTobpaxaercs Ao 9 aapecoBs. 15 TOro YTo6bl YBUAETH NOMHbIA CNCOK B

Mokxazats Boe
cny4ae, ecnim OH coaepXxnT 6onee 9 aapecoB, HAXXMUTE KHOMKY

JononHnTenbHo:

* [Mpuopumem — BbIGOP cnocoba npuopuTrsaunn. Onpesenser nosne, Ha OCHOBaHMM KOTOPOTO Tpaguk,
nepeparowmiica B pagunonHtepdelic, byaet pacnpegensatbcsa no ovepegam WMM:
+ DSCP — 6ynet aHanmaupoBartbes npuoputet ns nons DSCP 3aronoska IP-nakeTa;
+ 802.1p — 6yneT aHanunauposatbes NpuoputeT 13 nosns CoS (Class of Service) TernpoBaHHbIX
nakeToB.
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OrpaHnyeHns CKOpPoCTu:

PykoBogacTBo no akcniyatauuu WB-3P-PTP6

OrpaHH4eHNA CKOPOCTH

Brntouute

OrpannueHne & Down

Crpannyenue s Up

JononHMTensHo

Orpanwdetne Broadcast 5 Down

Orpanuuyenne Broadcasis Up

Orpanuyerne Multicast 8 Down

Orpannyesne Unknown 8 UP

+ [PUMEHHTE

X OTmeHa

Briknicuero

BriknioueHo

Braknioqetio

BriknioueHo

Brakniovetio

BriknioueHo

Bkrodumes — aKTUBUPOBATL MOJ1e HACTPOeK;

+ OepaHuyeHue 8 Down — orpaHuyeHne NPonyckHO CNoCoO6GHOCTM B HanpaBieHun ot knmenTa (STA) go

Ethernet-ycTtpolicTs;

+ OepaHuyeHue 8 Up — orpaHunyeHmne nponyckHoi cnoco6HOCTY B HanpasneHun ot Ethernet-yctpoiicTe 1o

knneHTa (STA).

JonosiHumesibHoO — aKTUBMPOBATbL A0MNOSHUTE/IbHOE NOoJ1e HACTPOeK:

+ OepaHuyeHue Broadcast 8 Down — orpaHu4eHne NpomnyckHOV COCOGHOCTY LUMPOKOBELLATE/IbHOTO

Tpachuka B HanpaeneHun ot knneHTa (STA) go Ethernet-yctpoiicTs;

+ OepaHuyeHue Broadcast 8 Up — orpaHnuyeHne nponyckHo CnocoGHOCTU LLIMPOKOBELLATETbHOMO

Tpadhmka B HanpasneHun oT Ethernet-ycTpoiicT fo kineHTa (STA);

+ OepaHuyeHue Multicast 8 Down — orpaHuyeHne nNponyckHoW Cnoco6HOCTM MHOroaapecHoro Tpadvka B

HanpaeneHun ot knmeHTa (STA) go Ethernet-ycTpolicTs;

+ OepaHuyeHue Unknown 8 Up — orpaHnyeHne nponyCcKHON CNOCOBHOCTN HEM3BECTHOTIO Tpadvka B

HanpasneHun ot Ethernet-yctpoiicte go knneHta (STA).

[lNns HACTPOIKM orpaHNYeHnin ecTb crieaytoLie napaMmeTpsbl:

* BbIK/1l04EHO — OrpaHuyeHune nponyckHoOW CNOCOB6HOCTU He NPUMEHSETCS;
* Kbum/c — orpaHu4YeHvie NPoNycKHOM CNOCOBHOCTN NPUMEHSETCH B KOUT/C;
* [1ak/c — orpaHuyeHve NponyckHOM cnocobHOCTN NPUMEHSETCA B Nak/c.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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10.11T MeHto «CeTeBble HACTPONKN»

10.11.1 MoameHto «CrucTemHas KoHdurypaums»

BricTpan HacTpoiika MoHuTopHHT Radio AP CeTeskie HACTPOFEM Cuctena WHCTpymMeHTE! TR (Bbxom)

CucTenmHan KoHMrypaLpa > W xacra
Hocryn leorpadmueckuii aomen root
VLAN ynpaenexus Terminating A
VLANID
MpwopuTeT 802.1p 0 v
MpoToken Static h
Cramuecruii [P 192.168.1.10
CeTesas macka 255255.255.0
Lneoa
Mepeuursi DNS

Bropuukeii DNS

INokansHoe ynpaenenne yepes Ethernet
BrnioueHo

Cramaueckuii IP 192.0.31

Cetepan macka 2552552550

* MIMsi xocma — ceTeBoe UMS YCTPONCTBa, 3agaeTca cTpoka 1-63 CMMBO/IOB: JTAaTUHCKME 3arnaBHble U
CTPOUYHbIe BYKBbI, LMPpbI, 3HAK AednC «-» (Aedmc He MOXET GbiTb NOC/IeAHUM CUMBOJIOM B UMEHM);

+ [eocpacpudeckuli OoOMeH — [OMEH, B KOTOPOM pacrnosiaraeTcs yCTPOMCTBO;

* VLAN ynpas/neHus:.

* Bobik/moyeHo — VLAN ynpasneHusi He NCnosb3yeTcs;

+ Terminating — pexum, npu kotopom VLAN ynpasneHns TEpMUHNPYETCA Ha YCTPOIACTBE; B 3TOM
C/lydae y BCTPeUHbIX YCTPOWCTB, MOAK/TIOUYEHHbIX Yepe3 paanonHTepdieinc, HeT gocTtyna 4o
AaHHoro VLAN;

* Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTtcs Takke B paanonHTepdeiic
(npmn cooTBeTCTBYtOLLEN HAacTpoiike AP).

VLAN ID — ngentudpukarop VLAN, ncnonb3syemslii Ana gocTyna K yCTPONCTBY, NPUHUMAET 3HaYeHns 1-

4094;

+ Mpuopumem 802.1p — HomMep npuopuTteTa 802.1p, NnpucBanBaemMblil NakeTam, MCXo4SALLINM C
Management VLAN-uHTepdeiica ycTponcTea;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogknodeHune no Ethernet-
NHTEpdecy yCTPOINCTBA K CETV NpefoCcTaB/IeHns yCyr nposBaingepa:

+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka noacetu, agpec DNS-cepsepa, w3 no
YMOJIHaHWIo 1 Apyrve napameTpbl, Heoo6xoanMble 15 paboTbl B ceTun, 6yayT nosyyeHsl or DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl Ha WAN-
NHTEpdenc HazHavarTcA ctatuyecku. MNpu Boibope Tuna «Static» A4Ns pegakTMpoBaHnsa CTaHyT
[OCTYNHbI cneayoLme napameTpsbl:

+ Cmamuvyeckuli IP — IP-agpec WAN-nHTepdoelica ycTpoiicTBa B CETU NpoBaiaepa;
+ Cemesasi Macka — Macka BHeLLHel NoaceTy;
* L1103 — afpec, Ha KOTopbI OTNpaBsAeTca NakeT, ec/v A5 Hero He HalgeH MapLupyT B
Tabnuue mappyTnsaumm.
+ lNepsuyHbil DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepoB. Ecnu agpeca DNS-cepBepoB He
Ha3Ha4arTCa aBTOMaTMyeckn no npotokony DHCP, 3agaiTe nx Bpy4yHy!o.
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

@ nocne HacTpoikn «VLAN ynpasneHusi» BO3MOXHa noteps 4ocTyna A0 YyCTpolicTea.

JlokanibHOe ynpasaeHne yepes Ethernet:

[aHHbIli nogpasfen no3BosieT HaCTPOUTb HETEMMPOBAHHbIN AOCTYN A0 ycTpolicTea Yepes Ethernet-
nHTepdelic.

* BK/1l04EHO — aKTUBUPYET HACTPOIKY;

« Cmamuueckuli IP — |P-agpec Ethernet-nHtepdpeiica ycTpoiictTBa B 10KasibHOM ceTh (N0 yMONYaHuIo
192.0.3.1);

+ Cemesasi macka — Macka NoAceTu.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».

10.11.2 MogmeHto «ocTyn»

B nogmeHo «AocTyn» NPOM3BOAMTCS HACTPOlika AoCTyna K YCTPOICTBY NOCpeacTBOM Web-uHTepdeiica,
Telnet, SSH, NETCONF 1 SNMP.

BricTpan HacTpoiika MOHUTOPHHT Radio AP CeTeBbie HACTPOKK Cucrema WHeTpymeHTEl - (BbIX0n)

Cucremuan kondmrypauma WEB
Docryn > HTTP-nopt 80
WEB-HTTPS
HTTPS-nopt 443
Telnet
Mopt 23
SSH
Mopt 22
NETCONF

SNMP

+ TMpumeHnTs ® Otmena

« [nAa BkNOYeHUsA gocTyna K yCTpoicTBy Yepes web-uHtepdelic no npotokony HTTP yctaHoBuTe chnar

Hanpotme «WEB». B nosiBMBLUEMCSI OKHE €CTb BO3MOXHOCTb NomeHATb HTTP-nopT (no ymonyanuio 80).
[nanasoH 4onycTMMbIX 3HA4YEHUIn NOPTOB, MOMUMO YCTAHOB/IEHHOIO MO ymonyaHuto, ¢ 1025 no 65535
BK/TIOUUTENbHO;

+ [nAa BkNOYeHUA AocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
ymonuaxmio 443). inanasoH gonycTUMbIX 3HAYEHWUIA NOPTOB, MOMUMO YCTAHOBMIEHHOIO MO YMOMYaHUIO, C
1025 no 65535 BKOUMTENBHO;

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI UMETb OAUMHAKOBOE 3HaYeHNe.

+ [insa BKOYEHWA [ocTyna K ycTpoincTy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet». B
NOsIBMBLUEMCSI OKHE ECTb BO3MOXHOCTb NOMeHsITb Telnet-nopT (Mo ymonuaHwmio 23). AvanasoH
A0NYCTUMbIX 3HAYEHWI MOPTOB, NOMUMO YCTAHOB/IEHHOTO N0 YMoN4YaHuto, ¢ 1025 no 65535
BKJ/THOUUTENBHO;

+ [ina BKIOYEHMs [oCcTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe donar Hanpotus «SSH». B nosiBuBLueEMcS
OKHe eCTb BO3MOXXHOCTb NOMeHsiTb SSH-nopT (No ymonyanuto 22). inanasoH AonyCTUMbIX 3HAUYEHW
NMOPTOB, MOMUMO YCTAHOBJ/IEHHOTO MO yMon4aHuio, ¢ 1025 no 65535 BKNHOUUTENBHO;

+ [nsa BknoveHns goctyna K yctporictey yepe3 NETCONF yctaHosute donar Hanpotus «NETCONF».
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MporpammHoe obecneveHne WB-3P-PTP6 no3BonsieT nsmeHsiTb KOHUrypawumo yCTpoicTBa, NPoBOANTb
MOHUTOPUHT €r0 COCTOSIHUSA, a TaKkKe ynpasBasiTb YCTPOWCTBOM MCNoNb3ys NpoTokosn SNMP.

SNMP
Maponb Ha YTeHHE public
Maponk Ha 3anuck private
Adpec ona npuéma Tpanos vi
Afdpec ona npuémMa Tpanos v2
Anpec ons npuémMa
cooBLweHnA Inform

CUCTEMHOE MMA YCTPOACTBA WE-3P-PTP6

KOHTaKTHaA uHhopMauma Contact
NPOW3BOANTENA
MeCToNoNoKeHUe yCTPOHCTEa Russia

Maponk B Tpanax trap

YcTponcTBO noaaepxmeaet NpoTokosbl Bepcuii SNMPv1, SNMPv2, SNMPv3.

[na nameHeHns napameTtpoB SNMP-areHTa yctaHoBuTe donar Hanpotme «SNMP», nocrne aToro ctaHyT
[OCTYMHbI Criefyoume HacTPOMKN:

Maposib Ha YmeHue — Naposb Ha YTeHne napameTpoB (06LLEeNnpUHSATLINA: public);

Maposib Ha 3anuck — Naposib Ha 3anvchb NapameTpoB (06LLEeNPUHSATLIN: private);

Adpec 0715 npuéma mparnos vl — IP-agpec nnn goMeHHoe UMsa NnpuemMHuka coobuleHmii SNMPv1-trap B
dopmate HOST [COMMUNITY [PORT]];

Adpec 07151 npuéma mparos v2 — IP-agpec nnn oOMeHHOe UMSA NpueMHukKa coobuleHmii SNMPv2-trap B
opmate HOST [COMMUNITY [PORT]];

Aodpec 0515 npuéma coobuweHuli Inform — IP-agpec nnvm OMeHHoe NMSA NpuemMHuKa coobueHunin Inform B
dopmarte HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpoticmsa — UMS YCTPONCTBa,;

KoHmakmmHasi uHghopmayusi npou3sooume/isi — KOHTaKTHast MHpopmMaLunsi NPon3BoaNTeNA YCTPONCTBE;
MecmononoxeHue ycmpolicmsa — NHhopmMauus 0 MeCTOMONOXEHUN YCTPOCTBa;

Maposib 8 mpanax — Naposb, cogepxallmiics B Tpanax (no ymonyaxuto: trap).

Hwxe nprvBefeH CNcok 06bEKTOB, NOAAEPXKMBAEMbIX OJ/19 YUTEHUS U KOH(PUTypMpoBaHUs NOCpeaCcTBOM
npotokona SNMP:

eltexLtd.1.127.1 — MOHMTOPVHI NapamMeTPOB YCTPOICTBA;
eltexLtd.1.127.3 — ynpaBneHue ycTponcTeom;
eltexLtd.1.127.5 — koHchurypupoBaHue ycTpoincTaa.

eltexLtd — 1.3.6.1.4.1.35265 — naeHtudmnkarop npeanpusatmsa «NTTEKC».

Moapo6Hoe onncanne OID WB-3P-PTP6 gocTtynHo no cnegytouwei ceoinke: Onucardne OID Ha FBWA WI-FI 6.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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10.12 MeHo «Cuctema»

B MeHIo «CucTema» BbINMOMHAKTCA HACTPOWKN CUCTEMBI, BpEMEHMU, XXypHasia syslog, nponssogutcs cmeHa
naposs, BbIrpy3ka/3arpyska KoHdurypawmmn, 06HOBMNEHME NPOrpaMMHOro obecnevyeHns u nepesarpyska
YCTpPOWCTBA.

10.12.1 MoameHto «O6HOBNEHNE MO ycTponcTBar

MoameHo «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Hav4eHo 418 0GHOBMEHNS NPOrPaMMHOI0 0becnevyeHuns
yCTpOWCTBa.

BhiCTpan HacTpoiika MoHWTOpHHT  Radio AP CeTeBbIE HAaCTPOMKN CHCTEMA VIHCTPYMEHTSI - (BBIXOM)

Ofvoenexue MO ycTpoiicTea > AKTMBHaA sepcua MO

AkmyansHan eepcua 10 docmynHa no adpecy: Attp:/eltex-co. ru/support/downloads/

®aiin oGHoeneHna Mo Boidop Maina | He BoiGpad HY 0AuH aiin

KoHurypaums

KoHTponk QOCTYMHOCTH

Mepesarpy3ka

AYTEHTUDUKALMA

HypHan

[lata u Bpema

WHaMKaLMA

OTnafodHan WHMOoPMAaLKA

« AkmusHasi sepcusi 10 — Bepcusl NporpamMmmMHOro o6ecneyeHuns], yCTaHOB/IEHHOTO Ha YCTPOWNCTBE,
paboTatoLlasi B AaHHbI MOMEHT;
+ Pe3sepsHas sepcusi 10 — Bepcusa NporpaMMHOro obecneyvyeHus,, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYO MOXHO NnepekntounTbes 6e3 3arpysku taiina Mo,
+ Coesnnamb akmusHoU — KHOMKa, N03BONAKOLWANA caenaTb pe3epBHyto Bepcuto MO akTUBHON, AN
aToro noTpebyeTcs nepesarpyska ycTporictsa. AKTBHas Bepcus MO B 3TOM ciyyae cTaHeT
pe3epBHOIA.

O6HoBEHME MPOrpaMMHOro obecnevyeHms

3arpyauTte chaiin MO c calita https://eltex.ru/download/ n coxpaHute ero Ha KomnbtoTepe. Mocne atoro
HaXxmuTe KHOMKy «Bblbepute thaiin» B none ®ads obHosneHus MO v ykaxute nyTb K doaiiny MO B
hopmare .tar.gz.

[lnsa 3anycka npowecca 06HOBAEHNSI HEOOXOAVMO HaXaTb KHOMKY «3anycTuTb 06HOBNEHMEY. [pouecc
06HOB/NEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekylemM ctatyce 6yAeT ykazaHo Ha CTpaHuLE), NOC/e Yero
YCTPOICTBO aBTOMATUYECKM Nepe3arpy3nTcs.

© 06HoBnATL MO cnegyeT cHauyana Ha KneHTe (STA), a 3aTem Ha Touke goctyna (AP).

@ He otknlouaiite NUTaHWe YCTPOIICTBA, HEe BLINOMHAITE ero nepesarpysky B npouecce 06HoBAeHNs MO.
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10.12.2 MopmeHto «KoHdurypaumns»

B noameHto «KoHpurypaums» BbINOMHSAETCA COXPaHEHMe TeKYLLE KOHUrypaLumum n BOCCTaHOB/EHUE.

BHICTpan HACTPOIKa MOHWTOPMHT Radio AP CETEBbIE HACTPOIKH CrcTema WHCTPYMEHTHI - (BLIXOA)

O6Hoenenue MO ycTpoicTsa Mony4uTh apXHB KOHMHUIYPaLMK C P Cxayatb
yCTpoRcTEa

Kondumrypauma »
3arpy3uTh apxuB KOH(UTypaLmi | BriGop daiina | He BLiGpaH HU 0AUH daiin
KoHTponb 4OCTYNHOCTH Ha yCTpolicTBo

Mepesarpy3ka

CHpOC Ha 3aBOACKHE HACTPOITKN CoxpaHuTL NapaMeTpsl 4oCTyna

AyTeHTHDNKELMA
x Copoc

Hypran
[ara u spema
MHoMKauma

OTnagoyHan HHOpMaUMA

MNonyyeHne koHdbUrypaumm

UTO6bI COXPaHUTL TEKYLLYH KOH(UIypauuo yCTPOCTBa Ha JIOKasIbHbIA KOMMbLIOTEP, HXKMUTE KHOMKY
«CKavyaTb».

O6HoBNEHUE KOHMUrYpauuu

[ns 3arpy3ky cOXpaHeHHOro Ha JI0KaJlbHOM KOMMbloTepe dhaina KoHUrypauum UCrnosb3yeTcsa MyHKT
«3arpysuTb apxuB KOHQUrypaumy Ha ycTpoincTeo». /191 06HOB/IEHUS KOH(IUIypauum yCTPOMNCTBa HaXXMUTE
KHOMKY «BblGepuTe chaiiny, ykakute daiin (B hopmarte .tar.gz) n HaOXMuUTe KHOMKY «3arpy3unTb chaiini».
3arpyxeHHas KoHuUrypauusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoicTBa K 3aBOACKMM HACTPOiKaM

UT0o6bI cAenatb cOpOC BCEX HACTPOEK YCTPOINCTBA HA CTaHA4APTHbIE 3aBOACKNE YCTAHOBKM, HOOKMUTE KHOMKY
«Cbpoc». Ecnn aktnBmposaH donar «CoxpaHvTb napamMeTpbl OCTynay, To Oy4yT COXpPaHeHb! Te napameTpbl
KOHdhUrypaumm, KoTopble OTBeYatoT 3a A0CTYN K YCTPOIACTBY (HacTpolika IP-aapeca, HacTpolikvi gocTyna no
Telnet/SSH/SNMP/NETCONF/Web).
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10.12.3 TMoameHto «KOHTPOb AOCTYMHOCTU»

®YHKLMA «KOHTPOb JOCTYNHOCTU» NO3BOJIAET ONpeAe/iMTb OTCYTCTBME CBA3HOCTU M nepesarpysvTb
YCTPOWCTBO UMK ero nHTepdencobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npovcxoant nepesanyck DHCP-knveHTa Ha Tekywem WAN nHTepdelice.

BLICTpAaA HACTPOHKa MOHMTOPMHT Radio AP CeTeBble HACTPOMKN Cuctema WMHCTPYMEHTBI n - (BbIXOA)

OBHoenexwe MO ycTpoicTea BrntoueHo
KoHUrypauma DNeitcTene Mepesarpyaka ycTpOHCTBa v
KOHTponb AOCTYNHOCTH > Fing-cepeep 192.168.1.1

Mepesarpyaka 3a/iepiKKa NePes] Ha4anom 300
NPOBEPKH

AYTEHTHDUKALMA MNepuon oTnpask1 ICMP- 300

3anpocoB
Hypran ~
TaiimayT oxuaaHua ICMP- 1
~ OTBETOB
Nata 1 Bpema
MaKCHMAanNLHOE KONW4eCTso 3

Wnaskaua HEYIAUHEIX NPOBEPOK

OTnaac4Han MHpopmMauma ® Otmena

Bksito4eHo — npu yCcTaHOBIEHHOM ¢hiare KOHTPO/Ib AOCTYNHOCTY BK/THOYEH, MHAYe — BbIK/TIOYEH;
Aelicmsue:
* [Mepe3anyck ethernet uHmepcgpelica — B cnyvyae HefOCTYNHOCTU 3afiaHHOro Ping-cepeepa
npousonget nepesanyck Ethernet-nHtepdelica yctpoiicTea;
* [epesaryck 6ecrnposodHO020 uHMepelica — B Criydae HeOCTYNHOCTU 3agaHHoro Ping-cepeepa
nNpov3onaeT nepesanyck 6ecnpoBoAHOro NHTepdeica yCTPonCTBa;
* [epe3acpy3ka ycmpolicmsa — B Crly4ae HeJOCTYNHOCTY 3agaHHoro Ping-cepsepa npovsoinger
nepesarpyska ycTpoicTsa.
Ping-cepsep — IP-agpec nnn JoMeHHoe UMs XoCTa, Kyaa 6yayT otnpaBnsatbes ICMP-3anpochi;
3adeprkka rneped Ha4ya/ioM MpPosepKU — BPeMS B CEKyHax Nnocne BKHYEHUS YyCTponCcTBa nnm
npegplayliero cpabarbiBaHUs, B TeHeHMEe KOTOPOro KOHTPO/1b AOCTYMNHOCTU He ByaeT paboTtaTb.
Bo3moxHble 3HaueHuns: 60—86400 BKAHOUNTENBLHO;
lMepuoo omnpasku ICMP-3arnpocos — BpeMs B CekyHAax, yepes Kotopoe 6yaeT otnpasneH ICMP-3anpoc
nocne nonyyeHns ICMP-oTBeTa Nnn NPUHATUA PeLLEeHUs 0 TOM, 4To npeabiaywmnin ICMP-3anpoc
oKasasics HeyAauHbIM. Bo3moxHble 3HaveHus: 1-86400 BKNIOUNTE/bHO;
Tatimaym oxudaHusi ICMP-omsemos — BpeMsi B CeKyHAax, B TeyeHne kotoporo oxuaaerca ICMP-oteeT
Ha oTnpasneHHbIii ICMP-3anpoc. Ecnv no ucteyeHnn spemenHn ICMP-oTBeT He nosnyyeH, To ICMP-3anpoc
cunTaeTcs HeygauHbIM. Bo3MoXxHble 3HavyeHus: 1-10 BKAOUNTENBHO;
MakcumasibHoe Ko/1u4ecmso HeyoayHbIX MPOBEPOK — MaKCUMaslbHOe KO/IMYeCcTBO HeyaadHblx ICMP-
3anpocoB. Ecnn konnyectBo HeyaauHbix ICMP-3anpocoB gocTuraet ykazaHHOro Ynca, To BbIMOJTHAETCA
3afaHHoe aencTeune. Bo3amoxHble 3HadeHns: 1-86400 BKOUMTENBHO.

[ns BCTyNneHns B Cuy HOBOW KOHAUIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCcMyo namMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». /19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

10.12.4 ToameHto «MNepe3arpyska»

[lna nepesarpy3kn yCTpoCTBa HAXKMUTE Ha KHOMKY «[lepesarpyskax. MNpouecc nepesanycka ycTpoliicTsa
3aHVMaeT NPUMEPHO T MUHYTY.

BbiCTpas HacTpoiika  MoHWTOpWHr  Radio AP CeTeBble HacTpOWKM  CHCTEMA  WHCTPYMEHTHI

- (BbiX0A)
ObHosnenue MO ycTpoiAcTEa Mepesarpy3ka ycTpoicTea < MNepe3arpyka
Kondurypauma

KoHTponb AOCTYNHOCTH

Mepe3sarpyska >

AyTEHTHDUKELMA

KypHan

Nata v Bpems

WHAuKaLMA

OTnapoyHan uHpopmauua

10.12.5 MogmeHto «AyTeHTUdmKaLms»

MoaMeHo «AyTeHTUMKaLus» npeaHasHaueHo A1s HaCTPOIKM ayTeHTUdUKaLuy Nosib3oBaTtensi.

AyTeHTUunkauma:

© 3aBopckas yueTHas 3anuch ANA AOCTYNa K YCTPoicTay: norvH: admin, napons: password.

10.12.5.1 Jloka/sibHasi

Mpu ycTaHOBMEHHOM dhnare ayTeHTUMKaLUns GyAET BbIMOMHATLCS MO YYETHOW 3anncK, XpPaHsLLencs Ha
[aHHOM YCTpOICTBE.

BuiCTpas HACTpoiika MOHMTOPHHT Radio AP CeTeBbie HACTPOMHKH Cucrema VIHCTPYMEHTSI - (Bbixof)
O6Hoenexue MO ycTpoiAcTea AyTeHTMdpMKSLMﬂ
KoHdpurypauma THN ayTEHTUDUKALHH @ INokanbHaa (O RADIUS
KOHTpONs AOCTYNHOCTH Tlorut admin
Nepesarpyska Napork @
AyTEHTU(MKALMA > TMoaTsepxaexne napons ®
Hypran HacTpoiiku ceccnm
[ara u spems Taiim-ayT Ge3nefcTBMA, MHH 15
WHankaLus
OTnano4Has MHpopMaLs

+ Jlo2uH — NOTVH, HacTpanBaeMOW YUETHO 3anucuy;
* [laposib — BBOA HOBOrO Naposs;
+ [NoomsepxxoeHue naposisi — NOATBEPXAEHNE HOBOrO Naposisi.

Takxe eCTb BO3MOXHOCTb CO34aHWsA AOMOMHUTE/bHBIX YYETHbIX 3aM1cen ¢ ponsammn agMuHucTpaTopa nnm
Habnogartens (HacTpoiika A0CTynHa To/bKo Yepes CLI). YueTHble 3anmcu ¢ ponbio agMUHUCTpaTopa nMetoT
NOSHbIA AOCTYN K YCTPOWCTBY: UTEHNE W 3aMUCh /IH0ObIX HACTPOEK, NOHbLI MOHUTOPUHI COCTOSIHUSA
YCTPOWCTBA. YUYETHbIM 3annCsiM C POsb0 HabngaTens A4oCTYNeH TONIbKO MOHUTOPUHT.
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10.12.5.2 RADIUS

Mpwn ycTaHOB/IEHHOM dhnare ayTeHTUdIUKaUns 6yaeT BbINOSHATLCSA MO y4eTHol 3anncu Ha RADIUS-cepsepe.

BbICTPaA HAaCTpoHKa MOHUTOPHHT Radio AP CeTeBble HaCTPOHKK Cuctema WHCTPYMEHTI n - (BbIXOA)

0OBHoENEHKe MO ycTpoiAcTea AyTeHTMqDMKSLLIAR
KoHurypauma THN ayTEHTHPUKALIMM () NokankHan @ RADIUS

KOHTROMb ROCTYMHOCTH Appec RADIUS-cepeepa 192.168.1.1
Mepesarpyska MopT RADIUS-cepsepa 1812
AyTEHTUDHKALWA > Mapone RADIUS-cepsepa weeene @

HypHan PesepBHan nokarnsHan
ayTeHTHdUKaLMA
Nata 1 BpemMa
Norux admin

MHauKayma
MNapons @

OTnagoyHas MHQopMaLa
MoaTeepaaetne napona @

HacTpoiikn ceccvn

Talm-ayT 6e30eACTBUA, MUH 15

* Adpec RADIUS-cepsepa — IP-agpec RADIUS-cepBepa;

+ MNopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOpbI UCNOMb3yeTcsa A5 ayTEHTUdMKALMMN 1
asTopusauuu;

* [Maposib RADIUS-cepsepa — kno4 RADIUS-cepBepa, NCNosib3yemMoro Ans aytTeHTngukaumm n
asTopusauuu;

* Pe3epsHas /loKa/ibHasi aymeHmugbukayusi — npu ycTaHOB/IEHHOM dp/iare BK/IoYaeTcs ayTeHTudumkaums
Nno NIoKanbHOW y4yeTHol 3anuncu admin npu otcyTcTBUM coeamHenns ¢ RADIUS-cepeepowm;

+ Jlo2uH — NOrVH HacTpanBaeMon yY4eTHON 3anucy,

* [Naposib — BBOA HOBOrO Naposs;

+ [TodmsepxxoeHue napo/isi — NOATBEPXAEHNE HOBOro Napons.

© C BLIKTIOYEHHBIM NapaMeTpoM «Pe3epBHasA NOKa/IbHaA ayTeHTUUKaLMsA» aBTopu3aLys
npoucxoanT Tonbko vYepe3 RADIUS-cepsep. Mpu ero HegoCTYMHOCTU UM HEKOPPEKTHbLIX AaHHbIX
aBTopu3auus BbINoSIHEHA He ByaerT.
C BK/IO4YEHHbIM NapaMeTpom «Pe3epBHasA nokasibHas ayTeHTUpukauus» npu oTcyTCTBUM
coeanHeHns ¢ RADIUS-cepBepom, aBTOpU3aL s MOXET ObiTb BbINOSIHEHA MO NTIOKA/IbHOWN YUYETHOM
3anvcu admin. ABTopu3auums yepes apyrue /iokasibHble yUYEeTHbIE 3amnncy BbINOTHEHA He ByaerT.

© /15 aytenTudpmkaumm yepes RADIUS-cepBep yueTHble 3anmcu ¢ COOTBETCTBYIOLLMMM POSIMU
CO34al0TCH TO/IbKO Ha HEM.
Y4YeTHbIM 3anucam MOryT 6bITb NPUCBOEHbI CeayroLme posu:
admin — nonb3oBartesnb C Takoi ponblo 6yAeT MMETb NOMHbIN JOCTYN K KOHOUIypUpOBaHUIO 1
MOHWUTOPUHIY YCTPOICTBE,
viewer — no/1b30BaTte/lb C Takoi posiblo ByaeT MMeTb AOCTYN TOMIbKO K MOHUTOPUHTY YCTPONCTBA.
Ha RADIUS-cepBepe And HacTPOonKn posei yueTHbIX 3anucei ncnonb3yetcs atpuoyT Cisco-AVPair =
"shell:role=<role>" (r1e <role> npuHyvaet 3HaueHns admin v viewer).
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

HacTpoiiku ceccun:

* TaElM—aym 6e3delicmsusi — BpemM4d 663,CI,GI7ICTBI/IFI noJsib3oBaTtesid B MUHYTax, Nocsie KOToporo ceccus
aBToOMaTn4yeCkn 3aBepLuaeTCA.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

10.12.6 TMogmeHto «KypHas»

MNMoamMeHo «KypHan» npefHasHa4yeHo A8 HaCTPOKN BbIBOA4A Pa3HOro poja OTN1af0uHbIX COOOLLEeHNI
CUCTEMbI B LefIAX 06HapYyXXeHunst NpuymH npobnem B paboTe ycTpoincTaa.

BLICTpas HacTpoiika MOHWTOPHHT Radio AP CeTeBble HACTPOKH Cuctema VIHCTPYMEHTBI - (BbIXOM)

Ofvoenenue MO ycTpoAcTea Pesum Cepaep n ain v
Kondurypauma Anpec Syslog-cepsepa syslog.server
KOHTpOnb QOCTYNHOCTH MopT Syslog-cepaepa 514
Mepesarpyaka Paamep (aiina, kb 1000
AyTEHTUDUKALMA
m X OTMEHa

Hyphan »
Nara n spema
VHOMKaLmMA

OTtnaao4yHan nHopmauma

+ Pexum — pexum paboTbl Syslog-areHTa:
« Jloka/ibHbIU ¢halin — HhopMaUms XXypHasia COXpaHaeTCsl B IOKa/IbHOM doainie n AoCcTynHa B
web-nHTepdelice ycTpolictea Ha BKnagke «MOHUTOPUHI/XKypHas COBbITU»,
« Cepsep u g¢halin — nHgopmauus XypHasia oTnpaBnsieTca Ha yaasieHHblin Syslog-cepsep u
COXpaHseTcs B JIOKaIbHOM chaiine.
+ Adpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepeepa;
+ Mopm Syslog-cepsepa — NopT Ans BXoAsWwmx coobuieHunii Syslog-cepeepa (no ymonyanuto 514,
BO3MOXHble 3HaueHnst 1-65535);
* Pasmep ¢palina, kKb — makcuManbHbIii pasmep haiina xypHana (Bo3amoxHble 3HaueHnst 1-1000 kB).

,ﬂ,ﬂﬂ BCTYMJ/ieHNA B CUny HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBUCMYIO NMaMATb
HaXXMUTE KHOIMKY «|_|pVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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10.12.7 MopmeHto «[ata n Bpems»

PykoBogacTBo no akcniyatauuu WB-3P-PTP6

B noagmeHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH WM C MOMOLLbH NPOTOKO1Aa CUHXPOHM3aLMN

BpemeHn (NTP).

10.12.7.1 BpyuHyro

BLiCTpan HacTpoika

ObHoenenne MO ycTpoiAcTea
KoHpHrypaums

KOHTpOMb AOCTYMHOCTH
Mepesarpyska
AyTeHTHHUKALMA

KypHan

[lata W BpemaA >

MHouKayma

OTnanovHan WHpopmaumua

MoHUTOpPHHT

Radio AP CeTeBble HACTPOAKM

Pexum
Nata u BpeMsa ycTpoicTea

Yacosoit noAc

BKNIO4MTL NEpexoq, Ha NeTHee
BpeMA

Mepexof Ha NeTHee BpeMs

HEDEKU;] Ha 3UMHEE BpemA

COBMI BPEMEHH (MMH.)

Cuctema

@ Bpyswyio O

WMHCTpYMEHTbI

NTP

02.06.2026 06:45:27 & PenakTpoBaTe

Mockea, Poccua

(He 8s10paHo)

(He snifpaHo)

60

(He eblGpaHo)

(He ebiGipaHo)

(BbIXOD)

(e sbifpaHo) (B — 1| —

(+e ebiOpato) (B —

+ [ama u spemsi ycmpolicmsa — Aarta v BpeMs Ha YCTPOMCTBE B faHHbI MOMeHT. Ecnun TpebyeTca

KOppeKLMs, HXMUTE KHOMKY «PeaakTnpoBatby;

+ [ama, spems — 3afiainTe TEKYLLYI0 AaTy Y BPEMSA WU HAXXMUTE KHOMKY «TekyLlas gara u Bpems»

[ANS yCTaHOBKM BpemeHu MK Ha yCTpoNCTBO;

* Yacosol rnosic — no3BoseT yCTaHOBUTb YaCOBOM NOAC B COOTBETCTBUM C 6vXaiLLumMM ropogom B

BalLeM pervoHe 13 3aZlaHHOro Crmcka;

* Bk/iro4ums repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/3rMHee
Bpems OyaeT BbINO/THATLCA aBTOMAaTUYECKN B 3a4aHHbIl Nepuos BpeEMEHMU:

* [Nepexod Ha iemHee BpeMsi — [ieHb 1 BpeMs, Korga OyeT BbINOHATLCA Nepexos, Ha leTHee

Bpewms;

+ [Nepexod Ha 3uMHee BpeMsi — [leHb U BPeMS, Koraa GyeT BbINOMHATLCS Nepexos Ha 3UMHee

Bpewms;

+ CoBue spemeHu (MUH.) — Nepuog, BpPEMEHN B MUHYTAX, HA KOTOPbIN BbINOMHAETCA CABUT BPEMEHW.
MoxeT npuHumartb 3HavyeHue oT 0 go 720 muH.

[ns BCTyNneHns B culy HOBOW KOHUIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCMY0 NamMsaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». 19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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10.12.7.2 NTP-cepsep

BricTpan HacTpoiika MOHWTOPMHT Radio AP CeTeBble HAaCTPOMKA Cucrema VHCTPYMEHTEI (TR (ebxon)

O6roenenune MO yetpoitctea Pexana (O Bpyunyio @ NTP
Kordpurypauwa [ara v epemn ycTpofcTEa 02.06.2026 06:46:39

Yacosoii noAc Mockea, Poccua A
KoHTponk goctynHocTy

BHNIOUHTL Nepexof] Ha NeTHee BpeMA [
MNepezarpy3ka P P L
Mepexon Ha neTHee BpeMsA (e axibparo) (e axibparo) He euifpano] B —
AyTeHTHKaLMA pexon P He 8LIOpano) t pano) t panel

Mypuan lNepexoa Ha aUMHee BpeMA (e exibpara) (we esibparo) (ve exibpara) B -
[ata u Bpema > Cagur spemeHi (MUH.) 60

MHankauma Cepeepul NTP Tun

Ne Anpec NTP-cepeepa ayTeHTHuKaLwm Key 1D Knrou ayTenTudpukaumn
OtnagouHan nHcbopMauma

1 pool.ntp.org - Bewrouero v | 1 &

2 - MD5 v 1 @ x

3 - SHA1 v 1 @ x

& [Jo6aBuTs

« [ama u spemsi ycmpolicmsa — nata  BpeMs Ha YCTPOICTBE B AAaHHbIA MOMEHT;
+ Yacogol nosic — no3BOASIET YCTAHOBUTb YaCOBOI MOSIC B COOTBETCTBUM C GNMXaiLLMM ropoaom B
BalleMm pervoHe u3 3aaHHoro Crucka,;
* Br/1o4umb rnepexod Ha /iemHee speMsi — Nnpu yCTaHOB/IEHHOM dh/iare nepexop, Ha neTHee/3nMHee
BpeMsi OyAeT BbINO/HATLCSA aBTOMAaTUYECKN B 3ajaHHbIV NepuoL, BPEMEHN:
*+ [Nepexod Ha ilemHee BpeMsi — [ieHb 1 BpeMs, Koraa OyaeT BbINO/HATLCA Nepexos Ha fieTHee
Bpewms;
*+ [Nepexod Ha 3uMHee BpeMsi — [eHb U BPeEMS, Korga 6yAeT BbINONHATLCA Nepexos Ha 3uMHee
Bpewms;
« CoBue BpemeHu (MUH.) — nepuog, BpeMeEHN B MUHYTAX, HA KOTOPbIIA BbINOMHSAETCA CABUT BPEMEHM.
MoxeT npuHMmaTb 3HaveHne oT 0 4o 720 MUH.
+ Cepsepbl NTP:
+ Adpec NTP-cepsepa — |IP-agpec/foMeHHOe nMA cepeepa CUHXPOHU3aLMN BpeMeHU. BO3MOXHO
3a4atb agpec unn Bolbpatb U3 CyLLECTBYIOLLENO CMUCKa,;
« Tun aymeHmudgbukayuu — BbI6Op anroputma XelmnpoBaHus ans ayteHTndmkaummn NTP-nakeTos.
Bo3moxHble 3HaueHuns: BoikntoyeHo, MD5, SHAT;
* Key ID — yHMKanbHbI HOMEp K/1o4a, UCNob3yeMoro 418 ayTeHTudmnkaumm npn obMeHe faHHbIMN
¢ NTP-cepBepom. BoamoxxHble 3HaueHus: 1 ao 65535;
* Koy aymeHmuchukayuu — CEeKPETHbIM KN4 ayTeHTUdMKaUMM B TEKCTOBOM BUE.

[nsa BCTynneHms B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEeHNss HaCTPOEK B AHEProHe3aBMCUMYI0 NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». N5l OTMEHbI MU3BMEHEHUIA HAXXMUTE KHOMKY «OTMEHa».
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

10.12.8 TMogmeHto «HanKaunsa»

B nogmeHo «MIHAUKaLMS» MOXHO BbINOMHUTL KACTOMM3ALIMIO MHAMKATOPOB Ha YCTPOCTBE.

BricTpan HacTpoiika MoHUTOPHHT Radio AP CeTeBble HAaCTPOHKK Cucrema VHCTPYMEHTEI - (BbIxoa)

O6Hoenenue MO ycTpoiictea O6LmMe HAaCTPOWKN

Koudmrypauua Brouero

Konmpone pocrymrocrit Moporn RSSI uHaukatopor

Mepesarpyaka BrnwounTs

AyTeHTudmEalma Mopor LED4, aBm 60

Hypran Mopor LED3, aBM 70

Hara v speus Mopor LED2, aBm 80

Wroveaups »
Mopor LED1, abw -100

Ormnagounan uxgopmauma

O6LLMe HAaCTPOKK:
* BK/1t04EHO — Npun YCTaHOB/IEHHOM dh/lare MHANKATOPbI BKKOUYEHbI, UHAYe — BbIK/THOUYEHbI.

Moporu RSSI nHankaTopos:

* Bk/1o4umb — Npun yCTaHOBNEHHOM h/iare BK/IOYEHO Ha3HaYeHWe NOPOoroB A5 KaKA0ro nHavkarTopa,
NHaye — BbIK/TOYEHO;

* lNopoe LED4, 66M — MUHUMabHBI YPOBEHb CUrHana BCTpeuHoro yctpoiictea (RSSI), npy koTopom
BK/tovaeTcs nHamkatop LED4 (no ymonuaHuto: -60, BO3MOXHble 3HaueHust: -100—-0);

* lMopoe LED3, 66M — MUHUMa/bHBIV YPOBEHb CuUrHana BCTpeuHoro yctpoiictea (RSSI), npy koTopom
BK/tovaetcs nHamkatop LED3 (no ymonuaHuto: -70, BO3MOXHble 3HaueHust: -100—-0);

* lMopoe LED2, 66M — MUHUMabHBI YPOBEHb CuUrHana BCTpeuHoro yctpoiictea (RSSI), npy koTopom
BK/tovaetcs nHamkatop LED2 (no ymonuaHuto: -80, BO3MOXHble 3HaueHust: -100—-0);

* lMopoe LED1, 66M — MUHUMa/bHBI YPOBEHb CUrHana BCTpeuHoro yctpoiictea (RSSI), npy koTopom
BK/tovaetcs nHamkatop LED1 (no ymonuaHuto: -100, BO3MOXHble 3HadeHus: -100-0).

[na BCTynneHns B cuUly HOBOW KOHCOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaXXMUTE KHOMKY «MpUMeHNUTb». [/19 OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OTMeHa.
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

10.12.9 lMoameHo «OTNagouHas nHopmauuns»

BeicTpan HacTpoiika MoHKTOpMHT Radio AP CeTesbie HacTpoiik1 Cucrema WMHcTpymeHTs - (BbDGOD)

O6roenetne M0 ycipoiictea Paiin oTnago4Hoi MHcopMaLn * Crauate
Kondmrypauma
KonTpone goctynHoc
Mepezarpyaka
AyTeHTudmKaLuA
Hypran
[lara u Bpema
WHawkauma

Omnagouran uHpopmauma »

dainn 0T1aa04vHON nHhopMaLmm

Uto6bl nonyuntb apxms WB-3P-PTP6_SN_troubleshooting.tar.gz ¢ yCcTpoiicTBa Ha NTOKasIbHbI KOMMNbIOTEP,
HaXXmuTe KHOrMKy «CkayaTb».
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

10.13 MeHI «MIHCTPYMEHTbI»

10.13.1 TMogmeHto «HKOCTUpOBKa»

Mopg, fOCTMpOBKOVI NOHNMMaETCA BblpaBHMBaHNE MNOJ/TIOXEHNA aHTEHHbI yCTpOVICTBa B NMPOCTpaHCTBE ANA
noslyd4eHnsa MakCMMasibHOro curHasa.

[Nsi 3anycka ICTUPOBKN HAXMUTE Ha KHOMKY «CTapT».

[NA 0CTaHOBKM HOCTUPOBKN HAXXMUTE Ha KHOMKY «CTOonmn».

FOcTtupoBka:

+ SSID — nmsa 6ecnpoBOAHON CeTY;

* KaHas1 — KaHau1 nepefayn AaHHbIX;

* RSSI — ypoBeHb NpUHMMaEeMOro curHana, gbwm;

* YOasieHHbIl RSSI — ypoBeHb NPUHMMAEMOro curHana BCTPEYHOro yCTponcTBa, Abm;

* Pacuemnblili RSSI, 0bM — TeopeTuyeckoe (0XuaaemMoe) 3HaueHNe YPOBHS cUrHana, AbM.

LTEX WB-3P-PTP6 [ ———

tOcTMposka

VR Y SO A OV LS O W A N VR S SV W ik S O U A P A N O AU D VO EVUPR A VP EOE AV SO

Mpadmk RSSI-H noka3biBaeT N3MEHEHUS YPOBHA CUrHaUs1a Ha NepBoli aHTeHHe B ABM B TeuyeHne BpeMeHu B
CeKyHAax.

Mpacmk RSSI-V nokasbiBaeT M3MEHEHNSI YPOBHS CUrHas1a Ha BTOPOW aHTEHHE B BM B TeyeHne BpeMEHM B
CeKyHaax.

Mpadhvk YoasieHHbIl RSSI-H noka3biBaeT M3MEeHEHUS YPOBHA CUrHa1a Ha NepBol aHTeHHe BCTPEYHOro
ycTpoicTBa B IbBM B Te4eHre BpeMeH! B CeKyHax.

Mpadmk YoasieHHbIl RSSI-V nokasbiBaeT U3MEHEHUS YPOBHS CUTHas1a Ha BTOPOW aHTEHHE BCTPEYHOro
ycTpoicTBa B IbBM B Te4eHre BpeMeH! B CEKyHax.

MMukosbil RSSI — MakcMMasbHbI YpOBEeHb CUrHasia B AbM 3a Bpemsi uamepeHus. JIHUS KpacHoro LBeTa.

PacyemHblil RSSI, d6m — TeopeTnuyeckoe (0XnaaeMoe) 3HaueHne YpoBHS CUrHana, AbM. MyHKTUpHAs NINHUS
3e/1eHoro ugerta.

90



PykoBogacTBo no akcniyatauuu WB-3P-PTP6

10.13.2 TMoameHo «TecTupoBaHue CKOPOCTU»

MoameHto «TecTMpOBaHMe CKOPOCTU» NPeAHa3HAYeHo AJ1si TECTUPOBAHMUSI CKOPOCTU JINHKAL.

Eucpanwactpoiss  Mowwropawr  Radie AP Ceresse wactpodin  Chotewa  MueTpymesm

Kletepoeka

TecTnpasanie cRopocTH »
he Mun xocTa IP-anpes MAC-anpes Downlink Uplink
21.6 Mbitsisec 2.20 Mbitsises

3anyerums

@ Downlink
& Uplink.
MouTe

25

143255 1£:32:58 14:32:57 14:32:58 14:32:58 14:33:00 14:33:01 14:33:02 14:33.03 143304 t ¢

TecT paboTaeT B AByHanpaesieHHoM pexume (Downlink+Uplink). CHauana nsmepsieTcs CKopocTb BXOAALLENO
notoka (Downlink), 3aTtem ncxogswero (Uplink).

TecT BbinonHsetcs Tpadukom TCP n gnutca 10 cekyHa AN OAHOIO Hanpas/eHus. B oguH MOMEHT BpeMeHM
TECT MOXET ObITb 3anyLLEeH TO/IbKO [0 OAHOr0 BCTPEYHOrO YCTPOCTBA.

[N 3anycka HEOBX0AMMO HaXaTb KHOMKY «3anycTuTb». MNoc/ie 3aBeplueHns Tecta pesynsrar byaert
0TOGpakeH B COOTBETCTBYIOLLIEM MOs1e 1 Ha rpadiuke.

Mo ymonyaxuio ans Tecta ucnosb3yetca VLAN 7 v nogcets 192.0.4.0/24. Ecnv B CETU YXXe NCMOMb3YHTCA
Takas nogcetb U VLAN, TO He06X0AMMO U3MEHUTbL HACTPOIKM [AN1A TecTa TakuM 06pa3oM, UTOObl OHU He

nepecekasimcb C AelCTBYOLWUMN CETAMU. TO BO3MOXHO caenartb Yepes CLI. Bonee nogpo6Ho npouecc
onucaH B pasaene «Ytunuta perftestr.

° [na noucka nogKNYEeHHbIX yCTpOI7ICTB OOCTYnHbI cneaywuine CbMﬂprbIZ Nno BCeM MoJsiam, no NUMeHn

XocTa, no IP-agpecy, no MAC-agpecy. insa Bblbopa ousibTpa HaXXMUTE Ha = PyHKUMOHan
OOCTYNeH TONbKO B peXxumMe ycTporcTea «Touka goctyna PMP».
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

11 MNpumep HACTPOWKN yCTpoCcTBa

B gaHHOM pasgene npusefeH npyMep nepBoHavyasibHOM HAaCTPOMKM YCTPOMCTB A/15 opraHm3aunm
6ecnpoBogHOro MocTa.

BecnposogHoii moct P\ANAANAANAN becnpoeogHoi moct
WB-3P-PTP6 ©) NN (( ® WB-3P-PTP6
Wi-Fi 802.11ax
6 My
UTP Cat 5e, UTP Cat Se,
PoE 24B PoE 24B
220 B O—LX) WUuxekTop PoE 220 B O—{] Wnxexkrop PoE
KommyTtaTop KommyTartop
Ethernet Ethernet

PucyHok 34 — Cxema npumeHeHua WB-3P-PTP6

© B agpecHoii cTpoke 6pay3epa BeeauTe IP-aapec yctpoiictsa (no ymonuaHmio 192.168.1.10, ecnu
yCTpOIACTBO He nony4ynno agpec no DHCP). Mpwu ycnewHom NoAKMHUYEHUN K YCTPOCTBY NOSABUTCS
OKHO C 3anpoCcoM J1I0rMHa 1 Napons. 3anonHUTe Nons U HaXKMUTE KHOMKY «BoliTunx». Mo ymonyaHuio —
noruH: admin, naposnb: password.

WB-3P-PTP6

Ecnu 310 OKHO He nosiBMIOCk, ybeguTecs, Uto MK HaxoanTcs B O4HOM CETU C yCTPONCTBOM.
HacTpoiika Toukn goctyna (AP):

1. Mo ymonuyanuio yctpoicteo WB-3P-PTP6 HacTpoeHo Ha nony4deHne agpeca no DHCP. Ecnun agpec He
6bl1 MOTyYEH, NOAKNIOUMTBLCS K YCTPONCTBY MOXHO no 3aBoackomy IP-agpecy: 192.168.1.10, macka
nogcetun: 255.255.255.0.

2. Heobxogumo 06HOBMTL MO ycTpoiicTBa Ha akTyanibHOe corfiacHo pasgeny «O6HoseHune MO
yCTpOliCcTBa».

3. B meHio Radio BbINONHUTBL NpeaBapuTesibHY0 HACTPOIKy paavonHTepdeica. Beibpatb kaHa nepegaym
[JaHHbIX 1 yKa3aTb paccTosiHie Mexay YyCTPOWCTBaMu B KUJIOMETpax.

4. CoxpaHuTe HaCTPOWKN HaXKaB Ha KHOMKY «[IpUMEHUTb».

5. B MeHto AP B none «SSID» ykaxunte ngeHtudumkarop 6ecnpoBofHOR CeTH, K KOTOpoMy 6yaeT
MoAKIYaTLCA KNMEHT (STA).

6. B none «Pexum 6e3onacHoOCTU» BbibepuTe pexnm 6e30nacHOCTH, N0 KOTOPOMY OCYLLECTB/ISAETCA
ayTeHTUMKaumsa B aHHON CeTU 1 3aZjailTe K1Y, eC/IM UCNOMb3YeTCA CeTb C LUNpoBaHNEM.

7. CoxpaHuTe HaCTPOIKW, HaXXaB Ha KHOMKY «[TpUMEeHUTb.
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

HacTpoiika knveHTa (STA) ana nogkayeHms K Touke goctyna (AP):

1.

Mo ymon4yanuto yctpoiicteo WB-3P-PTP6 HacTpoeHo Ha nonyyeHune agpeca no DHCP. Ecnv agpec He
Obl/1 NOTyYEH, NOAKNIOUMTBLCS K YCTPONCTBY MOXHO No 3aBoackomy IP-agpecy: 192.168.1.10, macka
noacetun: 255.255.255.0.

Heobxoanmo o6HoBUTL O ycTpoiicTBa Ha akTyasibHoe cornacHo pasgeny «O6HoseHne Mo
yCTpOlicTBa».

Ecnv ans nogknioyeHus K cety nposalifepa Ucnosb3yloTes cTaTnyeckne unmn AedoNnTHbIe HACTPOKK, TO
B MeHI0 «CeTeBble HACTPOMKM» B nosie «[pOTOKOM» HYXXHO BblOpaTb 3HaYeHue «Staticy, 3ano/HUTbL Noss
«CTaTtndeckuii IP», «CeTeBas mackar, «LLinto3».

B meHto STA B nosne «SSID» ykaxute ngeHtudpumkarop 6ecnpoBogHOR CeTH, K KOTOPOn HEO6X0AUMO
MPOV3BECTU MOAKNHOYEHNE.

B none «Pexum 6e3onacHoCTn» BblIbepuTe pexmnm 6e30nacHOCTH, N0 KOTOPOMY OCYLLECTB/IAETCA
ayTeHTUMKaumsa B JaHHON CETU 1 3a4aiTe K/koY, eC/IM UCNOMb3YEeTCA CeTb C LWNpoBaHNEM.

Mocne HaxaTusi Ha KHOMKY «MpUMeHUTb», KNMeHT (STA) BbINOHWT nouck ykasaHHoro SSID B achmpe u
npy 06HaPY>XEHUM BbINOMHWT NOMNbITKY NOAKOUEHMS K Touke gocTyna (AP) ¢ ykaszaHHbIMY
napameTpamu.

MpoBepbTeE, UTO B MEHIO «MOHUTOPUHI» B pasaene «becnpoBogHble KAMEHTbI» NOSBMIACh TOYKa AocTyna
(AP). MpoBepbTe foCTYNHOCTb ToUkK focTyna (AP) nepeiian B agpecHoli cTpoke 6paysepa no IP-agpecy
yCTpOWCTBA.

Ecnu BCce NyHKTbl ONUCaHHbIE BbIWE BbINO/IHEHbI YCMNELLHO, TO 6€CNPOBOAHOE COEANHEHNE MEXAY
YCTPOMCTBaMM HAaCTPOEHO.

93



PykoBogacTBo no akcniyatauuu WB-3P-PTP6

12 YnpaBneHue yCTPOINCTBOM C MOMOLLIbIO KOMaHAHO CTPOKU

© /114 nepexopaa B pexum KOHUIypuUpoOBaHNS BBeAUTE KoMaHay configure.
[na oTobpaxeHns MMEKLLMXCA HaCTPOEK OnpeaeneHHoro pasgena KoHdurypaum BBegmTte KoMaHay
show-config.
[ns nonyyeHusa noackaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnagke) [Shift + ?].
[na nonyyeHns cnucka napameTpoB, 4OCTYMHLIX 419 pefakTMpoBaHUA B JaHHOM pasaerne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexofa B npeablayLUnii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[ns BbIxoAa 3 pexumma KoHpurypnpoBaHus BBeagnte komaHay end.

€@ HacTpoiiky He06X0AMMO HaUMHATb C KIMEHTCKOTO YCTPOICTBA BO N36exaHne noTepu CBA3M C HUM.

12.1 TMopgxnioyeHne K yCTponcTay

Mo ymon4yanuto yctpoiicteo WB-3P-PTP6 HacTpoeHo Ha nonyyeHve agpeca no DHCP. Ecnu agpec He 6bin
nony4eH, NOAKMHUYMNTLCA K YCTPOIMCTBY MOXHO MO 3aBOoACKOMY IP-agpecy.

© 3asopckoit IP-agpec yctpoiictea WB-3P-PTP6: 192.168.1.10, macka noacety: 255.255.255.0.
MoakIYeHne K yCTPOCTBY OCYLLECTBAETCA C MOMOLLb0 SSH:

ssh admin@<IP-agpec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

94



PykoBogacTBo no akcniyatauuu WB-3P-PTP6

12.2 HacTpoliika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTUYeCcKUX ceTeBbIX NapameTpoB

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# interface

WB-3P-PTP6(config):/interfacet# bro

WB-3P-PTP6(config):/interface/br0# common

WB-3P-PTP6(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — IP-agpec ycTpoicTea)
WB-3P-PTP6(config):/interface/br0/common# netmask X.X.X.X (rze X.X.X.X — macka noacetn)
WB-3P-PTP6(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa Nol)
WB-3P-PTP6(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — |P-agpec dns-cepsepa No2)
WB-3P-PTP6(config):/interface/br0/common# protocol static-ip (13veHeHve pexunma paboTsl ¢ DHCP Ha
Static-IP)

WB-3P-PTP6(config):/interface/br0/common# save (coxpaHeHve HacTpoek)

AOG&BNEHMG CTaTn4yeckKkoro MapuipyTta

WB-3P-PTP6(config
WB-3P-PTP6(config
WB-3P-PTP6(config
WB-3P-PTP6(config
WB-3P-PTP6(config):/route# default

WB-3P-PTP6(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec ceTtv nav y3na HasHauyeHus,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WB-3P-PTP6(config):/route/default# netmask X.X.X.X (rae X.X.X.X — macka ceTv HasHauyeHus, 4/ MapLupyTa
no ymon4daHuto — 0.0.0.0)

WB-3P-PTP6(config):/route/default# gateway X.X.X.X (rge X.X.X.X — |P-agpec wnio3a)
WB-3P-PTP6(config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

:/interface/br0/commont# exit
:/interface/brO# exit
:/interface# exit

:/# route

— o ==

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# interface

WB-3P-PTP6(config):/interface# bro

WB-3P-PTP6(config):/interface/br0# common

WB-3P-PTP6(config):/interface/br0/common# protocol dhcp (n3veHeHne pexvva paboTsl ¢ Static-IP Ha
DHCP)

WB-3P-PTP6(config):/interface/br0/common# save (coxpaHeHvie HacTpoek)
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12.2.1 HacTtpoiika ceTeBbIx NapaMeTpoB C NOMOLLbI YTUIUTbI set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WB-3P-PTP6(root):/# set-management-vlan-mode off protocol dhcp

Cratn4yeckue HaCTQOVIKI/I

WB-3P-PTP6(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTarnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetu, Z.Z.Z.Z — Lu/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WB-3P-PTP6(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rge X — VLAN ID,
NCNoNb3yeMblli 4118 AOCTYNa K YCTPONCTBY. BO3MOXHbIE 3HAUYEHMS: 1-4094)

Cratnyeckme HacTpoOKu

WB-3P-PTP6(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHne ceTeBbIX HACTPoeK no DHCP

WB-3P-PTP6(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rze X — VLAN ID,
NCNOMb3yEeMbI AN A0CTYNA K YCTPOCTBY. BO3MOXHbIE 3HaUeHus: 1-4094)

Cratnyeckme HaCTPOKK

WB-3P-PTP6(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncnosib3yemblii Ans A0CTyna K YyCTPOUCTBY,
BO3MOXHbI€ 3HaUeHusT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WB-3P-PTP6(root):/# save (CoxpaHeHne HacTPOeK)
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12.2.2 Hactpoiika npuoputeta 802.1p ansa VLAN ynpasneHus

MpuopuTet 802.1p B pexxnume Terminating

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# interface

WB-3P-PTP6(config):/interface# management-vlan-terminating
WB-3P-PTP6(config):/interface/management-vlan-terminating# vlan
WB-3P-PTP6(config):/interface/management-vlan-terminating/vlan# priority X (rae X — npuoputert 802.1p ans
VLAN ynpaBneHus. BoamoxHble 3HauyeHus: 0-7)
WB-3P-PTP6(config):/interface/management-vlan-terminating/vlan# save (coxpaHeHve HacTpoek)

MpuopuTteT 802.1p B pexume Forwarding

WB-3P-PTP6
WB-3P-PTP6

root):/# configure

config):/# interface

WB-3P-PTP6(config):/interface# management-vlan-forwarding
WB-3P-PTP6(config):/interface/management-vlan-forwarding# vlan
WB-3P-PTP6(config):/interface/management-vlan-forwarding/vlan# priority X (rae X — npuoputet 802.1p /15
VLAN ynpaBneHusi. Bo3MoXHble 3HaYeHus: 0-7)
WB-3P-PTP6(config):/interface/management-vlan-forwarding/vlan# save (coxpaHeHne HacTpoek)

— e~~~

12.2.3 HacTpolika yganéHHoro ynpasnieHus

HacTtpoiika SSH

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# ssh

WB-3P-PTP6(config):/ssh# enable true (yripasneHve yaaneHHbIM OCTyrnom no SSH. 18 oTk/YeHns
BeeguTe false. 1o ymonuaHuto: true)

WB-3P-PTP6(config):/ssh# port X (rge X — nopt SSH-cepeepa. o ymonyaHuio: 22)
WB-3P-PTP6(config):/ssh# save (coxpaHeHne HacTpoek)

HacTpoliika Telnet

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# telnet

WB-3P-PTP6(config):/telnet# enable true (ynpasneHve yganéHHbiM goctynom no Telnet. 1A OTKNHOYEHNSA
BBeauTe false. [0 ymonuaHuio: false)

WB-3P-PTP6(config):/telnet# port X (rae X — nopt. Mo ymonyanuo: 23)

WB-3P-PTP6(config):/telnet# save (coxpaHeHve HacTpoek)
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HacTtpoiika SNMPv2

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# snmp

WB-3P-PTP6(config):/snmp# enable true (ynpasneHve SNMP. [1na otkioyeHns seegute false. Mo
yMO4aHuio: true)

WB-3P-PTP6(config):/snmp# rocommunity public (rge public — naposib Ha YTeHne napameTpoB)
WB-3P-PTP6(config):/snmp# rimcommunity private (rze private — naposib Ha 3anvcb napameTpos)
WB-3P-PTP6(config):/snmp# trapsink X.X.X.X (rze X.X.X.X — IP-agpec wiv JOMeHHoe UMs npuemMHuka
coob6ueHnii SNMPv1-trap B oopmate HOST [COMMUNITY [PORT]])

WB-3P-PTP6(config):/snmp# trap2sink X.X.X.X (rge X.X.X.X — IP-agpec nnn 4OMeHHOe NMSA NpuemMHuKa
coo6LeHnit SNMPv2-trap B hopmare HOST [COMMUNITY [PORT]])

WB-3P-PTP6(config):/snmp# informsink X.X.X.X (rze X.X.X.X — IP-agpec wivu JOMeHHOe UMS NpuemMHuKa
coo6LueHuin Inform B dpopmate HOST [COMMUNITY [PORT]])

WB-3P-PTP6(config):/snmp# sysname WB-3P-PTP6 (rae WB-3P-PTP6 — cuctemMHoe nms yctporicTaa. Mo
ymonyaHuto: WB-3P-PTP6)

WB-3P-PTP6(config):/snmp# syscontact Contact (rae Contact — KOHTakTHas HGopMaLusa Npou3BoaUTENS
ycTporictea. Mo ymonyaHmio: Contact)

WB-3P-PTP6(config):/snmp# syslocation Russia (rze Russia — nHhopmMaumns 0 MeECTOMOIOKEHNN YCTPOCTBA.
Mo ymonuaHuto: Russia)

WB-3P-PTP6(config):/snmp# trapcommunity trap (rae trap — naposb, cogepxatumiics B Tpanax. o
YMO/I4aHuIo: trap)

WB-3P-PTP6(config):/snmp# save (coxpaHeHVe HacTPOeK)

HacTtpoiika SNMPv3

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# snmp

WB-3P-PTP6(config):/snmp# enable true (ynpasneHne SNMP. [Ina otknoveHns seegute false. o
YMOJIHaHuIo: true)

WB-3P-PTP6(config):/snmp# view (onpeaenset anana3oH OID'0B, AOCTYMHbIX A1 KOHKPETHbIX rpynn
nosib3oBaTesnen)

WB-3P-PTP6(config):/snmp/view# add inc-all

WB-3P-PTP6(config):/snmp/view# inc-all

WB-3P-PTP6(config):/snmp/view/inc-all# rule (onpeaenset npasa goctyna AJ18 pasHbIX rpynmn
nosb3oBaTesniei K onpeaenieHHbIM Yactam MIB)

WB-3P-PTP6(config):/snmp/view/inc-all/rule# add 1

WB-3P-PTP6(config):/snmp/view/inc-all/rule# 1

WB-3P-PTP6(config):/snmp/view/inc-all/rule/1# type included (rae included — Tun geicTeusA. BoamoxHbIe
3HauveHus: included — nob6asneHve 3agaHHoro OID, excluded — nckoveHve 3agaHHoro OID)
WB-3P-PTP6(config):/snmp/view/inc-all/rule/1# subtree .1 (rae .1 — 3aaHHbIA OID. Ecniv B rpynne B
KayecTBe read-view UCnonb3yeTcs view C type = included n OID .1, TO Ha yTeHue 6yaeT goctyrneH OID .1 1 Bce
ero goyepHue. Ecniv type = excluded, To 6yayT [OCTYMHbI BCe OID'bl KPOME .1 1 er0 A0YEPHKX)
WB-3P-PTP6(config):/snmp/view/inc-all/rule/1# exit

WB-3P-PTP6(config):/snmp/view/inc-all/rule# exit

WB-3P-PTP6(config):/snmp/view/inc-all# exit

WB-3P-PTP6(config):/snmp/view# exit

WB-3P-PTP6(config):/snmp# group (3agaet gruanasoHbl OID'0B A4/18 UTEHUA U 3anncu, onpesensieT ypoBeHb
6e3onacHocTN)

WB-3P-PTP6(config):/snmp/group# add rw (rge rw — HasBaHue rpynnbl. VIcnosb3yeTcs A5 NPUBA3KM
nonb3oBaTesnien K rpynne)

WB-3P-PTP6(config):/snmp/group# rw
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WB-3P-PTP6(config):/snmp/group/rwi read-view inc-all (rae inc-all — view ans yteHus napameTpos.
Onpepgensiet gnanasoH OID'0B AOCTYMHbIX AJ/19 YTEHUS)

WB-3P-PTP6(config):/snmp/group/rwi# write-view inc-all (rge inc-all — view /19 3anvcy napameTpos.
OnpepensieT ananasoH OID'0B AOCTYMHbIX 4715 3arncu)

WB-3P-PTP6(config):/snmp/group/rwi# security-level priv (rae priv — pexxum 6e3onacHocTn. Bo3aMoxHbIe
3HayeHus: noauth — HMKakol 6e3onacHocTu, auth — ncnonb3yeTcsa aBTopu3auns 3anpocos Mo UMEHN
nosb30BaTesis 1 Naposto, priv — UCNOsb3yeTCsa aBTopu3auns 3anpocoB No UMEeHN Nosib3oBartens u
naposi, a Takke WndpoBaHme 3anpoca 1 0TBeTa)

WB-3P-PTP6(config):/snmp/group/rwi auth-type MD5 (e MD5 — meTos, agTopusaumm. BoamoxHsie
3HauveHus: MD5, SHA. Vicnonb3yeTcs, ecnu security-level = auth wnv priv. Ecnv He 3agaH, TO UCnosb3yeTcs
MD5)

WB-3P-PTP6(config):/snmp/group/rwi priv-type DES (rae DES — meTo/ wndposaHms. BoamoxHble
3HauyeHus: DES, AES. VIicnonb3yeTcs, ecnu security-level = priv. Ecnn He 3aaH, TO ncnosnb3yetcs DES)
WB-3P-PTP6(config):/snmp/group/rwi exit

WB-3P-PTP6(config):/snmp/group# exit

WB-3P-PTP6(config):/snmp# user (yueTHas 3anvcb nosnb3oatens. MpuBsA3biBaeTCA K onpeaeneHHon rpynne
N coaepXnT B cebe nms 1 naponu ansa asropusaumm n WnNdpoBaHus)

WB-3P-PTP6(config):/snmp/user# add admin (rae admin — nmsa nons3sosartesns. Vicnons3yertcsa npu
aBTOpM3aLLMKM 3anpocoB, a Takke MOXET HasHayaTbCs 415 target)

WB-3P-PTP6(config):/snmp/user# admin

WB-3P-PTP6(config):/snmp/user/admin# group rw (rge rw — rpynna, B KOTOPY A006aBnsgeTcs nosib3osareslb)
WB-3P-PTP6(config):/snmp/user/admin# auth-password password (r/e password — naposibs A5
aBTopu3aunn. Ecnun y rpynnel security-level = auth unam priv, a auth-password He 3agaH, TO No/Ib30BaTEe/lb HE
OyaeT AOCTYMNeH)

WB-3P-PTP6(config):/snmp/user/admin# priv-password password (/e password — naposs /15
LwndppoBaHus. Ecnv y rpynnbl security-level = priv, a priv-password He 3afaH, TO Nosib3oBartesib He byaeT
[OCTYMNeH)

WB-3P-PTP6(config):/snmp/user/admin# exit

WB-3P-PTP6(config):/snmp/useri exit

WB-3P-PTP6(config):/snmp# target (BbiAaET Tpanbl Ha 3aaHHble XOCTbl. [Jo6aBAseTcsa ONuUUOHasIbHO.
AHanor trapsink u trap2sink gns SNMPv3)

WB-3P-PTP6(config):/snmp/target# add targetl

WB-3P-PTP6(config):/snmp/target# targetl

WB-3P-PTP6(config):/snmp/target/targetl# host X.X.X.X (rae X. X.X.X — IP-agpec xocTta Ha KOTopbI 6yayT
OTNpPaB/SATLCA Tparnbl)

WB-3P-PTP6(config):/snmp/target/targetl# port X (rie X — HOMep rnopTa Ha KOTopbIA ByayT OTNPaBNsATLCA
Tpanbl)

WB-3P-PTP6(config):/snmp/target/targetl# user admin (rge admin — nms NosbL30BaTesis, KOTOpoe
ncnonb3yeTcs AN Bbl4ayun Tpanos. Ha BCTpeYHon CTopoHe Nosb3oBaTesib AO/MKEH OblTb HACTPOEH
aHanornyHo. Ecnu 3agaH HeakTVBHbIV Nonb3oBatesb (Y Hero He 3aZaH OAMH U3 HEOOXOAMMbIX Naponen),
TO target Takxe ByAeT HeakTUBHbLIM)

WB-3P-PTP6(config):/snmp/target/target1# exit

WB-3P-PTP6(config):/snmp/target# exit

WB-3P-PTP6(config):/snmp# snmpv3-only true (Bk/1t0ueH e 3anpeTa gocTyna ko scem OID no SNMPv1,
SNMPv2. ing oTkntodeHns seeaute false. o ymonuyaHutio: false)

WB-3P-PTP6(config):/snmp# save (coxpaHeHne HacTpoek)
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12.2.4 HacTpolika ceTeBbIx napameTpos IPv6

@ Mo ymonuannio 4OCTYN K YCTPOICTBY MO NPOTOKONY IPV6 Ha YCTPOCTBE OTK/IOUEH.

BK/loueHue goctyna K yCTpoiicTBy Nno nNpoTokony IPv6e

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# interface

WB-3P-PTP6(config):/interface# bro

WB-3P-PTP6(config):/interface/br0# common

WB-3P-PTP6(config):/interface/br0/common# ipvé

WB-3P-PTP6(config):/interface/br0/common/ipvé# protocol dhcp (nosyueHne cetesbix napameTpos IPv6 no
DHCP)

WB-3P-PTP6(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHne JOCTyNa K YCTPOMCTBY MO
npotokony IPve. Ana oTkoveHns seegute false)

WB-3P-PTP6(config):/interface/br0/common/ipv6# save (coxpaHeHne HacTpoek)

HacTtpoiika cTaTuyeckux ceTeBbixX napameTpoB IPv6

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# interface

WB-3P-PTP6(config):/interface# bro

WB-3P-PTP6(config):/interface/br0# common

WB-3P-PTP6(config):/interface/br0/common# ipvé

WB-3P-PTP6(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX: XXXX: XXXX:XXXX
(rae XXXX:XXXX:XXXXXXXXXXXX XXX XXXX:XXXX — cTaTnyeckuii IPve-aapec yCcTpolicTBa)
WB-3P-PTP6(config):/interface/br0/common/ipv6# address-prefix-length X (e X — npedpvke cratnyeckoro
IPv6-agpeca. NpuHumaeT 3HadeHne ot 0 40 128. 1o ymMoi4aHuo: 64)
WB-3P-PTP6(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yKasbiBaeTcs |Pv6-
npedonke, Hanpumep, 3211:0:0:1234::/64)

WB-3P-PTP6(config):/interface/br0/common/ipv6# dns-server-1

XOOOCEXOOKE XXX XXEXX XX XXX EXXXXTY (rae XXXXXXXXXXXX XXX XXX XXXX XXX XXXX /Y — [Pv6-
agpec DNS-cepBepa Nel ¢ npedonkcom)

WB-3P-PTP6(config):/interface/br0/common/ipv6# dns-server-2

XOOOKEXOOOKE XXX XXXEXXXX XXX EXXXXTY (roe XXXX:XXXXXXXX: XXX XXXXEXXXX XXX XXXX /Y — [Pv6-
agpec DNS-cepBepa Ne2 ¢ npedonkcom)

WB-3P-PTP6(config):/interface/br0/common/ipvé# protocol static-ip (Bk/itoueHne ncnosL3oBaHns
cTaTtnyecknx ceTesblx IPv6 mapameTpoB. s Nosly4eHns CeTEBbIX NapameTpoB IPv6 no DHCP BBeanTte
dhcp)

WB-3P-PTP6(config):/interface/br0/common/ipv6# enabled true (Bk/1t04eHne JOCTyNa K YCTPONCTBY MO
npotokony IPv6. 18 oTkntoveHus seeaute false)

WB-3P-PTP6(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)
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12.3 HacTtpoiikmn Radio

[na Toro 4To6bl M3MEHUTL PaAMoKaHaUl, LUMPKHY NOMNOCLI KaHaa UM MOLHOCTL, UCMO/b3YliTe cneaytoLime
KOMaH/bl:

CMeHa paguoKaHasa, WWMPUHbI NOJIOChI U MOLHOCTU paauouHTepdelica

WB-3P-PTP6
WB-3P-PTP6
WB-3P-PTP6
WB-3P-PTP6

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

WB-3P-PTP6(config):/interface/wlan0/wlan# radio

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# tx-power X (r4e X — ypoBeHb MOLLHOCTY B ABM)
WB-3P-PTP6(config):/interface/wlan0/wlan/radio# channel X (rie X — Homep cTatnyeckoro kaHasna, Ha
KOoTopoM 6yaeT paboTaTb YCTPONCTBO)

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# bandwidth X (rge X — lwivpvHa kaHana)
WB-3P-PTP6(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)

—_— e~~~ o~~~
_ = = =

© cCnucku AOCTYNHbIX KAHANI0B
B Radio 6 'y gnsa nokauui «Poccus (RU)»/«B5e3 orpaHnyenuii (ALL)» ons BbiGopa AOCTYNHbI
cnepyrouime KaHanbl:
* Npu wupuHe kaHana 20 Mlry; 1,2, 3,4,5,6,7,8,9,10,11,12,13,14,15,16, 17,18, 19, 20, 21, 22,
23,24, 25, 26,27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49,
50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75, 76,
77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93.
* Mpu wupuHe kaHana 40 MIy;
« ecnn «control-sideband» = lower: 1,9, 17, 25, 33, 41, 49, 57, 65, 73, 81, 89.
+ ecnun «control-sideband» = upper: 5, 13, 21, 29, 37, 45, 53, 61, 69, 77, 85, 93.
* npu wupuHe kaHana 80 Mlry; 1, 5,9, 13,17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73, 77,
81, 85, 89, 93.
* npu wupuHe kadHana 160 Mlry;: 1, 5,9, 13,17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73,
77,81, 85, 89, 93.

B Radio 6 'y gnsa nokauui «Poccus (RU)»/«B5e3 orpaHnyenuii (ALL)» ons BbiGopa AOCTYNHbI
cnepyrouime KaHasbl, ecan BKAOYeHa dUKCMpoBaHHas LUeHTpa/ibHasa YyacToTta:
* Npu wupuHe kaHana 20 Mlry; 1,2, 3,4,5,6,7,8,9,10,11,12,13,14,15,16, 17,18, 19, 20, 21, 22,
23,24, 25, 26, 27, 28, 29, 30, 31, 32, 33, 5,36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49,
50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 2,63, 64, 65,66,67, 68, 69,70,71,72,73,74,75, 76,
77,78, 79,80, 81, 82, 83, 84, 85, 86, 87, 9,90, 91, 92, 93.
* npu wupuHe kaHana 40 Mlry; 1, 2, 3, 4, 5, ,7, 8,9,10,11,12,13,14,15,16,17,18, 19, 20, 21, 22,
3

’ ’ ] )

7,38,39,40, 41,42, 43, 44, 45, 46, 47, 48, 49, 50, 51,
4,65, 66,67,68,69,70,71,72,73,74,75,76,77,78,

1

6
3,

23,24, 25, 26,27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49,
50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71,72,73,74,75, 76,
77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91.
* npv wupuHe kaHana 80 Mrru: 5, 6,7,8,9,10,11,12,13,14,15,16,17,18, 19, 20, 21, 22, 23, 24,
3
6

25, 26,27, 28, 29, 30, 31, 32, 33, 34,
52, 53, 54, 55, 56, 57, 58, 59, 60, 61
79, 80, 81, 82, 83, 84, 85, 86, 87.

* npv wupuHe kaHana 160 MIry;: 13, 14,15, 16, 17,18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30,
31,32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56, 57,
58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71,72,73,74,75,76,77,78, 79.

35,3
,62,6
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12.3.1 [ononHuTtensHble HacTpoiikn Radio

N3mMeHeHUe cTpaHbI

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# country X (napameTp X MOXeT npvHMMaTh 3HavyeHne: RU,
ALL)

M3meHeHue pexuma paboTbl paguonHTepelica

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# work-mode X (rae X — pexxum pabotsl pagnovHTepdheiica
cornacHo ctaHgapty IEEE 802.11. BO3MOXHbIe 3HAUYEHUS: ax)

N3mMeHeHUe OCHOBHOIO KaHas1a

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# control-sideband lower (napaveTp MOXeT npuHUMaThL
3Ha4yeHue: lower, upper. 10 ymonyaHuto: lower)

BkntoueHne (MKCUPOBAHHOW LIEHTPasIbHO YacToTbl

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# center-frequency true (Bk/t0ueHVe (hrUKCMPOBAHHOA
LEeHTpasibHONM YacToThbl. AN oTknoveHus seeaunte false)

BknroyeHue Ncnosib3oBaHUA KOPOTKOro 3alWmMTHOro UHTepBana

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# sgi true (Bk/1t04EHVIE MCMONL30BAHNSA YKOPOYEHHOTO
3alUUTHOrO MHTEpBasia ANnd nepegayn gaHHbIX — 400 HC, BMeCTo 800 He. [Ans oTkAouveHus eeeaute false)

HacTpoliika pa3pelieHHOro Cnucka KaHasioB

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bx/1t04eH e UCMONL30BaHNSA
OrpaHn4yeHHoro crnvcka kaHanos. N oTknodeHns seegute false)
WB-3P-PTP6(config):/interface/wlan0/wlan/radio# limit-channels '50 51 52' (rz1e 50 51 52 — kaHaJlbl
AnanasoHa, B KOTOPOM MOXET paboTaTb HacTpanBaeMblil pagnonHTepdeiic)

Orpaquel-wle 4YyBCTBUTE/IbHOCTU NPUEeMHUKa

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# sensitivity-threshold-mode X (e X — pexum
OrpaHnyeHns YyBCTBUTENbHOCTY NpYeMHUKa. MoXeT npuHMMarh 3HavyeHus: dynamic — JuHamMuyeckas
noAcTpolika vyyBcTBUTeibHOCTY; fixed — hMKCMpOBaHHOE OrpaHnYeHne YyBCTBUTETbHOCTU)
WB-3P-PTP6(config):/interface/wlan0/wlan/radio# sensitivity-threshold X (e X — ypoBeHb orpaHnyeHns
YYBCTBUTE/ILHOCTU NMpuemMHuka. NpuHMMaeT 3HadeHna: anda WwmuprHel kaHana 20 MIru: ot -95 gbm ao -40
ABM; ona WwnpuHbl KaHana 40 MITy;: ot -92 abwm fo -40 abm; ana wmpurHel kaHana 80 MIL: oT -89 ogbm A0 -40
ABM; 0115 WMPWHBI KaHasta 160 MITu: o1 -86 Abm A0 -40 Abm)
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BknroueHue STBC

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# stbc true (Bk/1t0ueHVe MeTOLa MPOCTPaHCTBEHHO-
BPEMEHHOro 6/104HOro KoaMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLIEHNE HAEXHOCTM Nnepeaadn
AaHHbIX. s oTknoveHns seeante false)

Bk/iloueHue arperauum

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# aggregation true (Bx/itoueHve arperauun Ha Radio —
nognepxkn AMPDU/AMSDU. ina oTkioyeHns seeguTe false)

Bk/loueHne UCnosib30BaHUs KOPOTKOI NpeaMGynbl

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1t04eHVE CNONIL30BAHNSA
KOpoTKOM npeambynbl naketa. 4na oTknoveHns seeaute false)

BkntoueHne (OMKCMPOBaHHO KaHa/IbHOI CKOPOCTU nepeaauu

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# fixed-rate X (rae X — HasBaHne Moy naLUY 3ar1asHbIMY
6ykBamun 6e3 Nnpobenos, Hanpumep, HE-NSS2-MCS10. PaspelueHHble 3Ha4YeHUs ONpeaensitoTCs PEXMMOM
paboTbl pagnonHTepderica n WMPUHONM NO0Ckl KaHana)
WB-3P-PTP6(config):/interface/wlan0/wlan/radio# enable-fixed-rate true (/11041 TL HrKCMPOBAHHYHO
KaHabHY CKOpPOCTb nepepayn. ina otknoveHusa seegute false)

BknioueHne MakCUMasibHOW KaHa/IbHOW CKOPOCTU nepeaayvun

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# maximal-rate-tx
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/maximal-rate-tx# he X (rae X — HazsaHne moaynsaumm
3arnaBHbIMK OykBamu 6e3 npobenos, Hanpumep, NSS2-MCS11. MapamMeTp ncnosb3yeTca npu
NoAKNHYEHNN YCTPONCTB B pexkume IEEE 802.11ax)
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/maximal-rate-tx# enable true (Bk/1t0HEHVE MaKC/MasIbHON
KaHa/lbHOW cKopocTu nepenaun. Ansa otkaoyveHus seeaute false)
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHne HacTpoek)

BktoueHne MakCUMasibHOW KaHaJIbHOV CKOPOCTU npuema

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# maximal-rate-rx
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/maximal-rate-rx# he X (rae X — HassaHue moaynaumm
3arf1aBHbIMKU GykBamun 6e3 NpobenoB, Hanpumep, NSS2-MCS11. MapameTp Ucnosb3yeTcs npu
NoAKNHYEHNN YCTPONCTB B pexkume IEEE 802.11ax)
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/maximal-rate-rx# enable true (Bk/1t04eHVE MaKCMasILHON
KaHa/lbHOW ckopocTu npuema. [nsa otknoueHus seeaunte false. IoCTYNHO TO/IbKO B peXmnmax yCTpoicTBa
ap-ptp v sta)

WB-3P-PTP6(config):/interface/wlan0/wlan/radio/qos# save (CoxpaHeHne HacTpoek)
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BknouyeHue MUHUMA/IbHOW KaHaJ/IbHOW CKOpOCTU nepepavn

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# minimal-rate-tx
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/minimal-rate-tx# he X (rge X — HazBaHne MoaynaLmm
3arnaBHbIMKU GykBamun 6e3 NpobenoB, HanpumMep, NSS1-MCSO0. MNapaMeTp MCMo/b3yeTcs NPY NOAKIHEHNN
YCTPOWCTB B pexxume IEEE 802.11ax)

WB-3P-PTP6(config):/interface/wlan0/wlan/radio/minimal-rate-tx# enable true (Bk/1l04eHNE MUHUMAIBLHOM
KaHa/IbHOW cKkopocTu nepegaun. [Ansa otknoueHus seeaunte false)
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/qos# save (CoxpaHeHne HacTpoek)

Bk/lo4ueHne MUMHUMaJIbHOW KaHaJ1IbHOW CKOpPOCTU nNpuemMa

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# minimal-rate-rx
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/minimal-rate-rx# he X (rae X — HassaHne MoayaLmun
3arnaBHbIMK 6ykBamun 6e3 npobenos, Hanpumep, NSS1-MCS0. MapameTp UCNob3yeTcsa NPy NOAKIOHYEHNN
YCTPOICTB B pexume IEEE 802.11ax)

WB-3P-PTP6(config):/interface/wlan0/wlan/radio/minimal-rate-rx# enable true (Bk/1l04eHIE MUHVMATIBHON
KaHa/lbHOW cKkopocTu npuema. [Ansa otkntoveHns seegute false. [JOCTYNHO TONbKO B peXunmax yCTpoicTBa
ap-ptp v sta)

WB-3P-PTP6(config):/interface/wlan0/wlan/radio/qos# save (CoxpaHeHne HacTpoek)

© nNapameTpbl MaKCUMaBLHOM M MUHUMAbHOM KaHa/IbHOM CKOPOCTV MpUeMa UCMOMb3YTCS 415
yKazaHusi MakCMasibHON U MUHUMa/IbHOV KaHas/IbHO CKOPOCTY Nepeaaydn BCTPEYHOMY YCTPOIACTBY.
Mo3aToMy, HacTpamBasi MakCUMasibHyo 1/UNM MUHUMa/bHYO KaHaslbHY0 CKOPOCTh MpUeMa, Hanpumep,
Ha knneHTe (STA), HacTpavBaTb MakCMMasIbHYH /WA MUHUMaUTbHYIO CKOPOCTh Mepegayun Ha Touke
poctyna (AP) He HyXHo.

HacTpolika Distance

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# auto-distance true (Bk/110ueHVe aBTOMATNYECKOTO
pacuyeta paccTtosiHue mexay yctpoiicteamu. Ansa oTknoveHns seeagute false)
WB-3P-PTP6(config):/interface/wlan0/wlan/radio# max-distance X (rze X — paccTosHue mexay
yCTpoOlicTBamMu B KusioMeTpax. NMapameTp Mcnonb3yeTcs Npu BbIK/IOYEHHOM auto-distance. BO3MOXHbIe
3Ha4veHus: 0-34. o ymonyaHuio: 0)

€@ Ha Bpems ucnonb3oBaHKs yTUAUTLI antenna-align, hyHKLIMOHAT aBTOMATNYECKOTO YNpaB/IeHNs
MOLLIHOCTbHO BbIK/THOUAETCS.

HacTpoiika ATPC

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# auto-tx-power
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/auto-tx-power# enable true (Bk/il0ueHe asTomMaTyeCcKoro
ynpaB/eHns MOLLHOCTbIO nepegaTymvka. Ansa otknioveHus seeaute false)
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/auto-tx-power# target-rssi X (r1e X — Le/1eBoi ypoBeHb
curHana. lNMapameTp MOXET NpMHMMaTb 3Ha4YeHns oT -100 4o -40. Mo ymonyaHumio: -50)
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HacTtpolika TDD

WB-3P-PTP6(config):/interface/wlan0/wlan/radio/tdd# enable true (Bk/1H0UEeHVE TEXHONOTN
6ECKO/IM3NOHHOIO A0CTYMNa C BPEMEHHbLIM pasfiesieHNeM KaHana, KoTopasi CUHXPOHU3NPYET nepeaady
[aHHbIX B 060MX HanpaB/1EHUSIX B pamMkax BPpEMEHHOrOo Kaapa. [ns oTktodeHns seeauTe false)
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/tdd# flexible-mode true (Bk/1t0ueHNe aBTOMATNYECKOrO
perynvpoBaHusa cooTHowweHus Downlink/Uplink. nsa oTknoveHus seeaute false)
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/tdd# tx-ratio X (ra4e X — npoueHT BpemMeHn Tarim-criota B
TDD-kagpe, BblgeneHHbln ana nepegaydm Downlink-Tpadimka. Bo3amoxHble 3HaveHus: 10, 20, 30, 40, 50, 60,
70, 80, 90. Mo ymonyaHuto: 50)

WB-3P-PTP6(config):/interface/wlan0/wlan/radio/tdd# frame-length X (rge X — gaivtenibHocTb TDD-kagpa B
MUANnceKyHaax. BoaMmoxHbie 3HaueHust: 5, 10. Mo ymonyaHuto: 10)
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/tdd# save (coxpaHeHvie HacTpoek)

HacTtpoiika uHtepsana DTIM

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# dtim-interval X (rae X — vHtepsas DTIM. BosmoxHble
3HayeHus: 1-255. o ymonyaHuio: 64)

BkntoueHne QoS 1 M3MeHeHue napaMeTpoB

WB-3P-PTP6(config):/interface/wlan0/wlan/radio# qos
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/qos# enable true (npy Bk/IHOYEHHON ONUMY NPUMEHAKTCA
napameTpbl EDCA, 3agaHHble B KOHUrypaumu. ns otkatoueHms seegute false)
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS ycTponcTBa
(Tpadnk nepenaetca B HaNpas/IEHUN K K/TMEHTCKOMY YCTPOICTBY))
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napamerpos EDCA ans
HN3KONPUOPUTETHOIN ovepean (NpuopuTeTbl 802.1p: csl, cs2))
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bki# aifs X (rae X — Bpemsa oxugaHms kagpos
[AaHHbIX, N3MepsieMoe B cnotax. MNpuHMMaeT 3HayeHus: 1-255)
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — HauasibHOe 3HauYeHne
BPEMEHM OXUaaHns nepes NOBTOPHOWN OTNPAaBKOW Kaapa, 3agaeTcs B MunancekyHaax. MpuHuvaet
3HaueHus: 1, 3,7, 15,31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMin He MOXET NpeBbIlLaTh 3HaYeHne cwMax)
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — makcumasibHoe
3Ha4YeHNe BPEMEHN OXMaaHMA nepen NoBTOPHOM OTNPaBKOl Kagpa, 3a4aeTcs B MUIIUCEKYHAAX.
MprHMMaeT 3HadeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMax A0/DKHO 6biTb 60/1bLUe
3HayeHus cwMin)

WB-3P-PTP6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepBan BpemeHu, B
MUIMCEKYHAAX, Koraa BcTpeuHass WME-cTaHLmMa MMEET NpaBo UHULMMPOBATbL Nepegady AaHHbIX Mo
6ecnpoBoAHOl cpee K yCTPOMCTBY. MakcuMasibHOe 3HaYeHne 65535 MUIINCEKYHA)
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bki# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTporika napameTpos QoS K/IMEHTCKOIo
yCTpoicTBa (Tpadmk nepefaetcs B HanpasJeHUN OT KIMEHTCKOrO YCTPONCTBA))
WB-3P-PTP6(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHne HacTpoek)

MeToanka HacTpoiiku edca-sta aHanornyHa metoguke HacTpoiiki edca-ap.
HacTpolika napameTpoB 15 odepegeii be, vi, vo aHanornuHa HacTpolike napameTpos ans odyepeam bk.
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HacTtpoiika napameTpoB aHTE€HHbI

WB-3P-PTP6(config):/interface/wlan0/wlan/radio/antenna-configuration# type custom (BLI60p TUNa aHTEHHbI.
MapameTp MOXET NpMHMMAaTh 3Ha4YeHus: internal — MHTErpupoBaHHasi aHTEHHA; custom —
nonb3oBartesibckas aHTeHHa, offset KU45/50CM — odoceTHasa napabonuyeckas aHTeHHa. 1o yMonyaHuio:
internal)

WB-3P-PTP6(config):/interface/wlan0/wlan/radio/antenna-configuration# custom-gain X (rge X —
KO3OPULMEHT YCUNEHUS aHTEHHbI A5 TUMA aHTEHHbI custom. Bo3MOXHble 3HaueHus: 0-40. Mo
yMO/14aHuio: 0)

WB-3P-PTP6(config):/interface/wlan0/wlan/radio/antenna-configuration# save (coxpaHeHne HacTpPoeKk)
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12.4 Hactpoiika DHCP onuun 82
Pexumbl paboTtbl DHCP snooping:

* ignore — 06paboTka onumu 82 oTk/YeHa. 3Ha4YeHre No YMOYaHuio;
* replace — ycTpoiCTBO NoAcTaBseT UK 3aMeHSEeT 3HaYeHe onuun 82;
* remove — YCTPOWNCTBO yAasnsieT 3HayeHue onuuu 82.

N3MmeHeHue pexuma pa6oTbl DHCP onuuu 82

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# interface

WB-3P-PTP6(config):/interface# wlan0

WB-3P-PTP6(config):/interface/wlan0# common

WB-3P-PTP6(config):/interface/wlan0/common# dhcp-snooping
WB-3P-PTP6(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BL100p
paboTbl DHCP snooping B peXxvnmMe 3ameHbl U NOACTaBIEHNS onummn 82)
WB-3P-PTP6(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)

Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTka obpaboTku onummn 82 replace, To 4N KOHUIYppPOBaHKS
CTaAHOBATCA AOCTYMHbI CAeAyoLe napameTpbl:

HacTtpoiika napameTpoB onuuu 82

WB-3P-PTP6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (re
custom — 3aveHa cogepxnmoro CID Ha 3HaveHne, ykazaHHoe B napavetpe dhcp-option-82-customcCiD.
MapameTp MOXeT NnpuHMMaTh 3HavyeHns: APMAC-SSID — 3ameHa cogepxummoro CID Ha <MAC-agpec
ycTpolicTBa>-<ums SSID>. SSID — 3ameHa cogepxmmoro CID Ha ums SSID ycTpoiicTsa. Mo ymonyaHuio:
APMAC-SSID)

WB-3P-PTP6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (rze
custom — 3amveHa cogepxnmoro RID Ha 3HaveHne, ykazaHHoe B napavetpe dhcp-option-82-custom-RID.
MapameTp MOXeT npMHUMaTh 3HaveHus: ClientMAC — 3ameHa cogepxmmoro RID Ha MAC-agpec
KNMeHTCcKoro ycTporictBa. APMAC — 3ameHa coaepxvmoro RID Ha MAC-agpec ycTpolicTBa. APdomain —
3ameHa cogepXmmoro RID Ha AOMEH, B KOTOPOM HaxoAuTcs YCTPOIcTBO. No ymonyaHuto: ClientMAC)
WB-3P-PTP6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HaueHne oT 1 40 52 CMMBO/10B, KOTOpOe byaeT nepegasatbes B CID. Ecv 3HaveHue
napameTpa dhcp-option-82-custom-CID He 3aaH0, TO YCTPOIACTBO OyAeT n3ameHsiTb CID Ha 3Ha4YeHne no
ymonyaHuto: <MAC-agpec ycTpolicTBa>-<nms SSID>)
WB-3P-PTP6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rae
longstring — 3HaueHne oT 1 40 63 CMMBO/I10B, KOTOPOe ByaeT nepegasaTtbcs B RID. Ecv 3HaveHue
napameTpa dhcp-option-82-custom-RID He 3a4aH0, TO YCTPOCTBO BYAET 3MEHSATb RID Ha 3HA4YEHME No
ymMonyaHuto: <MAC-agpec K/IMEHTCKOro yCTponcTea>)
WB-3P-PTP6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (Bc160p
pasgenutens oktetoB MAC-agpeca, KoTopblii nepegaetcs B RID u CID. radius — B kauecTBe pasgenuntesns
BbICTyMnaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgennTens BbICTynaeT 3HaK ABOETOUNS:
AA:BB:CC:DD:EE:FF)

WB-3P-PTP6(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHne HacTpoek)
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12.5 HacTtpoiika 6ecnpoBogHOI ceTH

Tabnuua 6 — KomaHApbl 15 HACTPONKM pexrMa ycTporcTea

YcTpoiicTBo PeXxum ycTpoiicTea KomaHga Ans HacTpoiiku pexuma
Touka goctyna (AP) Touka goctyna PTP mode ap-ptp

Touka gocTtyna (AP) Touka goctyna PMP mode ap-pmp

KnueHT (STA) Knuent mode sta

Tabnuua 7 — KomaHApbl 47151 HACTPOMKM pexnma 6e30nacHOCTH

Pexxum 6e30nacHoOCTH KomaHpa anis HacTpoiikv pexuma 6es3onacHocTu
WPA3 mode WPA3

OWE mode OWE

WPA3-Enterprise mode WPA3_1X

12.5.1 HacTpoiiku ceTv ansa Toukn goctyna (AP)

HacTpolika Touku goctyna (AP) c OWE

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# interface

WB-3P-PTP6(config):/interface# wlan0

WB-3P-PTP6(config):/interface/wlan0# wlan

WB-3P-PTP6(config):/interface/wlan0/wlan# mode ap-ptp (BbI00p pexuma ycTpoicTea)
WB-3P-PTP6(config):/interface/wlan0/wlan# ap

WB-3P-PTP6(config):/interface/wlan0/wlan0/ap# ssid WB-3P-PTP6 (13veHeHne nveHu SSID)
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap# ap-security (nepexop B 6710k HACTPOEK pexrma
6e3onacHocTN)

WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/ap-security# mode OWE (pexum wudposaHns OWE —
LLMdOpoBaHHOE coeanHeHMe 6e3 BBOAa Naposis. B Takom pexume CMOryT NOAKAUUTLCS TO/IbKO K/TUEHTHI
Wi-Fi 6)

WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/ap-security# exit
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap# save (coxpaHeHVe HacTpoek)

P R SR
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HacTtpoiika Touku goctyna (AP) c pexxumom 6e3onacHocTu WPA-Personal

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# interface

WB-3P-PTP6(config):/interface# wlan0

WB-3P-PTP6(config):/interface/wlan0# wlan

WB-3P-PTP6(config):/interface/wlan0/wlan# mode ap-ptp (BbI60p pexuma ycTpoincTea)
WB-3P-PTP6(config):/interface/wlan0/wlan# ap

WB-3P-PTP6(config):/interface/wlan0/wlan0/ap# ssid WB-3P-PTP6 (13vMeHeHre nveHu SSID)
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap# ap-security (nepexops B 6710k HACTPOEK pexvma
6e3onacHocTN)

WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3 (pexum wngposaHma — WPA3)
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap# key-wpa password123 (rae password123 — k/104/naposis,
Heo6xoauMbI AN NOAKIUYEHUS K 6eCNPOBOAHON ceTu. [lnnHa KN4va A0/HKHA COCTaB/IsATb OT 8 10 63
CUMBO/IOB)

WB-3P-PTP6(config):/interface/wlan0/wlan0/ap# save (coxpaHeHVe HacTPOek)

_— T oD ==

HacTpolika Touku goctyna (AP) c Enterprise-aBTopu3auuen

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# interface

WB-3P-PTP6(config):/interface# wlan0

WB-3P-PTP6(config):/interface/wlan0# wlan

WB-3P-PTP6(config):/interface/wlan0/wlan# mode ap-ptp (BbI60p pexunma ycTpoincTea)
WB-3P-PTP6(config):/interface/wlan0/wlan# ap

WB-3P-PTP6(config):/interface/wlan0/wlan0/ap# ssid WB-3P-PTP6 (13veHeHve nmeHn SSID)
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap# ap-security (nepexo/ B 6710k HACTPOEK pexrmva
6e3onacHocTn)

WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3_1X (pexum wmngposannsa — WPA3-
Enterprise)

_— T =

WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/ap-security# exit
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap# radius
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# domain root (rge root — gomeH rnons3osarens)
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# auth-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepsepa)

WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# auth-port X (rne X — nopt RADIUS-cepBepa, KOTOpbIi
ncnonb3lyeTcs Ans ayTeHTudmkauum n astopusaunn. No ymonyaxuio: 1812)
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# auth-password secret (rge secret — napons ans
RADIUS-cepBepa, UCMnosib3yemMoro Ans ayTeHTUguKaumm n aBTopusatnm)
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# acct-enable true (Bx/1l04eHNE OTNIPaBKM COOOLLEHNI
«Accounting» Ha RADIUS-cepsep. o ymonyaHuto: false)
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro A/18 akkayHTUHra)

WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# acct-password secret (e secret — naposbs A/
RADIUS-cepBepa, UCMosib3yeMoro A/151 akkayHTUHra)

WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# acct-periodic true (Bk/toueHve nepnoanyeckoi
OTNpaBKM cO06LEHMI «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# acct-interval 600 (nHTepBas OTNPaBky COOBLLEHN
«Accounting» Ha RADIUS-cepBep)

WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# save (CoxpaHeHne HacTpoek)
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12.5.2 [lononHuTeNbHble HacTPOVikM Ansa Touku goctyna (AP)

Ha3HaueHue VLAN-ID

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# vlan-id X (rae X — Homep VLAN-ID )

BkntoueHune VLAN trunk

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# vlan-trunk true (Bx/toueHvie VLAN Trunk. 05 oTKO4EeHNS
BeeguTe false)

BkntoueHue General VLAN

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# general-vlan-mode true (Bx/1toueHne General VLAN Ha SSID.
[na otknoveHus seeaute false)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap# general-vlan-id X (r1e X — Homep General VLAN)

HacTtpovika C-VLAN

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# customer-vlans
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/customer-vlans# clients (nepexop B pasgesn clients gna
HaCTpoVikn cnucka cooTBeTcTBusA MAC-agpeca nonb3osarens u VLAN-ID)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/customer-vlans/clients# add XX:XX:XX:XX:XX:XX (rze
XXXXXXXX:XX:XX — MAC-agpec KNMEHTCKOro ycTpoicTsa (STA), A1 KOTOPOro Heo6xo4uMo yCTaHOBUTL C-
VLAN. 1ns yaaneHus agpeca ns cnvcka ncnonb3yiite komaHay del)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/customer-vlans/clients# XX:XX:XX:XX:XX:XX
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# vlan-id X (rge X —
VLAN-ID, KOTOpbIli ByaeT ncnonb3oBaH kak C-VLAN ans KMeHTCcKoro yctpoiictea (STA) ¢ MAC-agpecom
XXXXXXXX:XX:XX)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# priority X (rae X —
npuoputeT 802.1p, NpUcBanBaeMblii NakeTam, Ha KOTOpble HaBeluvBaeTcs MeTka VLAN npy NOMOLLM
dhyHKUMoHasa C-VLAN. BO3MOXHble 3HavyeHust: 0-7, auto. 3Ha4YeHne No YMO/HaHWIO: auto)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/customer-vlans/clients# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/customer-vlans# enabled true (Bk/toueHve paboTtsl C-VLAN.
[na oTknoveHus seegute false)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/customer-vlans# save (coxpaHeHve HacTpoek)

© B cnyuae ecnu Ha Touke focTyna HacTpoeHa Enterprise-aBTopusauus v ais knveHTa Ha RADIUS-
cepsepe 6b1n ykazaH C-VLAN, To MeHHO OH ByaeT Ucnonb30BaTbCA AN1A paboTbl C faHHbIM K/TMEHTOM,
T. . C-VLAN, HacTpoeHHbIli Ha ToYke A0CTyna, ByaeT npourHopmpoBaH. 3HadyeHne VLAN nepepaetcs B
RADIUS-atpu6yTe Tunnel-Private-Group-Id.
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HasHauyeHue VLAN-ID 802.1p

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# vlan-priority X (r1e X — npnoputet 802.1p, npyceanBaemMbIi
nakeTam, Ha KOTopble HaBeluvBaeTcsi MeTka VLAN npu nomoLum goyHkumoHana VLAN-ID nn General VLAN.
Bo3MOXHble 3Ha4eHus: 0-7, auto. 3Ha4YEHMe N0 YMOHaHMIo: auto)

Bbi6op cnocoba npuopuTusaymum

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# priority-by-dscp false (aHanv3 npropurtera 13 nons CoS
(Class of Service) TermpoBaHHbIX NakeToB. 3HAaYeHNe No yMOosIHaHuto: true. B 3TOM criyvyae aHa/m3npyeTcs
npuoputeT 13 nona DSCP 3arosioBka IP-nakeTa)

BkntoueHune cKpbITOro SSID

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# hidden true (Bx/itoueHne ckpbiToro SSID. 115 OTK/IHYEeHNA
BBeauTe false)

BknroueHue Minimal Signal u Roaming Signal

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# check-signal-enable true (Bk/1t0ueHve ncnonbL30BaHNA
doyHKUMOHaa Minimal Signal. 19 oTkitodeHns seegute false)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap# min-signal X (e X — noporosoe 3HaveHune RSSI, npu
[OOCTUXKEHMM KOTOPOro 6yayT OTKNHYEHbI K/TMEHTCKME YCTPONCTBA OT 6eCNpOBOAHON CETU. [NapameTp
MOXET NPUHUMAaTb 3HayeHns ot -100 A0 -1)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# check-signal-timeout X (rz1e X — nepuoz BpemeHn B
CeKyHAax, No UCTeYEHM KOTOPOTro NPUHUMAETCA PeLLeHne 06 OTKHUYEHUN KITMEHTCKUX YCTPOUCTB OT
6ecrnpoBOAHON ceTn)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# roaming-signal X (rze X — noporosoe 3HaveHune RSSI, npu
[OCTVXXEHMN KOTOPOro NPOUCXOANT NepekitoveHne KMEHTCKUX YCTPOMCTB Ha Apyroe YCTPOMCTBO.
MapameTp MOXEeT NpUHUMaTh 3HaYeHuns oT -100 Ao -1. NMapameTp roaming-signal fO/HKEH ObITb BbILLE, YEM
min-signal: ecsiv min-signal = -75 gBbMm, TO roaming-signal fo/mkeH 6bITb paBeH, Hanpumep, -70 Abm)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

HacTpolika orpaHu4eHunsi CKOpoCTu A1l BCero paguouHtepdeiica

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# shaper-per-vap-rx
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# value X (rae X — MakcumasibHas CKOPOCTh
B KOUT/C nnn NakeTbl/c)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# mode kbps (Bk/itoueHmne weinepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/c, pps — NakeTbl/c, off — BbIK/HOUYEHO)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-per-vap-rxi# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)

HacTpolika weiinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):
WB-3P-PTP6(config):/interface/wlan0/wlan/ap# shaper-per-vap-tx

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# value X (rze X — MakcumasibHas CKOPOCTb
B KOUT/C nnn NakeTbl/c)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# mode kbps (Bk/toueHne weinepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/cC, pps — NakeTbl/c, off — BbIK/THOUEHO)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)

HacTtpoiika orpaHMUYeHNsi CKOPOCTM AJ1Sl KAXKA0r0 K/MeHTa (STA)

HacTpolika wevinepa B HanpaBaeHUU OT KAneHTa (STA) o Touku goctyna (AP):
WB-3P-PTP6(config):/interface/wlan0/wlan/ap# shaper-per-sta-rx

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-per-sta-rx# value X (rae X — mMakcumasibHasi CKOPOCTh B
KOUT/C NI NakeThbl/c)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-per-sta-rx# mode kbps (Bx/i1oueHmne wennepa.
Bo3moxHble 3HaveHus: kbps — KOUT/C, pps — NakeTbl/c, off — BbikNOYEHO. [LOCTYMHO TO/TLKO B peXnme
YCTPOICTBAa ap-pmp)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-per-sta-rx# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

HacTpolika wevinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knueHTa (STA):
WB-3P-PTP6(config):/interface/wlan0/wlan/ap# shaper-per-sta-tx

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-per-sta-tx# value X (rae X — makcumasibHas CKopocTb B
KOUT/C NI nakeThbl/c)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-per-sta-tx# mode kbps (Bx/itoueHne wennepa.
Bo3moxHble 3HaueHus: kbps — K6UT/C, pps — nakeTbl/c, off — BbikNtoUeHO. [LOCTYMHO TO/TLKO B peXunme
YCTPOMCTBAa ap-pmp)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-per-sta-tx# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro TpanMKa

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# shaper-bcast-rx
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# value X (rge X — makcrmasibHas CKOpoCTh B
KOUT/C N nakeThbl/c)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# mode kbps (Bk/1t0ueHne wennepa.
Bo3MoxHble 3HaueHus:: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOYEHO)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)

HacTpolika weiinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):
WB-3P-PTP6(config):/interface/wlan0/wlan/ap# shaper-bcast-tx

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# value X (rge X — makcumasnibHas CKOpoCTh B
KOUT/C N nakeThbl/c)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# mode kbps (Bk/1t0ueHve Lwelinepa.
Bo3MoxHble 3HaueHus: kbps — KGUT/cC, pps — NakeTbl/c, off — BbIK/THOYEHO)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap# save (coxpaHeHue HacTpoek)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HaCTQOﬁKa mel‘/'lnepa B HanpaB/ieHUU OT TOYKM AocCcTyna (AP’ A0 K/INEeHTa (STA):

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# shaper-mcast-tx
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# value X (rge X — makcumaribHas CKopocThb B
KOUT/C NI NakeThbl/c)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# mode kbps (Bx/1t0ueHve Lwelinepa.
Bo3moxHble 3HaveHus: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOUEHO)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

HacTtpoiika orpaHMYeHUst HeM3BEeCTHOIo TpadmKa

HaCTQOﬁKa Luel‘/’lnepa B HarnpaB/1€HUN OT TOYKU O0CTYyMNAa (AP) A0 K/INeHTa (STA):

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# shaper-unknown-ucast-tx
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# value X (rae X — makcumasibHas
CKOPOCTb B KOGUT/C UM NakeTbl/C)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# mode kbps (Bx/it0oueHne wennepa.
Bo3MoxHble 3HaueHus: kbps — K6UT/cC, pps — NakeTbl/c, off — BbIK/THOYEHO)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)
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PykoBogacTso no akcnnyatauun WB-3P-PTP6

HaCTPOﬁKa orpaHun4yeHusa HeM3BeCTHOIo Tpaq)I/IKa

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# shaper-unknown-ucast-rx
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-rx:# value X (rze X — MakcumasibHasa
CKOPOCTb B KOUT/C UM NaKeTbl/C)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-rx:# mode kbps (Bx/1t0ueHve Lelinepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/cC, pps — NakeTbl/c, off — BbIK/THOUEHO)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-rx:# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap# save (coxpaHeHne HacTpoek)

OrpaHuyeHune KonnyecTBa K/IMEHTOB

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# sta-limit X (rge X — makcumasibHO A0MyCcTUMOe YNC/I0
NoAK/IYaeMbIX K 6eCNPOBOAHON CETU KNMEHTCKUX YCTPOICTB. JOCTYNHO TO/MIbKO B peXnme
YCTPOWCTBa ap-pmp)

BknroueHue nsonsayunum KNNEeHToB

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# station-isolation true (Bk/itoueHne nzonauun Tpaguka
MexXay NoAKMHUYEHHbIMI ycTpolicTBaMn. Ansa oTkoveHns seeaute false. [LOCTYNHO TO/IbKO B peXume
YCTPOWCTBa ap-pmp)

HacTpoiika KoHTponsa goctyna no MAC

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# acl

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/acl# mode local (BLi160p pexurma local — npoeepka MAC-
a/pecoB MO CMNCKY Ha YCTPOWNCTBE)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/acl# mac
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXXKXKXXXEXK —
MAC-agpec yCTpOIiCcTBa, KOTOPOMY HEOOXO0AMMO PaspeELLMTb/3anpeTuTb AOCTYN. AN yaaneHus agpeca uns
cnucka ucnosnbayiite komaHay del)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/acl/mac# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/acl# policy allow (BbIG0p nonuTukn. Bo3amMoxHbIe 3HAYEHUSA:
allow — paspeliatb NoAKMHUYEHNE TOMBKO TEM YCTpocTBam, MAC-agpeca KOTOPbIX COAEPXATCS B CMNCKE;
deny — 3anpeulaTb NOAKAOUYEHNE YCTPONCTBaM, MAC-apeca KOTOPbIX COAePXaTcs B CNUCKe. 3HaUYeHNe
Nno ymMmosiHaHuto: deny)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/acl# enable true (Bk/toueHve KoHTponA goctyna no MAC. [ns
oTKNtoveHus seegute false)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/acl# save (coxpaHeHne HacTpoek)
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PykoBogacTso no akcnnyatauun WB-3P-PTP6

HacTpolika KOHTponsa goctyna no MAC yepe3 RADIUS-cepBep

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# acl

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/acll# mode radius (Bbi6op pexuma radius — nposepka MAC-
aapecos yepes RADIUS-cepBep)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/acl# policy allow (BbI60p nonuTukmn. Bo3amMoxHble 3HAYEHUS:
allow — paspeliatb NOAKHUYEHNE TO/TLKO TEM K/IMEHTaM, KOTOPbIX 0406pu1 RADIUS-cepBep;

deny — 3anpeLlaTb NOAK/IOHYEHNE K/TMEHTAM, KOTOPbIX 0406pwu1 RADIUS-cepBep. 3HadeHne no
ymorsiyaHuio: deny)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/acl# enable true (Bk/toueHve KOHTpoONA goctyna no MAC
yepes RADIUS-cepsep. 19 oTkNtoueHns seeauTe false)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/acl# exit

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/# radius
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# domain root (rze root — foMeH nosib3oBaTesis)
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepsepa)

WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# auth-port X (rge X — nopt RADIUS-cepBepa,
KOTOPbI MCnonb3yeTcsa Ansa ayteHTudmkaumm n astopmsaguu. Mo ymonyaHumio: 1812)
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# auth-password secret (rge secret — naposib a1
RADIUS-cepBepa, MCMosib3yeMOro A1 ayTeHTUMKaLUMm 1 asTopusaumnmn)
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# acct-enable true (Bk/1t04EHNE OTNPaBKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNnosb3yeMoro A/1s1 akkayHTUHra)

WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# acct-password secret (rae secret — naposib 4714
RADIUS-cepBepa, UCMOosIb3yeMOro /19 akkayHTUHra)
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANHECKON
OTNpaBKM co0bLeHNI «Accounting» Ha RADIUS-cepBep. No ymonuyanuio: false)
WB-3P-PTP6(config):/interface/wlan0/wlan0/ap/radius# acct-interval 600 (MHTEpPBaUT OTNPABKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/radius# save (CoxpaHeHne HacTpoek)
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MannuHr VLAN

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# vlan-mapping
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/vlan-mapping# rule
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# add namel (rge namel — ums npasuna
Mannuura. ns yaaneHusi npasunia ncnosbayiite komaHay del)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# namel
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# eth-vlan-id X (rge X — VLAN ID B
Ethernet)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# eth-priority X (rne X — npuoputer
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecn npuopuTteT auto uim He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCSA UCXOAHbIN)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# wlan-vlan-id X (rze X — VLAN ID BO
WLAN)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# wlan-priority X (rae X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3aMOXHble 3Ha4eHus: 0-7, auto. ECn NpyuopmuTeT auto UM He onpeaeseH
B JAHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/vlan-mapping# enable true (Bx/1toueHve vian-mapping. Ana
oTKNtoveHns seegute false)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/vlan-mapping# save (coxpaHeHve HacTpoek)

© B koHurypauum vlan-mapping ecTb npegyctaHoBieHHoe npasuno — default-rule. OHo Ucnonb3yeTcs
ansa n3meHeHus npuoputeta 802.1p n ouepean WMM Bcex naketos, Homep VLAN KOTOpbIX He
NoAXoAuT Nof 3aflaHHble NoNb3oBaresniem npasuna.
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PykoBOZACTBO No akcnyaTtauum WB-3P-PTP6

HacTtpoiika default-rule

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# vlan-mapping
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/vlan-mapping# default-rule
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# eth-priority X (rge X — npuopurer
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecn npuopuTteT auto uim He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCSA UCXOAHbIN)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wlan-priority X (rze X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3amMOXHble 3Ha4eHus: 0-7, auto. ECn NpruopmuTeT auto UM He onpeaeseH
B JAaHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wmm-queue X (rge X — ouepesb
WMM a5 gaHHoro npaswuna. Bo3amoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpegeneHa B AaHHOW onuun, To 6yaeT aHaIM3npoBaTbcs npuoputeT DSCP B NakeTe)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# enable true (Bk/itoueHne default-
rule. na oTknoveHus seeaute false)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# save (coxpaHeHve HacTpoek)
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PykoBOZACTBO No akcnyaTtauum WB-3P-PTP6

Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# mac-priority
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority# rule
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority/rule# add namel (rge namel — nmvs npasuia
npuoputnsauumn no MAC. [1na yaaneHns npaesusia ncnosnbayiite komaHay del)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority/rule# namel
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aipec UCTOYHMKA Unn KnueHTa (STA) (noapobHee o0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Un ero 3HaudeHmne AB/sieTCcs NycToi CTPOKOM, TO OH He byaeT
MCMOoJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-agpec nonyyatenst uam knumenTa (STA) (nogpobHee 0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Uan ero 3HadeHune AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
NCMOJ/Ib30BaTbCS NPV NPOBEPKE HA COBNAaAEHMS)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# wlan-priority X (rae X — npuopuret
802.1p npu nepegadve Bo WLAN. Bo3amoXHble 3Ha4YeHus: 0-7, auto. ECnn npruopuTeT auto nam He onpeaeneH
B JAaHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# eth-priority X (rze X — npnoputet
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecm npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority/rule# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority# enable true (Bk/1toueHve mac-priority. 14
oTKNtoveHns seegute false)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority# save (CoxpaHeHve HacTpoek)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamm(a

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# mac-priority
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority# rule
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority/rule# add namel (rge namel — nmvs npasuia
npuoputusauumn no MAC. [1na yaaneHns npasusia ncnosnbayiite komaHay del)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority/rule# namel
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aipec UCTOUHMKA Unn KnueHTa (STA) (noapobHee 0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Uan ero 3HadeHune AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
NCMOJ/Ib30BaTbCS NPV NPOBEPKE HA COBNAaAEHMS)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-agpec nonyyatenst uiam knunenTa (STA) (nogpobHee 0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Uan ero 3HadeHune AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# wmm-queue X (rze X — ouepeb
WMM a5 gaHHoro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaM3npoBaTbcs npuopuTeT DSCP B NakeTe)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority/rule# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority# enable true (Bk/1toueHve mac-priority. 14
oTKNtoveHns seeaute false)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/mac-priority# save (coxpaHeHvie HacTpoek)
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© [1ns nakeToB, MayLLMX NO HanpasneHuio oT Touku gocTyna (AP) K knneHTy (STA), napameTp src-mac —
MAC-agpec nctouHuka, dst-mac — MAC-agpec knneHTa (STA).
[N nakeToB, AyLWMX Mo HanpasneHuto ot knneHTa (STA) k Touke gocTtyna (AP), napametp src-mac —
MAC-agpec knueHta (STA), dst-mac — MAC-aapec nonyyartensi.

MpuopuTtnsauyusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# ip-priority
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority# rule
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority/rule# add namel (rge namel — rva npasuia
npuopuTusaumm no IP. Ansa yaanexHus npasuna ucnosnbayiite komaHay del)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority/rule# namel
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# src-ip X.X.X.X (rae X.X.X.X — IP-agpec
NCTOYHMKA, eC/I1 NapameTp He 3afaH, Uin ero 3Ha4yeHne SABNSETCA NyCTOW CTPOKOi, TO OH He byaeT
1NCNo/b30BaTbLCA NPU NPOBEPKE HA COBMaZeHUs)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nony4artens, eCniv napameTp He 3aaH, UK ero 3HaYeHve ABASETCA NyCTo CTPOKOW, TO OH He ByaeT
NCNO/b30BaTbLCA NPW NPOBEPKE HA COBMaAEeHUS)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# wlan-priority X (rge X — npuoputet
802.1p npu nepegade Bo WLAN. Bo3aMOXHble 3HauyeHus: 0-7, auto. ECv npuopuTeT auto uav He onpegeneH
B A@HHOW onumn — 6yAeT UCMNONb30BaTbCA NCXOAHbIN)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# eth-priority X (rae X — npuoputet
802.1p npu nepegade B Ethernet. Bo3MOXHble 3Ha4yeHus: 0-7, auto. EC/im npnopuTeT auto nnmn He
onpefeneH B AaHHON onumm — 6yAeT UCNOb30BaTbCA UCXOAHbIN)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority/rule# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority# enable true (Bk/1toueHyve ip-priority. /15
oTKNtoveHns seegute false)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority# save (coxpaHeH1e HacTpoek)

HaCTQOVIKa npaswuaa ana HETermpoBaHHOro Tpamvma

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# ip-priority
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority# rule
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority/rule# add namel (rze namel — vma npasuia
npuoputusauun no IP. 9 yaaneHns npaBuia ncnosb3yiite komaHay del)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority/rule# namel
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# src-ip X.X.X.X (rae X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNKn ero 3Ha4YeHne ABASIETCS NYCTOM CTPOKOW, TO OH He ByaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nosyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# wmm-queue X (rae X — ouepegb WMM
AN gaHHOro npasuia. Bo3amoxHble 3HaueHus: bk, be, vi, vo, autoe. Ec/in ouepep auto He onpeaeneHa B
[AHHOM onumn, To OyaeT aHa/IM3MpoBaTbCcs npuopuTeT DSCP B nakete)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority/rule# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority# enable true (Bk/toueHve ip-priority. 1A
oTKNtoveHns seeauTte false)

WB-3P-PTP6(config):/interface/wlan0/wlan/ap/ip-priority# save (coxpaHeHne HacTpoek)
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© Ecnv naket nonagaet 04HOBPEMEHHO nog 6onee Yyem oamH 13 TMnos npasun Vlan-Mapping, MAC-
Priority n IP-Priority, To peweHune o npucsoeHun npuoputeta 802.1P 6yaeT NpuHATO Ha OCHOBeE Priority-
Order — npuoputeTa Tvna npasun, rage 1 — MUHUMasbHbIN npuopuTeT, 100 — MakcMManbHbIl
npuopuTeT.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamebicLumia Priority-Order.

MopsaaoK npuopuTUsaLmm

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# priority-order
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/priority-order# mac X (rae X — npuopuTeT AaHHOro npasuna.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLunid NpuoputeT MMeET 3HaveHue 100)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/priority-order# ip X (rae X — npuopuTeT faHHOro npasusia.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLunia npuoputeT MMeeT 3HayveHne 100)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/priority-order# vlan X (rge X — npropuTeT gaHHOro npasusa.
Bo3MOXHble 3Ha4eHuns: 1-100. BbicLunid NpuoputeT MMEET 3HayveHue 100)
WB-3P-PTP6(config):/interface/wlan0/wlan/ap/priority-order# save (CoxpaHeHne HaCTPOeKk)
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12.5.3 HacTpoiiku cetv ansa knventa (STA)

© B pexume ycTpoiicTsa sta 40CTyNHa HACTpOiika HECKOMbKMX Npodunell NoAKNUeHNs K Touke focTyna
(AP). MakcumasibHO MOXXHO HACTPOWTL 8 Npochuneil.

HacTtpoiika knueHTta (STA) c OWE

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# interface

WB-3P-PTP6(config):/interface# wlan0

WB-3P-PTP6(config):/interface/wlan0# wlan

WB-3P-PTP6(config):/interface/wlan0/wlan# mode sta (BL160p pexuma ycTpoincTea)
WB-3P-PTP6(config):/interface/wlan0/wlan# sta

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# connection-profile
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile# profile
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB/TL HOBLIN
npodunb. profilel — nms npodonns nogktoyueHnsa K AP. Ana yaaneHnsa npogunsa NCnonb3ynte KomaHay
del)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bx/10uUNTH
npodonnb)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# ssid WB-3P-PTP6
(n3meHeHune nmvenun SSID)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# security-mode

OWE (pexkum wndpoBaHmsi OWE — LiMdopoBaHHOE coefHeHne 6e3 BBoAa naposis. B Takom pexume
CMOTYT NOAKMOYNUTLCA TOMbKO KNneHTbl Wi-Fi 6)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# priority X (rae X —
npuopuTeT npoduns. OnpeaensietT ouepegHoOCTb MCMNONb30BaHMA Npodunien. BoamoxHble 3HaueHus: 0-
7. BbiCLuniA NpuopuTeT MMEET 3HadeHue 7. MNpun noakntveHnn knneHTa (STA) 6yaeT ncnosnb3oBaTb
NPogon/b C HaMBbICLLMM MPUOPUTETOM B NEPBYIO 0Yepeab)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# save (coxpaHeHne
HacTpoek)
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HacTtpoiika knueHTa (STA) ¢ pexxumom 6e3onacHocTu WPA-Personal

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# interface

WB-3P-PTP6(config):/interface# wlan0

WB-3P-PTP6(config):/interface/wlan0# wlan

WB-3P-PTP6(config):/interface/wlan0/wlan# mode sta (BLI00p pexuma ycTpoicTea)
WB-3P-PTP6(config):/interface/wlan0/wlan# sta

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# connection-profile
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile# profile
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npocunb. profilel — ms npodonns noaxtoueHns K AP. Insa yaaneHus npogunns NCnonb3ynTe KomaHay
del)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bk/10uUNTHL
npodonnb)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# ssid WB-3P-PTP6 (
n3MmeHeHne nmenu SSID)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# security-mode WPA3 (
pexum wndgposaHmss — WPA3)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# key-wpa password123 (
rae password123 — K4/naposib, HE0OX0AMMBbIA A1 NOAKNHYEHNST K 6ECMPOBOAHON ceTu. [/iMHa Kioua
[0/HKHA COCTaB/ISATb OT 8 /10 63 CUMBOJI0B)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# priority X (roe X —
npuoputet npodunns. OnpeaensietT ouepeaHOCTb NCNONb30BaHUS Npodunein. BosamoxHble 3Ha4eHus: 0-7.
BbiCLUNiA NpMopuUTET UMEET 3Ha4veHure 7. MNMpu NoAKIUYeHNN KNneHTa (STA) ByaeT ncnosib3oBaTb NPodn/b C
HaUBbICLLM NPUOPUTETOM B NEPBYHO OYEPE/b)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# save (coxpaHeHne
HaCTpoeK)
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HacTpolika knueHTa (STA) ¢ Enterprise-aBTOopu3sauueit

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# interface

WB-3P-PTP6(config):/interface# wlan0

WB-3P-PTP6(config):/interface/wlan0# wlan

WB-3P-PTP6(config):/interface/wlan0/wlan# mode sta (BLI00p pexuma ycTpoicTea)
WB-3P-PTP6(config):/interface/wlan0/wlan# sta

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# connection-profile
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile# profile
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npodunb. profilel — ums npodonna nogxknoueHus K AP. ns yaaneHuns npodnasa NCnonb3ynte kKomaHay
del)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bk/10uUNTHL
npodousib)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# ssid WB-3P-PTP6 (
n3MeHeHne nmeHn SSID)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# security-mode WPA3_1X (
pexum wundgpoaHnst — WPA3-Enterprise)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# radius
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius# username user (rge
user — /I0fVH, He0OX0AMMbI ANs aBTopM3aumm Ha RADIUS-cepBepe)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius#

password password (rae password — k/1t04/naposb, He06XxoaMMbIA ANA aBTopm3aummn Ha RADIUS-cepepe)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# priority X (rze X —
npuoputet npodunns. OnpeaensieT ouepeaHOCTb NCNOMb30BaHUSA Npodunein. BosamoXxHble 3Ha4eHus: 0-7.
BbicLunin npuopuTeT MMEET 3Ha4veHue 7. Mpu nogkdeHnn knnenTa (STA) 6yaeT ncnonb3oBaTb NPOgUIb C
HaUBbICLLMM NPUOPUTETOM B NEPBYHO OYEpEb)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius# save (coxpaHeHve
HacCTpoeK)

_— T oD ==

12.5.4 [LONONHWTENbHbIE HACTPOIKK aNna KnveHTa (STA)

Ha3HaueHue VLAN-ID

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# vlan-id X (rge X — Homep VLAN-ID)

BkntoueHue VLAN trunk

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# vlan-trunk true (Bx/1toueHvie VLAN Trunk. 15 oTKHOYEHNS
BeeguTe false)

BkntoueHune General VLAN

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# general-vlan-mode true (Bi/1toueHne General VLAN Ha SSID.
[nsa otknoveHns seeaute false)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta# general-vlan-id X (rae X — Homep General VLAN)
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BknroyeHne MVR

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# mvr-enable true (BktoueHvie MVR. /151 OTK/IHOUEHNS
BeeauTe false)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# mvr-vlan-id X (rge X — Homep VLAN g/14 Multicast-Tpadouka)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta# mvr-vlan-priority X (rae X — npvopurtet 802.1p ansa IGMP-
nakeToB OT Ethernet-yCTpOICTB, HAXOAALWMXCA 3a KIMEHTOM (STA). BO3MOXHble 3Ha4YeHus: 0-7)

HasHauyeHue VLAN-ID 802.1p

WB-3P-PTP6(config):/interface/wlan0/wlan/ap# vlan-priority X (rae X — npuoputet 802.1p, npuceansaembli
naketam, Ha KoTopble HaBeluMBaeTca MeTka VLAN npy nomoLm pyHkumoHana VLAN-ID nnum General VLAN.
B0o3MOXHble 3HaYeHns: 0-7, auto. 3Ha4YEHWe No YMO/I4aHUIo: auto)

Bbi6op cnocoba npuopuTusaym

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# priority-by-dscp false (aHanv3 npnoputera ns nons CoS
(Class of Service) TermpoBaHHbIX NakeToB. 3HaUYeHMe N0 YMOoYaHuto: true. B aToM criyyae aHanusnpyetcs
npuopuTeT 13 nona DSCP 3aronoBka IP-naketa)

HacTtpoiika orpaHMYeHUsi CKOPOCTHU

HacTpoliika weiinepa B HanpaBaeHUU OT kKnueHTa (STA) Ao Touku goctyna (AP):
WB-3P-PTP6(config):/interface/wlan0/wlan/sta# shaper-tx

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-tx# value X (rae X — makcrmasibHas CKOpocTb B KOUT/C
WU NaKeTbI/C)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-tx# mode kbps (Bx/1t0ueHve welinepa. BosmoxHble
3HaueHus: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/THOUYEHO)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-tx# exit

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HacTpoliika weiinepa B HanpaB/eHUN OT TOYKM gocTtyna (AP) oo knuneHTa (STA):
WB-3P-PTP6(config):/interface/wlan0/wlan/sta# shaper-rx

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-rx# value X (rae X — makcvmasnibHas CKOpocTb B KOUT/C
WU NaKeTbI/C)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-rx# mode kbps (Bk/1t04ueHve Lweinepa. BosmoxHble
3HaueHus: kbps — K6UT/c, pps — NakeTbl/C, off — BbIK/IHOUYEHO)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-rxi# exit

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro Tpaq)vma

HacTpolika weiinepa B HanpaBaeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# shaper-bcast-rx
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rge X — makcumasibHas CKOpoCTh B
KOUT/C N nakeThbl/c)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (Bi/1t04eHne weinepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/cC, pps — NakeTbl/c, off — BbIK/THOUEHO)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/sta# save (CoxpaHeHne HacTpoek)

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# shaper-bcast-tx
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rge X — MakcrmasibHas CKOpoCTh B
KOUT/C N nakeThbl/c)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (Bi/1t0ueHne weinepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/cC, pps — NakeTbl/c, off — BbIK/THOUEHO)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/sta# save (CoxpaHeHne HacTpoek)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HaCTpOﬁKa mel‘/'lnepa B HanpaB/ieHUU OT TOYKM AocCcTyna (AP’ A0 K/INEeHTa (STA):

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# shaper-mcast-rx
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# value X (rae X — maxkcymasnibHas cKopocTh B
KOUT/C NI NakeThbl/c)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# mode kbps (Bk/1t0ueHne Lweinepa.
Bo3moxHble 3HaveHus: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOUEHO)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-mcast-rxi# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)
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HaCTPOﬁKa orpaHun4yeHusa HeM3BeCTHOIo Tpaq)I/IKa

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# shaper-unknown-ucast-tx
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# value X (rae X — makcumasibHas
CKOPOCTb B KOUT/C UM NaKeTbl/C)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# mode kbps (Bk/1t0ueHne
Wwennepa. BoamoxHble 3HaueHus: kbps — kK6UT/c, pps — nakeTbl/c, off — BbIK/1OUEHO)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/sta# save (CoxpaHeHne HacTpoek)

HacTtpoiika orpaHMuYeHnUsi HeU3BEeCTHOro TpadmKa

HaCTQOﬁKa mel‘/'lnepa B HanpaB/ieHUU OT TOYKU AOocCcTyna (AP’ A0 K/INEeHTa (STA):

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# shaper-unknown-ucast-rx
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-rx:# value X (rge X — makcumvasibHas
CKOPOCTb B KOUT/C UM NakeTbl/C)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-rx:# mode kbps (Bx/1t0ueHVe
Wwerinepa. BoamoxHble 3HavyeHus: kbps — KOuT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-rx:# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HacTpoiika BCTPEYHOro yCTpOCTBa BbINO/THAETCS aHa10MMYHO.

YBenuyeHne MTU Ha nHtepdeicax

WB-3P-PTP6(config):/interface# eth0

WB-3P-PTP6(config):/interface/eth0# common

WB-3P-PTP6(config):/interface/eth0/common# mtu X (rae X — 3HadyeHne MTU. MakcumasibHoe 3HaqyeHve
2400)

WB-3P-PTP6(config):/interface/eth0/common# exit

WB-3P-PTP6(config):/interface/eth0# exit

WB-3P-PTP6(config):/interface# wlan0

WB-3P-PTP6(config):/interface/wlan0# common

WB-3P-PTP6(config):/interface/wlan0/common# mtu X (rae X — 3HadeHne MTU. MakcrmasnibHoe 3HaqeHve
2400)

WB-3P-PTP6(config):/interface/wlan0/common# save (coxpaHeHVe HacTpPoek)
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MannuHr VLAN

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# vlan-mapping
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/vlan-mapping# rule
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# add namel (rge namel — ums npasunia
Mannuura. ns yaaneHusi npasunia ncnosbayiite komaHay del)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# namel
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# eth-vlan-id X (rge X — VLAN ID B
Ethernet)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# eth-priority X (rz1e X — npuoputet
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecnm npuopuTteT auto uim He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCSA UCXOAHbIN)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# wlan-vlan-id X (rge X — VLAN ID BO
WLAN)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# wlan-priority X (rge X —
nproputet 802.1p npu nepegade Bo WLAN. Bo3aMOXHble 3Ha4YeHus: 0-7, auto. ECvm npuopuTeT auto nam He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/vlan-mapping# enable true (BktoueHve vian-mapping. 14
oTKNtoveHns seegute false)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/vlan-mapping# save (coxpaHeHvie HacTpoek)

© B koHdurypaumm vian-mapping ecTb npefycraHoBneHHoe npasuno — default-rule. OHo ucnonb3yeTcs
ons nsmeHeHna npuoputeta 802.1p 1 ouepean WMM Bcex naketos, Homep VLAN KOTOpbIX He
noaxoAuT Noj 3adaHHble Nosib3oBaTesiemM npasunia.

Hactpoiika default-rule

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# vlan-mapping
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/vlan-mapping# default-rule
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/vlan-mapping/default-rule# eth-priority X (rae X — npuopurer
802.1p npu nepepaye B Ethernet. Bo3aMoXHble 3Ha4YeHUs: 0-7, auto. EC/iv npnopuTeT auto Unn He
onpegeneH B AaHHON onuumnm — 6yaeT NCNoNb30BaTbCH MCXOAHbIN)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/vlan-mapping/default-rule# wlan-priority X (rae X —
npuopuTteT 802.1p npu nepegade Bo WLAN. Bo3MoXxHble 3HaveHus: 0-7, auto. Ecm npuopuTeT auto nniv He
onpegeneH B AaHHON onuumnm — 6yaeT NCNob30BaTbCH NCXOAHbIN)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/vlan-mapping/default-rule## wmm-queue X (rge X — ouepesb
WMM ans gaHHoro npaeuna. BosmoxHble 3HaueHust: bk, be, vi, vo, auto. Ec/iv ouepeqp auto He
onpeaeneHa B faHHOW onuumu, To 6yaeT aHanm3mpoBaTbcsl npuoputeT DSCP B nakeTe)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/vlan-mapping/default-rule# enable true (Bx/1t0ueHve default-
rule. 4ns otkntoveHnsa eeeanTe false)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/vlan-mapping/default-rule# save (coxpaHeHve HacTpoek)
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Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# mac-priority
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority# rule
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority/rule# add namel (rge namel — nmvs npasuia
npuoputnsauumn no MAC. [1na yaaneHns npaesusia ncnosnbayiite komaHay del)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority/rule# namel
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX:XX — MAC-afipec UCTOUHMKA UK ToUKM aocTtyna (AP) (nogpobHee 0 HacTpoiike MAC-apecoB
B Mojickaske HXke). Eciv napameTp He 3aaaH, Wan ero 3HauyeHue sIBNSIeETCA MNyCTON CTPOKOW, TO OH He
OGyaeT NCnonb30oBaTbCA NPV MPOBEPKE HA COBNAAeHUS)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aapec nonyyartensi uam Toukm goctyna (AP) (moapobHee o HacTpoiike MAC-
a/IpecoB B MOACKAa3Ke HMXe). Ecriv napameTp He 3aJaH, Uin ero 3HavyeHue sIBNSETCS MyCTON CTPOKOWA, TO
OH He OyaeT UCnosib30BaTbCs NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# wlan-priority X (rae X — nproputet
802.1p npu nepegadve Bo WLAN. Bo3amoXHble 3Ha4YeHus: 0-7, auto. ECnn npruopuTeT auto nam He onpeaeneH
B JAaHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# eth-priority X (rne X — npuoputet
802.1p npu nepepaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecam npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority/rule# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority# enable true (Bk/toueHve mac-priority. [1ns
oTKNtoveHns seegute false)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority# save (CoxpaHeHne HacTpoek)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamm(a

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# mac-priority
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority# rule
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority/rule# add namel (rge namel — umvs npasuia
npuoputusauumn no MAC. [1na yaaneHns npasusia ncnosnbayiite komaHay del)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority/rule# namel
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aipec UCTOUHMKA UK ToUkM aocTtyna (AP) (nogpobHee 0 HacTpoiike MAC-apecoB
B Mojicka3Ke HXke). Eciv napameTp He 3aaaH, v ero 3HauyeHue sIBNSIETCA MNyCTON CTPOKOW, TO OH He
OGyaeT Ncnonb30BaTbCA NPV MPOBEPKE HA COBNAAEHUS)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-agpec nonyyatensi uiam Toukm goctyna (AP) (nogpobHee 0 HacTpoiike MAC-
a/IpecoB B MOACKAa3Ke HMXe). Ec/iv napameTp He 3aJaH, Uin ero 3HavyeHue sIBNSETCS MyCTON CTPOKOWA, TO
OH He OyaeT UCnosib30BaTbCs NPY NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# wmm-queue X (rze X — ouepesb
WMM a5 gaHHOro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaM3npoBaTbcs npuopuTeT DSCP B NakeTe)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority/rule# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority# enable true (BktoueHve mac-priority. 114
oTKNtoveHns seeaute false)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/mac-priority# save (CoxpaHeHne HacTpoek)
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© [1ns nakeToB, MayLLMX N0 HanpasneHuio oT Touku gocTyna (AP) K knneHTy (STA), napameTp src-mac —
MAC-aapec Touku goctyna (AP), dst-mac — MAC-agpec nonyyatens.
[nsi nakeToB, MAYLWMX MO HanpaeneHuto ot knameHTa (STA) k Touke goctyna (AP), napameTtp src-mac —
MAC-agpec nctouHuka, dst-mac — MAC-agpec Toukun goctyna (AP).

MpuopuTtnsauyusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# ip-priority
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority# rule
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority/rule# add namel (rze namel — 1va npaswuia
npuoputusauun no IP. 19 yaaneHns npaBuia ncnob3yiite komaHay del)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority/rule# namel
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# src-ip X.X.X.X (rge X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNn ero 3HaYeHne SBASIETCS NYCTOM CTPOKOW, TO OH He GyaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# dst-ip X.X.X.X (rge X. X.X.X — IP-agpec
nonyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# wlan-priority X (roe X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3amMOXHble 3Ha4eHus: 0-7, auto. ECn NpUopUTET auto UM He onpeaeseH
B JAaHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# eth-priority X (rae X — npuoputer
802.1p npu nepegaue B Ethernet. Bo3amoxHble 3HaYeHus: 0-7, auto.Ecam npuoputeT auto unim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority/rule# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority# enable true (Bk/1t0ueHve ip-priority. /15
oTKNtoveHns seegute false)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority# save (coxpaHeHVe HacTpoek)

HaCTQOVIKa npaswuaa ana HETermpoBaHHOro Tpamvma

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# ip-priority
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority# rule
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority/rule# add namel (rze namel — vva npasuia
npuoputusauun no IP. 9 yaaneHns npaBuia ncnosb3yiite komaHay del)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority/rule# namel
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# src-ip X.X.X.X (rge X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNKn ero 3Ha4YeHne ABASIETCS NYCTOM CTPOKOW, TO OH He ByaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nosyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# wmm-queue X (rge X — ouepegb WMM
AN gaHHOro npasuia. Bo3amoxHble 3HaueHus: bk, be, vi, vo, autoe. Ec/in ouepep auto He onpeaeneHa B
[AHHOM onumn, To OyaeT aHa/IM3MpoBaTbCcs npuopuTeT DSCP B nakete)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority/rule# exit
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority# enable true (Bk/toueHve ip-priority. /14
oTKNtoveHns seeaute false)

WB-3P-PTP6(config):/interface/wlan0/wlan/sta/ip-priority# save (coxpaHeHVe HacTpoek)
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© Ecnv naket nonagaet 04HOBPEMEHHO nog 6onee Yyem oamH 13 TMnos npasun Vlan-Mapping, MAC-
Priority n IP-Priority, To peweHune o npucsoeHun npuoputeta 802.1P 6yaeT NpuHATO Ha OCHOBeE Priority-
Order — npuopuTeTa TMna npasun, rae 1 — MUHUMasTbHbIN NpuopuTeT, 100 — MakCcUMasibHbIi
npuopuTeT.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamebicLumia Priority-Order.

MopsaaoK npuopuTUsaLmm

WB-3P-PTP6(config):/interface/wlan0/wlan/sta# priority-order
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/priority-order# mac X (rae X — npruoputeT JaHHOro rnpasusia.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLunid NpuopuTeT MMEET 3HayveHne 100)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/priority-order# ip X (rge X — npuopuTeT faHHOro npasusia.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLunia NpuoputeT MMEET 3HayveHne 100)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/priority-order# vlan X (rae X — npuoputeT gaHHOro npasuna.
Bo3MOXHble 3Ha4eHus: 1-100. BbicLunia TpuoputeT MMEET 3HayveHne 100)
WB-3P-PTP6(config):/interface/wlan0/wlan/sta/priority-order# save (coxpaHeHVe HacTpoek)

12.6 HacTtpoiika LoopBack Detection

© Hacrpoiika hyHKLMOHaNA AOCTYNHA TOMLKO B PEeXMMe YCTpoiicTea sta.

€ B cnyuae o6HapyXeHUS NET/IM HA HUKECTOSILLEM 060pyA0BaHUM, YCTPONCTBO GrokupyeT Ethernet-
NHTEepdeinc Ha 3aaHHoe B KOHMrypauumn spemsi.

Ecnu coyHKUMOHAN BKOYEH, TO KNneHT (STA) npoBepsieT Hanmnume neTeslb Ha HUXKECTOosILLEM 060pyA0BaHUN U,
B C/lyyae ux obHapyxeHus, 6nokunpyeT Ethernet-nHrepdeiic Ha 3agaHHoe B KOHMrypauumn ycTpoincTea BpeMS.
Hanmune netesnb NnpoBepseTcs ¢ NOMOLLbIO OTNPaBky creymasibHbiX naketos B LAN-ceTb ¢ agpecom
HasHauyeHus ¢f:00:00:00:00:00.

HacTpoliika LoopBack Detection

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# loopback-detection

WB-3P-PTP6(config):/loopback-detection# interval X (rae X — uHTepsan BpeMeHn Mexzay OTrnpasKoi NakeTos
0OHapyXeHUs NeTsin)

WB-3P-PTP6(config):/loopback-detection# recovery-timer X (r7e X — Bpewms, B TedyeHne kotoporo Ethernet-
NHTepderic byaet 3ab/10KMpPOBaH)

WB-3P-PTP6(config):/loopback-detection# vlan-id X (rae X — meTka VLAN ID, koTopas ByaeT HaBelunBaTbCs
Ha NPoBepPOoYHbIe NakeTbl. BO3MOXHbIE 3Ha4YeHUst: 0-4094)

WB-3P-PTP6(config):/loopback-detection# enabled true (Bx/1t0ueHve LoopBack Detection. [1ns oTkH04eHUS
BeeguTe false)

WB-3P-PTP6(config):/loopback-detection# save (coxpaHeHre HacTpoek)
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12.7 Hactpoiika BPDU-cbunstpa

HacTtpoiika dounbtpauymmn BPDU-nakeToB AnAa uHtepceiica wlan0

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# interface

WB-3P-PTP6(config):/interface# wlan0

WB-3P-PTP6(config):/interface/wlan0# common

WB-3P-PTP6(config):/interface/wlan0/common# bpdu-filter true (Bx1t0ueHye BPDU. [1/19 OTK/IHO4EHNA
BBeauTe false)

WB-3P-PTP6(config):/interface/wlan0/common# save (CoxpaHeHVe HacTpoek)

HacTtpoiika domnsrpaumm BPDU-nakeToB AnA uHtepdeiica etho

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# interface

WB-3P-PTP6(config):/interface# eth0

WB-3P-PTP6(config):/interface/eth0# common

WB-3P-PTP6(config):/interface/eth0/commoni# bpdu-filter true (Bk1toueHne BPDU. 19 OTK/IHOHEHMA BBEAUTE
false)

WB-3P-PTP6(config):/interface/eth0/common# save (coxpaHeHve HacTpoek)

12.8 OrpaHunyeHune konmyecTBa nsyveHHolx MAC-agpecos

OrpaHuyeHune KonnmyecTBa U3yyeHHbIX MAC-agpecoB

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# mac-learning

WB-3P-PTP6(config):/mac-learning# enabled true (Bk/110ueHVIE OrpaHuyeHnsa KonmyecTsa u3yvyeHHbIx MAC-
agapecos. Mo ymonyaHuto: false)

WB-3P-PTP6(config):/mac-learning# mac-learning-limt X (rge X — rno6asibHoe orpaHuyeHmne uncria MAC-
afapecoB (Wi-Fi + Ethernet). Bo3MOXHbIe 3Ha4eHust: 1-2048. o ymonyaHuio: 2048, He pekoMeHayeTcs
MEHSTh)

WB-3P-PTP6(config):/mac-learning# wifi-mac-learning-limit X (rqe X — orpaHuyeHne uicna MAC-agpecos
CO CTOPOHBbI Wi-Fi. BO3MOXHble 3HauYeHus: 1-2048. Mo ymon4yaHuto: 2048)
WB-3P-PTP6(config):/mac-learning# eth-mac-learning-limit X (rie X — orpaHnyeHne yncna MAC-agpecos co
CTOPOHbI Ethernet. Bo3MOXHbIe 3HaUYeHus: 1-2048. o ymoyaHuio: 2048)
WB-3P-PTP6(config):/mac-learning# drop-unknown-unicast-src true (Bk/1l0UeHVe 3anperta nepegaqn
Tpadmka oT yCTPOonCTB, MAC-agpeca KOTOpbIX Obl/IN HE N3y4YeHbl 13-3a NPEBbLILLEHUS Kakoro-nmoo
orpaHunyeHns nsyveHHbix MAC-agpecoB. Anda oTkoyeHnsa seeuTte false)
WB-3P-PTP6(config):/mac-learning# drop-unknown-unicast true (Bk/1l0ueHve 3anpeTa nepegayn Tpaduka
Ha Heunsy4deHHble MAC-agpeca (TosbKo unicast). Ana oTkaoyeHnsa seeguTe false)
WB-3P-PTP6(config):/mac-learning# save (coxpaHeH/e HacTpoek)
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12.9 W3meHeHune pasmepa MTU Ha nHTepdhelicax

HacTpoiika BCTpeYHOro yCTpOoCTBa BbINO/HAETCS aHa10MM4YHO.

N3meHeHue pasmepa MTU Ha uHTepdeiicax

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# interface

WB-3P-PTP6(config):/interface# eth0

WB-3P-PTP6(config):/interface/eth0O# common

WB-3P-PTP6(config):/interface/eth0/common# mtu X (ra1e X — pasvep MTU B 6aiTax. BO3MOXHbIE 3Ha4YeHus:
68-2000. o ymonyaHmio: 1500)

WB-3P-PTP6(config):/interface/eth0/common# save (coxpaHeHVe HacTpoek)

© 3Hauenve MTU Ha uHTepdpeiicax br0, nas0 BbiCTaBNSETCS aBTOMATNYECKM, B COOTBETCTBUM CO
3HayeHnem Ha eth0. 3HaveHne MTU Ha nHTepderice wlan0 comkcrpoBaHHoe 1 pasHo 2000.

12.10 CuctemMHble HACTPOIKK

12.10.1 O6HoBneHue MO ycTpoincTBa

OGHoBneHue MO Touku goctyna no TFTP

WB-3P-PTP6(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa><Ha3BaHue caiina MO> (npuvep:
firmware upload tftp 192.168.1.15 WB-3P-PTP6-2.6.0_build_X.tar.gz)
WB-3P-PTP6(root):/# firmware upgrade

O6HoBneHue MO Toukn goctyna no HTTP

WB-3P-PTP6(root):/# firmware upload http <URL gnsa ckaumBaHua daiina MO> (npuvep: firmware upload
https://eltex.ru/storage/upload_center/files/XX/WB-3P-PTP6-2.6.0_build_X.tar.gz)
WB-3P-PTP6(root):/# firmware upgrade

MepekntovyeHue Ha pe3epBHYIO0 Bepcuio MO Toukn goctyna

WB-3P-PTP6(root):/# firmware switch
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12.10.2 YnpaBneHue KoHUrypaumeii ycTpoicTea

Copoc KoHdmrypauum yctTpoiictea B aethonTHOe COCTOsAHUE 6e3 COXpaHEHUA NapaMeTpoB
pocTyna

WB-3P-PTP6(root):/# manage-config reset-to-default

C6poc KoHurypauyum yctpoiictea B AethoNTHOE COCTOSAHUE C COXpPaHEeHUeM napameTpoB goctyna

WB-3P-PTP6(root):/# manage-config reset-to-default-without-management

CkauyaTb KOH(hUrypaumoHHblii paiin yctpoiictBa Ha TFTP-cepBep

WB-3P-PTP6(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

CkauaTb KOH(hpUrypaumoHHbIii haiin yctpoiictea Ha cepBep/lNK uepes SCP

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:/etc/config/config.json config.json (npumep: scp
admin@192.168.1.15:/etc/config/config.json config.json. lJaHHasA komaHAa BbinonHsAeTcA Ha cepsepe/TK)

3arpy3ntb KOHhUrypauuoHHbIii haiin Ha ycTpoicTBO ¢ TFTP-cepBepa

WB-3P-PTP6(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue tpaiina
KOHdmrypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WB-3P-PTP6(root):/# manage-config apply (npumeHeHne KoHurypawmm)
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12.10.3 KoOHTpOsib AOCTYNHOCTH

KoHTponb gocTtynHocTu (ping watchdog) nossonsieT onpegenvts OTCYTCTBUE CBSIBHOCTU U Nepesarpy3untb
YCTPOWCTBO UMK ero nHTepdencobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npoucxoaut nepesanyck DHCP-kiveHTa Ha Tekywem WAN-uHTepdelice.

HacTpoliika ping watchdog

WB-3P-PTP6(config):/ping-watchdog# enable true (Bk/itoueHne KOHTPONA AOCTYNHOCTN. 10 yMONYaHWIO:
false)

WB-3P-PTP6(config):/ping-watchdog# host X.X.X.X (rge X.X.X.X — IP-agpec nonyyarensa ICMP-3anpocos)
WB-3P-PTP6(config):/ping-watchdog# ping-interval X (rge X — Bpems B cekyHax, Yepes KoTopoe byaet
otnpasneH ICMP-3anpoc nocne nosnyyeHuns ICMP-oTBeTa Uiv NPUHATUA pPeLLeHNss O TOM, YTO NpeablayLLnii
ICMP-3anpoc oka3sasics HeygayuHbIM. Bo3MOXHble 3HavyeHus: 1-86400. Mo ymonyaHuio: 300)
WB-3P-PTP6(config):/ping-watchdog# startup-delay X (r1e X — Bpems B cekyHzax rnocse BK/0HeHNs
YCTpOWCTBa UNn npeaplayLlero cpabarbiBaHus, B TeHEHNE KOTOPOro KOHTPO/1b AOCTYMHOCTU He ByaeT
paboTaTtb. Bo3aMoXHble 3Ha4YeHus: 60-86400. o ymonyaHuio: 300)

WB-3P-PTP6(config):/ping-watchdog# ping-timeout X (r1e X — Bpems B cekyHAax, B Te4eHne KOToporo
oxuaaetcs ICMP-0TBET Ha OTnpaBfeHHbI ICMP-3anpoc. Ecnn no nctevyeHnmn spemeHmn ICMP-0TBET He
nosy4eH, To ICMP-3anpoc cumMtaeTcs HeyaaduHbIM. Bo3MOXHble 3HavyeHus: 1-10. Mo ymonyaHuio: 1)
WB-3P-PTP6(config):/ping-watchdog# max-retry X (rge X — makcumasibHoe KO/M4ecTBO HeyaaduHbix ICMP-
3anpocoB. Ec/iv konnuecTBo Heyaa4vHbIX ICMP-3anpocoB fOCTUraeT yKa3aHHOIo Y1C/a, TO BbIMNOJTHAETCA
3aflaHHOe aeincTBre. Bo3amMoXHble 3Ha4eHus: 1-86400. Mo ymonyaHumto: 3)
WB-3P-PTP6(config):/ping-watchdog# action X (rae X — gericteue. BosamoxHble 3HaqeHus: device-restart —
nepesarpyska yCcTpoicTBa — B C/lydae HeOCTYNHOCTY 3aZlaHHOr0 ping-cepBepa nponsonaet
nepesarpyska ycTpoiicTsa,; ethernet-restart — nepesanyck ethernet uHTepelica — B criyvae
HeLOCTYMNHOCTY 3a/laHHOrO ping-cepBepa Npous3ongeT nepesanyck Ethernet-uHtepdpeiica ycTpoiicTea;
wireless-restart — nepesanyck 6ecnpoBofHOro nHTepgeca — B c/iydyae HeOCTYNHOCTN 3a4aHHOro ping-
cepBepa nponlonaet nepesanyck 6ecnpoBoAHOro MHTepdenca ycTponcTea)
WB-3P-PTP6(config):/ping-watchdog# save (coxpaHeHve HacTpoek)

12.10.4 Mepesarpyska ycTpoiictea
KomaHpa ans nepesarpysku yctpoiictea

WB-3P-PTP6(root):/# reboot

KomaHga Ans OT/I0OKEHHOIi nepe3arpysku ycTpolictBa

WB-3P-PTP6(root):/# reboot delay X (rae X — Bpems B cekyHAax, Yepes KoTopoe Npon30iaeT OT/IOKeHHas
nepesarpyska ycTporcTea. Bo3MoxHble 3HauyeHnst: 0-86400)

KomaHga ans 3ansiaHMpoBaHHOI Nepesarpy3ku yCTpoiicTBa B Ha3HauYe€HHOe BpeMst

WB-3P-PTP6(root):/# reboot at hh:mm:ss (rae hh:mm:ss — Bpems, B KOTOpoe Npon3oinaeT
3annaHnpoBaHHas nepesarpyska ycTpoiicTBa. Bo3aMoxHble 3HavyeHus:: hh:mm, hh:mm:ss)
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KomaHaa Ansi OoTMeHbl OT/IOKEHHOI nepe3arpysku yctpoiictea

WB-3P-PTP6(root):/# reboot cancel

12.10.5 HacTpoiika pexnma ayTeHTudmkaumn

YCTPOICTBO MMEET 3aBO/ICKYH0 YUETHYI0 3anunck admin ¢ naponem password. YianuTb AaHHYH YYETHYH
3annch HemMb3s. I3MeHUTb Naposib MOXHO C MOMOLLBI0 YKa3aHHbIX HKE KOMaH.

N3meHeHue napons AnsA yyeTHo 3anucu admin

WB-3P-PTP6(root):/# configure
WB-3P-PTP6(config):/# authentication
WB-3P-PTP6(config):/authentication# admin-password <HoBbIii naponb ANA yyeTHOI 3anucu admin>

(0T 1 00 64 CMMBO/IOB, BK/IKOYAs NTATUHCKNE BYKBbI 1 LINGPBbI)
WB-3P-PTP6(config):/authentication# save (CoxpaHeHne HacTpoek)

MimeeTcs BO3MOXHOCTb cO34aTb AOMNOMHUTENbHbIX NO/Ib30BaTesNein 418 NOKa/IbHON ayTEHTUAINKALMN, a Takxke
ayteHTugukaumm yepes RADIUS.

© HosbiM nonb3oBaTeNAM AOMKHA GbITh HA3HAYEHA OfHA U3 ABYX POneii:
admin — nonb3oBaTesb C Takoli posbio BYAET MMETL NOJHbIA AOCTYN K KOH(UTYPUPOBaHMIO 1

MOHUTOPWHIY YCTPOWCTBA;
viewer — nosnb3oBaTesib C Takol Posbto ByaeT MMETb AOCTYN TO/IbKO K MOHUTOPUHIY YCTPOICTBA.
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CO3,EI,aHI/Ie AOO0MNMOSTHUTENbHbIX nosb3oBaresieli BbINO/IHAETCS cnegyouimMmm KoMmaHgammn:

Jo6aBneHne HOBbIX MOJ b3oBartesnei

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# authentication

WB-3P-PTP6(config):/authentication# user

WB-3P-PTP6(config):/authentication/user# add userX (r4e userX — nms HOBOW y4eTHON 3anucn. ns
yAaneHmsa ncnonbayinte komaHgy del)

WB-3P-PTP6(config):/authentication/user# userX

WB-3P-PTP6(config):/authentication/user/userX# login userX (e userX — 1ms HOBOW Y4ETHOM 3anucn)
WB-3P-PTP6(config):/authentication/user/userX# password <[aponb Ana yyeTHO 3anmucu userX> (0T 1 /10
64 CMBOJIOB, BK/1HOYasi NaTUHCKMUE OYKBbI U LMdpbI)

WB-3P-PTP6(config):/authentication/user/userX# role admin (nosib30BaTesl0 BbIJAKOTCA Npasa Ha
KOHhurypupoBaHue. Bo3MOXHOe 3HaUYeHNe: viewer — YYETHOW 3anncu 6yaeT AOCTYMNEH TO/bKO
MOHUTOPWHT)

WB-3P-PTP6(config):/authentication/user/userX# save (CoxpaHeH/e HaCTpPoek)

[nsa ayteHTudomkaumm yepes RADIUS-cepep HEO6XOAMMO HACTPOUTL NapaMeTpbl 4OCTYNa K HeMmy.

HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# authentication

WB-3P-PTP6(config):/authentication# radius

WB-3P-PTP6(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-cepBepa)
WB-3P-PTP6(config):/authentication/radius# auth-port X (ra1e X — nopt RADIUS-cepBepa, KOTopbIN
MCNOMb3yeTcsa ANA ayTeHTMdIMKaUMM 1 aBTopusaumn. Mo ymonyaHuto: 1812)
WB-3P-PTP6(config):/authentication/radius# auth-password secret (17e secret — ko4 a7159 RADIUS-cepBepa,
NCMosb3yeMOro Ansa ayteHTudankaumm n aBtopusanmm)

WB-3P-PTP6(config):/authentication/radius# exit

WB-3P-PTP6(config):/authentication# radius-local-fallback true (Bi/1t04eHne aBTOPU3aLUN M0 JIOKASILHON
y4eTHOI 3anuncu admin npu oTCcyTCTBUN coeanHeHnsi ¢ RADIUS-cepBepoM. ns oTknoveHns seeaute false.
Mo ymonuaHutio: false)

WB-3P-PTP6(config):/authentication# radius-auth true (Bk/1t04eHVE pexMa ayTeHTUMKaLMY Yepes
RADIUS-cepBep. Ana otknoyeHns seeguTe false. o ymonyaHuio: false)
WB-3P-PTP6(config):/authentication# save (CoxpaHeHne HacTpoek)

© C sbiktoyeHHbIM napameTpom radius-local-fallback asTopusaums npoucxoant Tonbko Yepes RADIUS-
cepsep. Mpn ero HegOCTYNHOCTM UM HEKOPPEKTHbIX AaHHbIX aBTOpM3aLMsi BbINO/IHEHA He OyaeT.
C Bk/toueHHbIM napameTpom radius-local-fallback, npu otcytcTBun coeanHeHms ¢ RADIUS-cepsepom,
aBTOPU3aLIMS MOXET ObITb BbIMO/THEHA MO /IOKa/IbHON YUYeTHo 3anucy admin. ABTopusaums yepes
ApYyrue nokasibHble YYETHbIE 3anncK BbIMOSIHEHA He ByAeT.
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© [na aytenTudmkaummn yepes RADIUS-cepBep yUeTHbIe 3an1cy C COOTBETCTBYIOLMMI POASMM
CO34al0TCA TO/IbKO Ha HEM.
Y4yeTHbIM 3anncsiM MOryT ObITb NPUCBOEHbLI CNeaytoLmne posu:
admin — nonb3oBaresb C TakoW posnblo 6yAeT MMETb NOJHbIN [OCTYN K KOHUTYpUpOBaHUIO U
MOHUTOPWHIY YCTPOWCTBA;
viewer — nosb3oBaresib C Takol posbio ByaeT MMeTb A0CTYN TO/IbKO K MOHUTOPUHTY YCTPOMCTBA.
Ha RADIUS-cepBepe Ansi HaCTPOWKM poneil y4eTHbIX 3anncei ncnonbayetcs atpmnbyT Cisco-AVPair =
"shell:role=<role>" (re <role> npuHyvaet 3HauveHns admin nnn viewer).

HacTpolika nepuopga 6e3gencTeus

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# authentication

WB-3P-PTP6(config):/authentication# session-idle-timeout X (r1e X — Bpemvs 6e34elicTB1A nosib3osarens B
MUHYyTax, Noc/ie KOTOPOro ceccusi aBToMaTU4eckun 3aBepLuaeTcs. Bo3aMoXxHble 3HaveHus: 0-10080. Ans
OTK/IOYEHMSA PYHKLMOHaNa ycTaHOBMTE 3HaveHune 0. Mo ymonyaHuio: 15)
WB-3P-PTP6(config):/authentication# save (coxpaHeHne HacTpoek)

HacTtpoiika Banugauuu naposns

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# authentication

WB-3P-PTP6(config):/authentication# password-validation
WB-3P-PTP6(config):/authentication/password-validation# enable true (rae X — Bk/iloueHne Basvgaumm
napons. Ana otknoveHns seeaute false)

WB-3P-PTP6(config):/authentication/password-validation# min-length X (rae X — MuHUMaibHoe Konm4yecTeo
CVYMBO/10B B Naposie. Bo3amoxHble 3HaYeHns: 8-63. 1N OTKNIOUEHNS (DYHKLUMOHaa yCTaHOBUTE

3HayeHue 0. Mo ymonyaHuio: 0)

WB-3P-PTP6(config):/authentication/password-validation# character-classes-count X (rge X — MyHMMaibHoe
KO/INYECTBO K/1aCcCOB CMMBOJ10B, KOTOPbIE A0/KHbI ObITb NCNO/Ib30BaHbI B Naposie. Bo3aMoXHbIe Knacchbl:
CTPOYHble BYKBbI, NPOMUCHbIE BYKBbI, LNKPbI 1 CNeLMasibHbie CUMBO/Ibl. BO3MOXHbIE 3HAYeHNST: 1 —
MOXHO Nt060M OAMH KNacc, 2 — HYXXHbl Nt06ble ABa Knacca, 3 — HY)XHbl /1l00ble Tpy Kracca, 4 — HY)XXHbl BCE
yeTblpe knacca. o ymonyaHumio: 1)

WB-3P-PTP6(config):/authentication# save (CoxpaHeHne HacTpoek)

HacTtpoiika orpaHMuYeHnst BpeMeHU AelicTBUS napons

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# authentication

WB-3P-PTP6(config):/authentication# password-lifetime X (r1e X — Bpems gevcTeus naposs nosib3osaresns
B CyTKax, Moc/ie KOTOPOro No 3aBepLUeHMM ceccun NoTpebyeTcs CMEeHUTbL Naposib. Bo3aMoXHble 3HaYeHus:
0-365. 119 OTK/I0YEHMA (PYHKLMOHaNa ycTaHOBMTE 3HadeHme 0. o ymonyaHuio: 0)
WB-3P-PTP6(config):/authentication# save (CoxpaHeHne HacTpoek)
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12.10.6 Hactpoiika DHCP-snooping

KomaHpbl Ansa HacTpoiiku DHCP-snooping

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# dhcp-snooping

WB-3P-PTP6(config):/dhcp-snooping# enable true (Bk/itoueHne DHCP-snooping. /19 OTK/IHYEHNA
BBeauTe false)

WB-3P-PTP6(config):/dhcp-snoopingi# vlan (HacTpoiika DHCP-snooping A/15 TErTMPOBaHHOIO Tpadinka)
WB-3P-PTP6(config):/dhcp-snooping/vlan# add vlan-group (rze vian-group — vms rpynnesl VLAN, 415 KOTOPOWU
oypet pabotatb DHCP-snooping)

WB-3P-PTP6(config):/dhcp-snooping/vlan# vlan-group
WB-3P-PTP6(config):/dhcp-snooping/vlan/vlan-group# vid 'X;Y-Z' (rae X — Homep VLAN, Y-Z — ananasoH
VLAN, KoTOpble 6yayT BXOAMTb B rpynmny vlan-group 1 Ans KoTopbix 6yaeTt pabotate DHCP-snooping.
Mpumep KoHurypauum nepeyHsa VLAN: vid '10;100-110")
WB-3P-PTP6(config):/dhcp-snooping/vlan/vlan-group# exit

WB-3P-PTP6(config):/dhcp-snooping/vlan# exit

WB-3P-PTP6(config):/dhcp-snooping# untag true (sxto4eHne DHCP-snooping A/151 HETEMMPOBaHHOTO
Tpaduka. Ana otknodeHns seegute false)

WB-3P-PTP6(config):/dhcp-snooping# save (coxpaHeHve HacTpoek)

© Mo ymonuaHio AoBEPEHHBIM NOPTOM CUMTaETCS TONbKO ethO.
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12.10.7 HacTpoiika gatbl 1 BpeMeHu

KomaHabl ANsi HACTPOIKM CUHXPOHU3ALUKM BPEMEHU C cepBepom NTP

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# date-time

WB-3P-PTP6(config):/date-time# mode ntp (Bk/itoueHne pexviva paboTel ¢ NTP. BO3MOXHOE 3HaYeHune:
manual — ycTaHOBKa BpeMEeHU BPYUHYHO)

WB-3P-PTP6(config):/date-time# ntp

WB-3P-PTP6(config):/date-time/ntp# servers

WB-3P-PTP6(config):/date-time/ntp/servers# add <name> (106aBneHve NTP-cepeepoB. MakcumasibHoe
Konun4yecTBo: 8. [lns yaaneHusi cnonb3yite komaHay del)

WB-3P-PTP6(config):/date-time/ntp/serversi# serverl

WB-3P-PTP6(config):/date-time/ntp/servers/serverl# address (foveHHoe nvs/IP-agpec NTP-cepsepa B
KOHdourypaumm)

WB-3P-PTP6(config):/date-time/ntp/servers/serverl# key-id 1 (rge 1 — yHUKa/IbHbIA HOMEP K/THO4a,
NCNosib3yemMoro Aas ayteHTudmkaumm npyu oomMeHe gaHHbIMu ¢ NTP-cepBepoM. Bo3MOXHble 3Ha4eHus: 1
10 65535)

WB-3P-PTP6(config):/date-time/ntp/servers/serverl# key-type MD5 (rae MD5 — BbIGOp asiroputma
XelmnpoBaHus. Bo3amoxHble 3HavyeHns: MD5, SHA1L, off — BbIk/lOUEHNE pexnma XeLnpoBaHus)
WB-3P-PTP6(config):/date-time/ntp/servers/serverl# key-value password (rze password — CeKpeTHbI K14
ayTeHTUdomkaunmn B TEKCTOBOM BUAE)

WB-3P-PTP6(config):/date-time/ntp/servers/serverl# exit

WB-3P-PTP6(config):/date-time/ntp/serversi# exit

WB-3P-PTP6(config):/date-time/ntp# exit

WB-3P-PTP6(config):/date-time# common

)

WB-3P-PTP6(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBKa
BPEMEHHO 30HbI)
WB-3P-PTP6(config):/date-time/common# save (coxpaHeHne HacTpoek)

© [ns anroputma MD5 gnvHa Kntoua Jo/mkHa cocTaBnATb oT 1 40 16 CUMBOIOB, CUMBON # 3anpeLLéH.
Ansa anroputMa SHAT TpebyeTcst poBHO 40 CMMBO/IOB B LLIECTHAALATEPUUHOM dpopmaTte (Lumdopbl 0-9 1
6ykBbI a-f).
key-id, key-type, key-value — Heob6sA3aTenbHbIE NapameTpbl. ICNonb3yTCA TO/IbKO NPY HEO6XOAUMOCTU
nogkntoyeHns k NTP-cepBepy ¢ ayTeHTUbmkaumei.

12.10.8 [ononHuTenbHble HACTPONKM CUCTEMBI

N3meHeHMe nMeHU ycTpoiicTBa

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# system

WB-3P-PTP6(config):/system# hostname WB-3P-PTP6_2 (re WB-3P-PTP6_2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXEeT cogepXartb OT 1 0 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, Lnpbl,
3HaK geduc «-» (oedmc He MOXeT ObITb NOCNEAHNM CUMBO/IOM B UMeHW). Mo ymonyaHuto: WB-3P-PTP6)
WB-3P-PTP6(config):/system# save (coxpaHeHne HacTpoek)
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PykoBOZACTBO No akcnyaTtauum WB-3P-PTP6

N3meHeHue reorpamyeckoro JomeHa

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# system

WB-3P-PTP6(config):/system# ap-location ap.test.root (r7e ap.test.root — foMeEH y3na fepeBa YCTPOUCTB
cucTeMbl ynpasseHus. Mo yMon4aHuio: root)

WB-3P-PTP6(config):/system# save (COxpaHeHne HacTpOoek)

N3meHeHue Radius NAS-ID

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# system

WB-3P-PTP6(config):/system# nas-id Lenina_1.Novovsibirsk.root (rze Lenina_1.Novovsibirsk.root —
naeHTUdnKaTop AaHHOro ycTpoicTea. MNapameTp npegHasHayveH ansa naeHtTugumkalmm ycTpoinctea Ha
RADIUS-cepBepe, B criydae ecnv RADIUS oxnpgaet 3HayeHune, otindyHoe ot MAC-agpeca. Mo ymonyaHuio:
MAC-agpec yCTpoiicTBa)

WB-3P-PTP6(config):/system# save (CoxpaHeHne HacTpoek)

HacTpoliika LLDP

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# lldp

WB-3P-PTP6(config):/lldp# enabled true (BkntoueHve doyHkumoHana LLDP. 1A oTkioueHus Beeaute false.
Mo ymonuaHutio: true)

WB-3P-PTP6(config):/lldp# tx-interval X (rge X — nsmeHeHune nepvoga otnpasku LLDP-coO06LeHNIA.
Bo3MoxHble 3HaueHus: 1-86400. Mo ymonyaHuto: 30)

WB-3P-PTP6(config):/lldp# system-name WB-3P-PTP6_reserv (re WB-3P-PTP6_reserv — HOBOE 1M
ycTpoiicTtsa. Mo ymonyaHuo: WB-3P-PTP6)

WB-3P-PTP6(config):/lldp# save (coxpaHeHVe HacTpoek)
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PykoBogacTBo no akcnayatauuu WB-3P-PTP6

HacTtpoiika uHgukauumn

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# led-manager

WB-3P-PTP6(config):/led-manager# enabled all (Bk/1oueHne nHavkaLm. MoxeT npuHumaTs 3HadveHns: all —
BCE VHAMKATOPbI BK/IHOYEHbI, none — BCE MHAMKATOPbI BbIKNKOYEHbI. 10 ymonyaHuto: all)
WB-3P-PTP6(config):/led-manager# enable-rssi-threshold-override true (Bk/1t0ueHVe ynpasneHus noporamu
RSSI Hankartopos. 19 oTkntoveHus seegute false. o ymonyaHuio: false)
WB-3P-PTP6(config):/led-manageri# led1-threshold X (rie X — MUHUMa/IbHBIA YPOBEHL CUTHAA OT
BCTPEYHOro YCTPOWCTBA, NPY KOTOPOM BK/tOHaeTcs nHAnKaTop LED1. BO3MOXHbIe 3Ha4YeHus: -100-0. Mo
yMO/14aHuIo: -100)

WB-3P-PTP6(config):/led-manageri# led2-threshold X (rie X — MUHUMa/IbHBINA YPOBEHL CUTHAA OT
BCTPEYHOrO YCTPOWCTBA, NPY KOTOPOM BK/tOHaEeTCA UHAMKaTop LED2. BO3MOXHbIe 3Ha4YeHus: -100-0. Mo
yMO/14aHuto: -80)

WB-3P-PTP6(config):/led-manageri# led3-threshold X (rie X — MUHUMa/IbHBIA YPOBEHL CUTHAA OT
BCTPEYHOro YCTPOWCTBA, NPY KOTOPOM BK/toHaeTcs HAnKaTop LED3. BO3MOXHbIe 3Ha4YeHus: -100-0. Mo
YMO/14aHuo: -70)

WB-3P-PTP6(config):/led-manageri# led4-threshold X (re X — MUHUMa/IbHBIA YPOBEHL CUTHAA OT
BCTPEYHOrO YCTPOWCTBA, NPpY KOTOPOM BK/ItOHaeTCs HAnKaTop LED4. BO3MOXHbIe 3Ha4YeHus: -100-0. Mo
YMOJ/14aHuIo: -60)

WB-3P-PTP6(config):/led-manageri# save (CoxpaHeHne HacTpoek)
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12.117 MOHUTOPUHT

12.11.1 BecnposogHol kaHan/becnpoBofHble KITUEHTbI

12.11.1.1 Pexum ycmpolicmsa ap-ptp

PykoBogacTBo no akcniyatauuu WB-3P-PTP6

BbIBOA, N0N1€3HOI MHhopMaL M O COCTOSIHUM 6ECNPOBOAHONO KaHasia co CTOPOHbI ToYkM AocTyna (AP):

WB-3P-PTP6(root):/# monitoring wireless-peer

index

hw-addr
interface
band

state
frequency
distance
fbwa-mode
serial-number

eltex-board-type
eltex-firmware-version

factory-mac
ssid

ip-addr
hostname
rssi-h

rssi-v

snr-h

snr-v

noise-h
noise-v
rssi-remote-h
rssi-remote-v
snr-remote-h
snr-remote-v

link-quality-remote
memory-usage-remote
cpu-usage-remote

noise-remote-h
noise-remote-v
tx-rate
rx-rate

tx-bw

rx—bw

uptime
wireless-mode
link-quality

link-quality-common

actual-rx-pps
actual-tx-pps
actual-tx-rate
actual-rx-rate
link-capacity

0
ec:bl:e0:2d:al:00
wlan®

6 GHz

ASSOC AUTH_SUCCESS
5955 MHz

1 km

ptp-sta
WP44000027
WB-3P-PTP6

2.6.0 build X
EC:B1:EQ:2D:A1:00
WB-3P-PTP6-AP
192.168.1.15
WB-3P-PTP6-STA
-43 dBm

-53 dBm

22 dB

22 dB

-65 dBm

-75 dBm

-46 dBm

-48 dBm

37 dB

37 dB

100%

61%

0.0%

-92 dBm

-92 dBm

HE NSS2 MCS9 LGI 195 Mbps
HE NSS2 MCS5 LGI 117 Mbps

20M

20M
00:10:04
ax

100%
100%

0 pps

0 pps

0 Kbps
0 Kbps
83 Mbps
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

BbIBOA KpaTKoW MHCbOpMaLMK O COCTOSIHUM GECNPOBOAHOIO KaHaia B rOpM30HTa/IbHOM BU/Ie CO CTOPOHb!
Touku goctyna (AP):

WB-3P-PTP6(root):/# monitoring wireless-peer brief

Hostname IP RSSI, dBm r-RSSI, dBm RX rate, Mbps Uptime
MAC SNR, dB r-SNR, dB TX rate, Mbps

WB-3P-PTP6-STA 192.168.1.15 -43/-54 -46/-48 HE NSS2 MCS7 LGI 146.3 00:02:42
ec:bl:e0:2d:al:00 19/19 37/37 HE NSS2 MCS9 LGI 195
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6
BbiBoA NoJIHOW I/IH(bOpMaLI,I/II/I 0 COCTOAHUN 6ecnp030,quro KaHaJla CO CTOPOHbI TOYKK OA0CTYyMNa (AP):

WB-3P-PTP6(root):/# monitoring wireless-peer detailed

index 0
hw-addr ec:bl:e0:2d:al:00
interface wlan0

rfid -1

wid -1

band 6 GHz

distance 1 km

frequency 5955 MHz
serial-number WP44000027
eltex-board-type WB-3P-PTP6

eltex-firmware-version
factory-mac

2.6.0 build X
EC:B1:EQ:2D:A1:00

|

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | ptp-sta
ssid | WB-3P-PTP6-AP
vlan-id | 100
ip-addr | 192.168.1.15
channel | 1
hostname | WB-3P-PTP6-STA
dhcp-request-status | obtained
eap-method | 0
rx-retry-count | 4
tx-fails | 0
tx-period-retry | ©
tx-retry-count | 49
rssi-h | -42 dBm
rssi-v | -54 dBm
rssi | -54 dBm
max-rssi-h | -42 dBm
max-rssi-v | =51 dBm
max-rssi | -42 dBm
snr-h | 23 dB
snr-v | 23 dB
snr | 23 dB
noise-h | -65 dBm
noise-v | =77 dBm
noise | -65 dBm
rssi-remote-h | -46 dBm
rssi-remote-v | -48 dBm
rssi-remote | -48 dBm
snr-remote-h | 37 dB
snr-remote-v | 37 dB
snr-remote | 37 dB
link-quality-remote | 100%
memory-usage-remote | 61%
cpu-usage-remote | ©0.0%
tx-retry-ratio-remote | 0%
rx-retry-ratio-remote | 14%
utilization-remote | 3
rx-utilization-remote | 2
tx-utilization-remote | 0
tx-power-remote | 8 dBm
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system-uptime-remote
link-capacity-remote
noise-remote-h
noise-remote-v
noise-remote
co-channel-interference-remote
ap-interference-ratio-remote
non-wifi-interference-remote
packet-error-rate-remote
tx-rate

tx-rate-numeric

rx-rate

rx-rate-numeric
rx-bw-all

tx-bw

rx—bw

uptime

mfp

wireless-mode
perftest-capable
snr-rssi-capable
link-quality
link-quality-common
tx-retry-ratio
rx-retry-ratio
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity
multicast-groups-count
using-802.11r
using-802.11k
using-802.11v
twt-support

name
Counter Transmitted
Total Packets: 627

TX success: 100%

Total Bytes: 51589

Data Packets: 541

Data Bytes: 46962

Mgmt Packets: 86

Mgmt Bytes: 4627
Dropped Packets: 0

Dropped Bytes: 0

Lost Packets: 0

Rate Transmitted

mcso 0 |
he-nss2-mcs3 0 |
he-nss2-mcs5 0 |
he-nss2-mcs7 4 |

PykoBogacTBo no akcnayatauuu WB-3P-PTP6

222:22:47

66 Mbps

-93 dBm

-93 dBm

-93 dBm

0

3

1

0

HE NSS2 MCS11 LGI 243.8 Mbps
243.8

HE NSS2 MCS7 LGI 146.3 Mbps
146.3

20M

20M

20M

00:03:56

false

ax

true

true

91%

92%

0%

0%

0 Kbps

0 Kbps

0 Kbps

1 pps

0 pps

0 pps

91 Mbps

1

no

no

yes

none

0
Received
92
0
5653
12
1616
80
4037
0
0
0

Received
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PykoBogacTso no akcnnyatauun WB-3P-PTP6

he-nss2-mcs8 9 | 1% 2 |  16%
he-nss2-mcs9 127 | 23% 0 | 0%
he-nss2-mcs10 377 |  69% 0 | 0%
he-nss2-mcsll 24 | 4% 0 | 0%
| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1]  192.168.1.100( 0) |
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12.11.1.2 Pexum ycmpolicmsa ap-pmp

PykoBogacTBo no akcniyatauuu WB-3P-PTP6

BbIBOZ N0/1€3HOI MHGpOpMaLMK O COCTOSIHUM 6eCNPOBOAHbLIX KMeHToB (STA) co CTOpOoHbI Toukn goctyna (AP):

WB-3P-PTP6(root):/# monitoring clients

index

hw-addr
interface

band

state

frequency
distance
fbwa-mode
serial-number
eltex-board-type

eltex-firmware-version

factory-mac

ssid

ip-addr

hostname

rssi-h

rssi-v

snr-h

snr-v

noise-h

noise-v
rssi-remote-h
rssi-remote-v
snr-remote-h
snr-remote-v
link-quality-remote
memory-usage-remote
cpu-usage-remote
noise-remote-h
noise-remote-v
tx-rate

rx-rate

tx-bw

rx—bw

uptime
wireless-mode
link-quality
link-quality—-common
actual-rx-pps
actual-tx-pps
actual-tx-rate
actual-rx-rate
link-capacity

(0]
ec:bl:e@:2d:al:00
wlano

6 GHz

ASSOC AUTH_SUCCESS
5955 MHz

1 km

pmp-sta
WP44000027
WB-3P-PTP6

2.6.0 build X
EC:B1:E0:2D:A1:00
WB-3P-PTP6-AP
192.168.1.15
WB-3P-PTP6-STA
-43 dBm

-53 dBm

22 dB

22 dB

-65 dBm

-75 dBm

-46 dBm

-48 dBm

37 dB

37 dB

100%

61%

0.0%

-92 dBm

-92 dBm

HE NSS2 MCS9 LGI 195 Mbps
HE NSS2 MCS5 LGI 117 Mbps
20M

20M

00:10:04

ax

100%

100%

0 pps

0 pps

0 Kbps

0 Kbps

83 Mbps

147



PykoBogacTBo no akcniyatauuu WB-3P-PTP6

BbIBOA, NoNe3Hol MHhopMaL M 0 COCTosHUM GecnpoBogHOro kimeHTa (STA) co cTopoHbl Touku goctyna (AP):

WB-3P-PTP6(root):/# monitoring clients station ec:b1:e0:2d:a1:00

index

hw-addr
interface

band

state

frequency
distance
fbwa-mode
serial-number
eltex-board-type

eltex-firmware-version

factory-mac

ssid

ip-addr

hostname

rssi-h

rssi-v

snr-h

snr-v

noise-h

noise-v
rssi-remote-h
rssi-remote-v
snr-remote-h
snr-remote-v
link-quality-remote
memory-usage-remote
cpu-usage-remote
noise-remote-h
noise-remote-v
tx-rate

rx-rate

tx-bw

rx—bw

uptime
wireless-mode
link-quality
link-quality-common
actual-rx-pps
actual-tx-pps
actual-tx-rate
actual-rx-rate
link-capacity

0
ec:bl:e0:2d:al:00
wlan®

6 GHz

ASSOC AUTH_SUCCESS
5955 MHz

1 km

pmp-sta
WP44000027
WB-3P-PTP6

2.6.0 build X
EC:B1:EQ:2D:A1:00
WB-3P-PTP6-AP
192.168.1.15
WB-3P-PTP6-STA
-43 dBm

-53 dBm

22 dB

22 dB

-65 dBm

-75 dBm

-46 dBm

-48 dBm

37 dB

37 dB

100%

61%

0.0%

-92 dBm

-92 dBm

HE NSS2 MCS9 LGI 195 Mbps
HE NSS2 MCS5 LGI 117 Mbps
20M

20M

00:10:04

ax

100%

100%

0 pps

0 pps

0 Kbps

0 Kbps

83 Mbps
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6

BbIBOZ, KpaTKOl MH(hOPMaLMK O COCTOSAHUM 6eCPOBOAHBIX KNMEHTOB (STA) B rOpy30HTa/IbHOM BUAE CO
CTOPOHbI TOYKM gocTyna (AP):

WB-3P-PTP6(root):/# monitoring clients brief

Hostname IP RSSI, dBm r-RSSI, dBm RX rate, Mbps Uptime
MAC SNR, dB r-SNR, dB TX rate, Mbps

WB-3P-PTP6-STA 192.168.1.15 -43/-54 -46/-48 HE NSS2 MCS7 LGI 146.3 00:02:42
ec:bl:e0:2d:al:00 19/19 37/37 HE NSS2 MCS9 LGI 195

BbIBOZ KpaTKOl MH(hOPMAaLMK O COCTOSIHUM 6ecnpoBOAHOrO KnveHTa (STA) B ropn3oHTas/IbHOM BUZE CO
CTOPOHbI TOYKM gocTyna (AP):

WB-3P-PTP6(root):/# monitoring clients station ec:b1:e0:2d:a1:00 brief

Hostname IP RSSI, dBm r-RSSI, dBm RX rate, Mbps Uptime
MAC SNR, dB r-SNR, dB TX rate, Mbps

WB-3P-PTP6-STA 192.168.1.15 -43/-54 -46/-48 HE NSS2 MCS7 LGI 146.3 00:02:42
ec:bl:e0:2d:al:00 19/19 37/37 HE NSS2 MCS9 LGI 195
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6
BbiBoA NoJIHOW I/IH(bOpMaLI,I/II/I O COCTOAHUN 6eCI'IpOBO,quIX K/IMEHTOB (STA) CO CTOPOHbI TOYKM goCcTyna (AP):

WB-3P-PTP6(root):/# monitoring clients detailed

index 0
hw-addr ec:bl:e0:2d:al:00
interface wlan0

rfid -1

wid -1

band 6 GHz

distance 1 km

frequency 5955 MHz
serial-number WP44000027
eltex-board-type WB-3P-PTP6

eltex-firmware-version
factory-mac

2.6.0 build X
EC:B1:EQ:2D:A1:00

|

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | pmp-sta
ssid | WB-3P-PTP6-AP
vlan-id | 100
ip-addr | 192.168.1.15
channel | 1
hostname | WB-3P-PTP6-STA
dhcp-request-status | obtained
eap-method | 0
rx-retry-count | 4
tx-fails | 0
tx-period-retry | ©
tx-retry-count | 49
rssi-h | -42 dBm
rssi-v | -54 dBm
rssi | -54 dBm
max-rssi-h | -42 dBm
max-rssi-v | =51 dBm
max-rssi | -42 dBm
snr-h | 23 dB
snr-v | 23 dB
snr | 23 dB
noise-h | -65 dBm
noise-v | =77 dBm
noise | -65 dBm
rssi-remote-h | -46 dBm
rssi-remote-v | -48 dBm
rssi-remote | -48 dBm
snr-remote-h | 37 dB
snr-remote-v | 37 dB
snr-remote | 37 dB
link-quality-remote | 100%
memory-usage-remote | 61%
cpu-usage-remote | ©0.0%
tx-retry-ratio-remote | 0%
rx-retry-ratio-remote | 14%
utilization-remote | 3
rx-utilization-remote | 2
tx-utilization-remote | 0
tx-power-remote | 8 dBm
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system-uptime-remote
link-capacity-remote
noise-remote-h
noise-remote-v
noise-remote
co-channel-interference-remote
ap-interference-ratio-remote
non-wifi-interference-remote
packet-error-rate-remote
tx-rate

tx-rate-numeric

rx-rate

rx-rate-numeric
rx-bw-all

tx-bw

rx—bw

uptime

mfp

wireless-mode
perftest-capable
snr-rssi-capable
link-quality
link-quality-common
tx-retry-ratio
rx-retry-ratio
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity
multicast-groups-count
using-802.11r
using-802.11k
using-802.11v
twt-support

name
Counter Transmitted
Total Packets: 627

TX success: 100%

Total Bytes: 51589

Data Packets: 541

Data Bytes: 46962

Mgmt Packets: 86

Mgmt Bytes: 4627
Dropped Packets: 0

Dropped Bytes: 0

Lost Packets: 0

Rate Transmitted

mcso 0 |
he-nss2-mcs3 0 |
he-nss2-mcs5 0 |
he-nss2-mcs7 4 |

PykoBogacTBo no akcnayatauuu WB-3P-PTP6

222:22:47

66 Mbps

-93 dBm

-93 dBm

-93 dBm

0

3

1

0

HE NSS2 MCS11 LGI 243.8 Mbps
243.8

HE NSS2 MCS7 LGI 146.3 Mbps
146.3

20M

20M

20M

00:03:56

false

ax

true

true

91%

92%

0%

0%

0 Kbps

0 Kbps

0 Kbps

1 pps

0 pps

0 pps

91 Mbps

1

no

no

yes

none

0
Received
92
0
5653
12
1616
80
4037
0
0
0

Received
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PykoBogacTso no akcnnyatauun WB-3P-PTP6

he-nss2-mcs8 9 | 1% 2 |  16%
he-nss2-mcs9 127 | 23% 0 | 0%
he-nss2-mcs10 377 |  69% 0 | 0%
he-nss2-mcsll 24 | 4% 0 | 0%
| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1]  192.168.1.100( 0) |
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PykoBogacTBo no akcniyatauuu WB-3P-PTP6
BbiBoA NoJIHOW I/IH(bOpMaLI,I/II/I O COCTOAHUN 6ecr|pOBo,quro KIMeHTa (STA) CO CTOPOHbI TOHKM OOCTyna (AP)Z

WB-3P-PTP6(root):/# monitoring clients station ec:b1:e0:2d:a1:00 detailed

index 0
hw-addr ec:bl:e0:2d:al:00
interface wlan0

rfid -1

wid -1

band 6 GHz

distance 1 km

frequency 5955 MHz
serial-number WP44000027
eltex-board-type WB-3P-PTP6

eltex-firmware-version
factory-mac

2.6.0 build X
EC:B1:EQ:2D:A1:00

|

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | pmp-sta
ssid | WB-3P-PTP6-AP
vlan-id | 100
ip-addr | 192.168.1.15
channel | 1
hostname | WB-3P-PTP6-STA
dhcp-request-status | obtained
eap-method | 0
rx-retry-count | 4
tx-fails | 0
tx-period-retry | ©
tx-retry-count | 49
rssi-h | -42 dBm
rssi-v | -54 dBm
rssi | -54 dBm
max-rssi-h | -42 dBm
max-rssi-v | =51 dBm
max-rssi | -42 dBm
snr-h | 23 dB
snr-v | 23 dB
snr | 23 dB
noise-h | -65 dBm
noise-v | =77 dBm
noise | -65 dBm
rssi-remote-h | -46 dBm
rssi-remote-v | -48 dBm
rssi-remote | -48 dBm
snr-remote-h | 37 dB
snr-remote-v | 37 dB
snr-remote | 37 dB
link-quality-remote | 100%
memory-usage-remote | 61%
cpu-usage-remote | ©0.0%
tx-retry-ratio-remote | 0%
rx-retry-ratio-remote | 14%
utilization-remote | 3
rx-utilization-remote | 2
tx-utilization-remote | 0
tx-power-remote | 8 dBm
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system-uptime-remote
link-capacity-remote
noise-remote-h
noise-remote-v
noise-remote
co-channel-interference-remote
ap-interference-ratio-remote
non-wifi-interference-remote
packet-error-rate-remote
tx-rate

tx-rate-numeric

rx-rate

rx-rate-numeric
rx-bw-all

tx-bw

rx—bw

uptime

mfp

wireless-mode
perftest-capable
snr-rssi-capable
link-quality
link-quality-common
tx-retry-ratio
rx-retry-ratio
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity
multicast-groups-count
using-802.11r
using-802.11k
using-802.11v
twt-support

name
Counter Transmitted
Total Packets: 627

TX success: 100%

Total Bytes: 51589

Data Packets: 541

Data Bytes: 46962

Mgmt Packets: 86

Mgmt Bytes: 4627
Dropped Packets: 0

Dropped Bytes: 0

Lost Packets: 0

Rate Transmitted

mcso 0 |
he-nss2-mcs3 0 |
he-nss2-mcs5 0 |
he-nss2-mcs7 4 |

PykoBogacTBo no akcnayatauuu WB-3P-PTP6

222:22:47

66 Mbps

-93 dBm

-93 dBm

-93 dBm

0

3

1

0

HE NSS2 MCS11 LGI 243.8 Mbps
243.8

HE NSS2 MCS7 LGI 146.3 Mbps
146.3

20M

20M

20M

00:03:56

false

ax

true

true

91%

92%

0%

0%

0 Kbps

0 Kbps

0 Kbps

1 pps

0 pps

0 pps

91 Mbps

1

no

no

yes

none

0
Received
92
0
5653
12
1616
80
4037
0
0
0

Received
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he-nss2-mcs8 9 | 1% 2 |  16%
he-nss2-mcs9 127 | 23% 0 | 0%
he-nss2-mcs10 377 |  69% 0 | 0%
he-nss2-mcsll 24 | 4% 0 | 0%
| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1]  192.168.1.100( 0) |
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12.11.1.3 Pexum ycmpoticmsa sta

BbIBOA MHOPMALMM O COCTOSIHMM GECNPOBOAHOIO KaHasla Co CTOPOHbI KnneHTa (STA):

WB-3P-PTP6(root):/# monitoring wireless-peer

index 0

hw-addr ec:bl:e0:2d:al:f0
interface wlano@

band 6 GHz

state ASSOC STATION
frequency 5955 MHz

distance 1 km

fbwa-mode ptp-ap
serial-number WP44000027
eltex-board-type WB-3P-PTP6

2.6.0 build X
EC:B1:E0:2D:Al:F0O

eltex-firmware-version
factory-mac

ssid WB-3P-PTP6-AP
ip-addr 192.168.1.20
hostname WB-3P-PTP6-AP
rssi-h -46 dBm
rssi-v -48 dBm

snr-h 37 dB

snr-v 37 dB

noise-h -83 dBm
noise-v -85 dBm
rssi-remote-h -42 dBm
rssi-remote-v -54 dBm
snr-remote-h 23 dB
snr-remote-v 23 dB
link-quality-remote 95%
memory-usage-remote 63%
cpu-usage-remote 0.0%
noise-remote-h -80 dBm
noise-remote-v -80 dBm

tx-rate HE NSS2 MCS8 LGI 175.5 Mbps
rx-rate HE NSS2 MCS10 LGI 219.4 Mbps
tx—bw 260M

rx—bw 260M

uptime 00:04:40

wireless-mode ax

link-quality 90%

link-quality—-common 97%

actual-rx-pps 3 pps

actual-tx-pps 1 pps

actual-tx-rate 1 Kbps

actual-rx-rate 3 Kbps

link-capacity 71 Mbps
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BbIBOZ KpaTKOli MH(DOPMALIMI O COCTOSIHMM 6ECMPOBOAHOIO KaHasla B TOPU30HTa/IbHOM BUAE CO CTOPOHbI
knneHTa (STA):

WB-3P-PTP6(root):/# monitoring wireless-peer brief

Hostname IP RSSI, dBm r-RSSI, dBm RX rate, Mbps Uptime
MAC SNR, dB r-SNR, dB TX rate, Mbps

WB-3P-PTP6-AP 192.168.1.20 -46/-49 -42/-53 HE NSS2 MCS9 LGI 195 00:06:40
ec:bl:e0:2d:al:fo0 38/38 20/20 HE NSS2 MCS8 LGI 175.5
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BbIBOA, NO/IHOM MHDOopMaLMI O COCTOSAHUI GECNPOBOAHOIO KaHasla Co CTOPOHbI knneHTa (STA):

WB-3P-PTP6(root):/# monitoring wireless-peer detailed

index 0
hw-addr ec:bl:e@:2d:al:fo
interface wlan0

rfid -1

wid -1

band 6 GHz

distance 1 km

frequency 5955 MHz

state ASSOC STATION
fbwa-mode ptp-ap
serial-number WP44000027
eltex-board-type WB-3P-PTP6

2.6.0 build X
EC:B1:EOQ:2D:A1:F0O

eltex-firmware-version
factory-mac

|

|

|

|

|

|

|

|

|

|

|

|

|

|
ssid | WB-3P-PTP6-AP
vlan-id | 100
ip-addr | 192.168.1.20
channel | 1
hostname | WB-3P-PTP6-AP
rx-retry-count | 104
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 11
rssi-h | -46 dBm
rssi-v | -48 dBm
rssi | -48 dBm
max-rssi-h | -45 dBm
max-rssi-v | -45 dBm
max-rssi | -45 dBm
snr-h | 38 dB
snr-v | 38 dB
snr | 38 dB
noise-h | -84 dBm
noise-v | -86 dBm
noise | -84 dBm
rssi-remote-h | -42 dBm
rssi-remote-v | -53 dBm
rssi-remote | -53 dBm
snr-remote-h | 19 dB
snr-remote-v | 19 dB
snr-remote | 19 dB
link-quality-remote | 100%
memory-usage-remote | 62%
cpu-usage-remote | ©0.0%
tx-retry-ratio-remote | 0%
rx-retry-ratio-remote | 0%
utilization-remote | 59
rx-utilization-remote | 18
tx-utilization-remote | ©
tx-power-remote | 8 dBm
system-uptime-remote | 222:33:05
link-capacity-remote | 84 Mbps
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noise-remote-h
noise-remote-v
noise-remote

co-channel-interference-remote
ap-interference-ratio-remote
non-wifi-interference-remote
packet-error-rate-remote

|
|
|
|
|
|
|
tx-rate | HE NSS2 MCS6 LGI 131.6 Mbps
tx-rate-numeric | 131.6
rx-rate | HE NSS2 MCS9 LGI 195 Mbps
rx-rate-numeric | 195
rx-bw-all | 26M
tx-bw | 26M
rx-bw | 26M
uptime | 00:08:02
mfp | false
wireless-mode | ax
perftest-capable | true
snr-rssi-capable | true
link-quality | 100%
link-quality-common | 96%
tx-retry-ratio | 0%
rx-retry-ratio | 0%
actual-tx-rate | 1 Kbps
actual-rx-rate | 5 Kbps
shaped-rx-rate | 6 Kbps
actual-tx-pps | 1 pps
actual-rx-pps | 6 pps
shaped-rx-pps | 7 pps
link-capacity | 71 Mbps
multicast-groups-count | 1
using-802.11r | no
using-802.11k | no
using-802.11v | no
twt-support | none
name | ©
Counter Transmitted Received
Total Packets: 287 5808
TX success: 100% 0
Total Bytes: 21029 640457
Data Packets: 80 1279
Data Bytes: 11228 205290
Mgmt Packets: 207 4529
Mgmt Bytes: 9801 435167
Dropped Packets: 0 0
Dropped Bytes: 0 0
Lost Packets: 0 0
Rate Transmitted Received
mcso 0 | 0% 631 | 49%
he-nss2-mcs6 6 | 7% 3 | 0%
he-nss2-mcs7 21 |  26% 12 | 0%
he-nss2-mcs8 33 | 419% 68 | 5%
he-nss2-mcs9 20 | 25% 314 | 24%
he-nss2-mcs10 0 | 0% 246 | 199%

-84 dBm
-84 dBm
-84 dBm
20
55
21
3
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he-nss2-mcsll 0 | 0% 5 | 0%

| Wilticast grows | Cliems |
Ciwmc g ot TP
o] 01:00:50:00:00:6a |  xxx.0.0.106 | 1| 192.168.1.100( 0) |

12.11.2 WHdopmauus 06 ycTpoiicTee

WB-3P-PTP6(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes—-mode

10:11:07 25.04.2025
03:31:02
WB-3P-PTP6

2.6.0 build X
2.6.0 build X
2.6.0 build X

49

120

117

237

1.2

1.22

false

Eltex

Wireless Bridge
WB-3P-PTP6
WB-3P-PTP6
EC:B1l:EOQ:xXxX:XX:XX
EC:B1l:EOQ:xXxX:XX:XX
WP5C000030

1vo

false

false

firmware update
false
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12.11.3 CeteBad nHgopmauus

WB-3P-PTP6(root):/# monitoring wan-status

Common 1information:

interface | bro.100

mac | ec:bl:e®:xx:xx:xx
vlan | 1000

rx-bytes | 38604853
rx-packets | 519072
tx-bytes | 17376843
tx-packets | 101871
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

WB-3P-PTP6(root):/# monitoring ethernet

link: up

speed: 1000M
duplex: enabled
media-type: copper
rx-bytes: 665533857
rx-packets: 4341734
tx-bytes: 105542200
tx-packets: 230002

WB-3P-PTP6(root):/# monitoring arp

# IP MAC
0 192.168.1.1 02:00:48: XX XX XX
1 192.168.1.151 2c:fd:ralixx:ixx:xx

WB-3P-PTP6(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 UG bro
192.168.1.0 0.0.0.0 255.255.255.0 U bro
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WB-3P-PTP6(root):/# monitoring lldp

System capability legend:
B - Bridge; R - Router; W - Wlan Access Point; T - Telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater; O - Other;

Port ID

gi 0/10

Device ID System Name

50:eb:e3:xx:xx:xx PC-16487

12.11.4 BecnpoBoaHble MHTEPIENCHI

Capabilities

TTL

WB-3P-PTP6(root):/# monitoring radio-interface

name
rfid

status

band

hwaddr

tx-power
auto-tx—-power
antenna-gain

eirp
connection-status
operation-mode
noise-h

noise-v

noise threshold (dBm)
noise ratio (%
utilization
rx-utilization
tx-utilization
co-channel-interference
ap-interference-ratio
non-wifi-interference
packet-error-rate
channel

frequency

bandwidth

mode

thermal

wlan0

0

on

6 GHz
EC:B1:EQ:XxX:XX:XX
26 dBm

off

9 dBi

35 dBm

AP mode

ap-pmp

-93 dBm

-93 dBm

-92 -89 -86 -83 -80 -75 -70 -65 -60 -55 -1
96 2 0 1 1 0 0 0 0 0 0
7%

7%

0%

0%

2%

0%

0%

1

5995 MHz

20 MHz

ax

47 °C
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12.11.5 >KypHan cobbITuit

WB-3P-PTP6(root):/# monitoring events

Apr 25 10:21:07 WB-3P-PTP6 daemon.info configd[171]: The AP running configuration was
updated successfully by admin

Apr 25 10:21:07 WB-3P-PTP6 daemon.info configd[171]: The AP startup configuration was
updated successfully by admin

Apr 25 10:22:01 WB-3P-PTP6 user.info monitord: start spectrum analyzer on 1interface 'wlan0'

Apr 25 10:22:57 WB-3P-PTP6 user.info monitord: spectrum analyzer on interface 'wlan0'
finished

Apr 25 10:23:38 WB-3P-PTP6 daemon.info scanwlan[1320]: start scan on 1interface 'wlano'

Apr 25 10:26:36 WB-3P-PTP6 daemon.info scanwlan[1320]: scan on interface 'wlan®' finished

Apr 25 10:28:44 WB-3P-PTP6 daemon.info monitord[596]: event: 'authenticated' ip: 0.0.0.0
mac: EC:B1l:E0:2E:68:50 ssid: 'WB-3P-PTP6' 1interface: wlan® channel: 1 rssi-1: -43 rssi-2:

-31 location: 'root' auth-method: 'Personal' captive-portal: 'disabled'

Apr 25 10:35:17 WB-3P-PTP6 daemon.info monitord[596]: event: 'deauthenticated by AP' -ip:
192.168.1.20 mac: EC:Bl:EQ:2E:68:50 ssid: 'WB-3P-PTP6' -tinterface: wlan@ channel: 1 rssi-1:

-22 rssi-2: -19 location: 'root' reason: 4 description: 'Inactivity'

12.11.6 CkaHupoBaHue achmpa

€ Bo Bpems ocylecTBNEHUSA CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTBa 6yAeT OTK/OUEH, UTO
NpVBEAET K HEBO3MOXHOCTMN Nepeaayn AaHHbIX KIMEHTCKMM YCTPOCTBAM BO BPEMS CKAHPOBAHUSI.

WE-3P-FTP6&({root),/# monitoring scan-wifi

SSID Mode Security BSSID Channel RSSI, dBm Bandwidth, MHz
PTP wpa3 EC:B1:E@:27:AC:C@ 5 -65 28
AP wpa3 @@:11:22:33:44:75 37 -65 1@
PTP wpa3 EC:B1:E@:27:AC:5@ 1 -85 28
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12.11.7 CnekTtpoaHasim3arop

CnekTpoaHanun3aTop npeaocTaBnsieT MHopMaLMio O 3arpy>XeHHOCTM KaHas10B. Bpemsi aHasim3a Beex
pavoKaHasI0B Ananas3oHa CoCTaBseT NPUMEPHO 1 MUHYTY.

@ Bo Bpems pa6oTbl cnekTpoaHanMaTopa NPOUCXOAUT OTK/TIOUEHNE KIIMEHTCKUX YCTPOICTB. KnneHTckme
YCTpOIAiCTBa NOAK/IHOUATCS CHOBA TO/IbKO TOrAa, KOrAa CNekTpoaHa/IM3aTop 3aKOHUYKUT CBOK paboTy.

B pesynbrate paboThbl CeKTpoaHanM3aTopa B KOHCO/b 6yeT BblAaHa MH(OPMALIMS O 3arpy3Ke Kaaoro
KaHana (B npoueHTax):

WB-3P-PTP6(root):/# monitoring spectrum-analyzer

Channel| CCA

1| 0%

5] 0%

9| %
13| 0%
17| 0%
21| 0%
25| 0%
29| 0%
33] 0%
37 1%
41| 0%
45| 0%
49| 0%
53] 0%
57| 0%
61| 0%
65| 0%
69| 0%
73] 0%
77 0%
81| 0%
85| 0%
89| 0%
93] 0%

164



PykoBogacTBo no akcnayatauuu WB-3P-PTP6

12.11.8 TMonyyeHne oTNafouHON NHAOpPMaLMn

KomaHpga ana c6opa otnagouyHou nHcpopmaumm

WB-3P-PTP6(root):/# get-troubleshooting-file

Mocne BbINOMHEHNUS KOMaHAbI 6yAeT co3aaH apxue troubleshooting.tar.gz, cogepxaluii oT1aflouHble AaHHbIe
1 CBEAEHNSA O COCTOSIHWW YCTPOICTBA.

MonyunTb apxuB troubleshooting.tar.gz c ycTpoiicTBa Ha cepeep/MK MoxHO no npotokosy TFTP:

[ €@ [aHHbIii npoToKoN HEAOCTYNEH AN CO3AaHHbIX NoMb3oBaTenei, 4oCTyneH Tonbko Ans admin. ’

WB-3P-PTP6(root):/# tftp upload <IP-agpec TFTP-cepBepa> troubleshooting.tar.gz

MonyunTb apxuB troubleshooting.tar.gz c ycTpoiicTBa Ha cepsep/MK MoxHO no npotokosy SCP:

[ €© [anHblil NpoTOKON HEAOCTYNEH A1 CO3AaHHbIX NOsb30BaTeNeld, JOCTYNeH TonbKo A5 admin. ’

scp <Monb3oBarenb>@<IP-agpec yctponictBa>:troubleshooting.tar.gz troubleshooting.tar.gz (npnvep:
scp admin@192.168.1.15:troubleshooting.tar.gz troubleshooting.tar.gz. laHHas KomaHAa BbINO/THAETCA Ha
cepepe/lK)
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13 BcnomoratesnbHble YTUInTbI

13.1 YT1unuta perftest

Ytunuta perftest BbINoNHAET BCTPOEHHYO NPOBEPKY CKOPOCTU pagnokaHasa.

HacTpoliika perftest

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# perftest

WB-3P-PTP6(config):/perftesti# server-ip X.X.X.X (rae X.X.X.X — IP-afpec, KOTopbIi ByaeT HasHayeH
NHTEepdecy BCTPEYHOro yCTPONCTBA Ha BPEMS BbINOSIHEHUSA TecTa. 1o ymonyaHuo: 192.0.4.1.
PekomeHayeTcsl HacTpanBaTb NOACETb, KOTOPAasi He UCMOJb3YEeTCH Ha LEeNCTBYIOLLEN ceTn)
WB-3P-PTP6(config):/perftesti# client-ip X.X.X.X (rae X.X.X.X — IP-agpec, koTopsIin byaet

Ha3HayeH UHTepgieincy yCTpoNCTBa, rae 3anyckaeTcsa yTunanTa, Ha BpeMs BbINosIHeHMA TecTa. 1o
ymMo/i4aHuto: 192.0.4.2. PekoMeHAyeTca HacTpamBaTb NOACETb, KOTOPas He UCMOJIb3YEeTCA Ha AeCTBYHOLLEN
cetn)

WB-3P-PTP6(config):/perftest# netmask X.X.X.X (rge X.X.X.X — macka rnogceru, kKotopas UCcrnosb3yrTcs A5
TecTa. o ymonyaHuio: 255.255.255.0)

WB-3P-PTP6(config):/perftest# vlan-id X (rae X — VLAN ID, ucnosnb3dyemblin ansa tecta. Mo ymonyaHuio: 7.
PekomeHayeTcsa HacTpanBaTth VLAN ID, KOTOPbIV HE NUCMNO/b3YETCSA Ha AECTBYIOLLEN CETU)
WB-3P-PTP6(config):/perftest# save (coxpaHeHne HacTpoek)

3anyctuThb perftest MOXHO C MOMOLLbI0 KOMaHA;:

KomaHgb! Ans 3anycka perftest

perf-test station <MAC-agpec BCTpeuHoro ycT-sa> downlink — 3anyckaeT NpoBepKy CKOPOCTU K BCTPEUHOMY
ycTpoicTay (Downlink)

perf-test station <MAC-agpec BCTpeUHOro ycT-sa > uplink — 3anyckaeT npoBepKy CKOPOCTM OT BCTPEYHOIO
ycTpoiicTea (Uplink)

perf-test station <MAC-agpec BCTpeuHoro ycT-sa> bidirectional — 3anyckaeT NnpoBepKy CKOPOCTK B 06e
CTOPOHbI 0gHOBpPeMeHHO (Downlink + Uplink)

13.2 YTunuta ynpas/eHusi BCTPEUYHbIMU YCTPOCTBaMM

YTunuta manage-remote No3BosisieT BbINOHATL KOMaHAb! ¢ Toukn goctyna (AP) Ha kineHTe (STA).

© [aHHble koMaHabl MOTYT 6bITb BbIMOHEHbI NPY OTCYTCTBUM A0CTyna no IP-agpecy Ao knvenTa (STA).

13.2.1 Tlepe3arpy3ka

[nsi pexuma ycTpoiicTea ap-ptp:
KomaHga ansa nepesarpy3ku BCTPEUHOro yCcTpoiicTBa

WB-3P-PTP6(root):/# manage-remote reboot

166



PykoBogacTBo no akcniyatauuu WB-3P-PTP6

[nsa pexvma ycTpoiicTea ap-pmp:

KomaHga ansa nepesarpy3ku BCTPEUHOro yCcTpolicTBa

WB-3P-PTP6(root):/# manage-remote reboot station XX:XX:XX:XX:XX:XX (rae XXOXXXXX XXX — MAC-agpec
YCTPOWCTBa, KOTOPOE ByAET Nepesarpy>XeHo)

13.2.2 CkaHupoBaHue achmpa

[nsi pexuma ycTpoiicTea ap-ptp:

KomaHga ans ckaHMpoBaHUA 3hmpa ¢ BCTPEYHOro yCTpoicTBa

WB-3P-PTP6(root):/# manage-remote scan-wifi

[nsA pexvma ycTpoiicTea ap-pmp:
KomaHga Ans ckaHMpoBaHUsA 3chmpa ¢ BCTPEYHOro yCTpoicTBa

WB-3P-PTP6(root):/# manage-remote scan-wifi station XX:XX:XX:XX:XX:XX (rae XXXXXXXXXHKXX — MAC-
ajlpec ycTpPOWCTBa, Ha KOTOPOM ByAEeT BbINO/THEHO CKaHMpPOBaHue admpa)

13.2.3 CniekTpoaHasim3aTop

[nsa pexuma yctpolicTea ap-ptp:
KomaHpa Ans BbINO/IHEHMA HA BCTPEYHOM YCTPOUCTBE

WB-3P-PTP6(root):/# manage-remote spectrum-analyzer

[nsi pexuma ycTpoiicTea ap-pmp:
KomaHga Ans BbINO/IHEHUS Ha BCTPEUHOM yCTpoiicTBe

WB-3P-PTP6(root):/# manage-remote spectrum-analyzer station XX:XX:XX:XX:XX:XX (rae XXX
— MAC-aapec ycTpoiicTBa, Ha KOTOPOM OyAeT BbINO/THEH aHa/IM3 CnekTpa)

13.2.4 TonyyeHne O0TNaf04HON MHhopMaLmm
[nsa pexvma yctporictea ap-ptp:

KoMaHAbl BbINO/THEHUSA AJ151 BCTPEYHOIO YCTPOMicTBA

WB-3P-PTP6(root):/# manage-remote upload-troubleshooting
WB-3P-PTP6(root):/# manage-remote upload-troubleshooting-checksum
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[nsa pexvma ycTpoiicTea ap-pmp:

KomaHAbl BbINOMHEHUs A1 BCTPEYHOro yCTpoicTBa

WB-3P-PTP6(root):/# manage-remote upload-troubleshooting station XX:XX:XX:XX:XX:XX (rae

XX XX XX:XX:XX:XX — MAC-agpec YCTPOIACTBa, C KOTOPOro 6yAeT noslyyeHa oT/1a0uHas MHpopmaums)
WB-3P-PTP6(root):/# manage-remote upload-troubleshooting-checksum station XX:XX:XX:XX:XX:XX (rze
XX XX XX:XX:XX:XX — MAC-agpec YCTPOIiCTBa, C KOTOPOro 6yAeT noslyyeHa oT/1aouHas nHpopmaums)

© KomaHpa upload-troubleshooting-checksum nposepsieT nonyueHHble AaHHble Ha LeNOCTHOCT.
Ncnonb3yeTcs ans 6onee HaeXHoW nepegadn AaHHbIX, HO MOXET NOTpeboBaTb 60/Mblle BPEMEHM.

© nocne BbINONHEHUs KOMaHA, GyAyT CO3AaHbl apX1BbI B AUPEKTOpUN /tmp/troubleshooting/ c
nosy4YeHHbIMU AaHHbIMK, troubleshooting_remote.tar.gz v troubleshooting_remote_checksum.tar.gz
COOTBETCTBEHHO.

Bbirpyska haiinoB c yctpolicTea:

€@ [aHHble koMaHAbl HEAOCTYMHLI A1 CO3[AaHHbIX NOb30BaTeNel, JOCTYNHbI TONbKO 415 admin.

CkauaTb apxuB c ycTpoiictBa Ha TFTP-cepBep

WB-3P-PTP6(root):/# tftp upload <IP-agpec TFTP-cepBepa> /tmp/troubleshooting/
troubleshooting_remote.tar.gz

WB-3P-PTP6(root):/#tftp upload <IP-agpec TFTP-cepBepa> /tmp/troubleshooting/
troubleshooting_remote_checksum.tar.gz

Ckauyatb apxmB ¢ ycTpoiicTBa Ha cepBep/lNK uepes3 SCP

scp <Monb3oBarenb>@<IP-agpec ycTponictBa>: /tmp/troubleshooting/troubleshooting_remote.tar.gz
troubleshooting_remote.tar.gz (nprvep: scp admin@192.168.1.15: /tmp/troubleshooting/
troubleshooting_remote.tar.gz troubleshooting_remote.tar.gz. [laHHas kOMaHa BbINO/IHAETCA Ha cepBepe/
MK)

scp <Monb3oBarenb>@<IP-agpec ycTponcTBa>: /tmp/troubleshooting/
troubleshooting_remote_checksum.tar.gz troubleshooting_remote_checksum.tar.gz (npumep: scp
admin@192.168.1.15: /tmp/troubleshooting/troubleshooting_remote_checksum.tar.gz
troubleshooting_remote_checksum.tar.gz. JaHHas komaHa BbinosHsaeTcA Ha cepeepe/lK)
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13.3 Ytunuta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXOAUT NakeT, CKO/IbKO BPEMEHU 3aHMaeT

06paboTka nakeTa Ha KagoMm ya3rne.

@ [anHas yTunuTa HegoCTYNHA ANA CO3AAaHHbIX NOb30BaTenelt, 4ocTynHa Tonbko Ans admin.

KomaHga 3anycka TpaccupoBKu

WB-3P-PTP6(root):/# traceroute <TeCTUpPyeMbIA XOCT>

13.4 Ytunutatcpdump

YTunuta tcpdump no3BonsieT 3axBaTbiBaTb NaKeTbl HA YKa3aHHOM MHTepdeiice.

@ [anHas yTunuTa HegoCTYNHA ANS CO3AAHHbIX NOMb3oBaTenelt, 4ocTynHa Tobko Ans admin.

13.4.1 3axBart Tpadmka C akTMBHOIo nHTepderica

3axsat naketos Ethernet-uHtepdelica.
WB-3P-PTP6(root):/# tcpdump interface eth0
3axsar naketoB Ethernet-uHTepdelica ¢ coxpaHeHnem B alisn.

WB-3P-PTP6(root):/# tcpdump interface etho file <uma caiina>

13.4.2 CHuddhep achmpa

Heobxoanmo BKNKUYUTL creumasbHblil UHTEPMEIC, KOTOPbIR yiaBnmMBaeT nakeTbl U3 achupa, Ha paboyem

KaHasie ycTpoiicTea.

KomaHAab!

WB-3P-PTP6(root):/# configure

WB-3P-PTP6(config):/# interface
WB-3P-PTP6(config):/interface# radio0
WB-3P-PTP6(config):/interface/radioX# common
WB-3P-PTP6(config):/interface/radioX/common# enabled true

3axsat naketoB admpa Ha radio0-nHTepdeiice.

WB-3P-PTP6(root):/# tcpdump interface radio0
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3axsaTt naketoB admpa Ha radio0-nHTepdpeiice ¢ coxpaHeHnem B dhaiisn.

WB-3P-PTP6(root):/# tcpdump interface radio0 file <umsa cpaiina>

13.4.3 BbIrpy3ka haina c ycTpoicTBa Ha cepBep

[JaHHas komaHaa BbINosiHAeTcA Ha cepBepe/TTK.

scp <Monb3oBarenb>@<IP-agpec ycrponctBa>:tcpdump.pcap tcpdump.pcap (npumep: scp
admin@192.168.1.15:tcpdump.pcap tcpdump.pcap)

13.5 Ytunutaiperf/iperf3

[aHHas yTunmTa ncnonb3yetcs A 3anycka notoka Tpadika ¢ 0f4HOro yCTpoiicTBa Ha Apyroe.
OTnpaensiiowas CTopoHa Ha3bIBAETCSA K/IMEHTOM, MPUMHUMAOLLLAs — CEePBEPOM.

13.5.1 iperf
Mpumep 3anycka noToka Tpadivka ¢ yCTporicTBa Ha cepBep:

HacTpolika cepBepa Ha npuém Tpadumka

WB-3P-PTP6(root):/# iperf server

3anyck Tpachuka ¢ ycTpoiicTBa B CTOPOHY cepBepa

WB-3P-PTP6(root):/# iperf client X.X.X.X (rae X.X.X.X — IP-azpec cepeepa)

13.5.2 iperf3

MpumMep 3anycka NoToka Tpagomka ¢ YCTPoiiCTBa Ha cepBep:

HacTtpoiika cepBepa Ha Npuém Tpadumka

WB-3P-PTP6(root):/# iperf3 server

3anyck Tpacuka ¢ ycTpoiicTBa B CTOPOHY cepBepa

WB-3P-PTP6(root):/# iperf3 client X.X.X.X (rae X.X.X.X — IP-agpec cepsepa)

170



PykoBogacTBo no akcniyatauuu WB-3P-PTP6

13.6 HKOcTtupoBka

Mog, FoCTUPOBKO NOHMMAETCA BblpaBHUBAHWE MOOXEHNUSA aHTEHHbI YCTPOICTBA B NPOCTPAHCTBE A1
NoTyYeHNs1 MaKCUMaJ/IbHOTO CUrHana.

WB-3P-PTP6(root):/# antenna-align

ssid | WB-3P-PTP6
channel | 1
frequency | 5955
estimated-rssi | -48 dBm
rssi-h | -47

rssi-v | -48
rssi-remote-h | -47
rssi-remote-v | -48
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14 CnncoK nsmeHeHum

Bepcusa gokymeHTa

Bepcua 1.5

Bepcua 1.4

Aara
Bbinycka

06.2026

03.2026

PykoBogacTBo no akcniyatauuu WB-3P-PTP6

CopepXaHue N3MEHEHNA

CuHxpoHusauus ¢ sepcuein MO 2.6.0
[o6aBneHo:

10.12.9 MoagmeHto «OTnagovHas nHdopmaumsi»
12.11.8 MonyyeHne oTnagoyHoli nHopmaumm

3meHeHo:

10.7.7 NogmeHo «MHgopMaumsa o paguonHTepdeiice»
10.8.1 MoameHto «Radio»

10.9 MeHio AP

10.10 MeHto STA

10.12.7.2 NTP-cepBep

10.13.1 MNMogmeHto «KOcTUpoBKa»

10.13.2 NMogMeHto «TeCcTupoBaHue CKOPOCTU»

12.3.1 JononHuTenbHble HacTpoiiku Radio

12.5.2 lononHnTesibHble HacTPOlikK Afs Touku goctyna (AP)
12.5.4 JononHutenbHble HACTPOWKM Ans kKneHTa (STA)
12.10.7 HacTpoiika gatbl 1 BpEMEHM

12.11 MOHUTOPWUHT

13.2.4 Mony4eHne oTago4Holi nHhopmaumm

13.5 YTunuta iperf/iperf3

13.6 KOcTuposka

CuHxpoHusauus ¢ Bepcuein MO 2.5.1
[o6aBneHo:
13.2.4 MonyyeHne oTnago4Hol nHhopmauum

Mi3meHeHo:

10.6 MeHio «BbicTpasi HacTpoiika»

10.7.7 NogmeHto «MHopmaums o pagmonHtepdeince»
10.8 MeHto «Radio»

10.9 MeHto AP

10.10 MeHio STA

10.12.5 MoagMeHto «AyTeHTUMKaLNS»

12.2.2 HacTtpoiika npuoputeta 802.1p ans VLAN ynpasneHus
12.3.1 jononHuTenbHble HacTpoiiku Radio

12.10.5 HacTtpoliika pexuma ayTeHTudmkaumm

12.11 MOHUTOPUHT
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Bepcus gokymeHTa

Bepcusa 1.3

Bepcusa 1.2

Bepcua 1.1

Bepcna 1.0

Jara
BbiMycka

12.2025

10.2025

07.2025

05.2025

PykoBogacTBo no akcniyatauuu WB-3P-PTP6

CopaepxaHne nsmeHeHui

CwuHxpoHusaums ¢ Bepcueii MO 2.4.4

3meHeHo:

12.5.2 fJononHutenbHble HACTPOIKK AN Touku gocTtyna (AP)
12.5.4 lononHnTesibHble HacTpolikn Ans knneHTta (STA)

CuHxpoHusaums ¢ Bepcueii MO 2.4.1
[Jo6aBneHo:

10.4 TecTOBbIii pexunm

10.12.3 NMogmeHo «KOHTPOb AOCTYNHOCTU»
10.12.5 MogMeHto «AyTeHTudmkaumnsa»

12.10.3 KOHTpOb [OCTYNHOCTHU

12.10.5 HacTpoiika pexunma ayTeHTudmkaumm
13.4.1 BkntoueHune 3axsata Tpadmka

13.4.4 Bbirpyska chaina c ycTpoiicTBa Ha cepaep

M3meHeHo:
12.3.1 JononHuTenbHble HacTpoiiku Radio

CuHxpoHusauus c Bepcuein MO 2.3.1

[o6aBneHo:

10.11.7 MNMoameHto «MHanKaums»

10.12.2 MogMeHIo «TeCcTupoBaHue CKOPOCTU»

12.7 Hactpoiika BPDU-thunbtpa

12.8 OrpaHuyeHne kKonundecTtsa n3ydeHHolx MAC-agpecoB

M3meHeHo:

10.6.1 NogmeHo «becnpoBoaHON kaHa/becnpoBOAHbIE KNNEHTbI»
10.6.3 MoagmeHto «CkaHupoBaHue achumpa»
10.8.1 MoameHIo «Touka gocTtyna»

10.9.1 MNMoameHto «KnneHT»

12.2.3 HacTtpoiika yganéHHoro ynpas/ieHus
12.3 HacTpoiiku Radio

12.3.1 JjononHuTenbHble HacTpoiikn Radio
12.5 HacTpoiika 6ecnpoBogHoli ceTu

12.5.2 flononHuTeNbHbIE HAcTpolikn ansa AP
12.5.3 Hactpolikn cetn gns STA

12.5.4 flononHuTeNbHble HacTpoiikn ansa STA
12.10.4 Mepesarpyska ycTpoicTea

12.10.5 HacTtpolika pexuma ayTeHTudmkaymm
12.10.8 JononHuTeNbHbIE HACTPOKM CUCTEMBI

MepBas nybnvkaums
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Bepcus gokymeHTa Jara CopaepxaHne nsmeHeHui
BbiMycka

Bepcus nporpammHoro obecnevexus 2.6.0
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TEXHNYECKAA NMOAAEPXKA
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dopma obpartHoii cBA3WN Ha caiTe: https://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
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3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdmuymanbHbIin cant komnaHum: hitps://eltex.ru/
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