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OcHoBHble cBefeHNs

Cuctema pesepBHOro konupoeaHuss RuBackup — KnMeHT-cepBepHOE MpUoXeHune,
KoTopoe:

e aBTOMATWUYECKN BbIMOJHAET pe3epBHOe KonupoBaHue CYB[, BUpTyasnbHbIX MaLUWH,
NOYTOBbIX CUCTEM, GalANOBbIX CUCTEM, NOACUCTEMBI Linux 1 cny>6bl KaTanoros;
e BOCCTaHaBNMBaET AaHHble N3 pe3epBHbIX KOMWUIA No 3anpocy.

MonHoCThO poccurckas paspaboTka ¢ BO3MOXHOCTbIO rmMbkon agantauyum nopg Tpebo-
BaHMS 3aKasuuka.

Ona 6biIcTporo cosfgaHMsa CUCTEMbl 0BecneyYeHns COXPaHHOCTU AaHHbIX MCMOJIb-
3ynTe nporpaMmmHbin komnnekc RuBackup OneClick. MpogyKT OpUEHTUpPOBaH Ha
Marsblin, CpefHn BU3HEC U TeppuTopmnanbHO pacrnpenefnieHHble opraHn3aLunm.
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https://docs.rubackup.ru/OneClickGuide/3.0.0.0.0/

Noppep)xuBaemblie NPOAYKTbI

cyeA

Tantor Special Edition (c
NCNOSIb30BaHMEM MOAY IS
PostgreSQL)

Arenadata

Greenplum

Microsoft SQL Server
MySQL

MariaDB

Oracle Database
PostgreSQL + B knacTtepe
Patroni

Postgres Pro

SAP HANA

YandexDB

PE[l Basa [JaHHbIX

®daiinoBble cUCTEMDI

Cucrembl BUpPTyanunsauum MouToBble cucTeMbl

(6e3areHTHBIN CNOCO6)

MK CB «BpecT» RuPost
VMmanager CommuniGate Pro
AnbT BupTyanusauyma (c ncnons- Mailion

30BaHueM Mmoaynsa Proxmox VE) VK WorkSpace
MB «opn30HT-BC» Microsoft Exchange
P-BupTtyanusauus

PYCTOK

Basis Dynamix Enterprise

Basis Dynamix Standart

Basis Virtual Protect

KVM

Microsoft Hyper-V

OpenStack

oVirt/zVirt/REDVirt

Proxmox VE

ROSA

Space VM

Tionix

VMware vSphere

Mopacuctema Linux

Linux (Ext4, Ext3, Ext2, XFS, ZFS, BTRFS, FAT32) LVM Linux

Windows (NTFS, FAT32)

Cny>6bl KaTanoros

ALD Pro
FreelPA
Microsoft Active Directory

XpaHunuw,a

dannoBble XxpaHuImLLa
BnouHble ycTponcTaa
O6nayHble xpaHunuLLa
JleHTOo4Hble BUbNMoOTEKN
KnneHTckne xpaHunuwa
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https://docs.rubackup.ru/Terms/3.0.0.0.0/
https://docs.rubackup.ru/ModulePostgreSQL/3.0.0.0.0/
https://docs.rubackup.ru/ModulePostgreSQL/3.0.0.0.0/
https://docs.rubackup.ru/ModulePostgreSQL/3.0.0.0.0/
https://docs.rubackup.ru/ModulePostgreSQL/3.0.0.0.0/
https://docs.rubackup.ru/ModuleArenadataGreenplum/3.0.0.0.0/
https://docs.rubackup.ru/ModuleArenadataGreenplum/3.0.0.0.0/
https://docs.rubackup.ru/ModuleMicrosoftSQLWin/3.0.0.0.0/
https://docs.rubackup.ru/ModuleMySQL/3.0.0.0.0/
https://docs.rubackup.ru/ModuleMySQL/3.0.0.0.0/
https://docs.rubackup.ru/ModuleOracle/3.0.0.0.0/
https://docs.rubackup.ru/ModulePostgreSQL/3.0.0.0.0/
https://docs.rubackup.ru/ModulePostgreSQL/3.0.0.0.0/
https://docs.rubackup.ru/ModulePostgreSQL/3.0.0.0.0/
https://docs.rubackup.ru/ModuleSAPHana/3.0.0.0.0/
https://docs.rubackup.ru/ModuleYandexDB/3.0.0.0.0/
https://docs.rubackup.ru/ModuleRedDB/3.0.0.0.0/
https://docs.rubackup.ru/ModuleBrest/3.0.0.0.0/
https://docs.rubackup.ru/ModuleVMmanager/3.0.0.0.0/
https://docs.rubackup.ru/ModuleProxMox/3.0.0.0.0/
https://docs.rubackup.ru/ModuleProxMox/3.0.0.0.0/
https://docs.rubackup.ru/ModuleHorizontVS/3.0.0.0.0/
https://docs.rubackup.ru/ModuleRVirtualization/3.0.0.0.0/
https://docs.rubackup.ru/ModuleRUSTACK/3.0.0.0.0/
https://docs.rubackup.ru/ModuleDynamixEnt/3.0.0.0.0/
https://docs.rubackup.ru/ModuleDynamixStd/3.0.0.0.0/
https://docs.rubackup.ru/ModuleVirtualProtect/3.0.0.0.0/
https://docs.rubackup.ru/ModuleKVM/3.0.0.0.0/
https://docs.rubackup.ru/ModuleHyperV/3.0.0.0.0/
https://docs.rubackup.ru/ModuleOpenStack/3.0.0.0.0/
https://docs.rubackup.ru/ModuleOvirtROSA/3.0.0.0.0/
https://docs.rubackup.ru/ModuleProxMox/3.0.0.0.0/
https://docs.rubackup.ru/ModuleOvirtROSA/3.0.0.0.0/
https://docs.rubackup.ru/ModuleSpaceVM/3.0.0.0.0/
https://docs.rubackup.ru/ModuleTionix/3.0.0.0.0/
https://docs.rubackup.ru/ModuleVMware/3.0.0.0.0/
https://docs.rubackup.ru/ModuleRuPost/3.0.0.0.0/
https://docs.rubackup.ru/ModuleCommunigatePro/3.0.0.0.0/
https://docs.rubackup.ru/ModuleMailion/3.0.0.0.0/
https://docs.rubackup.ru/ModuleWorkMail/3.0.0.0.0/
https://docs.rubackup.ru/ModuleMicrosoftExchange/3.0.0.0.0/
https://docs.rubackup.ru/ModuleFileSystemLinux/3.0.0.0.0/
https://docs.rubackup.ru/ModuleFileSystemWin/3.0.0.0.0/
https://docs.rubackup.ru/ModuleLinuxLVM/3.0.0.0.0/
https://docs.rubackup.ru/ModuleFreeIPA/3.0.0.0.0/
https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/local-file-storages/
https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/block-devices/
https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/clouds/
https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/tape-libraries/
https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/client-defined/

OcHoBHble cBefeHNs

NMpeumMmylnecTBa

e Jlyywan nponsBoAnUTENbHOCTb Cpean POCCUNCKNX peLleHni
e CepTtuoukat cootsetcteua CTIK Poccumn N24879

e EOAMHCTBEHHOE peleHne € MHOronoTOYHOCTbO — Ha BCeX 3dTanax Mnos3sonser
BbINOMHATbL CaMble XecTkune TpeboBaHusa K cpokam RPO n RTO

o LLInpokne BO3IMOXHOCTU UHTErpaumm — nonHopyHKUMoHanbHbin REST API, ToncTbin
KnueHT u Web, CLI, AOKYMeHTauma oNna MHTerpaTopoB U KIIMEHTOB

* HageXHoCTb N MacwTabupyeMoCcTb — BCTPOEHHbIE afrOpUTMbl KnacTepusauum m
6anaHCUMpPoOBKM Harpyskmn mexgy ysnamm CPK, pesepBupoBaHMe COOCTBEHHbBIX KOM-
noHeHToB CPK

o [nybokas nHterpaymsa c Postgres — nogaep>xka MHKPeEMeHTanbHbIX U anddepeHLm-
anbHblXx konun (PTRACK, DELTA, PAGE), ucnonbsoBaHMe MexaHM3MOB paboTbl C
ToMamn (LVM 1 annapaTHble CHAMLWOTbI)

bbiCTpbIN CTapT

HauyHnTe paboTy B KOprnopaTuBHOW cpepne
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https://docs.rubackup.ru/QuickstartGuide/3.0.0.0.0/
https://docs.rubackup.ru/InstallationManual/3.0.0.0.0/

1.1. HageXHOoCTb 1 NPOU3BOANTENBHOCTb

MnaBa 1. PyHKLUUMN

1.1. Hage>XXHOoCTb U NPOU3BOAUTENIbHOCTb

e [lonHOe, NHKpPEeMeHTasnbHoe N guddepeHLmnanbHoe pesepBHoOe KoNnmpoBaHme
o XpaHeHne pesepBHbIX kKonun B CX[, NeHTOoYHbIX 6ubnnotekax, obnake S3

o ABTOMaTMyYeckas BepudukaL s pesepBHbIX Konun (pasmep ¢annos, mdSsum, anek-
TPOHHaA NoANUCD)

e CxaTve pesepBHbIX KONUM Ha knneHTe CPK nnu Ha cepeepe

e CpoyHOe pesepBHOE KonnpoBaHue no uHuumatmee knmeHta CPK nnm agMuUHUCTpa-
Topa

o [Mapannenmsm — KONMMYeCTBO OOHOBPEMEHHbIX CECCUA OrpaHMYEHO TOJIbKO arna-
paTHbIMU XapaKTepucTukamu cepsepa. lMapannenbHble ceccun JOCTYMHbl Kak gns
CPK B uenom, Tak n gns oToenbHOro KNMeHTa

1.2. ABTOMaTU3auua
e AHaNUTMKa — NMNOCTPOEHNE NJiaHa pe3epBHOIro KonmposaHmMA C MPOrHO3NpPOBaAHUEM
TpebyeMbix pecypcoB

e OKOHOMMSA OMCKOBOro NPOCTPAHCTBaA — aBTOMATUYECKOe NepeMeLLeHne pes3epBHbIX
KOMWIA Ha ApYyrne HOCUTENN 1 yaaneHne ycTapeBLUMX KON

o banaHcupoBKa Harpysku — pacnpefesieHme Konum no pasHbiM XpaHuauw,am B 3aBu-
CMMOCﬂAOTBb@paHHOﬁHOHMTMKM

e [NobanbHOe pacnucaHne — aBTOMaTU4YeCKOe CO3[aHue Pe3epPBHbIX KOMUN KITNEHT-
CKUX YCTPOWUCTB

e JloKkanbHoOe pacnucaHnme — KAWEHTbl MOTyT YNpaBnATb pe3epBHbIM KOMNUPOBaHUEM
CaMOCTOATEJIbHO

o CTpaTernn pesepBHOro KoOnMpoBaHUA — aBTOMaTU4ecKkue rpynroBble onepauum c
kKnueHTtamm CPK

1.3. YnpaBnaeMocCTb

e [MonHoueHHoe ynpasneHne CPK na komaxgHon ctpokn (CLI)
o ['padunyeckme NpmnNoXeHNA ana KnneHTa u gna agmuHncTpatopa CPK

o Beb-npunoxeHve pgna agMuHuctpatopa CPK, agantupoBaHHOe Mnog MoObusbHble
yCTpoOWnCTBa

o Baanmopencteume c CPK yepes REST API
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https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/adding-a-global-schedule/
https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/storages/
https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/repository/
https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/pools/
https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/urgent-backup/
https://docs.rubackup.ru/Cli/3.0.0.0.0/
https://docs.rubackup.ru/RBCManual/3.0.0.0.0/
https://docs.rubackup.ru/RBMManual/3.0.0.0.0/
https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/
https://docs.rubackup.ru/RESTAPI/3.0.0.0.0/

OcHoBHble cBefeHNs

1.4. be3onacHOCTb

e MHoOronosib3ogaTtesbckasa Moaellb agMUHUCTPUPOBAHUA

o JloKanbHbIA NUCT 3anpeToB (C regexp) ANA KaXAoro KAWeHTa, orpaHuuunBaroLLuii
[OOCTYMNHYIO A9 KONUPOBaHUA MHPOPMaL MO

o 3aWmnTHOE nNpeobpasoBaHMe pesepBHbIX Konun no anroputmam FOCT 34-12-2015
(Kuznyechik), Anubis, ARIA, CAST6, Camellia, Kalyna, MARS, AES, Serpent, Simon,
SM4, Speck, Treefish, Twofish

e VHTerpaumsa c xpaHunuiiem CeKpeTos
e Paccheinka ysegomneHn nonb3oBaTensam o cobbiTusax B CPK

o [poTOKONVPOBaHNE BCEX OENCTBUA agMMHUCTPaATOpa U Nonb3oBaTenen B 6ase gaH-
HbIX U CUCTEMHOM >XYpHane
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https://docs.rubackup.ru/Cli/3.0.0.0.0/rbfd/backup-encryption/
https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/adding-a-global-schedule/
https://docs.rubackup.ru/TucanaGuide/3.0.0.0.0/events/

Mnaea 2. KimoyeBble NOHATUA

CepsBepHas rpynnupoeka RuBackup COCTOUT M3 OCHOBHOro cepBepa, HeobssaTesb-
HOrO Pe3epBHOro CepBepa N MeanacepBepoB. B npocTenemM cnyyae MeanacepBepom
ABNSIETCSA OCHOBHOW CepBep Pe3epBHOro KONMPOBaHWUA (a TakXe pesepBHbI cepsep,
NpW Hann4umn).

KnueHT cuctemMbl pe3epBHOro KOMMPOBAHUA — 3TO OTAEsIbHbIA CepBep, KOMMbOTEP
W BUPTyasbHaaA MallnHa, Ha KOTOPOW ycTaHoBNeHO knneHTckoe MO RuBackup ans
BbIMNOSIHEHNA pPe3epBHOro KonuposaHuA. [na yaobcTBa KAMeHTbl MOryT 6biTb 06beam-
HeHbl B FPYnNbl KJIMEHTOB.

Ha nporpaMMHOM ypoBHe cepBepoM RuBackup HasbiBaeTca TakXe GpOHOBbIN Mpouecc
(cepsuc) Ha cepBepe CPK, a knneHToM RuBackup — ¢poHoBoe knuneHTtckoe [M0O.

XpaHeHne pfaHHbIX pPes3epBHbIX KOMUA (apXMBOB) peanusoBaHO B BUAE XPaHWUULLY
(storage). Kaxpoe xpaHunuwie BXOAUT B onpefeneHHbl nyna. Myn — 3To nornyeckoe
obbenHEHNe OOHOTUMHBIX YCTPOMNCTB XPaHEeHUA pe3epBHbIX KOMn. Kakgbin nyn npu-
HagexuT onpefeneHHoMy Mmeguacepeepy. Takum obpasoM, OpraHn3saLna XpaHeHus
AaHHbIX pe3epBHbIX KON UMeeT CNeayroLWYy CTPYKTYpPY:

Meguacepsep - lyn - XpaHunuwe

MeTapaHHble pe3epBHbIX KOMWA XpPaHATCA B peno3suTopuu. HenocpencTBeHHO
pe3epBHbIe KOMUU PacrofiaraloTCA B XpaHUIULLAX Pe3epPBHbIX KOMUM, KOTOPbIE acco-
LUMPOBaHbl C NyslaMU XPaHEHUS pe3epBHbIX KONUK. XpaHunuila 6biBatoT MNATU TUMNOB:
¢dannosas CUCTEMa;

NeHToYHasa 6ubnnoTeka;

obnako;

ON0YHbIE YCTPONCTBA;

a A W DN -

oripeaendemMblie KIIMEHTOM.

Bce pencteua CPK peann3oBaHbl B BUAE 3apad, KOTOpble obbeguHeHbl B ovyepeau
3agay, B 3aBMCMMOCTKU OT TuUMa.

MNepnogmnyeckne 3afaHna Pe3epBHOro KONMMPOBaHWA M BOCCTAaHOBIEHNS OaHHbIX peann-
30BaHbl B BMOE NpaBuni rnob6anbHOro pacnucaHuMsi, KOTopble BXOAAT B rno6anbHoe
pacnucaHmMe pes3epBHOro KonmpoBaHua (InobanbHoe pacnucadue, cTpaTermm n ove-
peab 3agauv).
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OcHoBHble cBefeHNs

Fno6anbHoe pacnucaHue CtpaTterum
Mpasuno N1 CtpaTterus N21
e KnueHt 1 e Knuent 1
* Pecypc o KnneHT 2
* Tun pecypca
* Tun 63kana * Pecypc 1
Ycnosue ctapTta * Pecypc 2
MpaBuno Ne... :.prnna 1
e [pynna 2
* YcnoBusa cTapTa
o MONHbIN 63Kan
o MHKPEeMEHTabHbIN
3agaum o anddepeHUnanbHbIN
[pynna 3agay
v

Ouepepab 3apaud

PucyHok 1. FnobanbHoe pacnucaHne, cTpaTernn n odepenb 3agau

OfHOBPEMEHHbIE AENCTBMUA Haf rpynnamMu pecypcoB peannsoBaHbl B BUAE CTpaTerui,
KOTOpble CO3[4al0T 3afauM Pe3epBHOr0 KOMUPOBAHUS B COOTBETCTBUM C pPacnUCaHMU-
SIMU 17191 BCEX PECYPCOB U K/TMEHTOB, KOTOPbIE UX KacaroTCA.

Cucrtema yBepgomneHmin RuBackup ncnonbsyeT nonb3oBaTtenei 1 rpynnbl NoJsib3oBa-
Tenen RuBackup onsa yBefoMeHUs 0 COObITUAX CUCTEMbI Pe3ePBHOI0 KONUPOBaHUA.

ABTOHOMHbBIN peXXUM paboTbl KNMeHTa — Ncrnonb3oBaHue knmeHta CPK RuBackup 6es3
cepBepa pe3epBHOro KonnmpoBaHuA. [1pn 3TOM COXpaHAeTCHA BO3MOXHOCTb UCMOMb30-
BaHUA HEKOTOPbIX KIMEHTCKUX GYHKUMOHAaNbHbIX MOAYNENn ANA CO34aHUs pe3epBHbIX
Konun. YTtobbl y3HaTb, NOoAOEePXXMUBAETCA SN UCNOSIb30BaHNE MOAYSS B aBTOHOMHOM
pexuMe, 3anycTuTe UCNosHAeMbIn ¢ann MoAyNA C onunen --autonomous U MPOBEPbTE
KOQ, BO3BparTa.

Mpumep 1. KomaHaa npoBepku MNoAAEPXKKN aBTOHOMHOIO pexuma a5 Mogyns rb_module_filesystem

sudo /opt/rubackup/modules/rb_module_filesystem --autonomous
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lMpumep 2. KomaHga npoBepKku Koga Bo3BpaTa

echo $?

Kop BO3BpaTa 8 rOBOPUT O TOM, YTO MOAY/Ib MOAAEPXKNBAET aBTOHOMHbIN pexunm. [py-
rme Kogbl BO3BpaTa roBOPAT O TOM, YTO aBTOHOMHbIV PEXMM He NOAAEePKNBAETCS.

HenHTepaKTUBHbIN peXXumM paboTbl — peXxXnMm ANA CLEeHapMeB MacCOBOro pasBepTbl-
BaHWsA, HanpuMep npu ncronb3osaHum Ansible.

PesepBHbIN cepBep U MegunacepBep He QYHKLMOHUPYHOT C TECTOBOW NULLEH-
3mnen!
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OcHoBHble cBefeHNs

naBa 3. ApxuteKTypa u UHQpacTpyKTypa

ApXNTEKTYpa CUCTEMBbI pe3epBHOro konmpoeaHmsa (CPK) — nporpaMMHble KOMMOHEHTbI
CPK n nx cBsisn mex gy cobon.

NHpacTpykTypa CPK — ¢umsnyeckne nnm BuMpTyasnbHble MalUMHbl (Y35bl), Ha KaX4oMm
N3 KOTOPbIX YCTaAHOBMEH OAWH WM 6onee nporpamMmHbii KOMMOHeHT CPK, n cBA3u
MeXay HUMW.

Ha ogHOM y3ne MoXeT 6biTb YCTaHOBEHO 6onee 0gHOro nNporpaMMHOro KOMMOHEeHTa
CPK (oauH y3en MoXeT BbIMONHATb QYHKLMN HECKOSIbKUX 3NEMEHTOB NHPPACTPYKTYpPbI
CPK). Ecnu B nHdpacTpykType CPK 60onee ogHoro ysna, Mexagy aTUMun ysnamm oSkKHa
6bITb 06ecneyeHa cBA3b No TCP (cM. CeTeBble NopThl).

Vzen knueHTta PK
[System]

HaHHele onA
pesepBHOro

MeHepn>xep KonpoBaHWA

|
|
|
|
|
|
agMuHuUcTpatopa CPK I KnuenT PK
|
RBM, Tucana :
|
|

TCP 9995 |

TCP 9993
[Media]

Mopgyne PK

TCP 9993
[Media]

BHeLUHWe yCcTpoWcTBa
XpaHeHWnA

PucyHok 2. YcnosHas cxema uHdpacTpykTypbl CPK RuBackup

3.1. MporpamMmmMmHbie KOMNoHeHTbl CPK
K nporpamMmHbIiM KoMnoHeHTaM CPK oTHocATcs:

* NporpammHoe obecneyvyeHune ns coctasa CPK;

e cnyxebHada 6asa faHHbIX.
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3.2. AneMeHTbl UHPpacTpyKkTypbl CPK

KoMnoHeHTbl CPK — He TO Xe caMoe€, YTO YCTaHOBOYHbIE MakeTbl rubackup-*. YCTaHO-
BOYHbIN MakeT rubackup-server B 3aBUCUMOCTW OT €ro HaCTPOMKM (rb_init) MoXeT
yCTaHaBNMBaTb Ha MalUMHY CePBUCHI YMpaBiAOLWEro cepeepa, Meanacepsepa n cep-
Bepa NuLeH3uni.

Tabnuya 1. lNMporpaMmMHblie KOMNOHEeHTbI CPK

UmMaB /etc/services YcTtaHoBOYHbINM nakeT OnucaHue

rubackup-rbm

rubackup-cmd
rubackup-1lic
rubackup-media

postgresql

rubackup-server

rubackup-client
rubackup-server

rubackup-server

CepBuc ynpaenstoL,ero (0CHOBHOIO UK pe3epB-
HOro) cepsepa

CepBuUC KNNEHTa
CepBuc nuueHsnn
CepBuc Megunacepsepa

CepBuc cny>xxebHow 6a3bl JaHHbIX

He yKasblBaeTcA rubackup-rest-api REST API

Mopgynu (noaknroYaemMble NPorpaMMHbIe KOMMO-
HEHTbI)

He yKasblBaeTcA rubackup-#*

KomMnoHeHTbl CPK MoryT obMeHuBaTbCcAa MHPopMaumen no cetn. CeefeHNa 0 CETEBOM
B3aMMo4encTBMN KOMMNOHeHTOB CPK 1 MX HacTpomKke ykasaHbl Ha cTpaHuue CeTteBble
nopTbl.

3.2. dneMeHTbl UHPpacTpyKTypbl CPK
AneMeHTbl HppacTpykTypbl CPK:

e obAsaTesbHblE:
o OCHOBHOW cepBep;
o cny>xebHas 6asa AaHHbIX.
e OMNUMOHanNbHbIE:
o KJIMEHT pe3epBHOro Konmposannsa (KnnenT PK);
o pes3epBHbIN cepBep;
o MeAunacepsep.
B3avmopencteme B cuCcTeMe pes3epBHOro KonuposaHua obecriednBaeT OCHOBHOW Cep-

BEP PEe3epBHOro KOMMPOBAHUS NMBO pe3epBHbI cepBep, eCN OH QYHKLMOHUPYET B
peXxunMe 3aMeLL,eHNs OCHOBHOIO cepBepa.

KnueHT pesepBHOro KonupoesaHus
KnueHT PK — y3en, Ha KOTOpOM

e [OCTYMEH pecypc, 4719 KOTOPOro BbINOMHAETCA pe3epBHOE KONMMPOBaHMUE;
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e YCTAHOB/IEH MakeT N paboTaeT CepBUC KINEHTA;
» obecrneyeH ceTeBOW AOCTYN K CepBepy;

o obecrneyeH ceTeBOM AOCTYN K Meanacepsepy (Mpun Hanuyuu).

Y knueHTta PK ecTb mogynu. Mogynb knueHTa PK — nogkntovaemblid nporpamMMHbIi
KOMMOHEHT, KOTOpPbIA OTBeYaeT 3a pe3epBHOE KOMUPOBaHME W BOCCTaHOBMEHUE
pecypca onpefeneHHoro tuna (Hanpumep, 6/04YHbIX YCTPONUCTB UK 6asbl AaHHbIX) U
YMaKOBKY pe3epBHbIX KOMUMN.

Mopfynn, ycTaHaBiMBaeMble MO YMONYaHUKO MNakeToM rubackup-client, MO3BONAOT
pes3epBMpoBaTb Pe3epBHOE KOMNMpPOoBaHMe 1 BOCCTaHOBNEHNE GanioBbIX cuCcTeM Linux
Pe3epBHOE KONMPOBaHNE N BOCCTAHOBNEHNE NOrMYECKNUX TOMOB Linux.

KnueHt PK oTBe4yaeT 3a B3aumopencrteme ¢ cepsepom CPK ¢ ogHOM CTOPOHbI, U C
MOLYNAMU Pe3epPBHOro KONMpPoOBaHMUA N BOCCTAHOBNEHNA — C OPYrOWn.

APl Mmopynen pesepBHOIro KONMPOBaHUA ABAAETCA OTKPbITbIM U MOXET 6bITb UCMONb30-
BaH 4N1A pa3paboTkn Moaynen TpeTbuMm NuLamm.

KnuneHTbl PK MOryT 6bITb 06beANHEHDbI B rpynmnbl.

OcHoBHOM cepBep

OcCHOBHOW cepBep — y3en, Ha KOTOPOM

e YCTaHOBEHbI NakeTbl N paboTaeT cepBuUC YNpPaBAOLWEro cepBepa;
e obecneyeH ceTeBoOM AOCTYM K KNMeHTYy PK;

o obecrneyeH ceTeBOM AOCTYN K Meanacepsepy (Mpun Hanuyuu).

OCHOBHOWM cepBep — rnaBHbIM ynpaBnaAWMN cepBep, obecneynsaroLMn B3auMogen-
cTtBue anemeHtoB CPK. OcHOBHOW cepBep XpaHUT MHPopMaLUUo O TOM, 4YTO W Kyada
COXpPaHEeHO, a TaKXXe Kak BOCCTaHOBUTb MHPOPMaLUIO.

OCHOBHOW 1 pe3epBHbI CepBEPbI BKIKOYAOT B cebs GYyHKL MM MegmacepBsepa.

OCHOBHOW cepBep BbINONHAET GYHKLUMIO Meanacepsepa npu yctaHoBke cnocobom «Bcé
B O4AHOM», B MnpoLiecce KOTOPOW BCe nporpamMmHble KomMrnoHeHTbl CPK ycTaHaBnuBea-
FOTCA Ha OLHOM Y3re.

Pe3epBHbIi cepBep

Mpn 06CNy>XXMBaHUN BbICOKOKPUTUYHBIX CEPBUCOB CUCTEMAa Pe3epPBHOro KOMMPOBaHUS
MOXeT 6bITb J0OMOSIHEHa Pe3ePBHbIM CEPBEPOM.

PesepBHbI cepBep — Yy3es, Ha KOTOPOM
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3.2. AneMeHTbl UHPpacTpyKkTypbl CPK

e YCTaHOBJEHbI NakeTbl N paboTaeT cepBUC YNpPaBAOLWEro cepBepa;

e obecneyeH ceTeBOM AOCTYM K KNMeHTy PK;

o obecrneyeH ceTeBOM AOCTYN K Meanacepsepy (Mpun Hanuyuu).
Pe3epBHbIV cepBep BbIMOMHAET QYHKLUM OCHOBHOIO cepBepa, ecfin OCHOBHOW cepBep
CTaHOBUTCA HeAOoCTyneH. B crnyyae oTka3a OCHOBHOIo cepBepa KneHTbl PK aBToMaTu-

Yyecku nogkoYvaTcs K pe3epBHOMY cepsepy. MNocrie BOCCTaHOBNEHUSA GpYHKLNOHMPOBA-
HUS OCHOBHOIO cepBepa KMeHTbl PK BepHyTCsi K paboTe ¢ OCHOBHbIM CEPBEPOM.

PeweHne 06 ncnonb3oBaHumn pe3epBHOro cepeepa NPMHNMaeTCAa K/INMEHTOM PK Hemepn-
NeHHO, eCJiIn OCHOBHOW cepBep He OTBeYaeT Ha 3anpocC Mpu BbINOJIHEHUMN onepauunu.

Ecnu knneHT PK He BbINONHSAET onepauuii, Tpebyrolmx oTBeTa cepBepa, OH He NoyynT
nHPopMaLMM 06 0TKa3e OCHOBHOIO CepBepa.

Mpn HeQOCTYMHOCTU OCHOBHONO cepsepa nogknounte MeHekep agMUHUCTPaTopa
RuBackup (RBM) nnun Tucana K pe3epBHOMY cepBepy.

B rpadunuecknx nHtepdpencax ynpasrieHUa HELOCTYMHbIN cepBep byoeT OTMEYEH 3Ha-
KoM B pasgene k5 Cepeepbl RuBackup.

Mepuacepsep

Mepanacepsep — y3en, obecrneuynBarolmii XpaHeHne Pes3epBHbIX KOMUN B OOCTYMHbIX
eMy XpaHunuL,ax, Ha KOTOpoMm
e YCTaHOB/EHbI NakeThbl K paboTaeT cepBUC MeanacepBepa;

e obecneyeH ceTeBOM JOCTYN K KIMeHTY PK.
Mepunacepsep:

e MoJly4yaeT pe3epBHble KONUM OT KNneHToB PK;
e XPaHUT pe3epBHble KoNuu;

e nNepenaeT KMeHTaM PK pesepBHble KOMuKM Mo 3anpocy.
OCHOBHOI U pe3epBHbIi CepBepbl BKIHOYAT B cebs GyHKLUN MeamacepBepa.

MNpu yBenMYeHUn KonmyecTBa KNMeHTOoB PK, a Takxe npu yBenMYeHUn KonmyecTBa
PEeCypCoB, Ha KOTOPbIX NpeanonaraeTcs XpaHUTb pe3epBHble KOMUKN, MOTYT BO3HUKHYTb
3aJa4n pacnpefeneHna Harpysku. B aToM cryyae B CEPBEPHYHO FPYNMUPOBKY MOTyT
6bITb g06aBneHbl MeguacepBepbl, C NMOMOLLBIO KOTOPbIX MOXHO NepepacnpenennTb
33024 Pe3epBHOro KOMUPOBAHUS Ha HECKOSIbKO CEPBEPOB PE3ePBHOI0 KOMMPOBaHMUSA
NN NOCTPOUTb NEPAPXUYECKYHD CUCTEMY XPaHEHUS PE3EePBHbIX KOMUIA.
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Cnyxe6Has 6a3a faHHbIX

B cny>xebHon 6ase AaHHbIX XpaHUTCA MHPopmMaLmsa o:

e r106anbHbIX HACTPOMKAX Pe3epPBHOIro KOMMPOBAHUS;
e KnueHTax PK;

e rnobanbHOM pacnucaHuu;

e CTpaTerunsx;

e PENO3NTOPUM PE3EPBHbLIX KOMWUA K NP.
CnyxebHas B[] xpaHutcsa B CYB/[] PostgreSQL ¢ nmeHeM rubackup Mo yMOYaHMIO.

CnyxebHada 6asa gaHHbIX MOXET HaXogMUTbCA KakK Ha O4HOM Yy3/1e C CEPBEPOM, TaK U Ha
OTAENBbHOM y3ne (MalUnHe).

Ona nameHeHns 60NbLWIMHCTBa NapamMeTpoB KoHourypauumm CPK He TpebyeTcsa ocTa-
HaBnmBaTb CPK u pepakTupoBaTb ¢ansibl HacTpoek. M3MeHeHUA Npous3BoaAaTCA C
MOMOLLbIO WTATHbIX cpencTB agMuHucTpuposaHmna CPK.

3.3. MuHuMmanbHaa KoHdUrypayusa
B MuHUManbHon KoHourypaumm CPK RuBackup cocTouT u1s:

e OIHOrO cepBepa;

e OfHOro KnveHTa PK, yCTaHOBNEHHOrO Ha TOM Xe Yy3/e, Ha KOTOpoM paboTaeT cep-
BEP PE3epPBHOIr0 KOMMPOBaHMS.

B MMHUManbHOW KOHPUrypauum egUHCTBEHHbIAN CepBep pe3epBHOro KONUpoBaHUA B3a-
nMmopencTeyet c knneHtoM PK, koopguHupyeT 3apgaHusa CPK u XxpaHuUT pesepBHble
KOMWW Ha OOCTYMHbIX eMy (Kak MeawnacepBepy) pecypcax: ¢annoBbiX CUCTEMAX, Kap-
TpUAXax NEHTOYHbIX BMBNMOTEK U 06NayYHbIX cepBUCax.

PassepTbiBaHne CPK RuBackup B 3aTon KOHOUrypauum onucaHo B pasgene Pykosop-
CTBO MO BbICTPOMY CTapTYy.

o Ona ncnonbsoBaHna CPK RuBackup B OKpy>eHWsaX cpefHero v npombillieH-
Horo mMacwTaba, a Takxe [N NPoBefAeHUA Harpys3o4HbIX UCMbITAHUNA, PeKo-
MeHAayeM pasBopadmBaTb CPK (Bknoyas cnyxebHywo 6asy [aHHbIX) Ha
OTAENbHbIX MalKWHax C PEKOMeHOYeMON KoHourypauumen (ApxutekTtypa u
cucTemMHble TpeboBaHuMs). 3TO NO3BOMUT LOCTUYb MaKCUMalbHbIX MOKasaTe-
nen NPON3BOANTENBHOCTU U BbIMOJIHUTL pe3epBHOE KOMUPOBaHWe, BOCCTaHOB-
NeHVe N yoaneHHyo pennnkauuio gaHHbIX B KpaTyanwme CpOKW.
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3.4. YnpaBneHune xpaHeHnem

3.4. YnpaBneHue XpaHeHuem

CucteMa pes3epBHOrO KOMUPOBAHUSA MOXET ObiTb HacTpoeHa Takum o6pasoMm, 4To
pesepBHble KoNuu 6yayT nepeMelLlaTbecs B Apyrne XxpaHunuuia (Hanpumep ¢ AMCKOBOro
YCTPOMCTBa XpaHEHUsI Ha KapTPUOX NEHTOYHON 6UBNNOTEKN) MO AOCTUXEHUM onpee-
NEHHOr o CPOKa XpaHeHus.

Obwuin obbem Pe3epBHbIX KOHMM,XpaFWHuMXCH B CUCTEME pE3EPBHOIro KOrnnMpoBaHmMA,
MOXeT ObITb orpaHun4yeH ana KinMeHTa PK, ons npaBuna pes3epBHOro KonmpoBaHUA, a
TaK>Xe Ognd ctTpaTternnm pe3epBHOro KornnMpoBaHmMA.

YcTapeBlwune pesepBHble Konuu MoryT 6biTb yganeHbl u3 CPK asTomMaTtmyecku. Coob-
LleHMe O TOM, YTO ycCTapeBlIMe KOMUW crnepyeT yAanuTb, MOXeT ObiTb OTMpaBfeHOo
agMuHucTpaTtopam CPK.
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naea 4. 3aBucumocTtu naketoB RuBackup

rubackup-rest-api

EI ‘

rubackup-server rubackup-rbc rubackup-rbm rubackup-init-gui

\/\//

rubackup- chent

sj sj‘ $:| sj‘

rubackup-common- gLu

g
rubackup-common

PucyHok 3. 3aBucumocTun naketos RuBackup
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5.1. JlokanbHasa ycTaHOBKa

naBa 5. Cnoco6bl yCTaHOBKMU

Cnocobsbl yctaHoBkM CPK:

e JIOKaJlbHaA,

e pacnpepenéHHas.

5.1. JlokanbHafa ycTaHOBKa

INlokanbHas ycTaHOBKa O3Ha4YaeT, YTO BCe KOMMOHeHTbl CPK pasBépTbiBaloTCs Ha
OLHOM Yy3re (cepBepe, KOMMbIOTEPE NN BUPTYaNbHON MalUUHE).

CepBep, 6a3a gaHHbIX, KNMeHT PK 1 Moaynm paboTaloT B pamMKax O4HOro yana.

NMpeumyliecTBa

e [lpocToTa pa3BépTbiBaHMA. He TpebyeT HaCTPOMNKN CETU U HAaCTPONKN KOMMNOHEHTOB
Ha KaXkgoMm ysne.

¢ ABTOHOMHOCTb.

e [loaxoauT oNa TecTUpoBaHMA UK HEDBONbLLUNX CUCTEM.

HepocTaTku

e MacwwTabupyemocTb. Pe3epBrnpyemMbie UCTOYHMKN AaHHbIX B Npeaenax OAHOro yana.
Mpy BbICOKOW Harpyske pecypcbl OAHOro Meamacepeepa MoryT 6biTb HegocTa-
TOYHbI.

e OTKasoyCcTOUYMBOCTb. BbIXxo4 M3 CTPOA OCHOBHOIMo cepBepa MNpPMBOAUT K MOJSIHOWM
HepgocTynHocTn CPK.

5.2. PacnpepenéHHasa yCTaHOBKa

PacripeféneHHas ycTaHoOBKa — pas3BEpTbiBaHME KOMMOHEHTOB CPK Ha HeCKONbKMX
y3nax, CBA3aHHbIX MeX /1y coboi Yepes ceTb.

Kaxkabln y3en BbINOSHAET CBOKO GyHKUMIO. [TpuMepsbl:

cny>ebHas 6asa gaHHbIX;
e OCHOBHOW cepBep;

e pe3epBHbIN cepBep;

e MefgunacepBep;

e KINeHT PK 1;

e KNUeHT PK 2;
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e APM agMUHUCTpaTOpa.

NMpeumyLiecTBa
e MacwTtabupyemocTb. MoXxHO [o06aBnATb HOBble y3/bl OS5 06paboTKU pacTyLien
Harpysku (ropn3oHTasibHOe MacluTabnpoBaHue).

¢ OTKa30yCcTOMYMBOCTb. ECNM OCHOBHOWN cepBep BbINOET U3 CTPOA, TO ero GpyHKUUmn
NPOLOIKUT BbIMONHATL PE3EPBHbIN CepBep.

o MBKOCTb. MOXHO pe3epBUPOBaTh pasHble AaHHbIE.

o« OnTMKM3aumna pecypcoB. Kaxabi cepBep crneunanusmpyeTcsa Ha CBOeW 3ajade
(HanpuMmep, XpaHeHNEe AaHHbIX).

HepoctaTtku

e CNOXHOCTb HacTPOMKN. HeobxoauMbl HaACcTpoKa KaX[oro KOMMOHEHTa Ha y3nax,
ceTeBble HAaCTPOWKN, CUHXPOHU3ALMNA AAHHbIX;

e YCNOXHEHHOEe ynpaBneHne. HeobxoaAnMo MOHUTOPUTL BCE Y3bl, obecrneymas 6es-
onacHoOCTb, banaHcMpoBaTb Harpysky.

5.3. CpaBHeHMe crnoco60B yCTaHOBKMU

Tabnuya 2. CpaBHeHue criocoboB ycTaHoBkn CPK RuBackup

KpuTtepuit JlokanbHasa ycTaHOBKa PacnpepenéHHas ycTaHOBKa
OrpaHunyeHa pecypcamm ogHoro cep- MacwTtabupyeTca gobaBneHnemM
MacwTabupyemMmocTb b becyp a P Py A
Bepa Y3108
OTKa3oycToOMUMBOCTb Hu3kas (eanHasa TouYka oTKasa) Bbicokas (aybnuposaHue)

PacnpegfeneHune Harpysku Mexay

MpounseopgUTENnbHOCTb 3aBUCUT OT OAHOro KneHTa PK y3namm

TpebyeT HaCTPOMKM CETN U KOOPAN-

CNOXHOCTb MpocToTa pa3BépThiBaHUSA
HaLuu

5.4. Kak Bbi6paTb?

Korpa nyuue Bbi6paTb pacnpepenéHHyIo yCTaHOBKY?

e Bbicokune Harpysku (paszHoobpasune pesepBupyemMblix pecypcos).
e KpuTnyeckas oTKa3oyCTOMYMBOCTb.

e [MBKOCTb apXUTEKTYPbI.

20 n3 55




5.4. Kak BbibpaTtb?

Korpga nyuJlle Bbi6paTb NIOKaNIbHYIO YCTaHOBKY?

e TecTupoBaHue, paspaboTka.
» Hebonblume NpoeKTbl C HU3KOW Harpys3Kom.

e BbicTpoe pasBépTbiBaHME 63 CNOXHOM apXUTEKTYpbI.
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naBa 6. Cnoco6bl ynpaBneHusa

Bo3MOXHble crnocobbl yrnpaBrieHus:

e JIOKaJlbHOE,

e LIEHTPaIM30BaHHOE.

6.1. JlokanbHoe ynpaesieHue

JlokanbHoe ynpaBneHne pesepBHbIM KOMUPOBaHMEM U BOCCTaHOBMIEHMEM [aHHbIX
BbINONHAETCA Ha KnneHTe PK OQHUM U3 MHCTPYMEHTOB, YCTAHOBNEHHbIM Ha 3TOM Xe
y3ne:

e MeHepxxep agMmuHucTpaTtopa RuBackup (RBM);

o MeHepxxep knmeHTa RuBackup (RBC);

e YTUNUTbI KOMaHOHOW CTPOKMU.

6.2. LleHTpanusoBaHHoOe ynpaBsieHue

LleHTpannsoBaHHOE ynpaBlfieHNe pe3epBHbIM KOMMPOBAHMEM U BOCCTAHOB/IEHMEM [aH-
HbIX KnneHTa PK BbinosHAETCA Ha NtO60OM yanéHHOM y3ne, UMeroLWeM ceTeBON AOCTY
K y351amM KomMnoHeHToB CPK:
e Tucana;
e YTUNUTblI KOMaAHOHOW CTPOKW;
o MeHepxep agMuHucTpaTtopa RuBackup (RBM).
PekoMeHAyeM BKIIHOUYUTb QYHKLUIO LEeHTPann3oBaHHOrO BOCCTAHOBEHUA Ha

KnneHTe PK. 3T0O no3BONUT yrnpaBfisATb BOCCTAHOBMIEHWEM [aHHbIX Ha KJIMEHTe
yaaneHHo yepes npunoxeHune MeHepxep agmuHmncTpaTtopa RuBackup (RBM).

1. OTKponTe KOHPUrypaLOHHbIN bann KNIMeHTa PK
/opt/rubackup/etc/config.file (Linux) nnu C:\RuBackup-win-
client\etc\config.file.txt (Windows).

2. YCTaHOBMUTE 3Ha4YeHNe yes NMapamMeTpa centralized-recovery. CoxpaHuTte
N3MEHEHUSA.

3. lMepesanycTute KNneHT PK.
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7.1. Cynepnonb3oBaTenb

FnaBa 7. MHoronosnb30oBaTeNIbCKasa MoieNb

B CPK RuBackup peanusoBaH MHOronosib30BaTe/IbCKUA PeXnm paboTbl, T.e. Ha3Haye-
HWe Tuna nosb3oBaTens N NpegocTaBneHne emMy Habopa NOHOMOYNIA ANA BbIMOSIHEHUS
onpepfeneHHblx paboynx 3agady B COOTBETCTBUN C €ro poJiblo.

B CPK RuBackup npefycMoTpeHbl cneayroLwme Tunbl nofib3oBaTenen:

e cynepronb3oBaTenb (Bnageney, 6asbl gaHHbIX RuBackup);

cynepBsansep;

COMPOBOXAarOLLWIA;

agMUHUCTpaTop;

ayguTop.

Tunel norbsoBaTenen

'
: I
| '
: ® ® ® ® o §
| a a a a a g
[l CynepnonszoBaTtens CynepBanaep AAQMUHUCTPaTop ConpoBoxXAaaio LLA Ayautop :
|
| \ [ !
1 /
/ /
/
\ /

"\ VYNpaBiAer cHCTeMoi, |
\ cnywebnoi B, \ vnpaenser cucremo,
\ rno6ankHoi \ He ynpasnaer

/ Brinonuser ayaut
Vnpasnser / cobbiTHii

/
KoHpurypaumeii, \ rnobancHoii y"pa.';'j'/?:_f‘f"xaer")M | mepuacepsepaun / Gesonachocri
cospaéT | xondurypaumei [GUIREST AR / [Guy J o pesohachocth
i \ [GUI/REST APY] / [GUICLUREST API]
/ /
A -
— - ——
. ~— / o
AyTERTHUKAUNA W OTnpaska
aBTOpH3AL T —, —yBE omMneHmit

ISMTP]

" ~.

" Buinonuser ~
— peaepsHoe ~ XpaHueHne peaepsHbIX
T KONUpOBaHHe W . i
— BOCCTaHOBNEHHE ~

T VCTOYHMKW pesepBHEiX Kol \ """""""" XpaHUnWLLa pesepeHbIX konw
|
|

!
|
I
N
I ParnosBanA cucTeMa Sl Bno4Hoe ycTponcTBO
' XpaHunue S3
|
I
!
|
I
!
|
I
|
I

__________________________________________________

7.1. Cynepnonb3oBaTesib

Cynepnonb3oBaTtesib fBAAETCA MPUBUNErMPOBAHHbIM agMUHUCTPATOPOM, KOTOPOMY
no3BoJsieHbl Ntobble genctemsa B CPK. Cynepnonb3oBaTenb CO30aéTcsa Npu KOHoUrypa-
LN OCHOBHOro cepsepa. MMsa cyneprnonb3oBaTena W naposb 3afaroTcA TakXxe Mpu
HacTponke. YToObl MOMEHATb Maposib Ccyneprnofib3oBaTeNnsa B KOHOUrypauMOHHOM
¢danne cepBepa, UCMOMb3YyNUTE KOMaHAY:

rb_init --passwd

root@rbs:~# rb_init --passwd
RuBackup initialization utility
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Copyright 2018-2022: LLC "RUBACKUP"
UcknwounTenbHele npaBa npuHagnexat 000 "PYB3KAMN"
Author is Andrey Kuznetsov

Version: 2.0 Build: 486024de

password found in /opt/rubackup/etc/config.file

Please enter old password:
Enter new password:
Repeat password:
Copy old config file to: /opt/rubackup/etc/config.file.old.2624-Jan-18H16-

05-32
Password was changed successfully
root@rbs:~#

[na cMeHbl napons B cnyxxebHon 6a3e gaHHbIX rubackup:

1. MopgknounTech K 6ase AaHHbIX, ncnonb3ysa nonb3oBaTena rubackup MnNu postgres, C
noMOL b KOMaHAbI:

sudo -u rubackup psql

nnn

sudo -u postgres psql

2. BbINONHUTE KOMaHAY:

sql ALTER USER rubackup PASSWORD '‘<new-password>"';

Cynepnonb3oBaTesib CO34aeTCA OAHOBPEMEHHO ¢ 6a30M AaHHbIX rubackup U ABMSETCSH
Bnagenouem aTton 6asbl gaHHbIX. B cnncke nonb3oBatenen CPK nonb3oBaTens Cynep-
nosfb3oBaTenb YBUOETb HENb3A. HeNb3A co34aTb HOBOIO MNosib30BaTESNSA C TEM Xe nme-
HEeM.

Cynepnonb3oBaTeslb MOXET:

o n06aBnATb HOBbIX MOSb30BaTeNen B cMCTeMy. BbibpaHHas rpynna cosfaBaemMoro
NoNb30BaTenNs BMAET TONbKO Ha 3afayn yBegomMneHus. YTobbl nonb3oBaTenb Mor
MNONYYnUTb aAMUHUCTPaTUBHbIe NpuBunerun B CPK, ero Hy>Ho Ao6aBuTb B cynep-
Bai3epbl, CONPOBOXAatoLLMe NN aAMUHUCTPATOPSI;

e MEHATb Naposb ANA ApPYyrux nonb3oBaTenen ¢ nomoLbio RBM.
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7.2. Cynepsamsep

7.2. CynepBaisep

CynepBaisep MOXeT BbINOMHATL [ENCTBUA, AoCTynHble Cynepnonb3oBaTesnto, 3a
NCKITIOYEHNEM:

e NOBbLIX AENCTBUIA C NONb30BaTENAMM KPOMe HasHauyeHua ponein ConpoBoXaaroLL,ero
N AOMUHUCTPATOPA;

e n3MeHeHusa rnobanbHom KoHourypaumm CPK.

7.3. ConpoBoXaaloLLun

ConpoBoXpalolWmii 0TBeYaeT 3a MeanacepBep U MOXeT ynpaBfsaTb YCTpoOMCTBaMU
XpaHeHUs Ha 3TOM MeamnacepBepe.

7.4. ApDMUHUCTpaToOp

AAMMHMCTpaTOp OTBEYaEeT 3a rpynny KJIMEHTOB N MOXET BbIMNMOJIHATb UX HaCTpOIZKI/I 7
0ENCTBUA, CBA3aHHbIE C KIMEeHTaMU, BXO4ALWNMUN B rpynny.

Aﬂ,MVIHI/ICTpaTop B oepese 06BEKTOB BUANT TOJSIbKO KCBOUX» KITMEHTOB, U UMeeT OOCTYyn
K npaBunnam rnobanbHOro pacnmcaHuAd, pesepBHbIM KOMMAM U 3aa4aM TOJIbKO «CBOUX»
KNMNEeHTOB.

7.5. AyauTtop

AyauTtop — posib, NpefHasHayeHHasa oisa coTpyaHUKOB MHPOopMaLMOoHHOM 6e3onacHo-
CTW. AyguTopy [OCTYyrneH MNPOCMOTP BCeX HacTpoek n uHoéopmauymm B CPK (kpome
HacTpoek rnobanbHon KoHUrypaummn) 6e3 BO3SMOXHOCTU pefakTUpoBaHua. Ayantopy
TakKXe JOCTYMHbl ANA NPOCMOTpPa BCe XYpHanbl, BKoYasa «XKypHan cobbitum Ub».
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naBa 8. lNMynbli

B CPK RuBackup nyn — aTo nornyeckoe ob6begmHEHNE OQHOTUMHbIX YCTPOWCTB XpaHe-
HUA pe3epBHbIX KOMUK. [ynbl NpuHagnexaT Megnacepsepam.

8.1. Tunbl nynos

daitnoBas cuctema (File system)
[Myn kaTanoros ¢annoBbIX CUCTEM.

dannoeas cuctema, sep.2 (File system, gen.2)

MNyn kaTanoros ¢annosbix cucteMm. llyn aToro Tuna otnuyaeTcsa ot nyna darsiosas
cucTemMa NCnosb3oBaHNEM MHOMOMOTOYHOrO pexnma s 3arnnucu n YTEHUs aHHbIX.

JleHTouHasa 6ubnuoTeka, LTFS (Tape library, LTFS)
MNyn kapTpugXxen neHTo4YHom 6ubnmuoTekn ¢ pamnnoson cuctemonm LTFS.

JleHTOUHaA 6U6NMOTEKa, HaTUBHaA (Tape library, Native)

Myn KapTpua)Ken NeHTOYHON B6UBIMOTEKM C COBCTBEHHbIM GOPMATOM XpPaHEeHUs
[aHHbIX.

O6nako (Cloud)
Myn obnayvHbIX XpaHUNWLL,.

O6nako, Bep.2 (Cloud, gen.2)

Myn obnayHblx XpaHunuu,. Myn aToro Tuna otnmyaeTtcs oT nyna O6/1ako UCNOSb30-
BaHMEM MHOTOMOTOYHOr0 pPeXnma Ans 3anucu U YTeHUs JaHHbIX B S3.

KnueHnTtckui (Client defined)

Myn KNMEHTCKUX XpaHunuLy. MNyn no3BonsieT XpaHUTb pPe3epBHble KoMK B Nnanke unm
B obnake, JOCTYN K KOTOPbIM 3a4aeTca Ha CTOpOHe KaueHTa. OaWH nyn MoXeT
cogepxaTb B cebe HECKOIbKO KMEHTCKUX XPaHWUIUL, NPy 3TOM pe3epBHble KOMUK
OOHOrO K/INEHTA He MOTYT 6bITb COXPaHEHbI B XpaHUNWLLE APYrOoro KAneHTa.

BnouyHoe ycTpoucTeo (Block device)
Myn 610YHbIX YCTPONCTB C AeAynnKaumen gaHHbIX Ha YPOBHE XpaHunuLa.

BnouyHoe ycTpoicTBO, Bep.2 (Block device, gen.2)

Myn 6N0O4YHbIX YCTPOMUCTB C AeAynivKauuven AaHHbIX Ha ypoBHe XpaHunuwa. lyn
9TOro TUna oT/MyaeTca OT nyna b/ioyHoe YCTPOUCTBO WUCMONb30BaHMEM OOMOSHU-
TenbHoro anroputmMa FastCDC npu gepynnvkauum meguacepBepoM U BO3MOXXHO-
CTblO XpPaHUTb MeTafaHHble OefynIuUUPOBaHHOW pe3epBHOM KOMUW Ha OI0YHOM
YCTPOMNCTBE AaHHOro nyna.

Mo ymonuaHmo npu passeptbiBaHMM CPK RuBackup cospgaetca nyn tvna ®dansiosas
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8.2. CueHapum konnposaHusa 1 nepemelteHns PK

cucTeMa, NPUHagIeXxallnin OCHOBHOMY CEepBEpPY PE3epPBHOIro KOMMPOBaHUS.

Ecnu nyn He CoAepPXUT HNKaKNX yCTpOIZCTB XpaHeHna, To 3aad4n pe3epBHOro Kornnpo-
BaHWA, OJ1A KOTOPbIX My Ha3Ha4eH KaK MEeCTO XpPaHEHUNA pe3€pPBHbIX Konuin, He 6yﬂyT
BbIMOJIHEHDI.

8.2. CueHapum konupoeaHua u nepemelueHusa PK

C nomMoLbio MexaHn3mMa KonmpoBaHuA U nepemMeleHns PK Mexagy nynamm BO3MOXHO
nepemMelleHne PK Kak B paMKax OgHOro mMegunacepBepa, Tak U B paMKaxX HEeCKONbKUX
MeaunacepsepoB ogHOW MHCTannAuum CPK.

Tabnuya 3. CyeHapum konuposaHus PK

. B File B Block B B Tape B Tape .
sBsFtI::n system erB\Ir?:: device, BCloud Cloud, library, library, :;::f:;
y ,gen.2 gen.2 gen.2 LTFS Native
U3 File system o o oA ©OA o o o o (]
UsFilesystem, @ © Ao ©®A © © © © ©
gen.2
MsBlockdevice ®&A ©OA o o (] A ©A 0OA 0
;‘::';"" device, @A ©A © © ©A ©A © ©A O
U3 Cloud o o (%] oA o o o o (]
U3 Cloud, gen.2 o o oA ©OA o o (] (] (]
U3 Tape library,
e o o QA OA o (%} o o (]
dstapclibrary, @ © @A o4 © © © © ©
ative
s Client © © ©o© © ©o© ©o© ©o© ©o o
efined

Tabnuya 4. CyeHapumn nepemelyeqmns PK

. B File B Block B B Tape B Tape .

B Ft“e system IZBI?Ck device, BCloud Cloud, library, library, g Cf!len;
system ,gen.2 evice gen.2 gen.2 LTFS Native efine

Us File system V] V] oA oA o o o o (%}

WUs File system, ) ® ®A ©A o ] o o
gen.2

M3 Blockdevice ®&A oA o o (] oA oA oA

:::I;ck device, ®L ©A © o QA ©A A oA

U3 Cloud o o (%} oA o o o o
U3 Cloud, gen.2 (V] o oA ©OA o o (] ()

00 0 O ©
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U3 Tape library,
LoEs © © o o o o o o o

U3 Tape library, o o o [x) [x) (x) (%] (] (%}

Native

ne Client o o o o o o o o o
efined

KonuposaHune nnu nepemMelteHne PK n3 nyna tuna bsioyHoe yCTPOUCTBO NN
broyHoe ycTponcTBo gen.2 B Nynbl TUNa JleHToYyHas bubnnoteka (LTFS), JleH-
TOYHas 6ubnunoteka (HatuBHas), ®avinoBas cuctema, annoBas cucTema
gen.2, Obnako, Obnako gen.Z npoucxognt 6e3 coxpaHeHma IAUIM apxmsa PK
(cMm. DnekTpoHHas undpoBasa NOAMNUCH).

KonuposaHune vnn nepemeweHne PK 13 nyna tuna JleHTouyHas 6ubnnotexka
(LTFS), JleHTO4YHas 6bubnnoteka (HatuBHas), ®avinoBas cuctema, davinosas
cuctema gen.2, Obnako, Obnako gen.2 B Nyn Tvna b/104YHOE yCTPOMCTBO WUIN
ErnoyHoe yctponcTBo gen.Z nponcxoant 6e3 coxpaHeHus SLUIM apxmBa ckonun-
poBaHHOM NM60 nepemeLteHHon PK.

8.3. OrpaHuyeHus KonupoeaHua U nepemeleHus PK

e [pn konupoBaHun unn nepemeweHnn PK u3 noboro nyna B nyn Tuna broyHoe
YCTPOMCTBO Yy NYNOB AO/MKHbI coBnagatb pasmep 6noka, xew-QyHKUMS U ANnHa
xeLla.

Ona nynos tuna Qannosas cuctema, @avnosas cuctema gen.Z, Obnako, Obnako
gen.2, JleHToYHas bubnnoteka (LTFS) v JleHToYHas 6ubnmnoteka (HaTuBHas) Xeld-
OYHKUMA M ONMHa Xewa 3agatoTca B KoHburypaunoHHom danne (rbd_algorithm,
rbd_hash_length), a pasmMep 6n0okKa 3agaeTca B HacTponKkax rnyna.

Ona nynos Tvna LrioyHoe ycTponcTBo pasMep 65oka, xew-QyHKUMa U AnvHa xewa
3afaroTCcA B HAaCTpoMKax nyna.

] an KonmpoBaHn mnnn nepemMmeweHnn mns nyna.mo6oro TWMa B MyJsa TUMa bnoyHoe
YCTPONCTBO gen.Z Yy NynoB OOJ1>KHbl COBMaaaThb XeLIJ-(DyHKLLVIFI " OJIMHa Xella.

o [NepemMelteHne PK HEBO3MOXHO W3 nynoB Tuna JleHTouHasa bubnnoteka (LTFS) n
JleHTOYHasa bubnnoTeka (HaTuBHas), TaK Kak KapTPUOXW NEeHTOYHOW BMBImMoTeku
MOryT pacrnosiaraTbCA BHE IEHTOYHOMN BUBNNOTEKMN.

8.4. YnpasneHue nynamm
[ocTynHa obLwas HacTponKa nynoB B pasgene rnobansHon KoHOUrypawmm.

[locTynHO ynpasneHne nynamm ¢ NOMOLLbHO:
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https://docs.rubackup.ru/RBCManual/3.0.0.0.0/appendix3/
https://docs.rubackup.ru/InstallationManual/3.0.0.0.0/results/config-file/
https://docs.rubackup.ru/RBMManual/3.0.0.0.0/rbm/pool-add/
https://docs.rubackup.ru/RBMManual/3.0.0.0.0/rbm/global-config-settings/

8.5. PexuMbl paboTbl TEHTOYHON BUBNNOTEKN, MYNTbTUCTPUMUHT U MYTIbTUNNEKCUHT

e YTUANTbI KOMAHAHOW CTPOKN rb_pools;
e npunoxeHna MeHepkep agMmuHucTpaTtopa RuBackup (RBM);

e NpUNoXxeHus Tucana.

8.5. Pe)XXuMbl paboTbl IEHTOYHON OMGNMOTEKM,
MYNIbTUCTPUMMHI U MYJIbTUNNIEKCUHT

8.5.1. MynbTUCTPUMMHI U MYJIbTUMNJIEKCUHT

ABTOMaTM4Yyeckasa banaHCUPOBKaA Harpyskn Ha NeHTOYHble BUbNNoTekn obecneymBaeTcs
3a CYeT NOCTOAHHOrO MOHUTOPUHIa odepeen AaHHbIX:

e €CNK oYepenb pacTeT, TO NoAKIYaeTcs NM60 AONONHUTENbHbLIV NpuBoa, NMbo nNpu-
OCTaHaB/MBaAKTCA HaMMeHee NPUOPUTETHbIE 3aa4n B ouepeau;

e €CJIN o4vepenb yMeHbLLaeTCA, TO YaCTb NpMBOAOB MOXET OblTb OCTaAHOBJIEHA.

[nsa nonHoM yTunnsaumm pecypcoB NeHTOYHbIX 6ubnnotek Tape library, Native pea-
NTN30BaHbl anropuTMbl MYSIbTUCTPUMUHIA U MYJTIbTUNJIEKCUHIA C BO3MOXHOCTbIO FMBKOM
HaCTPOWKMN.

MynbTUCTPUMUHI

3anucb ogHonm PK Ha HECKONbKO KapTpuaXewn NEeHTOYHOW B6nbnmnoteku opHoBpe-
MeHHO (TpebyeT Hannuma 6onee ogHOro NPYBoOLa).

3anucb PK HaumMHaeTcsi ¢ MCnofib30BaHMUs OOHOro NPMBOAA M OOQHOrO KapTpuaxa.
Ecnv npu BbinonHeHun PK ogvH NpuBOA He ychneBaeT 3anucbiBaTb MOCTynarwoline
[JaHHble, TO CUCTEMa aBTOMaTUYeCKM BblOUPaET AOMNONHUTENbHbIA KapTpuUaX U3
nyna v nogknoyaeT BTOPOW NpUBOS, ANS BbINONHEHMA 33434 Pe3epBHOr0 KOMMpo-
BaHUA.

PK OypeTt 3anmMcaHa Ha HECKONIbKO KapTpuaXXewn cornacHo napameTtpy KonmyecTtso
kKapTpugxen Ha oaHy PK. [OMONHUTENbHbIE KapTpuaXxun 6yayT nogkno4vaTbCa [0
Tex nop, Noka NeHToYyHasas bubnnoTeka He HAYHET CNPaBAATLCA C MOTOKOM [AaHHbIX.

[na BkNOYEHUA QYHKLMM HACTPOWTE [OMNOSNHUTENbHbIE NapamMeTpbl 41a nynoB Tvna
Tape library, Native.

MynbTUNNEKCUHr
3anucb Heckonbknx PK ogHOBpeMEHHO Ha OOUH KapTPUAX NEeHTOYHOM 6UBNnoTeKN.

Mpwn cospgaHum PK 6yaeT nponsBoaUTbCA MOMbiTKa 3a4eNcTBOBaTb HOBbIN cBOBOA-
HbIV NpuBoA. Ecnn cBoboaHble NpMBOAbI OTCYTCTBYHOT, TO flaHHble PK 6ynyT nepena-
BaTbCA B oyepeb Tekyliero paboyero npuesoga.

Ecnu TeKyLLLI/IVI npmBoa ycnesaeT 3arincbiBaTb NMOCTYMatOW YO K HEMY PK, To cucrtema
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MOXeT HavaTb nepeneBaTb eMy fAaHHblE BTOPOW W NOCNEAYHOLWMX 3a4a4 pe3epBHOro
KONnmMpoBaHUA.

OpHa PK mMoxeT 6bITb OQHOBPEMEHHO 3anMcaHa Ha OAMH KapTpuaXX, Npu 3TOM Ha
OOVH KapTpuAaX MOXEeT OOHOBPEeMEHHO 3anucbiBaTbCA HecKonbkux PK cornacHo
napameTpy Konn4yecTtBo ofHOBPeMeHHbIX PK Ha KapTpuax.

[na BkNtoYeHNA GYHKLUM HACTPOUTE LAOMNONHUTENbHbIE NapamMeTpbl Aaa nynos tuna
Tape library, Native.

8.5.2. PeXxumMmbl paboTbl IEHTOYHON 6UGNINOTEKMU

Tabnuya 5. PexxumMbl paboTbl NEHTOYHON BUBINOTEKU

3anucb PK
Ha
HeCKOJIbKO
KapTpuaXxen

Bbikn

Bkn

Bkn
Bkn

Bkn
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KonnuectBo KonuuecteBo OnucaHue peXXuma paboTbl IGHTOYHOW 6MGNINOTEKHN
KapTpuaXxei opHoBpe-

Ha ogHy PK
(MynbTHCT-
PVUMMHTr)

>1

>1

MeHHbIX PK

Ha Kap-

TPUAX

(MynbTH-

MJIEKCUHr)

— OTK/IOYEHA BO3MOXHOCTb MYNbTUCTPUMMUHIA, MYNbTU-
ninekcuHra W nocnegosaTenbHon 3annucm  PK  Ha
HEeCKOJIbKO KapTpuaXxen.
Mpouncxogut 3anncb ogHon PK Ha oguvH KapTpuax, npuv
HexBaTKe MeCTa 3ajaya 3aBepLUNTCS C OLLMOKON.

1 BknroyeHa BO3MOXHOCTb TOMbKO MoOcCnenoBaTesibHOMN
3anvcu PK Ha 6onee yeM oMH KapTpuax.
MponcxognT 3anucb ogHon PK Ha ogunH KapTpuax, Ho PK
MOXEeT ObITb NocnefoBaTeflbHO 3anucaHa Ha HECKOMbKO
KapTpua)ken npu HexBaTke MecTa.

1 MynbTUCTPUMUHI

>1 MynbTURNEKCUHI

>1 MynbTUCTPUMUHT U MyNbTUNNIEKCUHT
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naBa 9. KaTanor AoCTYMNHbIX peCypCcoOB U
MaccoBoe f06aBJieHMe NpaBuJl CTpaTerum

B KpynHbIX opraHmsaumax YMcno pesepBupyemMbix pecypcos ($hannoBbix CUCTEM, BUP-
TyaslbHbIX MalWH UK 6a3 faHHbIX) MOXET UCUYUCNATBLCA ThiCAYaMnN U faxe OecaTKamMu
TbicAY. BpyyHyto fob6aBnaTb K cTpaTerum rnpasuia pe3epBHOro KONMpPoBaHUA O/ KaX-
00 U3 TaKNUX pecypcoB 3aTPyLHUTENBHO.

[na ynpoLieHns MaccoBoro Ao6asneHns NpaBui B CTpaTeruio UCnonb3yeTcs Kataaor
AOCTYIMHbIX PECYPCOB.

KaTtanor focTynHbIX PECYpPCOB — CMUCOK «HEMPOHULLaEMbIX» PECYPCOB, AOCTYMHbIX Ha
y3nax knmeHTos CPK.

«HenpoHnuaeMbIiMm» ABNAOTCA PECYpPCbl, MPOCMOTP KOTOPbIX B F1yOMHY HEBO3MOMXEH
(Hanp., Tabnuy 6asbl JaHHbIX WKW COOEPXMMOro BUPTYyasnbHbIX MawwH). Pannosble
CUCTEMBI, HAaNPOTUB, ABNAOTCA NPOHMLLAEMbIMU — NPUW CO3[aHMM NPaBuia Pe3epBHOro
KOMMPOBaHNSA BO3MOXEH NPOCMOTP Aepea $anioBon CUCTEMbI Ha MPOU3BOSIbHYHO My-
OuHy.

B kaTanor JoOCTyMHbIX PECypCOB BKJIHOYAKOTCA YHMKasbHble COYeTaHUs UOeHTUdUKa-
TOpa KNMeHTa, TUNa pes3epBMpPYyEeMOro pecypca 1 camoro pecypca Ha knneHte. OaunH u
TOT Xe K/IMEHT, Ha KOTOPOM AOCTYMHO pe3epBUPOBaHME ABYX U 6oiee HeNPOHMLLAEMbIX
pecypcoB, 6yaeT BK/HOUYEH B KaTanor 4OCTYMHbIX PECYPCOB TO e KONIMYECTBO pas.

Cpynnbl KNMEHTOB Npu GOPMUPOBAHUN KaTanora AOCTYMHbIX PECYPCOB He Yy4yMTbiBa-
HOTCH.

Onpoc KNNEHTOB BbINMOSHAETCA CEPBEPOM MOCeA0BaTENIbHO U NPU 6ONbLIOM Konnye-
CTBE pe3epBMpyEMbIX PecypcoB popMMpPOBaHME KaTaslora MOXeT 3aHATb 40 HEeCKOSb-
KWX YacoB.

[lonyyme crnmcok (kaTtanor) AOCTYrHbIX pecypcos, Nobble N3 HUX (HO TONbKO OLHOro
TUNa 3a OAHY onepauuto) MOXHO [100aBUTb B BbIOpaHHYO cTpaTervo C 3adaHHbIMU
HaCcTpoMnKaMu NN HaCcTPOMKaMM NO YMOSTYaHWUIO.

PaboTa C KaTanoroM [AOCTYMHbIX PECcypcoB AOCTYMHa TONIbKO Mnonb3oBaTenam CPK ¢
ponbto Cyneprnosib3oBaTtesb Unn CynepBarisep (CM. MHorornob3oBaTebckas MoAeNb).
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naBa 10. YaaneHHaa peniukauus

YpoaneHHaa pennvkauua — 3TO CUHXPOHM3AUWUS [OaHHbIX MexXAay OBYMA YyAaneHHbIMU
y3namu.

Cuctema pesepBHOro konmposaHua RuBackup nogaep>kuBaeT yOaneHHyr pernsmka-
Luro mexnay knneHtamum CPK. YganeHHasa pennukauma peannsyetca mogynamm CPK.

KnueHTbl CPK, KOTOpble y4acTBYHOT B yAaNI€HHON pennnkaumm, ensaTca Ha K/IMeHTOoB-
MCTOYHUKOB N KINEHTOB-NpUeMHMKoB. Moaynb CPK ycTaHaBnnBaeTCs Ha y3en ¢ Knu-
€HTOM-UCTOYHMKOM.

Pennukaumsa gaHHbIX obecrneymBaeT akTyaslbHOCTb MHOOPMaLMN Ha KIIMEHTe-npuem-
HUKEe 3a CYeT NepuofUYecKOro KOMMpoBaHUSA W3MEHEHUN C KIIMEeHTa-UCTOYHMKA Mo
3afaHHOMY npasuny. HanpuMep, MOXHO HAaCTPOUTb PenIiMKaumo nanku ¢ O4HOro Kim-
eHTa CPK Ha gpyron.

[na yaoaneHHon pennvkauuum Ha MeguacepsBepe Heob6xoamMmo 6/104HOe YCTPOMCTBO —
AeAyNNLMPOBAHHOE XPaHWUNMLLE pe3epBHbIX Konui. OT KNNEHTa-UCTOYHMKA Ha Ku-
EHT-NPUEMHVK NepeaaroTCsi TONIbKO M3MEHeHHble 610KN AaHHbIX. MUHMManbHoe Bpems
OTCTaBaHUA PENINKM OT K/IMEHTa-UCTOYHUKA COCTaBNAET 1 MUHYTY.

YaaneHHas penavkauma npoucxoanT ceayrowmm o6pa3om:

1. Monb3oBaTesb CO3[aeT U 3anyckKaeT nNpaBuio yganeHHoW penankaumun.

2. Ha knneHTe-nuctouyHmke GopmMmpyeTcs HoBas pesepBHaAs KOMWUA OaHHbIX, KOTopas
COXpaHseTcsa Ha Meaunacepsepe B AeAyNIMLMPOBAHHOM XpaHUnvLe ¢ nyaomM Tuna
Block device.

3. YcTapeBllass pesepBHan KOMUA AaHHbIX yAanseTcs U3 XpaHunuwa Ha mMeauacep-
Bepe.

4. Ha KNUeHT-NPUEMHUK MepefaeTca pennuka, nocne 4yero AaHHble aBTOMaTUYECKU
BOCCTaHaBJ/INBalOTCA B rnpeaBapuUTesibHO Bbl6paHHyl-O ONPEKTOPUIO.

[na BbINOSIHEHWUSA y,D,aJ'IGHHOIZ pennnmKkaumn pecypc Ha KIMeHTe-NMpuemMHuKe
OJOJDKeH CcyuwecTBoBaTtb WU HEe [OOJIXKeH WNCMNOo/Nb30BaTbCA. Hanpmmep, ecnun
PecypCcoM ABNAKTCA Markun ¢annoBon CUCTEMbI, TO B npouecce penjinkauymn B
HUX He OO0J/DKHAa OCYLWeCTBNATbCA 3arncCb, eCiim pecypCoM AB/AETCA BUPTY-
aJibHad MallnHa, TO OHa A0J1>KHa ObITb BbIK/IKOYEHA.

10.1. YnpaBneHue yaaneHHOU pennukawuen

YnpasneHne npasunamun yganeHHon pennmkaumm B CPK RuBackup ocyuwecTBnseTcs C
MOMOLLLbIO:

e MpunoXxeHnsa Tucana (pekoMeHgyeMbln cnocob),
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10.2. MpepBapuTenbHble HACTPOMKHN

e npunoxeHuna Mexekep agMmuHucTpaTopa RuBackup (RBM),

e YTUANTbI KOMAHAHOW CTPOKN rb_remote_replication.

10.2. lNpepBapuTesibHble HACTPOMUKU

lMepen cosgaHMeM nMpaBuia yAaneHHOM pennnkauun BbINOJHUTE npefBapuTesbHble
HaCTPOMKN.

1. Mpn nepBoHayanbHOW HACTPOMKE KAWEHTa-NPUeMHUKa BKIHOUYNTE YyOaNEeHHYH
pennuKkauuo ¢ NOMOLWbKO rb_init.

Ha HacTpOEeHHOM KJ/IMEeHTe BKJIYUTE yaaneHHY pennnkauuio B KOHOUIypaLoH-
HOM Ghanrne (mapamMeTp remote-replication).

2. Ha megunacepsepe CPK HacTponTe nyn Tuna Block device, nobaBbTe B Hero 6504-
HOe YCTPOWCTBO AJ119 UCMOJSIb30BaHWUA B KayecTBe AefynnUnMpoBaHHOIo XpaHunuuia
pe3epBHbIX KOMUIA.

3. Ha cepBepe CPK gobaBbTe KIMEHTa-UCTOYHMKA N KINEHTa-NMPUEMHMKA B OgHY pas-
AensemMyto rpynny.
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naea 11. UHTerpaumsa ¢ KOHTpoJIiepamMmu
OOMEHOB

KoHTponnep gomeHa (domain controller) — cepBep, ynpaBnsoWmn 4OCTYNOM K ceTe-
BbIM pecypcaM B paMKax O4HOro AoMeHa (rpynnbl CeTen Uam XocToB).

KoHTponnep AoMeHa BbINOMHAET ayTeHTMOMKaLUo Nonb3oBaTens B AOMeHe (Mo3BO-
nsieT eMy BXOAUTb B C€Tb C MOMOLLbK OAHON Napbl NOMMH-Naposb C N0H60ro KOMMbH-
Tepa, BK/IFOYEHHOr0 B IOMEH), 1 aBTOpPU3yeT A0CTYN NOb30BaTeNsA K pecypcamM B COOT-
BETCTBUWN C NONNUTUKaAMK AOCTYnNa.

MHTerpaumsa RuBackup ¢ KOHTpONEpOM JOMEHa O3Ha4yaeT, YTO MoSIb30BaTENAM, BXO-
AAWMM B 3afaHHYI0 rpynny nofib3oBaTenien KOHTposiepa AOMEHa, NMpu UCMOIb30BaHUMN
RuBackup MoxeT ObiTb NpUCBOEHa OAHa W3 ponen (cM. MHorornosib3oBaTesibcKas
Mozesis). B 9TOM cny4yae nonb3oBaTenm JOMeHa MoryT ncnosb3oBaTb RuBackup B npe-
Aenax npas, NpeAoCTaBfIeHHbIX MPUCBOEHHOM POSbIO.

RuBackup MOXeT MWHTerpupoBaTbCA C KOHTponnepamu pfomeHa Microsoft Active
Directory w ALD Pro.

11.1. NMpoBepKa NOAKIIIOUYEHUS K KOHTpPOJIJIEpY AOMEHa

Ons npoBepkn paboTocnoCobHOCTM NOAKIIIOYEHNA K KOHTPOJIepy OOMeHa C cepBepa
RuBackup noTtpebytotcs:

e ldapsearch (apt install ldap-utils);

e BindDN — ykasaTenb Ha YYE€THY 3annUcCb B KOHTpOsepe LOMEHA, UMEKOLLYHO MOoS-
HOMOuMA Ha nopknoyeHne K LDAP-cepBepy M Ha NPOCMOTP COAEPXUMOro KaTta-
nora;

e Mapofb OT YYETHOW 3aNnCKn, Ha KOTOPYH yKasbiBaeT BindDN;

» BaseDN — 6a3a noucka, OT KOTOPOW BbIMONHAETCS 3anpoc.

3anpocbl K LDAP-kaTanory 4ntaroTCca crnpaBa HaneBoO: OT KOPHSA KaTanora K
KOHEeYHOMY anemMeHTy. Hanpumep, ona gomMeHa rubackup.test 6a3sa noucka
yKasblBaeTCA Kak dc=rubackup,dc=test. [JoMeH He cnegyeT nyTatb ¢ FQDN
WIn opyrum agpecom xocTa.

3anpoc BindDN (norun)
uid=bind_user, cn=users, cn=accounts, dc=rubackup, dc=test O3Ha4aerT:
AOMeH rubackup.test - Y4Y€THble 3annUcK Nonb3oBaTenen (accounts) - Nofb-
3oBaTenu (users) - nosab3oBaTesb C UMEHEM bind_user.

B npumepax npegnonaraetcsa HesawuuweHHoe coeguHeHne (LDAP) ¢ KOHTponnepom
JOMeHa.
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11.1. NMpoBepka NOAKMYEHNSA K KOHTPONNEPY AOMEHA

MpenBapuTenbHO NPoBeEPbTE AOCTYNHOCTb KOHTPONepa agomMeHa (ping).

Ecnn KoHTponnep OOMeHa pacnofniaraeTcsa no agpecy domaincontroller.local Ha
CTaHgapTHOM nopTy 389, TO nonyuntb cBefgeHusa (LDIF, LDAP Data Interchange
Format), pocTynHble nonb3oBaTeNto bind_user, MOXHO criegyrolen KoMaHaoM.

MonyyeHne Bcex cBeaeHWIA, JOCTYNHbIX Mo/ib30BaTe/ 0 bind_user

ldapsearch \
-x \ @
-H 'ldap://domaincontroller.local' \ @
-b 'dc=rubackup,dc=test' \ ©
-D 'uid=bind_user, cn=users, cn=accounts, dc=rubackup,dc=test’' \ @
-w 'passwlrd' ©

@ VicnonbsoBaHwue npocToit ayTeHTUdMKaumum (BindDN 1 naposs) BMecTo SASL.

@) Anpec KoHTponnepa foMeHa ¢ o6A3aTeslbHbIM yKasaHueM ldap:// wnu ldaps://.
OnumMoHanbHO yKa3biBaeTCA NOPT, ECAN Ha KOHTPOJNepe AOMEHa OH OT/IMYaeTCcs OT
nopToB Nno ymon4yaHuto — 389 (LDAP) unn 636 (LDAPS).

@ Basa nomncka (BaseDN).
@ BindDN (noruH).
@ Napornb nonb3oBaTens, Ha KOTOPOro ykasbiaeT BindDN.

CBefieHMs O Nosib3oBaTeNaAX UK rpynnax, Nosly4YeHHble B pesysibTaTe Takoro 3arnpoca,
oynyT goctynHbl B RuBackup.

KomMaHabl HuXe npuBOAATCA [[N1A CBeAEHUA M He TMOTpebyroTcA Mnpu HacTponke
RuBackup Ha paboTy ¢ KOHTPOJIIEPOM LOMEHa.

3anpoc cBegeHut o nonb3oBartesne

ldapsearch \
-x \
-H 'ldap://domaincontroller.local’ \
-b 'dc=rubackup,dc=test’ \
-D 'uid=bind_user,cn=users, cn=accounts,dc=rubackup,dc=test' \
-w 'passwlrd’ \
'uid=superv' @

@ Nowuck nonb3oBaTens superv, BbIMOMHSAEMbIV C y4ETOM 6a3bl noucka (-b).
3anpoc cnvcka rpynn, 4OCTYMHbIX Mosb30BaTes/lo bind_user
ldapsearch \

-x \
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-H 'ldap://domaincontroller.local’ \

-b 'dc=rubackup,dc=test’' \

-D 'uid=bind_user,cn=users, cn=accounts, dc=rubackup,dc=test’' \
-w ‘passwlrd’ \

'objectClass=groupofnames' @

@) BosBpalyaeT 06beKTLI KaTanora Tuna «rpynna.

11.2. HacTpoiKa NoAKMIOYEHUS K KOHTPOJ/IIepy AOMEHa
Ha ALD Pro

Ona nopgknoyeHnsa RuBackup kK KOHTponnepy AOMeHa NoTpebyroTcs:
e BindDN — ykasaTenb Ha y4YETHYIO 3annCb, UMEIOLLYHO MOSIHOMOYNA Ha MOSKNHOYEHNEe
K LDAP-cepBepy 1 Ha NPOCMOTP COLEPXUMOro KaTanora;
e Mapofib OT YYETHOW 3aNnCKU, Ha KOTOPYH yKasbiBaeT BindDN;
o BaseDN — 6a3a noucka, OT KOTOpPOW BbIMONIHAETCS 3anpoc.
Ecnu ncnonbayetcs 3awunieHHoe coeguHeHne ¢ KOHTPOJ11epoM JOMeHa, NoTpebyroTcA

cepTuduKaTbl KOHTpOIEpa OMEHA N KOPHEBOro XpaHunuuia ceptnemkatoBs B ¢op-
mMaTe PEM.

1. Bkmounte (1) CepBUCHBIN pexum. Mepengnte & ApMuHucTpupoBaHue - MMop-
KJIIOYEHUSA.

2. N3 cnnucka KonTponnep gomMmeHa BbibepuTte ALD Pro.

3. N3 cnucka MpoTokon Bbi6epnTe LDAP nnu LDAPS.

4. (onumoHansHo, npun mncnonososaHun LDAPS) B MyTb K cepTuduKaty KIMEHTa U
MyTb K KOPHEBOMY cepTUPUKATY YKaXXuUTe MNosiHble NyTn B $ansioBON CUCTEME K
cepTudukaTamM cepsepa KoOHTpoiepa gomMeHa B popmaTte PEM.

5. B Appec cepBepa BBeUTe agpec KOHTponnepa OMeHa.

6. B MopT BBEANTE NOPT KOHTPONNEpa AOMEHA, COOTBETCTBYHOLWMA NCMOMb3YyEMOMY
nogkntodeHno (LDAP nnu LDAPS).

7. B Uma nonb3oBaTtens Bind User BeBegnte yepes \ AOMEH U UMSA MOJSb3oBaTenNs,
KOTOpPbIN MMeeT MOJSIHOMOYUA Ha nogkntoyeHne K LDAP-cepBepy M Ha MpOCMOTP
cofep>XXnumoro kaTanora.

Mpumep 3. Mpumep BBOAA MMEHU MONIb30BATENS

Ecnn pomMeH — rubackup.test, a UMA nosnb3oBaTensa — bind_user, BBeauTe
rubackup.test\bind_user.

8. B none Maponb nonb3osaTtens Bind User ykaxxnte naposnb nosib3oBaTens.
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11.3. NpucBoeHme ponen rpynnam OMEHHbIX Nofb3oBaTenemn

O. B ba3a noucka yKaXXuTe KOPHEBOW 3/IEMEHT OMEHa, OT KOTOpPOro dyaeT BbINoS-
HATBLCA MOUCK rnosib3oBaTenen. [nsa gomMeHa rubackup.test 6ason nomcka MoXeT
ObITb dc=rubackup, dc=test.

10. B basa noucka rpynn ykaxuTe KOPHEBOW 3/1eMeHT LOMeHa, OT KoToporo byget
BbIMONHATLCA NOUCK rpynn. Ona aoMeHa rubackup.test 6a3om noucka rpynn yawe
MOXeT bbITb dc=rubackup, dc=test.

1. HaxkmuTe MoaxkniounTbCA K cepBepy.

B cnyyae ycnewHoro noako4vyeHnsa oTkpoeTca ¢popma Accouuauum rpynn KOHTPo-
nepa gomeHa u poneii RuBackup (&) BesonacHocTb - AccouuaLuum ponei).

11.3. NMpuceoeHue poneun rpynnam AOMeEHHbIX
nosib3oBaTenen
Ona npuceoeHna ponen RuBackup rpynnamMm AOMEHHbIX Mosib3oBaTesien NoTpebyroTcA

MMeHa rpynn nosib3oBaTesien KOHTPoAepa AOMEHa, KaX 0N U3 KOTOPbIX SOJIKHA 6bITb
conocTasneHa ponb B CPK RuBackup.

TonbKO ofHa W3 rpynmn KOHTposfiepa OOMEHa, B KOTOPOM COCTOUT noJSib3oBaTesb,
MOXeT ObITb conocTaBrfieHa ¢ posnbto B RuBackup. MHbIMM cnoBamu, ecnu nosnb3oBa-
Teslb COCTOUT B OBYX rpynnax o4HOBPEMEHHO, obe rpynmnbl ANA NPUCBOEHUA ponen
RuBackup ncnonbsoBaTtb Hesb3A.

Ecnu He BbinonHeHbl TpeboBaHWA, Heobxoaumble ANA QYHKLUOHUPOBAHUSA
ponu, ayteHTUdMKauma nonb3oBaTena C Takon posSiblo HEBO3MOXHA. Hanpu-
Mep, ponb AgMuUHUCTpaTopa TpebyeT, yTobbl B CPK cyuwecTBoBana xoTs 6bl
ofHa rpynna KIneHTOoB.

1. Mepengnte Kk popmMme Accouuvauum rpynn KOHTpossiepa goMmeHa v ponei RuBackup
(& BesonacHocTb -> Accouuvauum pone).

2. Haxxmute (4] flo6aBuThb.
3. B none Mpynna BBeauTe UMA rpynnbl NONb3oBaTeNei KOHTPoAnepa foMeHa.

4. BolbepuTe 13 cnucka Ponb RuBackup BeegunTe posnb B CPK, koTopas 6ygeT npmuceo-
€eHa Nosib30BaTesIAM YKa3aHHOM rpynmnbl KOHTPOJIepa AOMeHa.

5. HaxmuTte [lo6aBuTb accoyuaumio rpynnbl. Haxxmute v/ NMpUMeEHUTD.
6. Mepengute & AAMUHUCTpUpOBaHME -> Cuctema -> MPynnbl KINEHTOB.

7. Ecnu B cnncke yKasaHa ToJsibKo rpynna No Group, HaxmuTe (+] Jlo6aBuTb 1 BBEANTE
UMSA 058 HOBOW rpynnbl KNMEHTOB. HaxxMmnte v NMPpUMEHUTb.

8. OTknounTte (1) CepBUCHDBIN PEXUM.

Tenepb nonb3oBaTenib, ayTeHTUoMunpyrowmnca B CPK yepes KOHTposinep AOMeHa,
OypeT nonyyaTb YyKasaHHYH pofib.
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Monb3oBaTeNb KOHTPONIEpa JAOMeHa C NMPUCBOEHHOM eMy POonbio ByAeT NokasaH B pas-
nene (3 besonacHocTb - Monb3oBaTenu - (MPUCBOEHHAA NOMNb30BaATENO POJb).

11.4. AyTeHTUPUKALUA C UCNOJIb3OBAHUEM
KOHTpoOJI/iepa AOMEeHa

1. 3anycTtute MeHemxep agMmuHucTpatopa RuBackup (RBM) nnn Tucana.
2. Mepeknoynte Tun ayTeHTUPUKALUMN HA KOHTposiep AOMeHa.

3. YKaxuTte nmMsa nonb3oBaTens B popmaTe domain\username:password.

lMpumep 4. lNpumep BBOLA UMEHU M0/1b30BaATENA

Ecnn pomMeH — rubackup.test, a UMA nonb3oBaTensa — bind_user, BBeAUTe
rubackup.test\bind_user.

4. YKaxkute naposib nosb3oBaTens.

5. Haxxmnte BouTwm.

Ecnn ayTeHTUdMKaLMA He yganacb, CM. YCTpaHeHe HencrnpaBHOCTEN.

11.5. Bbi60p ayTeHTUDUKALUUN Yepe3 KOHTpoep
AOMeEHa no ymosidyaHuio

11.5.1. Bbi6op ayTeHTUPUKaLUM no ymonyaHuio 8 RBM

1. Bongute B CPK yepes MeHepxep agmuHmncTpatopa RuBackup (RBM).
2. HaxxmuTe {2 (HacTpoiiku) 1 BkmounTe (1) CepBUCHDINi PEXUM.

3. Mepengnte {2 (Hactpoiikn) »> (=) NlokanbHaa KoHdurypauus > AyTeHTuduKa-
Lus.

4. BblbepnTe KoHTponnep gomeHa Kak Tun ayTeHTUPUKAL UM MO YMOTYAHUIO.
5. Haxxmnte v MpUMeHUTb.

Tenepb Ha 3TOM MalKWHe B OKHe ayTeHTUdukauunm RBM Tun ayTeHTUPUKaLUMU MO
YMONYaHUKO — KoHTposnnep poMeHa.

11.5.2. Bbi6op ayTeHTUPUKaL UM NOo YMonYaHuio B Tucana

1. Bongute B CPK yepes Tucana.
2. HaxxwmuTe {3 1 Bkntounte (1).
3. Nepengute & - HacTpoiku ayTeHTUPUKaLum.

4. BolbepuTe KoHTponnep gomeHa Kak Tvun ayTeHTUPUKaLUU MO YMOJTYAHUIO.
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11.6. YcTpaHeHue HencnpaBHOCTEN

5. Haxxmute NMpUMEHUTb.

Tenepb Ha 3TON MalIMHE B OKHe ayTeHTUdMKauum Tucana Tun ayTeHTUPUKALUU MO
YMOJTYaHUKO — KoHTpossiep OomeHa.

11.6. YcTpaHeHue HeucnpaBHOCTEMN

11.6.1. OwumbkKa ayTeHTUPUKaumm LogIn: Bad login or password

OnucaHue

Mpn ayTeHTUdmnKaumm nonbsosatena B CPK ¢ ncnonbsoBaHMeM KOHTpoOJIIEpa LOMEHA
BO3HMKaeT owmnbKa LogIn: Bad login or password.

Bo3MOXHble NMPUYANHDbI

¢ Owwunbka B HaNMCaHUN AOMEHA, UMEHU NONb30BaTeNa UK napongd.

e B npodune nonbsoBaTenid Ha KOHTpoNNepe OMeHa OTCYTCTBYET afpec 3/IEKTPOH-
HOW MOYTblI.

¢ He BbINONHEHDI Tpe6OBaHI/IF| K ponn CPK, KoTopas npuceavBaeTCcs MNosb3oBaTeso
NpW NOMbITKe ayTeHTUPUKALNN.

IAnarHocTuka

Owwnbka GYTeHTI/Id)I/IKaU,I/II/I C Ucnosib3oBaHMeM KOHTpoNnnepa gomMeHa LogIn: Bad login
or password MOXeT BO3BpallLaTbCA B HECKOJIbKUX cry4dasax.

PasBepHUTE OKHO NpeaynpexaeHna n 03HaKOMbTECb C MPUYUHON OLLUNOKMN.

PelwueHue

 [MpoBepbTe NPaBUNbHOCTbL BBOAA JIOrTMHA 1 Napons.

lpumep 5. lNprumep BBOJa UMEHU MO/1b30BaTe A

Ecnn pomMeH — rubackup.test, a UMA nosnb3oBaTens — bind_user, BBeauTe
rubackup.test\bind_user.

e YcTaHoBUTE B npoduse rnosb3oBaTeNs Ha KOHTPOepe AOMEHa agpec 3NeKTPOH-
HOW NOYThl.

e [poBepbTe, BbINOSIHEHbI NN TpeboBaHma CPK K ponu, KoTopasa Ao/kHa 6biTb npu-
CBOEHa nosb3oBaTento npu ayTeHTudukauumn. Hanpumep, ponb AgMuHUCTpaTopa
TpebyeT, yTobbI B CPK cywecTBoBana Xxota 66l ogHa rpynmna KJIMeHToB.
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11.6.2. OwnbKa ayTeHTUPUKaLum User email must be unique

Afpeca aneKTpoHHOM No4Tbl nonb3oBaTenen CPK B npegenax MHCTanNAUUM SOSXKHbI
ObITb YHMKanbHbI. [NA nonb3oBaTesnien KOHTponnepa gOMeHa npu ayTeHTudukaumm B
CPK cospaeTca y4éTHaa 3anucb NOSb30oBaTensa C ero gaHHbIMWU W3 KOHTpoOepa
AOMeHa.

OnucaHue

Mpn ayTeHTUdUKaumn nonbsosatena B CPK ¢ ncnonbsoBaHMeM KOHTpoOJIiepa LOMEHA
BO3HMKaeT owmnbKka User email must be unique.

Bo3MO)XXHbIe NPUYUHDI

ALpec a/1eKTPOHHOM NOYTbl MOJSIb30BaTENA KOHTPOJIIepa JOMEHa YXe MCnofib3oBasncs
npu cos3gaHun nonb3osaTtens CPK.

IAnarHocTuka

CpaBHUTe afppec a/leKTPOHHOW MOoYTbl MOSIb30BaTENA KOHTpOJS/Iepa AOMeHa C ajpe-
CaMU 3/1eKTPOHHOM NOYThI CYLWEeCTBYHOWMX nonb3oBaTenen CPK.

lpumep 6. Ncriosib3oBaHne rb_users

rb_users -1 -v \
| awk -F'|' 'NR>2{s=88;sub(/A[ \t]+|[ \t]+8)/,"",s);print s}' - | sort

PelwueHue

N3mMeHnTe ogunH 13 coBnagaroLmx afgpecos SﬂeKTpOHHOIZ Nno4YTbl.
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naBa 12. XpaHunuu,a ceKkpeToB

XpaHunyLie CEKPeToB — CTOPOHHEE XpaHWnuLe, NpeaHasHavyeHHoe Ans 6e30nacHoro
XpaHeHUss KOHOUAEHUMANbHbIX AaHHbIX U YYEeTHbIX 3anuncei.

AyTeHTudMKaunmoHHas uHoopMaumsa (CekpeT) ANA MNOAKIYEHUSA K pe3epBUpYyEMbIM
pecypcamM XpaHUTCA B KOHOUIypauMOHHbIX ¢dannax mogynen. Ecnn KoHourypaunoHHble
dannbl HeQOCTaTOYHO 3allMULEHbl UM CUCTEMA CKOMMPOMETUpPOBaHa, TPeTbU nuua
MOTYT NONYYNTb SOCTYM K pecypcam.

Mcnonb3oBaHWe BHELLHEro XxpaHuaunw,a no3sonsaeT:

1. XpaHuTb cekpeTbl B 3ainppoBaHHOM BUae.

2. OrpaHnynTb [OCTYN K [AaHHbIM TOJNIbKO aBTOPWU30BaHHbIM nosb3oBaTensaMm CPK
RuBackup ¢ cOOTBETCTBYHOLLMMN NpaBaMu.

3. YnpaBnsTb YyBCTBUTENbHLIMU HacTpoiikammn!! B Mogynsx.

Mooaepykka XxpaHunuwa peannsoBaHa gJ/s BCex TUMOB onepaunin: cosgaHme n BoccTa-
HOBJ/IEHME MNOJHbIX, UHKPEMEHTasbHbIX U AnddepeHLnanbHbIX Pe3epPBHbIX KOMUIA.

CPK RuBackup coBMeCTUM C XpaHUINWaMmn CEKpeTOB:

e HashiCorp Vault.
e Deckhouse Stronghold.

Bsanmopgencteme CPK RuBackup ¢ XxpaHunuwem cekpeToB NPOUCXOANT Yepes3 OCHOB-
HoWM cepBep (NpW ero HeAOCTYMHOCTU — Yepes Pes3epBHbIN).

KnneHT | Cepaep XpaHnnvule cekpeTos

3anpoc CeKpeTa

: > :
; s ;
| ! 3anpoc ceKpeTa }:
E :..( cexpeT (JSOM) E
E{ 3alWnhpoBaHHbIE daHHbIE E E
| pacwndbpoBKa | :

K et | Cepsep XpaHWIWLLE CEKPETOoB

PucyHok 4. BzanmopgencTtsene KJIMEHTa, cepBepa U XpaHunuLLa CeKpeTon
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12.1. locTyn nonb3oBaTesiel K MeTofjaM

Cynepnosib3oBaTesib MOXET HasHaunTb CynepBansepy nnn AGMUHUCTPaTopy AOCTYN K
BbI6paHHOMY CeKpeTy NnocpenCcTBOM accoumalnmn nosb3oBaTensa ¢ METOA0M MOJyYeHus
cekpera.

Tabnuya 6. paBa gocTyna nosb3oBaTtenen RuBackup k cekpeTamM xpaHunviya
Onepauus Ponb

Cynep Apmu Ayau- Conpo Cynep

nosib- HM- TOp BOX- BaW-
3oBa- CTpa- palo-  3ep
Tenb TOp LLLUMA
[
a0

PepakTupoBaHue AaHHbIX XpaHU/MLLLA CEKpeToB o

Jlo6aBneHune gaHHbIX XPaHU/ULL,A CEKPETOB
YpaneHue faHHbIX XpaHUAULLLA CEKPETOB
Jlo6aBneHve MeToO0OB NMOJIy4YEeHNsl CEKPeToB
MpocMoTp MeTOA0B NOy4YEHNSA CEKPETOB
PepakTupoBaHue METO[,0B NOJIy4YEHUS CEKPETOB

YpaneHue meTtopoB noJiyyeHus ceKkpeTtToB

< I BB R < B <)
0O0O0OOOO
0000000 oOo
0000000 oOo
000k ODOOO

YnpaBneHue fOCTYNOM K METOAA,aM NOJTyYEHUSI CEKPETOB

0 — [0CTYN Ha BbIGPaHHbIN MeTof, HasHavyaeT Cynepronb3oBaTenb

12.2. YnpaBneHue XxpaHUnviL,aMmm ceKpeToB

Ona paboTbl C XpaHUIUWEM CEKPEeTOB B NPUIOXEHUN MeHepxep agMuHucTpaTopa
RuBackup (RBM) cMoTpuTe pasgen XpaHunimilie CeKpeTos.

Ona paboTbl C XpaHUULLEM CEKPeTOB B BEG-NPUIOXeHUN Tucana CcMOTpUTe pasgen
3.0.0.0.0@TucanaGuide:ROOT:page$secret-storages.adoc.

[ns paboTbl C XPaHUINLLEM CEKPETOB C MOMOLLBK YTUINT KOMaHOHOM CTPOKM NpeaHa-
3HayeHa yTunuTa rb_secret_storage.

[1] LaHHble, KoTopble TPebyoT 0COBOro YPOBHS 3aLUTbI.
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13.1. XKypHanb

naea 13. XXypHanupoBaHue cobbiTUN

Ona KOHTponsa paboTbl MPeAyCMOTPEHO XYPHanupoBaHMe BCEX OCHOBHbIX COObITUN,
npoucxoaawmx B CPK RuBackup B pesynbtate TexX UM NHbIX ENCTBUA NONb30BaTesNEN
nnn paboTbl KOMMOHEHTOB CUCTEMBI.

Mo ymMon4yaHuo MHOOPMaLMA O COObITUSAX COXpPaHAETCH NloKanbHO B XYypHanbl CPK
RuBackup B /opt/rubackup/log Ha y3nax c cepBepoM u knmeHtom CPK RuBackup.

MNpn HeobXoQMMOCTM MOXHO GUKCUPOBaTb COObITUA B NOKasNbHblE CUCTEMHbIE XYp-
Hanbl B /var/log/syslog Ha y3nax C CEPBEPOM M KJIMEHTOM, B XYypHasbl yAaNeHHOro
OCHOBHOIO CepBepa WUNM B CUCTEMHbIE XYpPHanbl yaaneHHoro Syslog-cepsepa. OnA
3TOro N3MEHNTE TUM XYPHANNPOBAHNSA B HACTPOMKAX XYpPHaoB.

13.1. XXypHanbl

Tabnuya 7. OnncaHue XypHasaoB B /opt/rubackup/log
XypHan OnucaHue

RuBackup.log OcHoBHOM cucTeMHbIn XxypHan CPK RuBackup, B KOTopbI dUKCUPYHOTCA COObI-

Tusa cepeepa (OCHOBHOW, pe3epBHbIN U MeguacepBep) n knneHTa CPK RuBackup,
YTUNUT rb_users U rb_logger_settings

rb_module_<name>. XypHan mMogynsa. PacnonaraeTtcs Ha y3/e C KIMEHTOM
log

task_<id>.log XypHan 3agaun. PacnonaraeTcs Ha CEPBEPHbIX U KITMEHTCKNX y3nax. CobbiTua
ayénunpyrotcs B RuBackup . log

rubackup-api.log XXypHan npunoxeHusa Tucana. PacnonaraeTcs Ha y3ne ¢ cepBepoM
rb_update.log XypHan ytunutbel rb_update . Pacnonaraetcs Ha y3ne ¢ cepBepom

rb_health_check.1l XXypHan ytunutbl rb_health_check.Pacnonaraercs Ha y3sne C KIIMEeHTOM
0g

rb_tape_libraries XXypHan ytunutbl rb_tape_libraries_check . PacnonaraeTcs Ha y3ne c cepBe-
_check.log pom

13.2. YPOBHMU XXYpHaNIUpoBaHUA

Tabnuya 8. OnncaHne ypoBHEN XYpPHannpoBaHus

YpoBeHb OnucaHue

Error KpuTunyeckas owmnbka, n3-3a KOTOPOW cucTema paboTaeT HeNpaBUIbHO

Warning MpepynpexgeHne o TOM, YTO BO3HUKIA Npobnema, HO cUCTeMa MOXET NPOAoI-
XaTb paboTy

Info MHdopMaums, coobLuatollan o HopMasnbHOM paboTe cucTeMbl

Debug, Debugt, OTnapoyHaa nHpopmMaumnsa ona OUMarHOCTUKM BO3HMKaroWmMX npobnem. CteneHb

Debug2, Debug3 1 NoAPOBHOCTN MHPOPMALIUM 3aBUCUT OT HOMepa: YeM Bbllle HOMEpP, TeM bonee

Debug4 nogpobHas nHpopmaLma oTobparxaeTcs.
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13.3. NMpocMoTp U ynpaBsieHue XXypHanamu
MpocMoTpeTb cobbiTusA B XypHanax CPK RuBackup MOXHO ¢ nomoLbto:

e YTUANTbI KOMAHAHOW CTPOKU rb_log_viewer ;

e npunoxeHna MeHepxep agMunHucTpaTtopa RuBackup (RBM) B pasgene XXypHanbl v
3agauu;

e npunoxeHunsa Tucana B pasgenax CobbiTua u 3agavn.

HacTpouTb XxypHanupoBaHume cobbiTum B CPK RuBackup (ypOBHWM U TUMbI XYpHannpo-

BaHMWA, pa3Mep aiina XypHana, pasmep OUPEKTOPUN XYPHAOB, CPOK XPaHEeHUs 1 T.4.)
MOXHO C MOMOLLbHO:

e YTUANTbI KOMAHAHOW CTPOKM rb_logger_settings;
e npunoxeHnsa MeHepg)xep agMuHucTpaTopa RuBackup (RBM) B pasgene XXypHarbi;

e NpunoxeHus Tucana B pasgene XXypHanbl.
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14.1. MNpeunmyLLecTsa ncnonb3oBaHua Syslog

naea 14. YaaneHHoe iorupoBaHue

Syslog (System Logging Protocol) — aTo cTaHgapTHbIN NPOTOKON AN nepefayn n LeH-
Tpann3oBaHHOro cbopa COooBLWEHNN O COOLITUAX B KOMMbIOTEPHbIX CUCTEMAX U CeTAX.
MpoTokon 6bi pa3paboTaH Ans yHMPUKALMM npouecca JIOrMpoBaHUA B Pas/INYHbIX
YCTPOMCTBAX M ONepaLuoHHbIX CUCTEMAX.

OCHOBHble KOMMOHEHTbI AN yOaneHHOro nornpoBaHnA BKAKOYakOT:

e Syslog-cepBep — UeHTpasnbHbI y3en gna cbopa u XxpaHeHUs foros.
e Syslog-K/MEeHTbl — YCTPONCTBA, OTNpaBsaoLmMe COobLEHNA O COObITUAX.

o dopMaTupoBaHMe COOBLLEHNI — CTaHAAPTMU3NPOBaHHbIN GopMaT 3anmncu 1oros.

14.1. NpeumyLiecTBa UcnosibzopaHusa Syslog

BHegpeHMe LeHTpannm3oBaHHOro TIOrMpoBaHns Yyepes syslog npenocTaBnseT psafg cylle-
CTBEHHbIX NPENMYLLECTB:

o LleHTpanusaynsa gaHHbIX — BCEe J1I0ru CO6I/IpaI-OTCFI B OQHOM MEeCTe, YTO ynpowaeT nx
aHaJIn3 N MOHUTOPWUHT.

e MaclwTabupyemMocTb — CUCTEMA NErKO paclumpsieTcs gns paboTbl C 60NbLIMM KO-
4YeCTBOM YCTPOMNCTB.

e be30nacHOCTb — BO3MOXHOCTb WNPPOBaHNA Tpadumka N ayTeHTUPUKaLUm NCTOUYHN-
KOB.

o OGunbTpauna n COpTUPOBKaA — rMbKMe BO3SMOXHOCTU 19 06paboTKM NOros.
o ABTOMaTU3aLNA — MHTErpaymsa ¢ cMcCTeMaMm MOHUTOPUHIa U OMNOBELLLEHMS.

e [lONroCpoOYHOE XpPaHEeHWe — LEeHTPaNN30BaHHOE apXUBUPOBAHME WUCTOPUYECKMX
[aHHbIX.

14.2. Syslog B CPK RuBackup

RuBackup nopgep>xuBaeT paboTy c nobbiMu cepBepamu Syslog, nogaep>XXvBaroLwLnmMmm
npotokon TCP n UDP.

PekoMeHayeTcAa UCNonb3oBaTh crneayrolme cepeepa Syslog:

e YCTaHOBKa M HacTpoKKa cepBepa syslog-ng.

e YCTaHOBKa M HacTpoWKa cepBepa rsyslog.

[Nna HacTponKkn yaaneHHoro nornmposaHus B SIEM ucnonb3ynte MHterpayma ¢ SIEM-
cuctemamm B CPK RuBackup.
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14.3. UnTerpayusa c SIEM-cucrtemamm B CPK RuBackup

SIEM (Security Information and Event Management) npegctasnaet cobon KoMnnekc-
Hoe pelleHne ana obecnevyeHna MHGOPMaLMOHHOM 6e30macHOCTKU, obbefguHsolee
ynpasneHne nHpopmauymen o 6esonacHoctu (SIM) n ynpasneHme cobbiTuamm 6esonac-
HocTu (SEM). 9TO LeHTpanMsoBaHHasa cucTemMa, NpegHasHadeHHana ana cbopa, aHannaa
n 06paboTKmM cobbliTin 6€30MacHOCTU B peasibHOM BPEMEHMN.

MHTerpauma ¢ SIEM-cuctemamum peanmsoBaHa C MOMOLLbK YAaNEHHOro NOrnMpoBaHus
Syslog.

Syslog-cepBep BbICTyMaeT B pPOaU NPOMEXYTOYHOro 3BeHa Mexnay CPK RuBackup w
nnatoopmom 6esonacHocTn MaxPatrol SIEM.

CPK RuBackup npegocTtaBnseTr BO3MOXHOCTb WUCMosb3oBaHuMA SIEM-cucTemsbl
MaxPatrol SIEM.

Ona ncnonbsosaHusa SIEM B CPK RuBackup BbINONHUTE cneaytowme waru:

1. YcTaHOBUTE N HAacTpoOUTe OANH N3 peKoMeHaYyeMbIX syslog-cepBepoB:
o YCTaHOBKa M HacTpoWKa cepBepa syslog-ng.
o YCTaHOBKa 1 HacTpoWnka cepBepa rsyslog.

2. BbINONHMTE HACTPOWKY NapaMeTpoB yOaneHHOro fI0rMpoBaHna B OAHOM U3 UHTep-
¢dencos:

o HacTpowka normposaHuma B Tucana.
o HacTtponka nornposaHus B RBM.

3. BbinonHuTte HacTtpoika rb_syslog_reporter.

14.4. YcTaHOBKa U HAaCTpPOMKa

14.4.1. YcTaHOBKa U HacTpoika cepeepa syslog-ng

YcTaHoBKa

1. HekoTopble ancTpubyTusbl Linux yxe copepXxaT nakeT syslog-ng. lNpoBepute
Hannuyue nakerTa:

syslog-ng --version
2. Ecnn cepBep He YCTaHOB/EH, YCTaAaHOBUTE €ro N3 peno3nTtopund.

apt update
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14.4. YcTaHOBKa 1 HacTponka
apt install syslog-ng
3. 3anycTuTe cepsep:
systemctl start syslog-ng.service
4. lNpoBepbTe CTaTyC cepBepa:
systemctl status syslog-ng.service
5. [lobaBbTe cepBep B aBTO3aMNycK:

systemctl enable syslog-ng.service

HacTpoiika

Ona npnema coobuweHnn ot RuBackup cepBep rsyslog LO/MKEH ObiTb HACTPOEH Ha
npocnywmnBaHme ceTeBbliX COKETOB No npotokonam TCP n(nnn) UDP.

[na atoro:

1. OTkponTe pann /etc/syslog-ng/syslog-ng.conf:
nano /etc/syslog-ng/syslog-ng.conf

2. PacKOMMeHTUpynTe N OTPefaKTUpymnTe CTPOKY:
source s_net { tcp(ip(127.0.0.1) port(1000)); };

roe:

o tcp — yKasbIBaeT, YTo cepBep byaet cnywaTtb TCP-noprT;

o ip(127.0.8.1) — yKasblBaAeT, UYTO cepBep OyAeT cnywaTb JIoKalbHbIN agpec
(xocT) M

o port(1888) — ykasblBaeT, YTo cepsep bygeT cnywatb nopt 1000 .

3. lMpn HeobxoanMocTu ncnonbloBaHna TLS gobaBbTe ewe OAUH UCTOYHUK ONA Npo-
CnyLlIMBaHUS:

source s_tls {
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network (

ip(0.0.0.0) @

port(6514) @

transport("tls")

tls(
key-file("/etc/syslog-ng/cert.d/server.key")
cert-file("/etc/syslog-ng/cert.d/server.crt")
peer-verify(required-untrusted)
peer-verify(optional-untrusted)
trusted-dn("CN=rubackup")

);
}s

@ BbinosnHWTE HacTpoWKy B COOTBETCTBUM C HaCTPOMKOM OCHOBHOrO cepBepa
RuBackup.

@) CranpapTHast HacTpoika TLS. Mi3MeHeHWe nopTa HeAoMnyCTUMO.

4. (onuymoHanbHO) [nA BbiBOAa Noros RuBackup B oTaenbHbIN Gainn AaobaBbTe CTPOKY B
KOHUrypaunoHHbIn dann:

destination d_rubackup { file("/var/log/rubackup.log"); };
5. YKaxuTe nyTb K ¢panny cébopa noros:
log { source(s_net); destination(d_rubackup); };
6. Ecnn ncnonbsyetca TLS, gobasbTe:
log { source(s_tls); destination(d_rubackup); };
7. CoxpaHuTe KOHOUrypaunoHHbin ¢pann n NnpoBepbTe CUHTAKCUYECKYH KOPPEKTHOCTD:
syslog-ng --syntax-only

KomMaHfa He Jo/KHa BEPHYTb HUKaKUX owmnboK.

8. lNepesanycTute syslog-ng:

systemctl restart syslog-ng.service
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14.4. YcTaHOBKa 1 HacTponka

I'IpOBepre, YTO CcepBep cnywaeT yKa3aHHbIVI COKeT:

ss -tulpan | grep syslog

[pumep ycnelHon HacTporkn syslog-ng (COCTOSIHUE NOPTOB)

tcp LISTEN © 255 ©0.0.0.0:8181 0.0.0.0:% users:(("syslog-
ng",pid=4255,fd=12))

14.4.2. YcTaHOBKa U HacTpoiKa cepeepa rsyslog

YcTaHoBKa

1. HekoTopble anctpmbyTtmebl Linux yxe cogepxxaT nakeT rsyslog. [poBepuTe Hanu-
yme nakeTa:

rsyslogd -v

2. Ecnu cepBep He yCTaHOBIEH, YCTAHOBUTE €ro U3 pernosnTopus:

apt update
apt install rsyslog

3. 3anycTuTe cepsep:

systemctl start rsyslog

4. TlpoBepbTe CTATYC cepBepa:

systemctl status rsyslog

5. [lobaBbTe cepBep B aBTO3aMNyck:

systemctl enable rsyslog
HacTpoiika

Ona obecneyeHna npuema coobueHnin oT RuBackup cepBep rsyslog fomxeH 6biTb
HaCTPOEH Ha NPOCYyLLIMBaHNE CeTEeBbIX COKETOB Mo npoTokonam TCP u(nnu) UDP.
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[na atoro:

1. OTkponTe dpann /etc/rsyslog.conf:

nano /etc/rsyslog.conf

2. lobaBbTe CTPOKM, B 3aBUCUMOCTN OT TOr0O, Kakor NPOTOKOS OyAeT NCNOSb30BaTbCA:
TCP n(nnn) UDP:

# provides TCP syslog reception
module(load="imtcp")
input(type="imtcp" port="514")

# provides UDP syslog reception
module(load="imudp")
input(type="imudp" port="515")

3. lMepesanyctute rsyslog:

systemctl restart rsyslog.service

MpoBepbTe, YTO CepBEpP ChyLUAeT yKa3aHHble COKEeTbI:

ss -tulpan | grep rsyslog

lpumMep ycneLlHom HacTporkn rsyslog (COCTOSIHME MopToB)

udp UNCONN © 0 0.0.0.0:515 0.0.0.0:%*
users:(("rsyslogd",pid=1436,fd=5))
udp UNCONN 06 © [::]:515 [::]:%
users:(("rsyslogd",pid=1436,fd=6))
tep LISTEN © 25 0.0.0.0:514 0.0.0.0:%*
users:(("rsyslogd",pid=1436,fd=7))
tep LISTEN 0 25 [::]:514 [::]:%

users:(("rsyslogd",pid=1436,fd=8))

14.5. HacTpoiika yaaneHHoro 1orupoBaH1sa B
UHTepdeunce
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14.5. HacTpolka yganeHHoro nornposaHus B uHTepdence

14.5.1. HacTpoika noruposaHusa 8 RBM

[na HacTponkn B3anmopencTeus ¢ SIEM cuctemamum B MeHegepe agMUHUCTpaToOpa
RuBackup:

1.

MepenaunTe B paspen (&) besonacHocTb - YXypHanbl > HacTpoiika BHELUHNX XYp-
Hanos -> Cepeepbl c60pa noroe.

. HaxxmuTte Ao6aBuTtb 0na fobaBneHna HOBOro cepeepa cbopa noros.

3anonHuTe NnapamMeTpbl cepBepa cb6opa Noros.:

V lNapameTpbl cepsepa cbopa /10ros
MapameTp OnucaHue
Nms xocTa K Mmsa xocTa Syslog-cepsepa
MopT XK MopT Syslog-cepsepa

Tun coenHeHus TCP vnn UDP npoTokon

Mpn HEOBXOOUMOCTN MOXHO 0,006aBUTb ONMUcaHne cepeepa cbopa noros.
HaxxmnTe v NMpUMeHUTb /19 COXPaHEHNSA HAaCTPOEK.
Mepengute B pasgen & besonacHocTb - YXypHanbl > HacTpoiika BHELWHUX XYyp-
HanoB - Llenu norupoBaHus.

Haxxmute [+] lo6aBuTb 0719 Co3aaHns HOBOro npasuna cbopa CobbITys MHPoOpMa-
LMOHHOV 6e30MacHOCTH.

3anofnHnTe napamMeTpbl LEenm NormpoBaHus:

VW lNapameTpsbl Ljenuv nornpoBaHus

MapameTp OnucaHue

CepBep NornpoBaHus
[aHHble Syslog cepBepa BUAA: <UMA_XOCTa>:<MopT> <TUM_COEANHEHUS>

[MpoTokon noruposa- o
s %k Ha paHHbI MOMEHT noaepXmBaeTcs TOMbKO NPOTOKON SyslLog

dopmaT nornpoBaHus .
Ha paHHbIi MOMEHT NoAnepXunBaeTcs ToNbKo dopmMaT CEF

McnonbsoBaTb TLS bypeTt nn ncnonssoBaTtbeca TLS npoToKkon

NyTb K cepTndukaTty

TLS ™ [MonHbIA NYyTb K ¢panny ¢ cepTudmMKaTom

BknounTb nornposa-

e AKTUBMPYET NOrMpoBaHne s aTon Lenmu

Mpn HEOBXOAMMOCTN MOXHO L006aBUTb ONUCaHWe Lenn IOrnpoBaHus.

Haxmute v MPpUMEHNTDb 4719 COXPaHEHUSI HAaCTPOEK.
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7. BkntounTe HeobxoaMMyto Lenb NormpoBaHnsa ans popmata CEF nepekntovaTenem
©.

14.5.2. HacTpoiika norupoBaHusa B Tucana

Ona HacTponkn B3anmopgenctema ¢ SIEM cuctemamm B Tucana Heob6xoAMMO BbINOS-
HUTb cneayroLlmne warm:

1. Mepengnte B pasgen besonacHocTb - XXypHanbl - CepBepbl c60pa Noros.
2. Haxxmute | 4] lo6aBuTb Ana gobaBneHmnsa HOBOro cepsepa cbopa noros.

3. 3anonHnTe napamMmeTpbl cepBepa cbopa foros:

V lNapameTpbl cepBepa cbopa /10ros

MNapameTp OnucaHue
Nms xocTa K NmsaA xocTa Syslog-cepeepa
MopT XK MopT Syslog-cepsepa
Tun coeanHeHus TCP vnn UDP npoTokon

Mpy Heo6X0AMMOCTM MOXHO 4,06aBUTb onncaHue cepsepa cb6opa oros..
HaxxmuTe B MpPUMEHNTb aN15 COXpaHEeHUs HacTPOoeK.

4. Mepengnte B pasgen besonacHocTb - XXypHanbl > TOYKU NOrMpoBaHUSA.

5. Haxmure Ao6aeutb ana gobasneHna npasuna céopa CobbITyA MHOOPMALNOH-
How 6e30rnacHoOCTH.

6. 3anonHuTe NnapamMeTpbl Lenn NorupoBaHus:

VW lNapameTpsbl Ljenuv nornpoBaHus

MapameTp OnucaHune

CepBep NornpoBaHus
[aHHble Syslog cepBepa BUAA: <UMSA_XOCTa>:<MopT> <TUM_COeANHEHUs>

MpoTokon XK Ha pgaHHbIn MOMEHT NoALEePXMBAETCA TOMbKO NPOTOKON SysLog
dopmat XK Ha paHHbIA MOMEHT Nogaep>XumBaeTcs TONbKo dopmaT CEF
McnonbsosaTb TLS byaeT nn ncnonbsoBaTbcA TLS npoTokon

MNyTb K cepTndukaTty

TLS @ [MonHbIA NYyTb K ¢panny ¢ cepTudmMkaTom

Touka nornpoBaHmA AKTI/IBI/IpyeT nornpoBaHne gnda 3TOWN Lenn
Mpy HEOBXOANMOCTM MOXHO [,06aBUTb ONMCaHWE LLeNn NOrMPOBaHWS.
HaxxmuTe B MpUMEHUTDb 4/15 COXPaHEHUs HACTPOEK.

7. Bknounte HeobxogumMyro Uenb nornposBaHus gna ¢éopmata CEF nepekntoyaTenem
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14.6. Hactponka rb_syslog_reporter

©.

14.6. HacTpoika rb_syslog_reporter

YTunuta npepctasnaeTr cobon ucnonHAemMbln ¢ann rb_syslog_reporter, BXOAUT B
COCTaB NakeTa rubackup-server_<Bepcusa-nakeTta>_amd64_signed.deb. YTunuta npea-
Ha3HayeHa gnsa cbopa v aHanmsa faHHbIX U3 syslog-¢annoB v oTnpaBkn Ux B syslog-
cepsep.

MNMpenocTaBbTe NpaBa Ha BbIMOJIHEHUE:

chmod 111 /opt/rubackup/bin/rb_syslog_reporter

14.6.1. HacTpoika KoHpurypauuoHHoro pamna rb_siem.conf

1. Co3panTe KOHOUrypaunoHHbIn ¢ann ¢ NOMOLLBIO YTUNNTLI rb_syslog_reporter:
/opt/rubackup/bin/rb_syslog_reporter -gen > /opt/rubackup/etc/rb_siem.conf
2. OTkponTe KoHpuUrypaumoHHeI ¢ans rb_siem.conf N OTpenakTUPYWTe ero B COOT-
BETCTBUU C BaMMun TpeboBaHUAMMN.

3. OrpaHunybTe gocTyn K ¢panny rb_siem.conf:

chown root:root rb_siem.conf
chmod 600 rb_siem.conf

14.6.2. HacTpoika nnaHUpoBL,uKa cobbiTui Linux

3aI'IyCK YTUINTbl OCYyLWeCTBNAEeTCA 4Yepe3 MJIaHUpoOBLWKMK cron COrJlaCcHoO 3ajaHHOMY
pacnmncaHunio. B njiaHMpoBLWNKe Heobxognumo YKa3aTb MHTepBasibl 3anycka.

[ns aTtoro:

1. OTKponTE NNAHNPOBLLUK:
crontab -e
2. [lobaBbTe CTPOUKY:

* % * % * RB_SIEM_CONFIG=/abs/path/to/rb_siem.conf
/opt/rubackup/bin/rb_syslog_reporter >> /tmp/sync.log 2>>
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/tmp/sync_error.log

roe:

o /abs/path/to/rb_siem.conf — abCOMOTHbIN NyTb OO0 KOHOUIrypaLMOHHOro

danna;

o /opt/rubackup/bin/rb_syslog_reporter — abCOMOTHbBIA NYyTb K UCMOSIHAEMOMY
danny rb_syslog_reporter;

o /tmp/sync.log, /tmp/sync_error.log — abCconoTHbIE NYTN 40 $anNoB C flIoramu.

o PekoMeHOyeTCs 3anyckaTb €e KaXayo MUHYTY.

3. CoxpaHuTe N3MEHEHMUS.

NMpunoxxeHue A: Co6biTA UHPOPMaALMOHHOMN
6e30MacHOCTHU

Tabnuya 9. lNonb3oBaTesIbCKne cLeHapuy, npuBogsaLyme K ¢opmMmpoBaHuo cobbiTnil B XXypHane Vb
AneMeHT cucTeMbl CueHapui
[lobaBneHne cTpaTterunm
PepakTunpoBaHue cTpaterum
CtpaTterum
Ypanenue cTpaTtermm
BkntouyeHne/BblkKOYEHME CTpaTermm
[obasneHne npasuna cTpateruu
MpaBuna cTpaTterum
YpaneHve npasuna cTpaternm
Job6aBneHne pesepBHON KoMK
YaaneHne pesepBHOM KOMUK
. MNepemelLeHne pes3epBHON KoONuu
Penosntopuit P W Pe3ep
KonnpoBaHne pe3epBHON Konum

PepakTupoBaHue Cpoka XxpaHeHus pe3epBHOM
Konuu

[obaBneHne KNMeHTa BPYYHYO
KnuneHTtbl PK
YpaneHue KnneHTa
[obaBneHne megmnacepsepa BPYyYHYHO
Megnwnacepsepsbl
YpaneHve mefnacepsepa
[lobasneHune nyna
Mynbl PepakTupoBaHue nyna
YpaaneHuve nyna
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MpunoxeHue b: KoHOUrypaunoHHbin ¢ann rb_siem.conf

AneMeHT cucTeMbl CueHapui
[o6aBneHune rpynnosl Nynos
["pynnbl nynos
YpaneHue rpynnbl NynoB

[lobaBneHne npasunia NogMeHbI NynoB

MoameHa nynos
YpaneHue npasuna NnogMeHbl NyioB
[MosBneHe HOBOW 3afa4n B ouepean 3ajau

lMepesanyck 3agayn B ovepenm sagaud

Ouepepnb 3apav
MaMmeHeHne cTaTyca 3ajayv B ouepenmn 3agad

YpaneHue 3afaun s oyepeam sagad

NMpunoxxeHue b: KoHpurypayuoHHbin pann
rb_siem.conf

Tabnunya 10. MNapameTpbl rb_siem.conf

MapameTp OnucaHue
RB_HOST IP-appec cepepa RuBackup
RB_USER JlornH nonbsoBaTena RuBackup
RB_PASSWORD MNaponb nonb3osaTtens RuBackup
DB_HOST IP-agpec cnyxebHom 6a3bl gaHHbIXx RuBackup
DB_PORT MopT, Ha KOTOPOM 3anyLeHa cnyXxebHasa 6a3bl JaHHbIx RuBackup
DB_NAME MMAa cncteMHom cnyxxebHom 6asbl AaHHbIX
RB_ROOT_CA_CERT MyTb 00 KOpHEBOro cepTudukaTa cepsepa RuBackup
RB_CLIENT_CERT MyTb 00 KNMEHTCKOro cepTudmkaTta cepsepa RuBackup
RB_CLIENT_CERT_KEY MyTb A0 K/KOYa KIIMEHTCKOro cepTudukaTa cepsepa RuBackup

[1] BbInONHUTE HAaCTPOIKY B COOTBETCTBMM C HACTPOWNKOI OCHOBHOrO cepBepa RuBackup.
[2] O6sA3aTenbHOEe none, ecnu ncnonbdyetcs TLS.

[3] O6sizaTenbHOe none, ecnu ucnonbsyetcs TLS.
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