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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

1 BeBeaeHune

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTKS CBA3M AVKTYHOT oneparopam HeO6X0AMMOCTb NOUCKA ONTUMASbHbIX
peLLEeHNIA, NO3BONAOLLMX YAOBNETBOPUTL CTPEMUTENBHO BO3pacTalLLme NnoTPpe6HOCT aBOHEHTOB, COXPaHSIS
npy 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLLECCOB, TMOKOCTb Pa3BUTUSA M COKpaLLeHMe 3aTpar Ha
npeaocTaB/ieHre pasnyHbIX CEPBUCOB. BeCcnpoBOHbIE TEXHOMOMMK B KOPOTKOE BPEMSI MPOLLI/IN OTPOMHBbIiA
NyTb OT HECTAOU/IbHBIX HU3KOCKOPOCTHbIX CETEl CBA3M Masioro paguyca go ceteii WM, conoctaBUMbIX MO
CKOPOCTY C NPOBOAHBLIMU CETSAIMU C BbICOKMMU TPEOOBaHMSIMUN K KQYeCTBY NPeoCTaB/IEHNS YCYT.

Baszosas ctaHuns WOP-3ax-LR6 — ycTpoiicTtBo HoBoro nokonenus Wi-Fi 6E, npegHasHavyeHHoe ans
opraHmsauun BLUMA-cetn B MaccmBax YacTHol 3acTpoitkn. WOP-3ax-LR6 no3sonseTt obecneuntb
LLIMPOKOMOJIOCHBIM AOCTYN B VIHTEPHET KNMEHTam Ha 60/1bLLMX PACCTOAHWUAX U NpefoCcTaBuTb cepBuckl Triple
Play. YcTpoicTBO ABNsieTCA He3aMeHNMbIM peLleHneM Ansa opraHnsanmm 6ecnpoBoOfHON CETU B pas/IMYHbIX
KIMMaTUYeCcKmX YCNOBUAX — B LUMPOKOM AuanasoHe paboumx Temnepartyp 1 BbICOKOM B/I&XHOCTH, C
BO3MOXHOCTbIO MOAKMOYEHNSA Pa3/INYHBIX TUMOB CEKTOPHbIX 8HTEHH.

B HacTosiLLeM pyKOBOACTBE MO 3KCrayaTauuy N3/I0KeHbl Ha3Ha4YeHre, OCHOBHbIE TEXHUYECKME
XapakTepuCcTUKKM, KOHCTPYKTUBHOE NCMOMHEHWE, NpaBu/ia 6e30nacHoi aKkcnayaTaunm yCTpPONCTBa, a Takke
pekoMeHzaumm no ycTaHoBKe 1 HacTpoiike 6a3osoii ctaHum WOP-3ax-LR6.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHns n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTpOWCTBA.

@ nMpepynpexaernsa MHDOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHecTH Bpes,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOCTBa UK NOTEPE AAHHbIX.




PykoBoacTtso no akcnayatauum WOP-3ax-LR6

2 OnucaHue n3nenus

2.1 Ha3HaueHue

Baszosas ctaHunss WOP-3ax-LR6 — HoBeiilwee rmbkoe pelueHune, obecneymsatoee 60/bLUYyI0 30HY MNOKPbITUA
CETW 3a CYET MOLLHOCTM Nnepefartumka (0o 26 ABM) 1 UCMO/Ib30BaHNS CEKTOPHBIX aHTEHH. Barofaps BbICOKOW
NPOV3BOANTENLHOCTY annaparHoi N1aTopPMbl, BO3MOXHOCTSAM MacLUTabupoBaHNS N MHTYUTUBHO NOHATHOMY
NHTEpdIeCy MOXHO NErko 1 6bICTPO pasBopadynBaTb 6ecnpoBogHyto I T-MHGPaCcTPyKTypy.

Bnarogapst nogaepxke ctaHaapta IEEE 802.11ax 6a3oBast ctaHumss WOP-3ax-LR6 (ganee «ycTpoiicTBO»)
obecneunBaeT CKOPOCTb Nepegayn faHHblx Ao 2402 MéuTt/c.

VMcnonb3oBaHue texHonornm MU-MIMO n cekTopHbIX aHTeHH no3sondaet caenars WOP-3ax-
LR6 yHVBepcanbHbIM pelleHnem Ans opraHmsauun bLUMNO-ceTel.

2.2 XapakTepuCTUKM YCTPOCTBa
Nnmepabelicbi:

+ 1 Combo-noprt:
+ 10/100/1000BASE-T (RJ-45) ¢ noaaepxkoii PoE;
+ 100/1000BASE-X (SFP).
+ 2 pazbema SMA-Tuna (female) ana nogknUYeHUs BHELWHKX aHTeHH (Omni, cekTopHasi, naHesibHas 1 T.
A
« Wi-Fi 6 I'Ty IEEE 802.11ax.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nogaepxka ctaHgaprta IEEE 802.11ax;

« arperauusi aaHHbIx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNPOBaHWe naketos Ha ocHose WMM,;
* pexuM Toukn goctyna (AP-PTP/AP-PMP);

* pexuM knmeHTa (STA);

* aBToMarmyeckoe onpegesieHne paccTossHuS;

* aBToMarumyeckoe yrnpas/ieHe MOLHOCTbIO NepeaaTymka;
* noggepxka ckpoitoro SSID;

* nogaepxka MAC ACL;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* nogaepxka APSD;

* OrpaHu4YeHune Cnmncka KaHasios;

* CrnekTpoaHanmsaTop;

* nogAepxka (pMKCMpoBaHHOWN LEHTPasIbHOM YacTOTbl,

* nogaepxka TDD;

* IOCTUPOBKA.

Cemesbie (hyHKYUU:

* aBTOMarumyeckoe corsiacoBaHne CKOPOCTM U AYN/IEKCHOTO PEXUMA;
+ nopaepxka VLAN (Access, Trunk, General);

* nogaepxka Hactpolikm C-VLAN;

* noggepxka Management VLAN,;

* DHCP-knueHT;

* nogaepxka VLAN Mapping;

+ nopgaepxka Loopback Detection;

* nogaepxka MVR,;
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* nogaepxka NTP;

* nogaepxka Syslog;

+ nogpepxka DHCP snooping;

+ nopaepxka IGMP snooping (C BO3MOXHOCTbIO OrpaHUYEHN KO/TIMYECTBa rpynn);
* noaAepxkKa orpaHUYeHns konmyecTsa nlyveHHbix MAC-agpecoB (MAC-learning);
* (punerpauunsa BPDU;

* nognepxka IPvo;

* nopgepxka LLDP;

+ nogaepxka Ping Watchdog.

®dyHkyuu QoS:

* OrpaHuyeHune nNPornyckHol cnoco6HOCTY;

* n3meHeHue napametpos WMM ans pagmonHtepgeiica;

* noggepxka npuoputunsaymm no 802.1p, DSCP n VLAN ID;

* noggepxka npuoputusaymm Tpaduka Ha ocHoaHun MAC/IP-agpeca.

Ee3onacHocms:

* UeHTpasim3oBaHHas aBTopusauusi yepe3 RADIUS-cepeep (802.1X WPA3 Enterprise);
* wundpposaHue gaHHbIx WPA3/OWE;

+ aBTOpu3auus yepe3 RADIUS-cepBep npu BXoAe Ha YCTPOICTBO;

* cucTeMa 3alnTbl ayTeHTUdMKauum Nosb3oBartens npu BXo4e Ha YCTPONCTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHna WOP-3ax-LR6.

WB-3P-LR6

WOP-3ax-LR6

PucyHok 1 — Cxema npumeHeHns WOP-3ax-LR6



2.3 TexHuyeckue napameTpbl yCTPOCTBa

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

OCHOBHblE TEXHMYECKME NapaMeTpbl YCTPOICTBA NpUBEeAEHLI B Tabnuue 1.

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTpbl uHTepdeiica Ethernet
Konunyectso nopTos

DnekTpuyecknii pasbem

CkopocTb nepegaun

Mopoepxka cTaH4APTOB

OcobeHHOCTH nopTa

MapameTpbl 6ecnpoBOAHOrO MHTepdelica
CraHgapTsl

YacToTHbI gnanasoH

Mogaynauus

Pa6oune kaHanbl'

CKOpOCTb Nepefayunt faHHbIX?

MakcrMMasibHOe KOMMYecTBO OAHOBPEMEHHbIX
NoAKAOUYEHN

MakcumasibHadA BbIxo4Has MOLLHOCTb I'IE[Z)G,EJ@.T‘—II/IK&[1

YyBCTBUTE/IbHOCTL NpUeMHUKa

Be3onacHocTb

RJ-45/SFP
10/100/1000 M6uT/c, aBToONpeaeneHne
BASE-T/BASE-X

Combo-nopt

802.11ax
5935-7125 My,
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11ax: 1-233 (5935-7125 Mr'w)
802.11ax: 2402 MbuTt/c

6Ty 64

61Ty 26 gbm
6 ITy: 80-96 abm

WPA3/0WE

Bbl60p MoAesIn aHTEHH 3aBUCUT OT UCMOJ/Ib30BaHNA TOYKM A0CTyna

PagnonHTtepdeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2

YnpasneHue
YpaneHHoe ynpas/seHue

OrpaHnyeHne goctyna

web-nHTepdeiic, CLI, Telnet, SSH, SNMP, NETCONF

no naposnto, ayteHTudukaumna yepes RADIUS-cepsep



O6Lwwume napameTpbl

Flash-namatb

RAM

MutaHne

MoTpebnsemasn MOLLHOCTb

CreneHb 3aWuTbl

Pabouwii ganasoH Temneparyp

OTHOCUTENbHAA BIaXXHOCTb Npu Temnepatype 25 °C
ra6apuTbl (LU x B x T)

Macca

Cpok cnyx6bl

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

128 MB SPI-NAND Flash

256 Mb DDR3 RAM

PoE+ 48 B/56 B (IEEE 802.3at-2009)
He 6onee 14 BT

IP55

o1 -45 go +65 °C

00 95%, 6e3 06pa3oBaHNSA KOHAEHCaTa
125 x 236,5 x 50,4 mm

0,8 kr

He meHee 15 net

1 KonnuecTtBo KaHa/10B 1 3HAYEHNE MaKCUMasibHOW BbIXO,El'HOVI MOLLIHOCTH 6y,qu N3MEeHATbCA B COOTBETCTBUN C
npasuiamMmn pagmno4actoTHOro peryimnposaHus B BalLel CTpaHe.

2 MakcymasibHast cKopocTb 6eCrpOBOAHOI Nepefayu aHHbIX onpeaeneHa creLuhkaLysMmn CTaH4apToB
IEEE 802.11. PeanbHas nponyckHas CNoCOOHOCTb OyaAeT ApYroil. YCNoBus, B KOTOPbIX paboTaeT CeTb, DakTopbl
OKpyXXatoLLein cpefpl, Bktoyasa 06bem ceTeBoro Tpadvka, CTpouTe/IbHble Matepuasibl U KOHCTPYKLNKY, a Takke
CNy>XebHble flaHHble CETU MOTYT CHU3UTb peasibHY NPOMYCKHYK CMOCOOHOCTb. PakTopbl OKpYXatoLein cpeapl

MOTyT TaKXe BNMSITb HA Paanyc AeiCcTBUSA CEeTu.
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2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE

Yctpoiicteo WOP-3ax-LR6 BbInosHEHO B N1acTMKOBOM kopnyce. BHewHwuii Bug WOP-3ax-LR6 npusegeH Ha
pUcyHke 2.

PucyHok 2 — BHewuHuin Bua nepeaHeii naHenn WOP-3ax-LR6

10



PyKOBOZACTBO No akcniyaTtaumy WOP-3ax-LR6

Mog, KPbILLKOW B HUXHE YacTu ycTpoiicTBa pacnonoxeHsl combo-nopt 10/100/1000BASE-T (Ethernet)
100/1000BASE-X (SFP) gns nogkntoueHmns kK cetn n nutaxuto PoE, a Takke kHonka «F» gns c6poca k
3aBOACKUM HacTpoiikam (pUCyHOK 3).

e

PucyHok 3 — BHeLHWIA BUA, HKHEN
naHenn WOP-3ax-LR6

PucyHok 5 — BHewHWiA BUA, 3agHei naHenm
WOP-3ax-LR6

®—4

PrcyHOK 4 — BHeLUHWIA BU, BEPXHEN NaHesnu
WOP-3ax-LR6

Ha naHensix ycTpoiicTBa pacnosioxXeHbl CriefytoLme pa3beMbl U OpraHbl ynpasneHus, Tabnuua 2.

Tabnuua 2 — OnucaHve NopToOB 1 OPraHoB ynpas/eHus

dnemMeHT naHenu OnucaHue
1 F oyHKLUMOHa/IbHasA KHOMKa cbpoca K 3aBOACKMM HACTPOMKam
2 Combo-nopt 10/100/1000 BASE-T (pasbem RJ-45) ¢ noanepxkoii PoE

100/1000 BASE-X
3,4 A1, A2 pa3bembl 4714 MOAKIHYEHNA BHELIHNX aHTEHH

5 @ 3a3em/ieHne ycTpoincTea

11



PykoBoacTtso no akcnayatauum WOP-3ax-LR6

2.5 CaetoBas nHgukauus

CocCTosiHMe yCcTpoiicTBa 0TOGpaxaeTcs Npy NOMOLLM UHAMKATOPOB, PACTNONOXEHHbIX HA NepeHel naHem
ycTpoiicTBa. [epeyeHb COCTOSIHWI MHAMKATOPOB NPUBEAEH B Tabnuue 3.

Tabnuua 3 — OnucaHne NHANKaTopoB

Nupunkarop CocTtosiHne uHagukatopa OnucaHue
WLAN — nHgukatopbl ropuUT NOCTOSAHHO YCTPOICTBO NOAK/MHOYEHO, YPOBEHb CUMTHaNa ot
YPOBHSA curHana ot BCTPEYHOro ycTpoiictea 6onblie -60 gbm
BCTPEYHOro
ycTpoiicTea (RSSI)
rOpUT NOCTOSAHHO YCTPOICTBO NOAK/TOYEHO, YPOBEHb CUMTHaNa ot

BCTPEYHOro ycTpoiicTea 6osbLue -70 gbm

ropuT NOCTOSIHHO YCTPOWCTBO NOAK/OYEHO, YPOBEHb CUrHas1a OT
BCTPEYHOro ycTpoiicTea 6osbLue -80 gbm

rOpuUT NOCTOSIHHO YCTPOIACTBO MOAK/IHOUYEHO, YPOBEHb CUrHas1a OT
BCTpEYHOro ycTtporictea 6onblie -100 gbm

HW OAMH MHAMKATOpP He HET coeVHEHNst Mexay YCTpoicTBamu
roput
LAN — nHgmkaTop nopta roput NOCTOSAHHO kaHan mexay Ethernet-uHtepdpeiicom WOP-3ax-
[, Ethernet-nHTepdeiica LR6 1 nogxtoYeEHHbIM YCTPOCTBOM aKTUBEH
Muraet npoLecc NakeTHON nepefayn faHHbIX Mexay

Ethernet-uHtepceicom WOP-3ax-LR6 u
NOAK/MOYEHHBIM YCTPONCTBOM

nnTaHnAa n ctatyca

O Power — nHgukatop rOpUT NOCTOSIHHO nMTaHue NoAKIYeHo, HopMasibHas paboTa
paboThl YCTpoOlicTBa

Muraet YCTPOICTBO He nonyunno agpec no DHCP

yacTo MUraeT B TeueHne 3 nepesarpyska/copoc K 3aBOACKMM HacTpoikam
CeKyHa, Aanee roput
MOCTOSIHHO

12
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2.6 C6pocC K 3aBOACKMM HacTpoiikam

[na cépoca K 3aBOACKMM HAcTpoikam HeOBX0A4MMO B 3arpy)XEHHOM COCTOSIHUKN YCTPOMCTBA HavKaTb U
yaepxumBatb KHOMKY «F» Ha npoTskeHun 10—15 cekyHa, noka Bce nHaukatopbl WLAN He 3amurator.

© npousoiineT aBTOMaTMUeCKas nepe3arpyska ycTpoiicTea. Mpu 3aBOACKMX yCTaHOBKax GyAeT 3anyLueH
DHCP-knueHT. B cny4ae, ecnu ip-agpec He 6yaet nony4veH no DHCP, To ycTpolicTBo 6yAeT A4OCTYMHO
no ip-agpecy — 192.168.1.10, macka noacetu — 255.255.255.0; ums nosib3oBartens/napons 41
poctyna yepes web-nHtepcpelic — admin/password.

2.7 KomnnekT nocTaBKu
B KkoMnekT nocTtaBku BXOOAT:

+ basoBas ctaHuus WOP-3ax-LR6;

* KoMN/IeKT Kpenexa;

+ PykoBOACTBO No akcnnyaTtauum Ha CD-aucke (OnuMoHasbHO);
+ CepTtudomkaT COOTBETCTBUS;

+ MamATka 0 gokymeHTauuy,;

+ Macnopr.

13



PykoBoacTtso no akcnayatauum WOP-3ax-LR6

3 MpaBuna n pekoMeHaaLmm no ycTaHOBKe YCTPOCTBA

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He BckpbiBaiiTe KOpnyc ycTporcTBa. BHyTpu yCTpoincTBa HET 3/1IEMEHTOB, NpeAHa3HauYeHHbIX 415
06CNyX1MBaHUS NOSIb30BaTE/EM.

2. HesapgeicTBOBaHHbIE aHTEHHbIE pa3beMbl TpebyeTcs 3akpbITb 3aMTHONM KPLILLKOW, KOTOpas BXOAUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

3. He npoussoauTe ycTaHOBKY JAHHOIO YCTPOCTBA BO BpeMS rpo3bl. MOXeT cyLecTBOBaTb PUCK yaapa
MOJTHUEN.

4. Heobxogmmo cobntogate TpeboBaHms N0 HAMPSHXKEHUIO, TOKY U YacToTe, yKa3aHHble B faHHOM
NHCTPYKUNN.

5. TMNepep nogxNtoYeHNeM K YCTPONCTBY M3MEPUTENbHBIX MPUGOPOB M KOMMbOTEPa UX HEOBX0ANMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

6. Mepep BKIOYEHMEM YCTPOICTBA yOeanTbLCA B LLe/IOCTHOCTU Kabesnei n nx HageXHoM KpenaeHun K
pasbemam.

7. He yctaHaBnmBaiiTe yCTPONCTBO PALAOM C MCTOYHUKAMU Tern/ia 1 B NOMELLEHUAX C TeEMNepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

8. B0 Bpems MOHTaxa yCTPOMCTBA Ha BbICOTHBIX KOHCTPYKLMAX CriefyeT BbINO/HATb YCTaHOB/EHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

9. 3kcnnyartaumsa ycTporcTea Ao/MKHA NPOU3BOANTLCA UHXEHEPHO-TEXHUYECKUM NMEPCOHAsIOM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

10. Mopxntoyatb K yCTPOMCTBY paspeLuaeTcs TO/IbKO ro4HOe K MPUMEHEHUIO BCrioMoraresibHoe
obopygoBaHue.
11. He BkAwuvaiiTe nutaHne 6e3 NoAKIOUYEHHbIX aHTEHH.

3.2 PekomeHpaumu rno ycTaHOBKe

€ Mpw ynuuHoii ycTaHoBKE TMGO B MECTax BbICOKON BIAXHOCTU YCTPONCTBO 06A3aTENbHO JOMKHO BbiTh
YCTaHOB/IEHO TakMM 06pa3om, 4To6bl Ethernet-nopT 6611 HanNpaBIeH BHUS.

PekomeHayemoe ycTaHaB/IMBaeMOe NoOXEHME: KpensieHne Ha TpyboCTolKy/cTono.
Mepepn yCcTaHOBKOW 1 BKNHOYEHNEM YCTPONCTBA HEOOXOANMO NPOBEPUTL YCTPOMCTBO HA HaMuune
BUAMMbIX MEXaHNYECKMX NOBPEXAEHWN. B criyyae Hanmuns NoBpexaeHnin cnefyer npekpartuTb
YCTaHOBKY YCTPOMCTBa, COCTaBUTb COOTBETCTBYHOLLMI aKkT U 06paTUTLCA K MOCTaBLLKKY.
3. YCTponCTBO A0/KHO ObITh YCTAHOB/IEHO Ha TPY6OCTOMKY/CTONG TakuM 06pa3om, 4Tobbl Ethernet-nopt
6bl1 HanpaB/ieH BHU3.
4. Tpwn pa3meLleHnmn yCcTpoiicTBa ansa obecrnedeHuns 30Hbl NokpbITMA cetn Wi-Fi ¢ Hannyywmnmm
XapakTepucTMkamy yunTbiBainTe cregyrowime npasunia:
a. YcTtaHaBnuBaiiTe yCTPOMCTBO TakMM 06pa3om, YTOObI B CEKTOP AENCTBUS aHTEHHbI Nonajasin Bce
BCTPEeYHble YCTPOINCTBA, KOTOPbIE 3arn/iaHNPOBaHO MOAK/IOYNUTL K JAHHOMY YCTPOWUCTBY;
b. He yctaHaBnuBaiiTe ycTpoiAicTBO B61M3N (Nopsiaka 2 M) 3/1EKTPUUECKUX YCTPOWCTB U
paanoycTpoiCTB;
c. He pekomeHpyeTcs ncnonb3oBatb pagmotenedoHbl 1 Apyroe 06opyfoBaHue, paboTarollee Ha
yacTtoTe 5-6 Ty, B paguyce gericteua 6ecnposogHoli cetn Wi-Fi;
d. MNpenaTcTBus B BUAE CTEKNAHHbIX/METAIINYECKUX KOHCTPYKUNIA, KUPNUYHBIX/OETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauMTelbHO YMeHbLUNTb paguyc aericteua Wi-Fi ceTtn.
5. Mpun pasmeLLeHnn HEeCKObKMUX YCTPOWCTB Ha OAHOM TPyOOCTONKE peKkoMeHAyeTCs pasHOCUTbL UX No
BEPTMKaIN MUHUMYM Ha 2 MeTpa.

N —
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6.

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

Ecnn curHan npeBbiwaeT 3HaveHne -40 gbm, TpebyeTcs 3aHM3UTb MOLLLHOCTb Nepeaaryvka Ha
BCTPEYHOM YCTPOICTBE.

3.3 PekomeHaaLuy No o6ecneyeHmnio rpo3o3aLnThbl

1.

2.

No ok

3a3zemsieHne Heo6x04MMO BbIMOMHATL U30/IMPOBAHHBLIM MHOTOXW/TbHBIM NMPOBOAOM. YCTPOWCTBO
3a3eM/IeHNs U cevyeHne 3a3eM/SLLLEro NPoBoAa A0/HKHbI COOTBETCTBOBATL TpeboBaHuaM MY 3.
MepByl0 YNNYHYIO FPO303aLLnTy HE06X0AMMO YCTaHaB/IMBaTb MakCUMasibHO 6/1IM3KO0 K YCTPOMNCTBY,
coeanHASA UX KOPOTKUM Y/IMYHbIM FTP-kabenem ¢ skpaHMpPOBaHHbLIMW KOHHEKTOpPaMW.

BTopyto y/iMyHyto rpo3o3almTty Heobxo4aMmo ycTaHaBNnBaTb MakCMMasibHO 65113K0 K POE-kommyTaTopy
(POE-nHxeKTopy), CoeAMHSAA X KOPOTKUM Y/IMYHbIM FTP-kabenem ¢ akpaHnpoBaHHbIMU KOHHEKTOPaMM.
CoeavHeHue rpo3o3awunT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gnvHoin go 100 m.
CeKTopHast aHTeHHa [o/hKHa 3a3eM/IATbCA Yepe3 MadTy /19 KPen/ieHNss aHTEeHHbI.

YCTPOIACTBO HEOBXOAMMO 3a3eMNNTL (NOAPOBHEE B MYHKTE YCTAHOBKA YCTPOCTBA).

PoE-kommyTaTop (POE-MHXEKTOP) AO/MKEH 6bITh NMOAK/OUEH B 3/IEKTPMUECKYH po3eTKy 220 B ¢
3a3eM/iIeHneM b0 3a3emMeH Yepes Kopryc.

YcTpoMcTEO

o 3ezemnenue wepes
MOMmY GHMENHB!

CeKropHasa
aHTeHHa

§ Cosdenumenbubiil kadens FTP
we fonee 60 M. ¢ IHPIHLPOSGHHBI
HoHHERITIOD

FTP Hof enb yausH0 20 PoE

UCTOMH ERUR. [ AUHG GO 100 M. 0 - n
A HommyTaTop \

Yanunaa
TPO3 03 AWNTA

P
-
-

4 Yanunan

Howmyp sosemaenun b Howmyp sasemaenun b g

[}
]
Po3 03 WMTA y
' [
(] ]
e — e —— v '
'
.
1 Al Houmyp sosemnenun

——
'
o towmyp sasemnenus
——

PrcyHok 6 — CxeMa NoAK/IHUeHNs YCTPOIiCTBa AN1s o6ecneyeHmnst rpo3o3aluThbl
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PyKoBOACTBO Mo akcnyatauum WOP-3ax-LR6

4 YcTaHOBKa yCTpoucTBa

Ona WOP-3ax-LR6 npeaycMoTpeHbl ABa BapyaHTa MOHTaxa: ycTaHOBKa YCTPOMCTBa Ha Tpy6boCToliKy/cTon6 n
yCTaHOBKa YCTPOMCTBA Ha CTEHY.

4.1 YcTaHOBKa yCTPOWCTBa Ha TpybOCTONKY/CTONO

1. MpukpenuTe KPOHLITENH K KOpMnycy YCTPOMCTBA C NOMOLLbIO BUHTOB, UAYLLIMX B KOMIN/IEKTE, Kak NoKa3aHo Ha
pucyHke 7.

PucyHok 7— KpenneHve KpoHLUTeliHa K YCTPOCTBy

2. YcTaHOBUTE yCTPOiicTBO Ethernet-nopTtom BHM3 Ha TPY6OCTOIKY, KAk NOKA3aHO Ha PUCYHKE HUXKE, 1
3aKpenuTe ero XomyTamu, ayLiMmy B KOMMJIeKTe ¢ ycTpoiicTeoM. CobntofaiiTe NHCTPYKLMI N0 TEXHUKE
6e30nacHOCTM 1 pekoMeHaaLuKW, NPUBEAEHHbIE B paszaenax «/IHCTPYKLMY N0 TEXHUKE 6e30MacHOCTU» 1
«PeKoMeHJaLmm No YyCTaHOBKE».

[

PucyHok 8 — KpenneHue ycTpoicTea K TpybocTolike

3. BbINOMHMTE 3a3eM/IeHME YCTPOCTBA Yepes CreLmasibHyto KnemMmy Ha paavaTtope yCTpoiicTea (CM. pucyHoK
5).
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PyKOBOZACTBO No akcniyaTtaumy WOP-3ax-LR6

4.2 YcTaHOBKa YyCTPOWCTBa Ha CTEHY

© [anHbiit BapuaHT ycTaHOBKM YCTPOICTBA ABNAETCA [JONOMHUTENLHBIM — KPENn/ieHne NpoAaeTcs
OTAE/IbHO U HEe BXOAMUT B KOMIM/IEKT MOCTaBKM.

1. CoBmecTuTe YeTblpe OTBEPCTUA OJ1A BUHTOB Ha KpOHUJTeVIHe C TakKnMun XXe OTBEepPCTUAMU Ha yCTpOVICTBe. C
NOMOLLBK OTBEPTKU MNMPUKpennte KpOHLIJTEI7IH BUHTaAMM K yCTpOVICTBy, KaK NMnoKa3aHO Ha pUCYyHKe 9.

T 1

PucyHoK 9 — KpenneHue KpoHLITeliHa K yCTPOACTBY

2. BbibepuTe MeCTO A/1si pa3MeLLEeHUst yCTPOICTBA B COOTBETCTBUM C PEKOMEHAALMAMMN 13 pa3fenioB
PYKOBOACTBA «/IHCTPYKLMM MO TEXHUKE GE30MACHOCTU» U «PEKOMEHAALIMN NO YCTaHOoBKe». MpunoxmTe
OCHOBaHWEe KPOHLUTeHa K CTEHE N OTMEpPLTE PacrofioKeHNe OTBEPCTUI ANA BUHTOB (pUCyHOK 10).
MpocBepnuTe OTBEPCTUS 1 3aKPENUTE B HUX BUHTBI, HE 3aTArMBasi 40 KOHLA.

PucyHok 10 — Pa3melleHne yCcTpoiicTBa Ha CTeHe

3. BbINosHKTE 3a3eM/ieHNe YCTPOICTBA Yepes creLyasibHyo KeMMy Ha paguatope ycTpoiicTea (CM. pycyHOK
5).

4. COBMECTUTE OTBEPCTUSI KPOHLLUTENHA C BUHTaMK Ha cTeHe. MNMepeaBrHLTE KPOHLLTENH BBEPX UM BHU3 A0
ynopa u 3akpenuTe BUHTbI (pUCyHOK 11).
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PucyHok 11 — duKcmpoBaHue yCTpoiicTBa Ha CTeHe
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

5 MopaknoueHne ycTpoicTea

PucyHok 12 — MogknioveHne Ethernet-kabens k PoE-nopty

+ CH/MUTE KpbILWKY, 3aKkpbiBatowyto Ethernet-nopt Ha HWXHe naHenn ycTpolicTea, nogkntounte Ethernet-
kabenb k POE-nopTy (pucyHok 12).

*+ 3akpoliTe KpbILWKY HKHE naHenw.

+ [oaktounTe aHTEHHY K YCTPOWCTBY, Ceaysa UHCTPYKUMAM U3 pasgena «/IHCTpyKUMSA No repMeTmsatmm
aHTEHHbIX Pa3beMOB»:

* Mpwn ncnonb3oBaHMn Omni-aHTEHH: NpUcoeauHUTE aHTeHHbl K SMA-pazbemMaM yCTPOCTBa;

* [pwn ncnosnb30BaHUN NaHebHbIX/CEKTOPHbIX aHTEHH: MPUCOeAMHUTE aHTeHHbl K SMA-pasbemam
YCTPOMCTBA C NOMOLLBIO KabenbHbIx C60poK. OTperynnpyiTe NoN0OXeHNe aHTEHHbI Tak, YTOObI
BCTPEYHble YCTPOICTBA Nnonagasiv B 30Hy NOKPbITUS YCTAHOBIEHHOW aHTEHHbI.

* Mopgxnioumnte Ethernet-kabenb, naywmin ot WOP-3ax-LR6, k POE-nopTy uHxekTopa nnn nopty
kommyTatopa (IEEE 802.3at-2009).
+ Ecnu Bbl ucnonb3yete PoE-nHxeKkTOp, nogkaounte ero K poseTtke 220 B ¢ NoOMOLLbI0 CETEBOTO LLHYpa.

[ © Bo uzbexaHue BbIXOAA YCTPOWCTBA 3 CTPOSI PEKOMEHYETCA UCMO/b30BaTh rPO303alLuTYy. ’

[ @ He Bkntouaiite NUTaHMe 6e3 NOAKMOUEHHBIX aHTEHH. ]
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5.1 VHCTpyKUMA No repMeTnsanmnm aHTeHHbIX pa3beMOB

@ Trepmetnzaumio HeO6X0AMMO NPOBOAUTL C 06EeNX CTOPOH Kabens.

1. Mepep nogkntoyYeHMeM kabesnst K pasbemy 0CMOTPUTE ONJIETKY Kabens Ha Hanmume NoBPeXaeHNi, a Takke
MPOBEepLTE Ha/IMuMe YNIOTHUTENBHOTO KO/bLia B ralike pasbema, pacnosioxeHve nokasaHo Ha pucyHke 13 (a,
6).

PucyHok 13a PucyHok 136

2. MopkntounTe Kabesnb K pasbemy YCTPOACTBa (aHTEHHbI) 1 3aTAHUTE raiiky, Kak nokasaHo Ha pucyHke 14 (a,
6).

PucyHok 14a PucyHok 146

3. OTpexbTe Pe3MHOBYHO repMETM3NPYIOLLYIO IEHTY COOTBETCTBYIOLLEN A/INHbI: HA TEPMETU3aLMio OAHOMO
pazbema SMA (pucyHok 14a) Tpebyetcsi 0,15 M ruaponsonvpytoLleli neHTsl, ans pasbema N-type (prcyHok
146) Tpebyetcs 0,3 M rMapon30NMpPYIOLLEN NTEHTLI, Kak NokaszaHo Ha pucyHke 15 (a, 6).

PucyHok 15a PucyHok 156
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4. Ypanute ¢ pe3nHOBO NEHTbI 3aLLMTHbIV CNOW, Kak NoKa3aHo Ha pPUCYHKe 16.

PucyHok 1 6

5. HauHnTe 06MOTKY CO CTOPOHbI Kabesns, npeasapuTesnibHO OTCTYNMB OT 0GXMMHOM YacT Ha 10—15 mm.
3adnKcupyinTe KOHUMK NEeHTbl Ha oneTke kabensa nog yrnom 15-25 rpagycoB K ocu kabens, u, crerka
pacTarveas /IeHTy, HauHUTe obmaTbIBaTh Kabesb U pa3beM, NPOABUTasiCb B CTOPOHY Kopnyca yCcTpoicTsa.
BuTkn HeobxoamMmo yknaabiBatb Apyr Ha Apyra ¢ Hax/1eCcToM, CK1aZkM Ha BUTKax He gonyckatotcs. O6moTka
kabens nokasaHa Ha pucyHke 17 (a, 6).

o o
o’

PucyHok 17a PucyHok 176

6. [LOCTUrHYB KOprnyca yCTPoicTBa (aHTEHHbI) KpaeM NIeHTbI, CAenaiiTe 060poT BOKPYr pazbema, MakCUMasibHO
NpWXMMas Kpaii NeHTbl K Kopnycy, Aasiee NPOA0/HKUTE HAMOTKY IeHTbI NoA, APYrUM YI/IOM, YAAsssCb OT
kopnyca. MNpu HaMaTbIBaHNM He 3a6blBaiiTe PacTArMBaTh NIEHTY U MIOTHO NPUXUMaTb €€ K paHee HaMOTaHHbIM
BUTKaM. Ha KOHUMKe NTeHTbl PacTsHKKy HEOOXOAMMO YMEHbLLUUTL 1 M/IOTHO NPUXKaTb Ero K BUTKaM,
pacnofioXeHHbIM Ha ON/IeTKe Kabens, Kak NokasaHo Ha pucyHke 18 (a, 6).

v

2 SN
PucyHok 18a PucyHok 186
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7. OTpexsTe MBX-NeHTy (M30/1EHTY) COOTBETCTBYIOLLEN A/IMHbI: HA repMETU3aLMI0 0AHOro pasbeMa SMA
Tpebyetcsa 0,28 M n3oneHTsl, ANa pasbema N-type Tpebyetca 0,6 M n30/eHThI. 130n1eHTa Tpebyetca a/is
3alNTbl PE3VHOBOW NEHTbLI OT Y/IbTPAKMONETOBLIX Ny4Yeld. I3oneHTa nokasaHa Ha pucyHke 19.

PucyHok 19

8. HauHnTe 06MOTKY C onneTkn kabens, npeaBapuTesibHO OTCTYNMB OT NEPBOr0 BUTKA PE3NHOBO NIEHTbI HA 5—
10 MM. 3adnKCUpyinTe KOHYMK N30/1EHTLI Ha onneTke kabensa nog yrnom 15—25 rpagycoB K ocu kabens, u,
cnerka pacTsarmas IeHTY, Ha4HUTEe obMaTbiBaTh Kabesb 1 pasbem, NPoABUrasicb B CTOPOHY Kopnyca
yCTpoicTBa. BUTKM HEOBX0AMMO YKaabiBaTb APYr Ha Apyra C Hax/1ecToM, CKNagkM Ha BUTKax He
ponyckatotcsa. O6MoTKa Kabensa nokasaHa Ha pucyHke 20.

PucyHok 20

9. [locTUrHYB KOpryca KpaeM NeHTbl, caenaite 060poT BOKPYT pa3bema, MakCUMasibHO NpuXumasi Kpai
N30/1eHTbI K KOPMYCY YCTPOICTBA, Aasiee NpoAo/HKUTE HAMOTKY JIeHTbI NoA, APYrMM YI/IOM, YAaNsisiCb OT
kopnyca. Mpu HamaTbIBaHUM NSIOTHO HakNaablBaliTe BUTKM JIEHTbI, HE Aonyckas CKnagok. Ha nocnegHux
BUTKaX U30/1EHTbI PACTSKKY HE0OXOAMMO YMEHbLLNTb A0 HYAS U NOCeAHWI BUTOK YIOXNUTL 6e3 pacTsrmBaHus,
Kak nokasaHo Ha pucyHke 21 (a, 6).

PucyHok 21a PrcyHok 216
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6 YnpaBneHue ycTpomncTBOM yepe3 web-uHtepdeinc

6.1 Hauyano pa6oTsl
[ns Hayana paboTbl HYXXHO MOAK/TIYNUTLCA K YCTPOMCTBY No nHTepdielicy Ethernet uepes web-6paysep:

1. OTkpoiiTe web-6paysep (nporpaMmy A58 NPOCMOTpa rMNepTEKCTOBbIX JOKYMeHTOB), Hanpumep Firefox,
Opera, Chrome.
2. BeeauTe B agpecHoin cTpoke 6pay3sepa IP-agpec ycTpolicTea.

© 3asopckoii IP-agpec yctpoiicTea: 192.168.1.10, Macka nogceTu: 255.255.255.0. Mo yMmonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewwHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsl CTpaHuLa ¢ 3anpocoM UMEHN
nosib30BaTens v naposs.

WOP-3ax-LR6

3. BBeguTe ums nonb3oBaresnis B CTPOKe «BBeAUTE NOrMH» U Naposib B CTPOKe «BBeAUTE Naposib».

© 3aBopckue yctaHoBky: 1orvK: admin, naposnb: password.

4. HaxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHI0 MOHUTOPWHIa COCTOSIHUSA YCTPOICTBA.

a
fid) -
) e L I e x @ Tecrossii pesim
BeicTpan HacTpoika MOHUTOPUHT Radio AP CeTeBble HACTPOMKM Cucrtema MHCTpyMEHTEI - (ebixom)
BecnpoeogHoR kaHan Wanenne

An w2
CravcTuka no Tpadmry - o v
3aeogcroi MAC-agpec EC:B1:E0:2D:9B:00
CranvpoeaHue atvpa
CepuiiHLIid Homep WP58000152

CrekTpoaHanuzatop Bepewa NO

HypHan cobuimai Pezeperan sepeua M0
Ceresan uHgopmaynAa Bepona sarpyzuka
CUCTEMHOE EpEMA 06.10.2025 05:39:50
WMhudpoprayma o
pagHouHTepdeiicax Bpema paboTsl 0 gu, 00:21:15

Wrcpopualpn 06 yeTpoicTee > 3arpyzka LMY 2%

WMcnonezyeman namaTe 41% 96 MGaiit / 237 MGaiiT

< ObHoeMT
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5. Tpy HeoBXOANMOCTU MOXHO MEPEKNIOUNTL A3bIK 0TOBpakeHnsa nHdopmaunn. Ana WOP-3ax-LR6
[OCTYMHbI pycckas v aHrnMinckas sepcumn web-uHtepdpeiica.

NELTEX

Becnposogroi kakan
CramucTuka no Tpadmry
CranupoeaHue stvpa
CnexTpoaHanuzarop
HypHan cobumaii
Ceresan nHpopMayma

WMhudpoprayma o
paguouHTepdelicax

Mudpopisauma ob ycTpofictee >

BeicTpan HacTpoika MoHuTopuHr

Radio AP CeTeekle HacTpoMM

Mapenne

AnnapaTHan BepcuA
3aeogcron MAC-agpec
CepuiHLIi Homep
Bepcua NO

PesepeHan sepcua N0
Bepcua zarpyauuka
CucTemHoe epema
Bpema paboTel

3arpyaka LMY
Mcnonezyeman naMaTe

& ObHoBHTL

Cucrema MHcTpyMeHTEl

12
EC:B1:E0:2D:9B:00

WP58000152

06.10.2025 05:39:50
0 gs, 00:21:15

2%

41% 98 Moaitt / 237 Mbaitt

@ TecToBblii pesim

- (Bbixom)

6.2 CwmeHa nosnb3oBaTenei

Ha ycTpoiicTBe cywlecTByeT ABa Tuna nosnb3osareneii: admin v viewer:

+ admin (naponb no ymonyaHuto: password) MMeeT NosHbIM AOCTYN K YCTPOICTBY: YTEHWE U 3aNUCb

N0ObLIX HACTPOEK, NOJHbLIA MOHUTOPUHI COCTOSIHUS YCTPOKCTBA.

* viewer ymeeT NpaBo TO/IbKO NPOCMATPMBaTh BCHO KOH(IMUIypaLmio ycTpolicTBa 6€3 BO3MOXHOCTM YTO-
nnbo pefakTnpoBaTtb, MOHUTOPUHT COCTOSIHUA YCTPOMCTBA AOCTYMNEH B MO/THOM 06beMe.

vELTEX

BricTpan HacTpoiika

AP CeTeBbie HACTPOWKM

Cuctema MHCTpymMEHTEI

@ TecTosbIi pessum

Mpu HAXaTUKN Ha KHOMKY «BbIXxoA» TeKylllasi ceccus nonb3oBarens 6yaeT 3aBeplieHa, 0To6PasuTCst OKHO

aBTOpPU3ALMN:

WOP-3ax-LR6

[na cMmeHbl goctyna HeOGXO,EI,I/IMO YKa3aTb COOTBETCTBYOLLNE NMMA NOJIb30BaTE/ 1A U NMapo/ib, HaXKaTb KHOMKY

«BonTtwm».

PykoBoacTtso no akcnayatauum WOP-3ax-LR6
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

6.3 lMpumeHeHne KoHurypaumm n oTMeHa M3MeHEHN

1. MNpumeHeHre KoHurypaLmm

o v [IpumeHnTs
Mpy HAXaTUN KHOMKM 3anyckaeTcs npoLecc cCoxpaHeHust KoHurypauum Bo

flash-namsTb ycTpoiicTBa M NpUMEHEHME HOBbIX HACTPOEK. Bce HAcCTpolikvu BCTynatoT B cuy 6e3
nepesarpysku yCTpoKcTBa.

B web-uHTepeiice peannsoBaHa BuU3yasibHasi MHAMKALMS TEKYLLETo COCTOSIHKS npoLecca NPUMEHEHWS]
HacTpoek (Tabnuua 4).

Tabnvua 4 — BusyasibHast MHAMKaLMS TEKYLLEro COCTOSIHMS npouecca NpUMeHeHUs HacTpoekK
BHewwHwMii Bupg, OnucaHue coCcTosiHUA

Mocne HaxaTust Ha KHOMKY «[pUMeHNUTb» NPOUCXOAUT NPOLIECC
NPYMEHEeHWs 1 3anncK HaCTPOeK B NaMaATb ycTpoicTea. O6 3ToM

NHAPOPMUPYET 3HAYOK i B Ha3BaHUM BKIAKM U HA KHOMKE

«IPUMEHNTB>.

06 ycrnewHoOM COXpaHeHUn 1 NPUMEHEHNN HacTPoeK MHAopMUpYyeT
+ [1pumMeHnTs y P P P thopmmpy

3HauOoK B Ha3BaHWUW BKIAJKN.

2. OTMeHa U3MeHEHWIA

© OtmeHa n3MeHeHNii NPOM3BOANTCA TOMLKO [0 HAXKATUS Ha KHOMKY «TTpUMeHnTb>. Mpu HaxkaTum Ha
KHOMKY «[TPUMEHNTbL» N3MEHEHHbIE Ha CTPaHuLLEe NapamMeTpbl 6yayT 06HOBNEHbI HA TEKYLLME 3HAYEeHNS
N COXpaHeHbl B NaMsiTb YCTPOCTBa. [ocne HaxaTnsi Ha KHOMKY «MpMeHUTb» BO3BpaT K NpeablayLmm
HacTpoiikam 6yaeT HEBO3MOXEH.

v X 0
KHOMka oTMeHbI N3MEHEHUI UMeeT BUS; THENS
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6.4 TecTOBbIN pexum
Ha ycTpoiicTBe peasim3oBaH TECTOBbIA PEXMUM A1 NTPOOGHOr0 NPUMEHEHUA KOHGUIypauun.

YT0O6bI €ro aKTMBMPOBaTb, HKMUTE KHOMKY «TECTOBbIN PeXrM» Ha BepxHein naHenn web-nHrepdeiica.

o~
— LT e X @ TecToBbi pexum

BuicTpan HacTpoiika MoHHTOpHHT Radio AP CeTeBble HACTPOHKA Cucrema WMHCTpyMeHTE

Bpems pa6oTtbl TectoBoro pexvuma — 300 cekyHa, (5 MUHYT). B TeueHne 3Toro BpEMEHM MOXHO NepemelLaTbes
no BKNagKam web-koHdurypartopa 1 Nnpon3BoAMTb Kakne-nmbo M3MeHeHNUs, NPUMEHSIS UX Ha KaxXA0W CTpaHuue

C NMOMOLLIbIO KHOMKY «[TpUMEHUTB.

3anyues TecToBeli pexsn. MNpasku ByayT oTMeHensl yepes 296 cex. Brifii us TecToBoro pexama -

ZELTEX

BricTpan HacTpoiika MoHUTOpHHT Radio AP CeTeBkle HACTPOIKY Cuctema MHCTpymMeHTLI

Mocne npoBepkn HEOGXOAMMO KOHGIMIypaLmn HAXXMIUTE KHOMKY «BbIATY N3 TECTOBOIO pexumar U BbibepuTte
HY)XHOEe AeicTBue:

JanyweH TecToskI pexun. [paex ByayT oTmereHel uepes 206 cek BeuiTi uz TecToROro pexuma -

CoxpaHuTe 1 BLIATH

AELTEX
p OTMEHWTE W BHIATI

BhicTpan HacTpoiika MoHuTopHHT Radio AP CeTessle HACTPOHKM Cucrema WHcTpymenTs! - (ekixoa)

+ «COXpaHUTb 1 BbINTU» — NPU HaXXaTUK NPOU30IAAET BbIXOA 13 TECTOBOTO PEXMMA U COXPAHEHMWE B
3HEProHe3aBUCHUMYHO NaMsTb BCEX 3MEHEHUIA B KOH(DUTYpaLmK, KOTOpbIE GbINN cAenaHbl U NPUMEHEHbI
B 3TOM pexume. OTMEHUTb N3MEHEHWS, BbIMO/THEHHbIE B TECTOBOM PEXUME, ByAET HEBO3MOXHO.

* «OTMEHUTb U BbINTU» — NPU HAXXATUM NPOM30AAET BbIXOA N3 TECTOBOIO pPeXrMa U OTMEHa BCEX
M3MEHEHUIA, BbINOTHEHHBIX B 3TOM pexume. ByaeT BocCTaHOBNEHa KOHUrypaums, AeicTByowas Ha
YCTPOICTBE [0 aKTVBaLMmM TECTOBOIO pexumMa.

Ecnu B TeueHme 300 cekyHA agMUHUCTPATOPOM He ByAeT NPon3BeAeH BbIXO4 U3 TECTOBOIO Pexunma, aTo
Npon30N4eT aBTOMaTUYEeCKN BMECTE C OTKATOM BCEX M3MEHEHWI, KOTOpble Obl/IN cAefaHbl B JaHHOM pexnMme.
Mo ncTeyeHUn ykazaHHOIO BpeMeHu KOHUrypaumsa BOCCTaHOBUTCS, AaXKe ec/iv B pe3yfibTare caenaHHbIX
N3MeHeHW 6b11 NOTEPSIH A4OCTYN A0 YCTPONCTBa.

26



6.5 OcHOBHble anemeHTbl web-nHTepdeica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

o kaHan WManenue

AnnapatHaA BepcuA

CraticTuka No Tpadusy
3asogcron MAC-agpec
CrannpoBaHue acmpa
CepwiHEm Homep
Cnextpoa
NEKTPORHANMSATOD Bepcua M0
HypHa BbITHH Peaepexas sepcyA MO
—n Bepcna sarpyaqnka
CeTesan MH A !

Cucremnoe BpemMA

Bpems paboTsl

= = 3arpyaka LMY
MrHchopmalma o6 ycTpoiicTee > &

Wen one3yeman NamATe

B 000 Tipednpurmue "3nmexc”, 2024

buicTpan HacTpoiika MoHuTopUHT Radio AP CeTeBtle HacTpoWK

w2
EC:B1:E0:2D:9B:00

WP58000152

4@ 98 M6aiir / 237 MGaitr

Bepeur 0. {Bepcur WEBE:

OKHO NMOo/b30BaTeNbCKOro nHTepdelica pasgeneHo Ha NsaTb obnacTeii:

1. Bknagku MeH — AN rpynnupoBKX NOAMEHIO NO KaTeropusim: BbicTpasi HacTpoiika, MOHUTOPUHT,
Radio, AP (meHI0 «<AP» OCTYNHO TONbLKO B peXume ycTpoiicTBa «Touka goctyna PTP» unm «Touka
poctyna PMP») unu STA (MeHto «<STA» AOCTYNHO TO/ILKO B peXume ycTpoiicTBa «KnneHT»),
CeTeBble HacTpoiku, Cuctema, IHCTPYMEHTbI.

2. Bblbop A3blka MHTEpdeiica 1 kHomnka (Bbixoa), NpegHasHauYeHHas A1 3aBePLUEHUSI ceaHca paboTbl B
web-nHTepdelice nog faHHbIM NoNb30BaTENEM.

arw®

Bknagkv nogmeHo — 415 ynpas/ieHNA NoJsIEM HacTpOeK.
Mone HacTpoek ycTpoincTBa — A1 NPOCMOTPa AaHHbIX 1 KOHUrypaLmu.
WHdhopmaunoHHoe none, otobpaxatoLlee sepcuto MO, yCTaHOB/IEHHYHO Ha YCTPONCTBE.
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6.6 MeHto «bbIcTpas HacTpolika»

B mMeHi0 «BbICTpas HacTpolka» BbINo/HAETCA 6a30Bast HACTPOIKa YyCTPONCTBa.

6.6.1 TMogmeHto «bbICTpas HacTpoiika»

e\Te WOP-3ax-LR6 © Tecrosui pemmt

EBuctpan wacipoiiea  Mownropmsr  Radio AP Cereswe vactpodsn  Cectema  Muorpymestu

BuicTpan KacTgolia » Radio CriekTpoaHanuaatop

Pexmu yoTpoicTaa Touta gocry! M
YoTp ‘oura goctyna PMP v D

Kawan 5 (5045 — 5925 M) v

Uiprsa cavana, My | 40 v

Ochos

PAKCHPOSIHHER LEHTREMEHaR
wacrora

MouocTs carsana, aBm 14 -

Asroonpensneimne pacoToRHIR

YrnnwaauwA KaHana,

PacCToRHRE, K

- SO |||IIIIII|‘H‘IIIIIIIIIIIIIIIIIIIIIIIIIIIIII

HacTpoiiku nojknoueHnA
8000 6100 6200 6300 6400
ssio WOP-3ax-LRE-1 Yacrota, MMy

Pexous BesonackocTs WAl v MopxmnicueHra

[T T p— ®

MFP Binousso ¥ M MR xocTa IP-anpec MAC-anpec Ypomes curkana (RS 51). abm Yaanewsiil R$SI, abu Bpems paboTs -

CeTesble HACTPOMKK 1 WB-37-LR8 78178 NIA -T2 0 ax, 00:00:28
-
s xacra WOP-3ax-LRE 4 \
Nporokan Static v
Crarmsecont [P 182.188.1.10
Geresan wacka 255.266.265.0
Wnioz
LocTyn & ycTpohcTey
Torws admin
Napans ®

Nogrsesxassve napons ®

Radio:
B pasgene «Radio» ocylLecTBNAKTCA HACTPOIKM OCHOBHBIX NapaMeTpoB pagnonHTepdelica ycTpoiicTea.

* Pexxum ycmpolicmsa — pexum paboTbl pagnonHTepdelica ycTpolictea. JOoCTynHbl:
+ Touka docmyna PTP — TOYKa-TOUKa;
+ Touka docmyna PMP — To4Kka-MHOroTouKa;
* KnueHm — 6ecnpoBogHoi KNneHT (STA).

* KaHan — BbI6Op KaHaa nepefayun faHHbIX. [py ycTaHOBNEHHOM hniare «ABTOMaTUYeCKMil BbIGOP»
KaHana B MeHto Radio, saHHas HacTpolika 6yaeT 3ab/10KMpoBaHa,;

* WupuHa kaHana, MMy — WwmpuHa Nonockl YacToT KaHasa, Ha KOTOpoM paboTaeT yCTPONCTBO, NPUHUMAaET
3HadeHns 20, 40,80 n 160 MI'y;

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO NPY NPOMYCKHOM CNOCOGHOCTU CTaTUYECKU
3aflaHHOro kaHana, pasHoii 40 MI'y. Kanan 40 MI'y, MOXHO cyMTaTb COCTOSILLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tn ABa kaHana 20 MI'y, Ha3biBatoT NEPBUYHBLIM U
BTOPUYHbIM KaHa/1lamu:

« Upper — nepBrYHbIM KaHasioM 6yaeT BepxHuin kaHan 20 MI'y, B nonoce 40 MIy;
« Lower — nepBMYHbIM KaHanoM ByaeT HMKHUI kaHan 20 MI'y, B nonoce 40 MIy,

* @uKkcupoBaHHasi yeHmpasibHasi Yacmoma — npu akTueauuu cpnara Becb Tpagvk (NakeTbl AaHHbIX 1
ynpaBneHus) 6yaeT nepefaBaTbCs HA YKa3aHHOW LeHTpasIbHOW YacToTe KaHasla ¢ 3aaHHON LMPUHOWA
nonocol (40/80/160 MI'L). ®yHKUMS SABNSETCS NPONPUETAPHOIA, Nepeaadya BeAeTcs He No cTaHAapTam
IEEE 802.11, rae npegnonaraetcs UCNosb30BaHMe pasHbIX LLEHTPasIbHbIX YacToT AN Tpadmka AaHHbIX U
ynpasneHns npu wupuHe kaHana 40/80/160 My,
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* MowHocmb cu2Hana, 0bm — perynvpoBka MowHOCTN curHana nepegaryunka Wi-Fi B abwm;

* AsmooripedesieHue paccmosiHusi — NPV YyCTaHOB/IEHHOM piare yCTPOCTBO By eT aBTOMaTNYeCcKm
onpenenaTb U HacTpavBaTb PacCTOsHUE MeXy YCTponcTBamu;

+ PaccmosiHue, KM — pacCcTOsiH1e Mexay YCTPoWcTBaMy B KuiomeTpax. MIsameHeHre 3HaueHns
paccTosHMA N3MEeHUT 3HaYeHne Taiim-ayta ACK. PaccTtosHne criefyeT OKpyrisiTb B 60/1bLUYHO CTOPOHY.
Hanpumep, ecniv paccTosiHie mMexay ycTporictBamu 3,2 KM, TO He06X04MMO yKasaTb 4 KM;

* TDD — npv ycTaHOB/IEHHOM dhiare onuus BKIIOYEHa, MHave — BbiktoyeHa. TDD — 310 TexHonorus
6eCKONMN3MOHHOIO A0CTYrNa C BpeMeHHbIM pasfe/sieHNeM KaHauia, KoTopast CUHXPOHU3UPYET nepegady
[aHHbIX B 0060MX Hanpas/eHNsAX B paMkax BpeMEHHOro Kkaapa.

© nNapametpbl «KaHany, «LnpuHa kaHana», «OCHOBHOM KaHas» A0CTYMHbI TONLKO B PeXUMe YCTpolicTBa
«Touka pgoctyna PTP» nnu «Touka goctyna PMP».

HaCTQOVIKV] noaKNK4yeHnA:

+ SSID — nms BUPTYasibHOIN 6eCNPOBOAHON CETY;
* Pexxum 6e3ornacHocmu — pexmnm 6e3onacHocTn goctyna Kk 6ecrnpoBofHON ceTu:

« OWE (Opportunistic Wireless Encryption) — meTop, lundppoBaHus, o6ecnedvBaoLmii 6e30nacHOCTb
[aHHbIX, NepefaBaeMbliX N0 He3alMLLeHHOW ceTu. MNpu aTOM OT nosib3oBaTesieil He TpebyeTcs
BbINOJIHEHME KaKMX-TO AOMNO/HUTENbHbIX ENCTBUIA U BBOAA NAPO/IA 419 NOAK/IYEHUS K CETH;

+ WPA3 — cnocob6 wndpoBaHus, Npu BeiI6ope KOTOPOro 6yaeT AOCTyMNHa cneayroulasi HacTpolka:

* Koy WPA — knto4/naposb, He06X0AMMbIN /19 NOAK/IYEHUA K 6ecrnpoBOHON ceTh. AnHa
Kntoya coctaenset ot 8 4o 63 CMBO/IOB.
+ MFP — 3aumta management-kagpos (gocTynHo npu pexume 6esonacHoct WPA3, OWE. Mpwu BbiGope
pexuma 6esonacHoctn WPA3, OWE, MFP nepeBoguTtcsi B COCTOsIHME BK/toUYeHo):

* Bk/1oyeHO — 3almTa BK/loUeHa. YCTPOMCTBO HE MOXET NOAK/II0UNTLCA K 6ECNPOBOAHON CeTH, He

nogaepxvsatowein MFP.

CeTteBble HaCTpOMKMZ

* MIMsi xocma — ceTeBoe UMS YCTPONCTBa, 3afaeTca cTpoka 1-63 CMMBO/IOB: JTAaTUHCKME 3arnaBHble U
CTPOUYHbIe BYKBbI, LMPPbI, 3HAK AedInC «-» (Aedmc He MOXET GbiTb NOC/IeAHUM CUMBOJIOM B UMEHM);

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogkntodeHune no Ethernet-
NHTEpdIeCy YCTPONCTBA K CETV NpefoCcTaB/IeHns yCyr nposangepa:

+ DHCP — pexum pab6oTsbl, npu KoTopom IP-agpec, macka noacetu, agpec DNS-cepsepa, w3 no
YMOJIHaHWIo 1 Apyrve napameTpbl, Heoo6xoanMble A/15 paboTbl B ceTun, 6yayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static — pexum paboTbl, Npn KoTopom IP-agpec n Bce HeobxoanMble napameTpbl HA WAN-
NHTEpdenc HazHavarTcA ctatuyecku. MNpu Bolbope Tuna «Static» ANs pegakTMpoBaHnsa CTaHyT
[OCTYMHbI cneayoLme napameTpsbl:

+ Cmamuvyeckuli IP — IP-agpec WAN-nHTepdoelica ycTpoiicTBa B CETU NpoBaiaepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* L1103 — afpec, Ha KOTopbI OTNpaBAseTca NakeT, ec/iv A5 Hero He HalgeH MapLupyT B
Tabnuue mappyTmnsaumm.

JocTyn K yCTPONCTBY:

B pasgene «ocTyn K yCTPONCTBY» OCYLLECTB/IAETCA CMEHa Naposs.

Mpu BXofe Yepe3 web-nHTepdeiic agMmHmucTpaTop (Naposib No yMonyaHuto: password) MMeeT NosHbIi AoCTyn
K YCTPOICTBY: UTEHWE 1 3aMUnCh /IH06bIX HACTPOEK, NO/HbIVE MOHUTOPVHI COCTOSIHWS YCTPOCTBA. [/ CMEHBI
naposisi BBeAMTE HOBbIi Maposib cHavyana B nose «Maposb», 3aTem B none «MoATeepxaeHne napons» n
HaXKMUTE KHOMKY «[PUMEHNTb» [I/11 COXPAHEHWs1 HOBOIO Naponsi.
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CnekTpoaHanumsarop:
B pasgene «CnekTpoaHannsaTop» OCYLLECTBNAETCA 3aMyCck 1 MOHUTOPUHT paboTbl CNeKkTpoaHasmsaropa.

Ha ycTpolictBax WOP-3ax-LR6 ecTb BO3MOXHOCTb 3anycka cnekrpoaHasmsaropa Ha paavounHtepdeiice Radio
6wy,

@ npu 3anycke cnekTpoaHanusaTopa paguonHTepdelic 6yaeT nepeBeeH B PEXIM CKAHMPOBAHUS, UTO
npuBegeT K npepbiBaHuto Bcex Wi-Fi coeguHeHmnii Ha gaHHOM paavionHTepgieiice.

[ns 3anycka pa6oTbl CNEKTpoaHa/IM3aTopa HaXXMUTE Ha KHomky «CKaHMpoBaTb». B MHpOpMaLMOHHOM OKHE,
pacnosoXXeHHOM CrpaBa OT KHOTKW, 0TOBpaxXaeTcsl BpeMsi B CEKYHAAX, NpoLLe/iLIee C Hauyana 3anycka
CKaHMpoBaHusl. Bpemsi pa6oThbl cnekTpoaHanmsatopa Ha Radio 6 'L, 3aHMMaeT He 6o51ee 1 MUHYTHI.

« [MocnedHee ckaHuposaHue 6bI/10... — AaTa U BPeMsi NOCNeAHEr0 CKaHMPOBaHUS;

* Ymunusayus kaHasia — NHhopmaLys 0 3arpy>XeHHOCTU pafuoKaHasa, BblpaXXeHHasi B MPOLEHTAX;
+ Yacmoma — 4acToTa kKaHana B MI'L, Ha KOTOPOM MPOU3BOAN/IOCH CKAHPOBAHUE;

* KaHan — Homep KaHana, CoOTBETCTBYIOLLMIA AaHHOI YacToTe.

© CnexTpoaHannsaTop NPOU3BOANT aHANN3 BCEX KaHA/I0B Ananas3oHa BHe 3aBUCUMOCTMW OT HACTPOEeK Ha
pagnouHTepdeiice.

MNoakntoyeHns:
B pasgene «MopgkntoueHnsa» oTobpaxaeTcss MHpopMaumsi 0 COCTOAHUM NOAKHOYEHHbIX YCTPOWCTB.

* Ne — HOMep MOAK/TIIOYEHHOIO YCTPOICTBA B CUCKE,;

* VIMs1 Xocma — ceTeBOoe MMS YCTPOWCTBa,;

* IP-adpec — IP-agpec noakItoHeHHOro YCTPONCTBa,;

* MAC-adpec — MAC-agpec Nnoak/1to4eHHOro YyCTPONCTBa;

* YposeHb cuzHana (RSSI) — ypoBeHb NPUHUMAEMOrO CUrHanNa, AbM;

* YOasieHHbIU RSSI — ypoBeHb NPYHMMAEMOro CUrHasa BCTPEYHOro YCTPONCTBa, AbM;
* Bpewmsi pabomsbl — BpeMs COefUHEHNS.

[ns BCTyNneHns B Cuy HOBOW KOHAMIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCMyo naMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». 19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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6.7 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMBI.

6.7.1 TMNogmeHto «becnpoBogHOW kaHa/BecrnpoBOAHbIE K/TUEHTbI»

B nogmeHto «BecnpoBogHOM KaHa»/«BbecnpoBogHble KNMeHTbI» 0TobpaxaeTcs nHdopmauns o
COCTOSIHUW NOAKMHOYEHHbIX YCTPONCTB. VIHdhopmaLmnsa 0 NOAKIHOHYEHHbIX YCTPOCTBaX HE OTOGpaXKaeTcs B
peasibHOM BpeMeHW. 11151 Toro 4Tobbl 06HOBUTL MHCpOPMAaLIMIO Ha CTPaHWLLE, HEOOXOAMMO HaXKaTb Ha KHOMKY
«OBHOBUTbBY.

B 3aBMCUMOCTN OT pexnma yCTPoMCTBa, «Touka goctyna PTP» nnun «Touka goctyna PMP», yaet
[OCTYMHO noameHo «becnpoBogHOM KaHa» U «becnpoBoAHbIE€ KMNEHTbI» COOTBETCTBEHHO.

Onsi yno6cTBa MOHUTOPUHIA CYLLLECTBYET BO3MOXHOCTb Bbl6paTh NapameTpbl A5 oTo6paxeHus. Ans

g
aToro Haxmute Ha ¢ . Mpy HaXKaTUM Ha KHOMKY «[10 YMOMYaHI0» ByyT 0TOGPaKeHbI NapameTpbl Mo
YMO/YAHWIO.

[na noucka NoAK/IHYEHHbIX YCTPOCTB AOCTYNHbI cieayrolme uIbTPbI: N0 BCEM NOJISIM, N0 UMEHM

xocTa, no IP-agpecy, no MAC-agpecy. 515 Bbibopa hunbTpa HaxMuTe Ha = ®yHKUMOHaN
[OCTYMNEH TO/IbKO B pexume ycTporicTea «Touka goctyna PMP».

Mpw noaceeTtke 3HaveHul Link Quality, Link Quality Common, Link Capacity, RSSI n YaganeHHsbiin RSSI
OpaHXeBbIM LiBETOM HabNAaeTcs yxyalweHve kayectsa CBA3N. EC/in 3HauYeHnss oKpalleHbl B KPaCHbI
LiBET, 3TO YKa3blBaeT Ha 3HAYMTe/IbHOE yXyALeHe CBA3N. PekomeHayeTcs npeanpuvHATbL Mepbl 415
YNyULLIEHUS YCI0BUIA NOAK/THOUEHNS.

Hwxe npuseaeHbl npumepsl nogmeHo «becnpoBogHon KaHa»/«BbecnpoBOAgHbIE KITMEHTbI» B peXMMax
ycTpolicTBa «Touka goctyna PTP», «Touka goctyna PMP» 1 «STA» COOTBETCTBEHHO.

Buerpan wactpoiisa  Mowtopuer  Radio AP Ceremue wactpodn  Cuctema  MctpywenTsi e (Bei

BecnposoaHoi Kawan » 2 O6HoawTH

CraTuerura no Tpadiky
s PaccToRHMe, Yaanennsih RSSI,  Yaanenwsii SNR, BW, Bpema

Cranmposarue sibupa # MNe xocta  IP-ampec MAC-anpec KM RSS,ABM  SNR,AB nEM 56 TxRate RxRate Mfy  Bepcua O padortsl DeiicTaue

1 sTA 0 43154 36736 45752 37137 HE NS52 MOS8 HTMCS 0 20 04k OmnouMTE

CrexTpoaranuaarop LGI175.5 LGI6S 00:00:04

SKypran cobumnii
Hypran codema Mepeparo / npukso scero, Gair  5629/1579 Mepeaanc ¢ owwbkanw, naretos 0

Ceresan unciopMauma Mepenaro / npnHaTo Ecero, nakeros 45/ 17 ToBTOpS: nepefasn 3a nocneaHwit nepuon, naketos 0
[RI— Mepeaano / nprwsTo panneix, Gair 4642/ 748 OBes uMcno NOBTOROS nepenadn, nakeTos 0
paprouHTEpdedcax MepenaHo / npuHATe AankbX, naketos 3172 Ckopecs nepegaun / npuewa, ibutic 010
Wrcbopmauma o6 ycTpoitcTee Moaynsauua Mepepako NakeTos MNpHHATO NaKeTOB
mMcso 0 0% 2 100%
HE-N$52-MC56 2 6% 0 0%

HE-NS52-MCS7 15 48% [ 0%

HE-NS52-MC58 14 45% o 0%
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BrcTpanWactpoiika  Momwtopwwr  Radio AP Cereswe wacTpoiimn  Cuctema  MkcTpymenTel u xom)
Becnposoartie KnneHTH >
CrarvicTusa no TpadmKy
Cranuposarue sippa
Hma PaccToAnue, YRaneHHelH ¥AANEHHEIH BW, Bepcna Bpema
Chexmpoananuaarop # MNe xocta  IP-appec MAC-agpec Kn RSSl, g6m  SNR, g6 RSSI, gBm SNR, a6 TxRate RxRate My no paGoTsi DedicTene
[ > o1 STA 60759 2727 65/-60 27427 HEMNSS2MCSe  HENSS2MCS7T 20 0aH OTkniounTE
ypran copers LGI 195 LGI 1463 00:07:16
CeTesan WHbopMaLIKA v 2 SA 50757 30030 51754 34134 HEMNSS2MCS10  HENSS2MCS8 20 0aH OTknounTE
LGI219.4 LGI 1755 00:05:14
Mrchopuauma o
paguonHTepdeicax Mepenaro / NpHHATO BCero, GaliT 203 643 /49 976 MepeazHo € OWHGKaMM, NakeTos 0
Vrichopuaua o6 yerpoiiere Mepenaro  npukaTo 6cero, nakeros 1317395 MoBTOpE: nepenauu sa nocneawws nepuon, naretos 2
Mepegano [ npuraTo Jankenc, Gair 197 458 /43 704 OBuee wicno nosTopos nepefayi, nakeTos 119
Mepenano / NPUHATO Aarwes, nakeros 1674261 CropocTs nepeaasw / npueua, kGnric 170
Mogynsunn Mepegano naketos NpunsTo nakeTos
MCS0 0 0% 6 2%
HE-NS51-MCS11 0 0% 5 2%
HE-NS52-MCS3 0 0% 1 0%
HE-NS52.MC54 0 0% 1 0%
HE-NS52.MCS5 0 0% 4 2%
HE-NS52.MC36 1 0% 20 8%
HE-NS52MCST 12 1% 42 16%
HE-NS52-MCS8 14 1% 3 12%
HE-N552.MC59 42 3% 150 57%
HE-NS52.MCS10 287 16% 1 0%
HE-NS52MCS11 1338 80% 0 0%
Buictpan Hactpoiika  Mowuropusr  Radio  STA  Ceremwe wactpoiin  Cuctema  Mhctpymeno u BLxos]
Becnpoeoa+oii kawan & OBHoBMTE
CramicTika no Tpacuky
Wmn Paccronanue, ‘YnaneHHbIH YnaneuusIh BW, Bepcua Bpemn
Crarmposarie sipa # MNe xocta IP-agpec MAC-anpec KM RSSI, nbm SNR, nb RSSI, nbm SNR, ab TxRate RxRate Mry Mo pabotel  [leficTeme
c _ 1 AP 0 -54/-56 33733 -53/-58 31731 HENS52 HENSS2 20 [F:CH OTHNKOUHTE
NeKTpoaHanMSaTop MCS9LGI  MCS10 00:01:06
195 LGl 219.4
ypran coBermvii
Mepenaxo / npuHATO Bcero, GanT 32 428/ 147 802 lMepenaxo c olwwbKamn, nakeTos 0
CeTesan urcbopaLia
Mepenaro | npuksTo acero, naketos 229/ 1086 Mosropsi nepenaun sa nocnenHWi nepuog, naketos 0
Wrchopmauma o ~
paaHoMHTEpDefiCax MepenaHo / NPUHATO AaHHLIX, SaiT 29 874/79 864 OBwee yMCrno NOBTOPOE Nepena3k, NakeTos 23
) Mepepato | npusAT favkex, navetos 1747382 Cropocrs nepegaun [ npuema, wburic 11721
Wrchopmavpin 06 yerpoiictee
Mopnynauua MepenaHo nakeToR MpHHATO NakeToR
MCS0 0 0% 56 15%
HE-NSS2-MCS1 0 0% 2 1%
HE-NSS2-MCS5 0 0% 1 0%
HE-NSS2-MCS6 0 0% 2 1%
HE-NSS2-MCS7 0 0% 7 2%
HE-NSS2-MCS8 13 % 10 3%
HE-NSS2-MCS9 161 93% 60 16%
HE-NS§S2-MCS510 0 0% 121 32%
HE-NSS2-MCS11 0 0% 123 32%

No — HOMep NOAKNHOYEHHOrO YCTPOMCTBA B CMUCKE;
Vimsi xocma — ceTeBoe MMs YCTPOICTBa;

IP-adpec — IP-agpec NoAKMIHYEHHOIO YCTPOICTBA;
MAC-adpec — MAC-aapec noaKknNK4YeHHOro YCTPOCTBA,;
PaccmosiHue — paccTosiHue 0 BCTPEYHOro YCTPOWCTBA, KM,
Link Capacity — napameTp, KOTOpbIii 0To6paxaeT a(hPEKTUBHOCTb UCMO/Ib30BaHUS YCTPONCTBOM
MOAY/IALUMN Ha nepefady. PaccunTbiBaeTCs UCXOAA U3 KONMYECTBA NakeToB, NepefaHHbIX Ha Kavkaoi
MOAY/IALUUN [0 BCTPEYHOIO YCTPOMCTBA, Y MOHMKAOLLMX KO3hPULNEHTOB. MakCUMasibHOe 3HaYeHne —
100% (03HauaeT, UTo BCE MaKeTbl NepeaatoTcs [0 BCTPEUYHOro YCTPOCTBA HA MAKCMMasTbHO
MOAYNSAUMKN ANS MAaKCUMasIbHOro Tna nss, NoAAepX1BaemMoro BCTPEUHbIM YCTPOCTBOM).
MuHUManbHoe 3HaueHne — 2% (B cnydae, Koraa naketbl nepegatoTcs Ha Moaynsauum nssTmces0 ans
BCTPEUHOro yCTpoiicTBa ¢ nogaepkkoin MIMO 3x3). 3HaueHre napameTpa paccunTbiBaeTcs 3a
nocnegHue 10 cekyHp;
Link Quality — napameTp, KOTOPbI 0OTOOBPaXaeT COCTOSTHUE /IMHKA [0 BCTPEYHOro YCTPOICTBA,
paccynTaHHbI HA OCHOBaHUN KOSIMYECTBa PETPAHCMUTOB MNaKeTOB, OTMPaB/IEHHbLIX BCTPEYHOMY
ycTpoiicTBy. MakcumanbHoe 3HaueHne — 100% (Bce nepefaHHble nakeTbl OTNPaBUANCL C NepBol
MOMbITKN), MUHUMaIbHOE 3HaveHne — 0% (HW oAMH NakeT [0 BCTPEUYHOro YCTPOICTBA He 6bi/l yCrellHo
oTnpaB/ieH). 3HaueHne napaMmeTpa paccumntbiBaeTcs 3a nocnegHve 10 cekyHa;
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Link Quality Common — napaMeTp, KOTOpPbIil 0TO6paXkaeT COCTOSAHNE INHKA A0 BCTPEYHOro YyCTPONCTBA,
paccunTaHHbI Ha OCHOBaHWUW KO/IMYECTBa PETPAHCMUTOB NaKeTOB, OTMPaB/IEHHbLIX BCTPEYHOMY
yCTpoiicTBYy. MakcumasibHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl OTNPaBUANCHL C NepPBO
MOMbITKM), MUHUMaIbHOE 3HaveHne — 0% (HW OAMH NakeT A0 BCTPEYHOrO YCTPOICTBA He 6biN1 yCneLHo
oTnpaB/eH). 3HaueHne napaMeTpa paccunTbIBAETCS 3a BCE BPEMS NOAKMOUYEHNS BCTPEYHOTO
YCTPOWCTBa;

RSS! — ypoBeHb NpvHUMaeMoro curHana, Abm;

SNR — oTHOLWeHne curHan/wym, ob;

YoasieHHbIl RSSI — ypoBeHb NPUHMMAEMOT0 CUrHas1a BCTPEYHOrO YCTPONCTBa, AbM;

YoasieHHbIl SNR — OTHOLLEHWE CUrHas/LLyM BCTPEYHOro yCTpoiicTBa, Ab;

TxRate — kaHanibHasa CKOpPOCTb nepegayu, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/c;

BW — nonoca nponyckaHus 6ecnpoBoO4HOro kaHana, Mrr;

CKopocmb repedadu — CpefHsAs CKOPOCTb Nepefayn gaHHbIX 3a nocnegHue 10 cekyHg, MouT/c;
CKopocmb ripuemMa — CpefHsAsi CKOPOCTb NpremMa faHHbiX 3a nocnegHue 10 cekyHa, MouT/c;

Bepcus O — Bepcusi nporpammHoro oéecneyeHns NoAKIHUYEHHOro YyCTPONCTBa;

Bpewmsi pabombi — BpeMsi COeQUHEHUS;

Jelicmsue — npy HaXXaTuUmn KHOMKN «OTK/IOUUTLY» COeAMHEHME C NOAKNIOYEHHbIM YCTPONCTBOM ByaeT
pasopBaHo. [locne OTK/IYEeHNs YCTPOWCTBO NepenoaK/IovnTCS;

lNepedaHo/npuHsimo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYEeCTBO nepefaHHbIX/NPUHATLIX HA NOAK/IIYEHHOe
YCTPOWCTBO NaKeToB;

lNepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAKIHOYEHHOEe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KO/IM4eCTBO nepesaHHbIX/NPUHATBIX Ha NOAKHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NakeToB, NepefaHHbIX C OLMbKamn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KONMYeCTBO NMOBTOPOB nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa,

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — Ko/IMYeCcTBO NOBTOPOB Nepefayn Ha NoAK/IHYeHHoe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb riepedadu/npuema, Kbum/c — akTyasibHas CKOpOCTb nepegayn Tpacumka B HACTOALLMIA
MOMEHT BPEMEHW.
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6.7.2 MoameHto «CTatUCTUKa No TpaguKy»

B nogmeHo «CTatuctuka no tpadpuky» otobpaxarotcs rpacukm CKOpocTu npuema/nepefayum tpaduka 3a
nocnegHue 3 MUHYTbI, a Takke MHopMaLus 0 KoM4ecTBe NepeaaHHoro/nosly4eHHoro Tpaginka ¢ MOMeHTa
BK/THOUYEHMS YCTPONCTBA.

BecTpan HacTpoika MormnTopunr Radio AP CeTeEbie HaCTPORAKK Cucrema HHCTpymMeHTHI u-~ BLIX0Z)

BeCnpOBHLIE KNHEHTHI
WLAND Tx/Rx KGuTic

Rx 0 KGaric (max: 0.4 KbuTic)

CTaTUCTHEa 1O TPatbuEy * @ Tic 4.8 Kbmlc (max: 0.1 KGwmic)

Kburic
Crannposanue awpa es
N 85

CnexTpoananmsarop

75
HiypHan cobbmii N
6.5
CeTenan wHopMaLMA 55
Wrthopmaums o 43
papmonHTEpchelicax 35
Wnibopuauka ob ycTpoiicTee 25
1.5
0.5

15:06:34 15:06:46 15:06:58 150710 150722 15:07:34 150746 15.07:58 15:08:10 15:08:22 15:08:34 150846 150858 15:08:10 150022 150034 ¢ ¢

LAN TxiRx K6utic
Rx: 0.8 KBurle (max: 18 Kbwric)
@ Tx 5.7 Kwrle (max 38 4 KBuric)

o
15:08:34 15:09:46 15:06:58 15:07:10 15:0722 15:07:34 150746 15:07:58 15:08:10 15:08:22 16:08:34 15:08:46 1508:58 16:08:10 15:00:22 15:00:34 ¢, ¢

Mepenaxo v

[pUHATO v

Mpacmk LAN Tx/Rx nokasbiBaeT CKOPOCTb nprema/nepegaym Tpacumka yepes Ethernet-nHtepdelic yctporictea
3a nocnepgHne 3 MUHyTbI. Fpadk aBTOMaTUYECKM OOHOBNSIETCS KaXable 6 CEKYHA,

Mpadmk WLANO Tx/Rx nokasbiBaeT CKOpOCTb NpremMa/nepegayun tpaguka yepes Radio-nHtepdelic
yCTpoicTBa 3a nocnegHue 3 MuHyTbl. Mpadnuk aBTomaTnyeckn 0OHOB/IAETCH KaxKable 6 CeKyHA,.

OnucaHue Tabnuupl «lepedaHo»:

* MiHmepdgelic — msa nHTepdeinca,

+ Bcez2o nakemos — KO/IM4eCcTBO YCNeLIHO OTNpaB/IeHHbIX NakKeToB;

* Bcezo 6alim — Ko/IM4eCcTBO YCMNEeLHO OTNpaB/eHHbIX 6aiT;

+ Om6powWeHOo nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbIX NPV OTMPAaBKE;
* OwWubKu — KOJIMYECTBO OLLMOOK.

[NepenaHo v
WuTepdelic Bcero naketos Bcero bair OrbpoweHo nakeTos Ownbrn
LAN 4594 4617607 0 0
WLAND 11134 1249832 0 0
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OnucaHue Tabnuupl «[MPUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca,

* Bcez2o nakemos — KO/M4eCcTBO YCNEeLHO NPUHATBLIX NaKeToB.;

* Bcezo 6alim — KOIM4eCcTBO YCMeLHO NPUHATLIX 6aliT;

* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPY NOSTyYEHUY;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MNpUHATO ~
WHTepdeic Bcero naketoe Beero Dant OT1bpoweHo nakeTos Qunbrn
LAN 24067 3866022 0 106

WLANO "7 13056 0 0

6.7.3 TMogmeHto «CkaHnpoBaHue adhmpar

B nogmeHto «CKaHMpoBaHue 3chupa» OCYLLIECTB/ISETCS CKaHMPOBaHME OKPYXatoLLEero paavoadmpa u
06HapyXeHue coceaHnx YCTPOIACTB.

BecnposoHoR karan Flocnepyee ckaumuposame Guio 07.01.1099 03:15:49

CramicTiKa no Tpatitky
6y

CKanvpoBaH#e pHpa >

" il [Auanason Pexim SsiD Pexum GesonacHocTn MAC-agpec Kawan ! Wipuka RSSI, gBM
CrexTpoananusaTop 6rmy o OWE 66120 66
Kypwan colermuii 6y AP wpa2 67120 -89

Ceresan wihopmanyn

Vichopmanus o
paguoukTepCeiicax

Vrchopuauys 06 yeTporicrae

Buctpanwactpoiica  Mowmopusr  Radio AP Cetemsiewactpoiisn  Cucrema  Uecrpymertsi - (sexog)

[nsa 3anycka npouecca ckaHMpoBaHUs ahmpa HaXXMUTE Ha KHOMKY «CkaHMpoBaTb». Mocne 3aBepLUeHunst
npouecca Ha cTpaHuLe NOSIBUTCA CNMCOK 0OHAPYXEHHBIX B paano3adupe YCTPONCTB U MHopMaLMS O HUX:

* [locnedHee ckaHuposaHue 6b1/10... — fata v Bpems Mnoc/eHero CKaHMpoBaHus;

+ [Juana3oH — yka3blBaeTcs gmanasoH 6 T, B KOTOpom 6b110 06HapyXXeHO YCTPOICTBO;

* Pexxum — pexum paboTbl pagnovHTepdelica ycTpoicTBa;

+ SSID — SSID o6HapyXeHHOro yCTPOWCTBa;

* Pexxum 6e3onacHocmu — pexmnm 6e30nacHOCT! 06Hapy)XXeHHOr0 YCTPOICTBa,;

* MAC-adpec — MAC-agpec o6HapyXeHHOro yCTPOWCTBa;

* KaHasi/lLlupuHa — pagnokaHasl, Ha KOTOpoM paboTaeT ob6Hapy>XeHHOe YCTPONCTBO;

* RSSI/ — ypoBeHb, C KOTOPbIM YCTPONCTBO NPUHMMAET CUrHa1 06Hapy)XXEHHOro YCTPOCTBa, ABM.

€ Bo Bpems ocyLLeCcTBNEHUS CKaHMPOBaHUS athupa paaouHTepdelic ycTpolicTa 6yAeT OTK/IOUEH, YTO
npuBeaeT K HEBO3MOXHOCTY Nepeaayn AaHHbIX KITMEHTCKMM YCTPONCTBaAM BO BpEMSI CKAHWMPOBAHWS.
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6.7.4 TogmeHto «CrnekTpoaHaM3aTop»
B nogmMeHto «CnekTpoaHaiM3aTop» OCYLLECTBAETCSA 3anyCK 1 MOHUTOPUHI paboTbl CnekTpoaHam3aropa.

Ha ycTporictBax WOP-3ax-LR6 ecTb BO3MOXHOCTb 3anycka crnekrpoaHasimsaropa Ha paavonHtepdeiice Radio
6.

3anyck cnekrpoaHanusaropa Ha novHTepdelice

€ npwu 3anycke cnekTpoaHanusaropa paguonHTepdelic 6ygeT nepeseeH B PEXUM CKaHUPOBAHWS, YTO
npvBeaeT K npepbiBaHuio Bcex Wi-Fi coeanHeHnin Ha 4aHHOM paguounHTepgeince.

BuicTpan HacTpoika MoHuTOpMHT Radio AP CeTeBLIE HACTPOMKN Cuctema NHCTpymMeHTEl -

BecriposogHoit kaHan = CraHnpoBaTh CxaHuposanve 3aimeT He Gonee 40 ¢

CTaTUCTHKA No Tpadiuky

(EEIX0q)

MocnegHee ckaHupoBakue Gbino 07.01.1999 03:14:13
CHaHWPOBAHWE 30hHpa
p thip 40
CnekTpoaxanmsarop »

35
KypHan cobuiThit

Cerepan nHdlopMaLmns 30

Wrdhopmauma o
pafMouHTEpDeicax

25

WHchopmaums of ycTpoficTee

Yunm3auma kadana, %
re
o

2 J, |||||| o altlhn | il “| |I il 2 ln
6100 6200

6000 6300 6400

Yacrora, My

[lnsa 3anycka paboTbl cnekTpoaHann3aTopa HaXMUTe Ha KHomnky «CKkaHMpoBaTb». B MHhOpPMaLMOHHOM OKHe,
pacnosioXXeHHOM cripaBa OT KHOMKYM, 0TOGpaKaeTCsl BPEMS B CEKYHAAX, MPpoLleALlee ¢ Havyana 3anycka
CKaHMpPOBaHus. BpeMs paboTbl criekTpoaHanusatopa Ha Radio 6 'L, 3aHUMaeT He 6onee 1 MUHYTHI.

* [locniedHee ckaHuposaHue 6bl1/10... — fata v Bpems Nnoc/eHero CKaHMpoBaHus;

* Ymusu3sayusi kaHasia — HhopMauns 0 3arpy>eHHOCTU pajnoKaHasla, BbipakeHHas B NpoLeHTax;
* Yacmoma — yacTtoTta KaHasia B MI'LL, Ha KOTOPOM NPOM3BOAUIOCH CKaHUPOBaHUe;

+ KaHa/1 — HOMep KaHana, COOTBETCTBYIOLUMIA fAaHHON YacToTe.

© CnektpoaHan1saTop NPOU3BOANT aHa/N3 BCEX KAHAIOB Avanas3oHa BHe 3aBUCMMOCTY OT HACTPOeK Ha
pagnovHTepdelice.
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6.7.5 MogmeHo «KypHasn cobbIThii»

B noameHo «XXypHas coBbITUIA» MOXHO MPOCMOTPETb CMCOK MHC(DOPMALMOHHbLIX COOBLLEHUNI B peaslbHOM
BPEMEHMU, COAEPXKALLMNIA CNEAYHOLLYI0 MHCDOPMALMIO:

BuicTpan HacTpoika MoHuTopuHr Radio AP CeTeskie HACTPOHKM Cucrema WHetpymeHTsl - (BbiX00)
becnposoaHoil kaHan & ObHoBMTL & Ounctve
Crameruea o Tpadyry Nata u Bpema Tun Mpouecc CoobuleHue
Crarmposarine agypa Oct 6 06:38:36 user.info monitord spectrum analyzer on interface ‘wlan0' finished
Cnextpoananuzatop Oct 6 06:38:32 user.info monitord start spectrum analyzer on interface 'wlan0’
HKypran cobermvi » Oct 6 06:28:51 authpriv.infe weblogin[2041] pam_unix(weblogin:session): session opened for user admin
CeTesan HhopMaLmA Oct 6 06:28:44 auth.wam weblogin[2034] pam_authenticate call failed: User not known to the underlying authentication module (10)
WichopuaLus o Oct 6 06:28:42 authpriv.notice weblogin[2034] pam_unix(weblogin:auth): authentication failure
panMoMHTepdeicaX Oct 6 06:28:42 authpriv.notice weblogin[2034] pam_unix{weblogin:auth): check pass; user unknown
Wrdpopmauma 00 yctpoiicTee Oct 6 06:28:38 auth.warn weblogin[2031] pam_authenticate call failed: User not known to the underlying authentication module (10)
Oct 6 06:28:35 authpriv notice weblogin[2031] pam_unix(weblogin-auth): authentication failure

+ [ama u spemsi — Bpems, Korga cobbiTue 6b110 CreHepMpoBaHo;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;

+ [poyecc — nms npougecca, CreHepMpoBaBLIEero CoobLeHne;

+ CoobuwjeHue — onucaHne coobITus.

Ta6nuua 5 — OnucaHne KaTeropuii BAXHOCTU COBbITUI

YpoBeHb Tun BaXXHOCTU OnucaHue
CoO00LeHnN
0 UpesBblyaliHble B cructeme npousoLunia KpUtuyeckasn owmbka, cuctema MoxeT paboTtarb
(emergency) HenpaBu/IbHO
1 CurHanbl TpeBoru (alert)  HeoGxoaymo HeMea/ieHHOe BMeLaTesibCTBO B CUCTEMY
2 Kputnueckue (critical) B cucteme npousoLuna Kputnyeckas owmnoka
3 Own6ouHble (error) B cucteme npomsoLuna ownbka
4 MpenynpexaeHuns MpenynpexaeHne, HeaBapuiiHoe coobLleHne
(warning)
5 YBegomneHus (notice) YBenomeHne cuctembl, HeaBapuiiHoe coobLueHne
6 VHthopmaLoHHble VH(hopmaLMoHHble CO0BLLEHNSA CUCTEMDI

(informational)

7 OTtnagouHble (debug) OTnafoyHble COOGLLEHNS NPEfOCTaBNSAIT N0Ib30BaTeN0 NHhopMaLMIO A1S
KOPPEKTHOW HAaCTPOWKN CUCTEMBI

[Nsi NoNTyYeHUst HOBbIX COOBLLEHNUIA B XXypHasle COBbITUI HEOBXOANMO HAXaTb HA KHOMKY «O6HOBUTL».
Mpu HeO6XOAMMOCTU BCE CTapble COOBLLEHUS 3 XypHaIa MOXHO YAA/IUTb, HAXaB Ha KHOMKY «OUNCTUTb.
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

MoameHto «CeTeBas MHGopMaLms»

B noameHio «CeTeBasi UHpOpMaLUA» OCYLLECTBSIETCS NPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

BricTpan HacTpoika MoHuTopUHF Radio AP CeTeBble HacTpoku Cucrema WMHCTpyMEHTE]

BecnposoaHoit kaHan Cratyc WAN
CramucTura no Tpadmxy WnTepdeiic brl)
CraHuposaH1e acupa Hporonon s
IP-agpec
CnexTpoaHanuaatop
MpunATo 4.9 Maiit (5 178 169 Baiit)
W B i
AypAnCObE Mepenaro 2.2 MBaiiT (2 313 173 Baiim)
Cetesan wHdropmauya > Ethernet
Wrchopmaua o CocToAHue nopta Up

pagwouHTEpdeiicax
CropocTs 1000

Mudopmauma of yetpoiicTee
PHaLy Al Oynnexc Full

ARP ~
Ne IP-appec MAC-agpec
0
1
2
MapLipyTel ~
Ne Wutepdeic Hazna4enne Loz Macka

0 brD 0.0.0.0 0.0.0.0

1 br0 0.0.0.0

Dnaru

UG

(Bbxog)

Cratyc WAN:

Vumepgbelic — nms bridge-nHtepdeiica;

lpomokos1 — NPOTOKOA, UCNoNb3yeMblii Ana goctyna k cetn WAN,;
IP-adpec — IP-agpec ycTpoicTBa BO BHELLHEl ceTy,

lpuHsiMo — KonnM4ecTBo NPUHATLIX HA WAN 6aliT;

lNepedaHo — konuyecTBO nepegaHHbIx ¢ WAN 6aiT.

Ethernet:

SEP:

CocmosiHue nopma — cocTtosiHne Ethernet-nopra;
CKopocmb — CKOpPOCTb NoAk/toveHns no nopty Ethernet;
Aynnekc — pexvm nepegayvn gaHHbIX:

* Full — nonHbIin gynnekxc;

* Half — nonyagynnekc.

SFP-module Status — otob6paxaeT Hanuume/otcytcTeue SFP-moayns;
CocmosiHue nopma — COCTOsiHMe paboTbl ONTUYECKOro MHTepdeiica;
Tx Fault — nHAMKauUst HENCNPaBHOCTY NEPeaaTHUKa;

LOS — notepsa curHana;

CKopocmb — CKOPOCTb Nepefayn AaHHbIX;

Temnepamypa — Tekyw,as Temneparypa SFP-moayns;

HanpsxeHue — HanpshkeHne nutanua SFP-moayns;

Tok — TOK cmelleHuna nasepa SFP-moayns;

MowHocmb u3/ly4eHuUsi — MOLLHOCTb Ha BbIX0O4e nepeaaTymka;
MowHocmb Ha npueme — MOLLHOCTb Ha BX04e NpUeMHMKa.
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ARP:

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

B ARP-Tabnuue cogepxumTcsa nHopmaums o cootseTcTeun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

IP-adpec — IP-agpec ycTpoincTBa;
MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyTbl:

Mumepgbelic — nvs bridge-nHtepdelica;

HasHaueHue — IP-aipec xocTa uim NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwno3a, Yyepes KOTopbIii OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka nogaceTty;

®1azu — onpefeneHHbIe XapaKTePUCTUKN AaHHOTO MapLupyTa.

CyLLEeCTBYIOT ClieaytolLe 3HaueHns go1aros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W AB/ISAETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/IIOYEHEM. Bce npoyvie MapLupyTbl NPOXOAAT vyepes
BHeLLHWe wto3bl. Pnarom G oTMevaroTCs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH AMHAMUYECKUM MPOTOKO/IOM MapLUpyTu3auum,
paboTaloLyM Ha NIOKasTbHO cucTeme, NocpeAcTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obls1 06aBNeEH B pe3ysibTare noyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHusi ICMP Redirect,
MapLUpPyT BK/OYaETCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHme ans
nocneayoLmx nakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCcs U3MEHEHWIO, BEPOSITHO, B pe3ysibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/1a MapLUpyTU3auun Ha NTIOKaUTbHOM cucTeMe 1 NpuMeHeHus napameTpa mod.

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLUpPYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.

C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SBAsSeTcs O4MH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/lbHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSEeTCA LWMPOKOoBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Oydepe mapLupyTmsaumm.

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbleBbiM (loopback) nHTepdeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHNE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aumm.

I — ykasbIBaeT, UTO AeTarpammbl, HaNpasnsemMble MO 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.

39



6.7.7 TMoameHto «HhopmaLmsa o pagnonHTepdeince»

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

B nogmeHto «MHhopMaums o paguouHTepdeiice» 0TOOpaXeEHO TeKyLLee COCTOSHNE paanonHTepdenca

YCTpPOWCTBA.

BricTpan HacTpoiika MoHuTopUHT

BecnposogHsle KMeHTE!
CramicTuka no Tpaduky
CraHvposaHie 3chvpa
CnexTpoaHanusaTop
HypHan cobemui
Cetesan uHdpopmauma

Wucbopmauun o
paauouHTepdeiicax >

Wrdpopmauma of ycTpoiicTee

Radio AP

Radio 6 Ty
Craryc
MAC-agpec
2=
Kanan
Wnpuxa kaHana, My

YeuneHue aHTeHHs!,
Jal 5771

MoTepu & kabene, ob
MouyocTe curvana,
nbm

UMM, oBm
YpoeeHs wyma, 46m
MpoueHT

NOBPEXAEHHEX
naKeTos

CeTetle Hac

TPOFKM

Brmiouero

IEEE 802.11ax
1 (5955 M)

20

22
-93/-93

Cuctema

WHCTpyMeHTEl

YTunuaaumwa kanana

l
1%

PacnpegeneHue YpoBHs Luyma

W Zarpyzra paguonHTepdelica Ha nepegayy: 0%

B Zarpyska pagmonnTepdeiica Ha npuem: 1%

Il CoraHaneHas uHTepdepeHLMA: 0%
VikTeptbeperupn oT He Wi-Fi yorpolicts: 0%

CeoboaHo: 99%

58 =3 -0 -5 -0 65 50 55 -1 nEm

PafmonHTepdheiic ycTpoiicTBa MOXET HAX0AMTLCS B ABYX COCTOSHUSIX: «BKIOUEHO» UK «BbIK/THOYEHO». B
3aBMCUMOCTY OT cTaTyca MHTepdieiica 4151 MOHUTOPMHIa AOCTYMHA CeayLwas nHopmMaLus:

«BbIKNHOYEHO»

+ Cmamyc — COCTOsIHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnovHTepdelica.

«BKIOYEHO»

« Cmamyc — coCTosIHVEe paavonHTepdeiica;

MAC-adpec — MAC-agpec pagnovHTepdelica;

Pexxum — pexum paboTbl pagmonHTepdgeica cornacHo ctaHgaptam IEEE 802.11,

Cmamyc nodk/1lo4eHUs1 — COCTOosIHUE noAKtoueHus knmenTa (STA) k Touke goctyna (AP). [locTynHo
TO/IbKO [/15 pexuma ycTporcTea «KnneHT»,

KaHas — Homep 6ecnpoBOAHOro KaHana, Ha KOToOpom paboTaeT pagnonHTepdeiic;

WupuHa kaHana, My — wypyHa Nosockl YacToT KaHasa, Ha KOTOPOM paboTaeT pagnonHTepdIeiic;
YcuneHue aHmeHHbI, 0bu — KO3MULMEHT YCUIEHUA BbIOPAHHOM aHTEHHDI,

Momepu 8 kabesie, 0b — 3afjaHHasA BeNMYMHA NOTEPb B Kabene,

MowHocmb cueHasia, 0bM — MOLWHOCTb CUrHana, Ha KoTopoi paboTaeT pagnonHTepdeiic;

ANVIM, 0bm — 3thhekTMBHAA U30TPOMHO-U3/TyHaemMas MOLHOCT;

YposeHb wyma, 0bM — ypoBeHb LymMa KaHasa, Ha KOTOPOM paboTaeT paanonHTepdeic;

lpoyeHm nospexoeHHbIX Nakemos, % — [0NSA NAaKeTOB, KOTOPble Obl/IN NMPUHSATDLI, HO COAEPXas OLLUMOKM
1 OblI OTOPOLLEHBI.

OnucaHve gnarpaMmsbl "YTunansaums kaHana':

Onarpamma "YTunumsauyum kaHana' npefoctaBnsaeT HarnsgHoe npeactaBneHe MHopMaumm 0 3arpy>KeHHOCTH
pajvoKaHana, BbipaXeHHol B npoueHTax. O6Las ytunmsaumsi kaHana (3HaueHve B LEHTPe Avarpammbl)
paccuMTbIBaETCA Kak CyMMa CiefyHoLmx KOMNOHEHTOB:

3azpy3ka paduouHmepgpelica Ha nepedayy — NPOLEHT BPEMEHU, B TEUEHWE KOTOPOTO YCTPONCTBO
aKTUBHO NepeaaeT AaHHble Yepes3 pagnmonHTEPEViC;
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+ 3aepy3ka paduouHmepgpelica Ha npuem — NPOLEHT BPEMEHU, B TEYEHME KOTOPOro YCTPOMCTBO 3aHSTO
NPMEeMOM AaHHbIX Ha paanouHTepdeiice;

+ CokaHa/lbHasi uHmephepeHyusi — NPOLIEHT BPEMEHM, B TEYEHNE KOTOPOro KaHaul 3aHAT 13-3a paboTbl
Apyrux Wi-Fi ycTpOIACTB, MCNOMb3YOLWUX TOT Xe WU NepekpbIBaloWNACSA KaHaul, HO He SBNSIOLLMXCS
LeneBbIM NoslyyaresieM CurHana ot JaHHOro yCTponCTBa;

* lHmepchepeHnyusi om He Wi-Fi ycmpoldcms — NPOoLEeHT BPEMEHU, B TEYEHNE KOTOPOro KaHaul 3aHAT 13-3a
CUIHas10B, reHepupyeMbIX YCTPOKCTBaMu, He COOTBETCTBYOLWMMN cTaHaapTy 802.11;

* CB0OOOOHO — NPOLEHT BPEMEHW, B TEYEHNE KOTOPOro KaHas1 CBOOOAEH.

OnucaHue rpadmka "PacnpegenexHve ypoBHs Lyma':

Mpadmk "PacnpepeneHvie ypoBHs WyMa" NoKasbIBaeT CTAaTUCTUYECKYH 3allyM/IEHHOCTb 3¢hupa, NokasbiBasi,
Kakas [0N1s BPeMEHU NPUXOANUTCS Ha Kaxablii ypoBEeHb (DOHOBOTO Lyma (aBM).

JaHHble Ha cTpaHuue aBToOMaTU4YeCcKu ob6HoBNsIETCA KaXgble 5 CeKyH/A.

6.7.8 TMoameHto «VHhopmaLmsa 06 ycTpoincTee»

B nogmeHto «MHchopMauma 06 ycTpoiicTBe» 0TOOPaXKeHbl OCHOBHbIE XapaKTepPUCTUKM YCTPOICTBA.

Y V; LT e X @ TecroBslii peskim

BricTpan HacTpoika MoHUTOPHHT Radio AP CeTeBtle HaCTPOHKMA Cuctema MHCTpYMEHTRI - (Bbixog)

BecnpoeogHoi KaHan IManenue

£ AnnapaTHaA BepcuA 1v2
Cramuctuka no Tpadmky

3aeoacroil MAC-agpec EC:B1:E0:2D:9B.00

CranvposaHue achiupa
CepuiHeii Homep WP58000152

NEKTpoaHanu3ar

CnexTpoaHanuaatop Bepeua N0
HypHan coBeimil Peaepanan sepcva MO

Bepcuna sarpyauunka

CeTesan MHPOPMALMA P Py

CrwctemHoe Bpema 06.10.2025 05:39:50
Whchopmauua o
papmouHTepdeiicax Bpems pabotsl 04w, 00:21:15

Wndpbopmawma of ycTpoiicTee > Sy 2%

Wenonsayeman namate 41:,9 98 Moat f 237 Mbaitt

& OBHoBMTS

* V/I30es1ue — HaMeHOBaHWe Mofeny YCTPONCTBa,

*+ AnnapammHdasi sepcusi — Bepcus annaparHoro obecneyeHus yCTponcTsa;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpoicTBa, yCTaHOB/IEHHbIN 3aBO40M-
N3roToBUTENEM;

+ CepuliHbili HOMEpP — CepuiiHbIA HOMep YCTPOICTBA, YCTaHOB/IEHHbI 3aBOA0M-U3rOTOBUTENEM;

* Bepcusi O — Bepcus nporpammMHOro obecrnevyeHns yCTponcTea;

* PesepsHas sepcusi 10 — npeabiaylias yctaHoBeHHasa sepcud M0O;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTponcTsa;

+ CucmeMHoe 8peMsi — TekyLune BpeMs 1 Aara, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombl — BpeMsi paboTbl C MOMEHTa NOC/NEAHEr0 BK/IOUYEHMSA NN Nepe3arpy3kn yCTPONCTBa;

+ 3aepy3ska L[1Y — cpefHWii NPOLIEHT 3arpy3ku npoueccopa 3a nocnegHune 5 cekyHa,

* Vlcrnionib3yemasi namMsimb — MPOLLEHT NCMONb30BaHNA (Pr3NYecKor namsaTn yCcTpoicTaa.
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6.8 MeHo «Radio»

B meHto «Radio» npounsBoguTca HacTpoiika 6ecnpoBoAHOro nHTepdeiica.

6.8.1 MogmeHto «Radio»

B nogmeHto «Radio» ocylllecTBNSIOTCS HACTPOIAKM OCHOBHbIX NapaMeTpoB paanonHTepdieiica ycTpoiicTea.

" R Cen jixn neTema
Radio » OBLme
QoS Fexmu yoTpoiterza Touka goctyna PMP ~
HoncnHuTensho Feson 302.11 IEEE 802 11ax ~
AsTouaTMuECKN# EmBiop K3KaNa (/]
OrpaHHTL CIMCOR KAHANOE (/]
Wepwka raxana, MMy 40 ~
OcHosHo# Kakan Upper ~
DHECMDOESHHAR LEHTPINEHER USCTOTS
DUKOHPOSIHHIA KIHANEHIA CHOPOCTE NEPELIYM Auto -
M2KeAMank HaA KaxansHaR CEOPOCTS NepeaZN Auto ~
AsToonpeaEnzkE pRCCTORHR
PaccToRsme, kM
YNpasneHne MOWHOCTLI0 CHIHana
Mowpocrs curwana, AEu 27 ~
ASTOMETHMECIOE YMDIENEHHE MOWMOCTED [
Lienesos 3szuzsne RESL 26U -50
Tun aHTEHHE Cekropean RFE 5000/90/18 ~
KosdibuusenT younemis anTesws, aSx 5
Novepe & xs6ans, 25
TDD
Brawuers @
Lnuwa kagpa, we 10 v
Coomuoweswe Downlink/Uplink Dmecuposznroe L
5050
JLONONHUTENLHO v

O6uwue Hacmpolku:

* Pexxum ycmpolicmsa — pexnm paboTbl pagnonHTepdeiica ycTponctea. [OCTyMHbI;
+ To4ka docmyna PTP — TOYKa-TOuKa;
+ To4ka docmyrna PMP — To4Ka-MHOroTO4Ka,
« KnueHm — 6ecnpoBofHoi1 KNneHT (STA).
« Pexxum 802.11 — pexxum paboTbl MHTEpdIeiica cornacHo ctaHgapTam:
+ IEEE 802.117ax.

« ABmomamuyeckuli 8bI60p KaHasa — Npu ycTaHOBNEHHOM doniare yCTPOMCTBO ByAeT aBTOMaTUYECKN
BblOMpaTb HAaMMeHee 3arpyXeHHblli pagnokaHan ansi pabotbl pagmonHTepdieiica. MNMpu cHATOM dhnare
OTKpbIBaAETCH A0CTYN A1 YCTaHOBKM CTaTUYecKoro paboyero kaHana;

* KaHas1 — BbIOOp KaHasia nepefayv AaHHbIX;

+ O2paHuyumsb CrucoK KaHasio8 — Mpu yCTaHOB/IEHHOM (p/iare yCTPONCTBO ByAeT UCMOo/b30BaTh
OrpaHWyeHHbIN Nosib3oBaTeieM CUCOK KaHas10B /15 paboTbl B aBTOMAarn4yeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KAHa/10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO YCTPOICTBO 6yaeT BbibMpaTb paboumnii KaHan 13 BCex AOCTYMHbIX KaHas10B JaHHOTo
AnanasoHa 4yacTtoT. KaHanbl gnanasoHa 6 'u; 1-233;

* PaspeweHHbIl CrUCoK KaHa/108 — HACTPOKa AOCTYMNHa B pexnme ycTpoicTea «KnneHt». Mpu
yCTaHOB/IEHHOM donare yCTpOMCTBO OYyAET UCNOMb30BaTb OrpaHNYeHHbI Nosib3oBaTesieM CNMCOK
KaHas/10B /1 CKAHNMPOBaHWNS M O6HapYXXeHne BCTPEUHbIX YCTPONCTB. Ecnun donar HanpoTtus
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«Pa3peLUeHHbIli CN1COK KaHaU10B» He YCTAHOB/IEH UMW B CNINCKE OTCYTCTBYIOT KaHaslbl, TO YCTPONCTBO
Oy4eT ckaHMpoBaTb BCe AOCTYMNHbIE KaHas1bl AAaHHOIO Ananas3oHa YacToT. KaHauibl guanasoHa 6 My 1-
233;
UlupuHa kaHana, MMy — WwvpnHa Nosiockl YacTOT KaHaa, Ha KOTOPOM paboTaeTt YyCTPONCTBO, NPUHMMAaET
3HaveHns 20, 40,80 n 160 MI'y;
OCHOBHOUI KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TO/IbKO NPW NPONYCKHON CNOCOBHOCTH CTaTUYEeCKM
3aflaHHOro kaHana, pasHori 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSLLMM U3 ABYX KaHanos no 20
MI U, KOTOpbIe rpaHnyaT B YaCcTOTHOW 06nactu. 3Tn ABa kaHana 20 MI'y, Ha3biBatoT NePBUYHBIM U
BTOPUYHbIM KaHas1aMu:

+ Upper — nepBU4YHbIM KaHas1oM ByaeT BepxHuiA kaHan 20 MIMy, B nonoce 40 MIy;

+ Lower — nepBUYHbIM KaHa/10M ByaeT HKHUI kaHan 20 MI'y, B nonoce 40 MIy,
duKcuposaHHasi yeHmpasibHasi Yacmoma — npu aktusauum cpnara Becb Tpagvk (NakeTbl AaHHbIX 1
ynpaeneHus) 6yaeT nepeaaBaTbCs Ha YKa3aHHOW LIeHTPasIbHOM YacToTe KaHasia ¢ 3aaHHOl LLUMPUHO
nonocsl (40/80/160 MI'L). ®YHKLMS SABNSIETCA NPONPUETAPHOIA, Nepeada BeAeTcs He Mo cTaHaapTam
IEEE 802.11, rae npegnonaraeTcs UCMNoNb30BaHVe pasHbIX LEeHTPasIbHbIX YacToT A1A Tpadouka AaHHbIX 1
ynpasneHus npu wupunHe kaHana 40/80/160 My,
PuKcupoBaHHasi KaHaslbHasi CKOpocmb repedadu — (PUKCUPOBaHHas CKOPOCTb 6ecnpoBOAHON Nepesayn
[AaHHbIX, onpenensemas cneundumkaumamm ctaHgaprta IEEE 802.11ax;
MakcumasibHasi KaHa/lbHasi CKopocmb fepedadyu — MakCMasibHas CKOpoCTb 6eCnpoBOAHOM Nepeaayun
[AaHHbIX 4aHHOro YCTPOICTBa, onpeaensemas cneundukaunamm ctaHgapT IEEE 802.11ax;
MakcumasibHasi KaHa/lbHasi CKopocmb fpuemMa — MakCMasibHas CKOpoCTb 6eCnpoBOAHON Nepesayn
[AaHHbIX BCTPEYHOrO YCTPOWCTBA, onpegensemas cneyndukaumamm ctaHgaprta IEEE 802.11ax.
LJOCTYNHO TONbKO B pexumMax ycTpoicTea «Touka goctyna PTP» n «KnuneHT,
AsmoorpedesieHue paccmosiHusi — Npy YCTaHOBIEHHOM chiare yCTPOWCTBO ByaeT aBTOMaTU4ecKku
onpenenaTb U HacTpavBaTb PacCTOsHUE MeXy YCTponcTBamu;
PaccmosiHue, kM — paccTosiHMe Mexay YyCTpoicTBaMu B KUOMeTpax. ViaMeHeHne 3HavyeHus
paccTosHMA N3MEeHUT 3HaYeHue Taim-ayta ACK. PaccTtosHme criefyeT OKpyrisiTb B 60/1bLUYHO CTOPOHY.
Hanpumep, ecniv paccTosiHie mMexay ycTporictBamu 3,2 KM, TO He06X04MMO yKasaTb 4 KM;

MapameTpbl «KaHan», «LLnpuHa kaHana», «OCHOBHOI KaHa» AOCTYMNHbI TO/IbKO B peXNMe YCTPOonCcTBa
«Touka pgoctyna PTP» nnu «Touka goctyna PMP».

B cnyuae, ecniv B cnmcke «OrpaHMumTb CMCOK KaHas10B» YKa3aH HeoCTYNHbIN 415 Bbibopa kaHal, To
OH OyfeT oTMeYeH cepbIM UBETOM. [/1 TOro 4tobbl HoOBasA KoHGMrypaums bblna npyMeHeHa Ha
YCTpONCTBE, B cnncke «OrpaHnyYnTb CNMCOK KaHa0B» A0/MKHbI ObITb yKa3aHbl TO/IbKO AOCTYMHbIE
(BblAENEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha ycTpolicTBe eLye He NPOM3BOAMIOCH HUKAKMX HACTPOEK, Mo ymonyaHuto Ha Radio 6 My,
ycTaHoBneHa «LvpuHa kaHana» 20 My, a B cnncke «OrpaHNYnTL CIMCOK KaHas10B» KaHaslbl He
yKa3aHbl.
Jonyctm, Bpy4Hyto B cnNncoK «OrpaHnYnTL CMMCOK KaHasoB» Oblin AobassneHsl 37, 41, 45, 49 kaHasbl
1 nosiBUNacb HEO6XO0AMMOCTb YCTaHOBUTL NapameTp «LUnprHa kaHana», pasHbiin 40 My, Mpwn
n3mMeHeHun gaHHoro napameTpa ¢ 20 My Ha 40 My, npoucxoanT cregytollee:
* ONSA pefakTnpoBaHns OTKpbiBaeTcs napametp «OCHOBHOM KaHas1», TPUHUMAtOLLMI 3HAYeHe Nno
ymonuaHuto «Upper»,
* KaHasbl 41 1 49 B cnucke «OrpaHMYnTb CMUCOK KAHA/1I0B» MEHSAKOT CBOW LIBET C CUHETO Ha
cepbIn.

Ecnu namennts napametp «lnprHa kaHana» Ha 40 My, 1 He yaannTb cepble KaHaulbl U3 Cnncka, To
NPV HaXXaTun Ha KHONKy «[puMeHuTb» B 6pay3epe nosasuTcs olwnbka «BBefeHHbIe faHHble cogepxar
OLUNGKM. N3meHeHNs1 He Bbln NpUMeHeHbl». COOTBETCTBEHHO, KOH(PUIypaLmsa yCTponcTBa n3MeHeHa
He ByaeT. 3TO NPONCXOAMT MO NPUYMHE TOrO, YTO KaHaslbl, BbiAE/IEHHbIE CEPbIM LIBETOM B CMNMCKE
«OrpaHn4nTb CMMCOK KaHas10B», HE NOAX0AAT Nog, onpeaeneHne «OCHOBHONM kaHan» = Upper.
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@ nNapameTp MakcMMabHOI kaHabHOM CKOPOCTV MPUeMa UCMOMb3YIOTCS /151 YKa3aHUs MakCUMasbHOM
KaHa/1bHOI CKOPOCTM NepeAayun BCTPEYHOMY YCTPOWCTBY.
Mo3aToMy, HacTpavBasi MakCUMasibHYH KaHaslbHY CKOPOCTb MpUeMa, Hanpumep, Ha knmeHTe (STA),
HacTpavBaTb MakCMMaJslbHYt0 CKOPOCTh Nepepayuun Ha Touke goctyna (AP) He HyXHo.

YnpaB/eHne MOWHOCTbIO CUrHana:

YnpaeneHWe MOLLHOCTLI CUrHana

MowHocTe curdana, abm 27 v

ABTOMaTUUECKDE ynpaeneHue
MOLLHOCTEH

Llenesoe axauenne RSSI, nbm -50
Tun aHTEHHI Cextopran RFE 5000/90/16 v
KoadrbuLmeHT yeuneHua aHTeHHE!, Abu 16

MoTepw & kabene, Ab 1

+ MowHocmeb cugHasia, 0bm — perynmpoBka MowHOCTK curHana nepegatunka Wi-Fi;

+ ABmomamuyeckoe yripas/ieHue MOWHOCMbI0 — aBToMaTuyeckas perysimpoBka MOLWHOCTU CUrHana
nepeparymka Wi-Fi;

+ Llenesoe 3Ha4eHue RSSI, 0bm — ueneBoli nokasaTeslb MOLWHOCTA NPUHUMAEMOro paanoCcurHana;

* Tun aHMeHHb! — BbIOOP TUNa yCTAaHOB/IEHHOW aHTEHHbI;

+ KoathhuyueHm ycusieHus aHmeHHbI, 0bu — K0athMUMEHT YCUIEeHNs ANs BbIGPaHHOIO TUMa aHTEHHbI;

« lNomepu 8 Kabesne, 0b — 3apaHHasl BenuumnHa noTepb B Kabene.

TDD:

TDD — 310 TEXHONOrNSA 6ECKONIM3MOHHOIO A0CTYNa C BPEMEHHbLIM pa3fenieHneM KaHana, kotopas
CYHXPOHU3NPYET nepefadvy AaHHbIX B 060MX Hanpas/eHnAX B paMKax BpeMeHHOro Kagpa:

TDD
BrnkoumTs
Onuxa kagpa, mc 10 hd
CootHowenwne Downlink/Uplink DukcupoBaHHoe v
1 —
50/50

* Br/1o4ums — Npu yCTaHOBNIEHHOM p/iare onumsa BK/IOYEHA, MHAYe — BbIK/TOUEHA.
+ [nuHa kadpa, mc — pnntensHocTb TDD-kagpa B MunvcekyHaax, NpuHUMaeT 3HadeHus 5, 10 mc;
+ CoomHoweHue Downlink/Uplink — cooTHoweHne BpemeHu TaliM-cnoTta B TDD-kagpe mexay Downlink n
Uplink Tpadukom:
+ QukcuposaHHoOe — 3afaHHOe BPY4HYyH cooTHowweHne Downlink n Uplink;
+ ABmomMamuy4eckoe — AuHaMmuyeckoe nameHeHve cootHowweHns Downlink/Uplink B 3aBrcrmocTy
OT TeKyLLe 3arpy3kun kaHana.
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JononHnTenbHo:

[ononHUTENLHO v

0BSS Coexistence
KopoTewid 3alMTHSIR MHTepEan
STBC O

Mepuoa oTnpaeku cnyxebHeX 100
coobleHwid, mc

[Mopor dparueHTalmn 2346
Mopor RTS 2347
Arperauua

KopoTtkana npeambyna

Pexum pabote DHCP Snooping replace w
Onuwa 82 chopmat CID APMAC-SSID v

Onuwa 82 dopmar RID ClientMAC v

Dopmar MAC-agpeca AABB:.CC:.DD:EE:FF v

+ [pUMEHHTE ® OTmena

* OBSS Coexistence — pexvMm aBTOMaTMYECKOro YMEHbLUEHNS LWNPUHBI KaHauta Npu 3arpy>XeHHoM
paaunoadhupe. MNpun yctaHOBNEHHOM dh/iare peXxxum BKJ/THOUEH,;

+ Kopomkul 3awyumHbIl uHMepsas — NoAAepXKa YKOPOUEHHOr0 3aLUMTHOTO UHTepBasia. YCTPOMCTBO
nepefaet AaHHble, ucnonb3ys 400 He 3awmTHBI HTepBan (BMecTo 800 HC) Npu 06LLEHNM CO
BCTPEYHbIM YCTPOMCTBAMU, KOTOPbIE Takke NoAAepXMBaOT KOPOTKUIA 3alLMTHBIN NHTEpBaUT,

+ STBC — meTof, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOI0 KOAMPOBaHUSA, HAaNPaB/IeHHbIM Ha NOBbILLEHNE
HaeXHOCTM nepesayn AaHHbiX. MNpu ycTaHOB/IEHHOM dhyiare yCTPOMCTBO nepefaet O4UH NOTOK AaHHbIX
yepes HeCKO/IbKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, yCTPOMCTBO He nepefaeT Of4WH U TOT Xe MOTOK
[laHHbIX Yepe3 HECKO/IbKO aHTEHH;

*+ [Mepuod omnpasKu c/yxebHbix coobwjeHul, Mc — nepunog nocbisikn Beacon-thpeiimoBs. ®peimbl
nepegaroTca AN o6HapyXeHns BCTPEYHOro YCTPOoKcTBa B achmpe, npuHumaeT 3HaveHns 20—2000 mc, no
ymonyaHunio — 100 mc;

* [lopoz hpacmeHmayuu — nopor hparmeHTaumm peinma, B 6antax. NMprHumMaeTt 3HavyeHnsa 256—2346,
no ymonyaHuio — 2346;

* [Mopoz RTS — yka3bIBaeT Ync/o 6aiiT, yepes KOTopoe NnocklnaeTcst 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAYEHMS MOXET YyULIUTL PaboTy YCTPOICTBA NPy GOMbLLIOM
KO/IM4ecTBe NOAKNHUYEHHbIX BCTPEYHBIX YCTPOWCTB, O4HAKO 3TO YMEHbLUAEeT 06LLYI0 MPOMYCKHYHO
cnocobHocTb 6ecnpoBogHol ceTu. MpruHMMaeT 3HaveHnsa 0—2347, no ymonyauuio — 2347,

+ Agpezayus — BknoveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — NCMNO/b30BaHNe KOPOTKON npeamMOy/ibl NakeTa;

* Pexxum pabomsl DHCP Snooping — Bbl6op nonntukn o6pabotkn DHCP onummn 82. OCTynHble 3HAYEHUS
Ana selbopa:

* ignore — obpaboTka onumu 82 oTKNKOYEeHa. 3Ha4YeHMe N0 YMOTHAHNIO,
* remove — yCTPOWCTBO ygansieT 3HavyeHne onuumn 82;
* replace — ycTpoOICTBO NoAcTaB/sAET UM 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIGope AaHHOIo
3Ha4YeHUA A5 pefakTpoBaHUS OTKPbIBAKOTCA CreayloLie napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHumMaTh 3HaYeHus:
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+ APMAC-SSID — 3ameHa 3HaueHust napametpa CID Ha <MAC-agpec ycTpoicTBa>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;

+ SSID — 3ameHa 3HavyeHus1 napameTpa Ha ums SSID ycTpolicTBa;

*+ custom — 3ameHa 3Ha4veHus napametpa CID Ha 3HaueHVe, yka3aHHOe B napameTtpe
«Onumsa 82 yHukanbHblli CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
6ynet nepefasatbes B CID. Ecnv 3HayeHne napameTpa He 3aZaHo, YCTPOUCTBO
6ynet nsmeHATb CID Ha 3HaveHne no ymonyaHuio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymMmosiyaHuio;

+ APMAC — n3mensitb cogepxunmoe RID Ha MAC-agpec yCcTpoiicTBa,;

+ APdomain — nameHsitb cogepxunmoe RID Ha goMeH, B KOTOPOM HaxoAuTCs
YCTPOWCTBO;

* custom — n3meHsaTb cogepxnmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onums
82 yHuKasbHbIn RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cMMBO/IOB, KOTopas
6yaet nepegasatbes B RID. Ecnu 3HaueHre napameTpa He 3aZaHo, yCTPOMCTBO
6yneT nameHsTb RID Ha 3HaveHne no ymonyaHuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
8 CID n RID:
+ AA:BB:CC:DD:EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUNS.
3Ha4veHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.

,ﬂ.ﬂﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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B noameHto «QoS» ocyLlecTBAsSieTCS HAcTpolika pyHKLMIA o6ecneyeHunst kauectsa o6cnyxmBaHus (Quality of

Service).

* Wi-Fi Multimedia (WMM) — BkntoueHne noaaepxkm WMM (Wi-Fi Multimedia);
* Bksiro4ums QoS — npuv ycTaHOB/IEHHOM (hniare AOCTyNHa HacCTpoika yHKLMn obecneyeHuns kavecTsa
o6cnyxusaHus (Quality of Service).

BuicTpan HacTpoiika MonuTopuHr Radio AP

QoS »
LononHuTensHo

Ouepens

Data 3 (®ox)

Data 0 (Tonoc)

Ouepens

Data 3 (®oH)

Data 0 (Tenoc)

Data 2 (Best Effort)

Data 1 (Bupeo)

Data 1 (Buaeo)

CeTeBble HaCTpOiik Cucrema WHcTpymeHTE!

Radio Wi-Fi Multimedia (WMM)

Bxnroumte QoS

AP EDCA Parameters

AIFS

Station EDCA Parameters

AIFS

Data 2 (Best Effort) 3

cwMax TXOP Limit

1023 ~ 0

15 hd 94

T v 47

cwMax TXOP Limit

1023 ~ 0

1023 ~ 0

7 v 47

+ AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB yCcTpoiicTBa (Tpadvk nepeaaercs B
HanpaBfeHNN K KIIMEHTCKOMY YCTPOIACTBY):
* Oyepedb — nNpefonpefeneHHble ovepeamn A1 pas3/IMyHoro poga Tpaduka:
+ Data 3 (P0OH) — HU3KONPUOPUTETHAS OYEPELb, BbICOKAsi MPOMNyCckHasi CMOCOGHOCTb
(npuoputeTsbl 802.1p: cs1, cs2);
« Data 2 (Best Effort) — cpeiHeENpropuTETHAs OUYepe/lb, CPeAHsA NPOMyckHas CroCO6HOCTb U
3agepxka. B gaHHyto ouepep otrnpasnseTca 60MbWUNHCTBO TPAAULMOHHBIX |P-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);
« Data 1 (Budeo) — BbICOKONPUOPUTETHAS oUYepeb, MUHMMasIbHbIE 3aePXKW. B AaHHO
ouyepem aBTOMaTnyeckM obpabarbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHU
(npuoputeTbl 802.1p: cs4, csb);
+ Data 0 (lo/10c) — BbICOKONPUOPUTETHAS 0Yepesb, MHUMa/TbHbIE 3a4epXK1. B aaHHO
ouyepeam aBTOMaTnyeckM o6pabatbiBalOTCA AaHHbIe, YyBCTBUTE/bHbIE K BDEMEHN, Takne Kak:

VolP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpems oxugaHusi kKaapos (dpeliMoB)
[laHHbIX, U3MepsieTcs B cNoTax, NPMHUMaET 3HadveHust (1-255);

* cwMin — HavaNlbHOE 3HaYeHVe BpeMeHU OX1aaHus nepes noBTOPHONM OTNPaBKoM Kaapa,
3aZlaeTca B MuanncekyHaax, npuHumaet 3Hadvenunsa 1, 3,7, 15, 31, 63, 127, 255, 511,1023.

3HauyeHne cwMin He MOXEeT npeBbilaTh 3HadYeHne cwMax;
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* cwMax — MakCcMMasibHOE 3Ha4YeHne BpeMeHN oXnaaHus nepes noBTOPHOW OTNPaBKoW kaapa,
3afaeTcs B MUNMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax 4o/MKHO ObITb 60/bLUe 3HaYeHns cwMin;

* TXOP Limit — napamMeTp NUCNo/b3yeTCs TOMbKO A8 AaHHbIX, NepegaBaeMbiX OT KNIMEHTCKOrO
ycTpoiicTBa. BO3MOXHOCTb Nepefayn — MHTepBasi BPEMEHW, B MUNIMCEKYHAAX, KOT4a BCTpeyHas
WME-cTaHuMs umeeT npaBa MHULMNPOBATL Nepegadvy AaHHbIX N0 6eCnpoBOAHON cpee K
YCTPOWCTBY, MaKkCMMasibHOE 3HavyeHne 65535 MUNIMcekyHa,;

« Station EDCA parameters — Tabnmua HacTpoek NapamMeTpPoB K/IMEHTCKOroO YCTPocTBa (Tpadumk
nepegaeTcsl B HaNpaB/ieHNM OT K/IMEHTCKOro yCTpolicTBa). OnucaHue nosnei tTabnuibl NpYBeAEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.8.3 ToameHto «[onoNHUTENbHO»

B nogmeH0 «[LonoMHUTENbHO» OCYLLECTBSETCA HACTPOKa AONOMHATE/bHbIX NapamMeTpoB
pagnovHTepdelica ycTpolicTaa.

BricTpan HacTpoiika MoHuTopuHr Radio AP CeTeskle HacTpOEM Cucrema WhcTpymenTsl TR (eeixon)

Radio [lononKUTENLHO

QoS Crpana Poccua v [ PasBromposats

[ononHUTensHo »
+ [NprmeHIT: ® OmmeHa

+ CmpaHa — Ha3BaHVe CTpaHbl, B KOTOPOI paboTaeT yCTPOoKCTBO. [ Bbibopa CTpaHbl HY>XHO BbICTaBUTb
donar «Pa36nokmpoBaTtb». B 3aBUCMOCTM OT YKa3aHHOIo 3Ha4YeHns 6yayT NpUMeHEeHbl OrpaHnYeHns K
nosioce 4acToT U MOLLHOCTY Nepefaryrka, KoTopble AeiCTBYIOT B AaHHOW cTpaHe. OT yCTaHOB/IEHHOWA
CTpaHbl 3aBUCUT CMUCOK AOCTYMHbIX YACTOTHbIX KAHA/10B, YTO B/INSIET HA aBTOMAaTMYEeCK1il BbIGOp kaHana
B pexxume Channel = Auto.

€ Hactpoiika nokanbHbIX (PErMOHaNbHBIX) OrpaHUYeHNii, BKltouas paboTy Ha paspeLLleHHbIX YaCTOTHbIX
KaHaniax 1 BbIXOAHOW MOLLHOCTW, SIB/IIETCSI OTBETCTBEHHOCTHH) MHCTa/NISTOPOB.

© BLI6GOp HeNpPaBUILHOTO PErOHa MOXET NPUBECTM K NPo6/ieMaM COBMECTUMOCTM C PasHbIMU
KIMEHTCKMMU YCTPOCTBAMMU.

[lna BCTynneHns B culy HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaXXMUTE KHOMKY «MPUMEHNUTb». [1151 OTMEHbI U3MEHEHUIA HAXXMUTE KHOMKY «OTMeHa.
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6.9 MeHio AP

B meHi0 «AP» BbINOMHSAETCA HAcTpoiika Toukn goctyna (AP — Access Point) (nanee «AP»).

6.9.1

MeHto «AP» fOCTYMHO TOMILKO B pexmnme ycTpoilcTBa «Touka goctyna PTP» unm «Touka goctyna
PMP».

MNMogmeHio «Touka gocTyna»

Brictpan HacTpoitka MonutapuHr Radio AP CeTeBsie HacTporik1 Cucrema WrcrpymenTe - (Bbix0g)

Touka poctyna > OBLWwue HacTPoKK

BrrrousHo
SsiD
Tpaxcnuposate SSID
Mpuopuret DSCP Ad
Pexaam Minimal Signal
MuHUManEHsIA ypoBeHs curHana, b -100

Mopor ypoeH: curHana Npu poymnHre, -100
abu

Wurepean Minimal Signal, c 10
MakcvmansHoe KONMMUECTEO KNUEHTOB 0
Waonauma aGoxexTos
Penang GezonacHocT WPA3 v
Kniod WPA | seeemees @

MFP BrnigueHo ~

O6ume HaCTPOIKK:

BksiroueHo — npwv ycTaHoOBNEHHOM dhnare Touka gocTtyna (AP) BK/tOUEHA, MHAYE — BbIK/IHOUYEH3;

SSID — ums BUpTyanbHON 6ecnpoBOAHON ceTy;

TpaHcuposams SSID — npun ycTaHOBNEHHOM chriare BKKOYEHO BellaHne B adanp SSID, nHave —
BbIK/1HOYEHO;

lMpuopumem — BbIGOP cnocoba npuopuTnsaumn. OnpeaenseT nose, Ha OCHOBaHUN KOTOPOro Tpadvk,
nepeparowmiica B paguonHtepdelic, byaet pacnpegensatbcsa no oyepegam WMM:

+ DSCP — 6ypnet aHanmaupoBartbes npuoputet ns nonsd DSCP 3aronoska IP-nakeTa;

+ 802.1p — 6yaeT aHanu3uposaTbcs npuopuTeT 13 nonst CoS (Class of Service) TermpoBaHHbIX
MakeToB.

Pexxum Minimal Signal — npw ycTaHOBNeHHOM chnare pyHKUNS OTKNHOYEHUSA KIMEHTCKUX YCTPOMCTB Mnpu
HWU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. st paboTbl PyHKLUMOHAIa He06X0AUMO
HaCTpOWTb criegyloLne napamMmeTpb:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaU1a B ABM, H/Xe KOTOPOro NPonUCXoauT
OTK/IHOYEHWE KIMEHTCKMX YCTPONCTB OT 6€CNPOBOAHON CeTy;

* [lopoe yposHs cueHasia npu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOVCXOAUT NepeksItUeHe KNMEHTCKMX YCTPOCTB Ha Apyroe yCcTpoicTBo. MapameTp
[O/MKEH ObITb Bbile, YeM «MUHUMaSIbHbI YPOBEHb CUTHaa»: ecnn «MUHUMaNbHbIA YPOBEHb
CuUrHana» paBeH -75 Abm, To «[opor ypoBHA cUrHasna npu poymMuHre» SO/MKeH ObiTb paBeH,
Hanpumep, -70 abwm;

* WiHmepsas Minimal Signal — nepunog BpeMeHn, No NCTEYEHNN KOTOPOro NPYHUMAETCS peLleHne 06
OTK/THOUEHUMN KIIMEHTCKMX YCTPONCTB OT 6ECNPOBOAHON CETW.

* MakcumasibHoe Ko/lu4ecmso K/IUeHMos8 — MakCUMaslbHO A0NYyCTUMOE YMC0 NoAK/IHYaeMbIX K

6ecnpoBOAHOl CETU KNIMEHTCKMUX YCTPOICTB;
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* U3on1s4yus aboHEHMOB — NMPU YCTaHOB/IEHHOM dp/1are BK/I0UYEHa M3015auma Tpadurka mexay
NOAK/MOYEHHBIMY YCTPONCTBaMY;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna Kk 6ecnpoBogHOl ceTu:

+ OWE (Opportunistic Wireless Encryption) — meTopa, LuLMPOBaHUs, obecneunBatoLLmii 6e30nacHoCTb
[aHHbIX, NepefaBaeMbIX N0 He3aluMLeHHOW ceTu. Mpu 3TOM OT nosb3oBatenei He TpebyeTtcs
Kaknx-To AONONHUTENbHbIX AeNCTBUI 1 BBOAA Napo/s 415 NOAKIYEHNS K CeTH;

+ WPA3 — cnoco6 wudppoBaHus, npu BbIbope KOTOporo 6yaeT [OCTynHa criedyoLliasn HacTpolika:

* Koy WPA — knto4/naponb, HE06X0AMMbIA 4115 NOAKAYEHM K 6ecnpoBOAgHON ceTh. mHa
Kntoya coctasnseT ot 8 A0 63 CMMBOJIOB.

+ WPA3-Enterprise — pexum LWMpoBaHUA kaHana 6ecnpoBOAHON CBA3M, MPU KOTOPOM YCTPOCTBO
aBTopu3yeTcs Ha ueHTpannsoBaHHOM RADIUS-cepBepe. /19 HACTPOKN AAaHHOTO pexvmMa
6e3onacHoCcTK TpebyeTca ykazaTb napameTpbl RADIUS-cepBepa. Takke TpebyeTcs ykasaTb K/iou
ans RADIUS-cepsepa. NMpu BbIGOpe 04HOro 13 cnocoboB byaeT AOCTYMNHa cneayollas HacTpoka
Radius (cm. Huxe).

* MFP — poctynHo npu pexume 6e3onacHocty WPA3, WPA3-Enterprise, OWE. Npu BbIGOpe pexvmMa
6e3onacHoctn WPA3, WPA3-Enterprise, OWE MFP nepesoantcsa B COCTOAHME BK/IHOYEHO:

* Bk/1l04eHO — 3almTa BK/IoYeHa. YCTPOMCTBO HE MOXET NOAK/IYMTLCA K 6€CNPOBOAHON CETHU, He
nopaepxvsatowieii MFP.

© HacTpoiiku «<MakKcManbHOe KOMNYECTBO KIMEHTOB» 1 «/3015LMst aGOHEHTOB» JOCTYMHbI TOMLKO B
pexvmMe ycTpoicTBa «Touka goctyna PMP».
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KoHTponb goctyna no MAC:

B naHHOM noapasaene BbINOMHSAETCS HacTpoiika cnuckoB MAC-apecoB BCTPEUHbIX YCTPOCTB, KOTOPbLIM, B
3aBMCMMOCTU OT BblIGPaHHO NOIMTUKM AOCTYMa, Pa3peLLEHO UK 3anpeLLeHO NOAKNYATLCS K AaHHOMY
YCTPOWCTBY.

KoHTpons goctyna no MAC
Pestaam TNokansHo hd
Monumuka PaapewmTs v
Ne MAC-agpec
1 AABB:CC:DD:EEFF - x
2 AABB:CC.DDEEEE = "
=+ [loGasuTs

* Pexxum — BbI6Op pexunma koHTpons goctyna no MAC:

* BbIK/1104EHO — (DYHKLUMA HE aKTUBHA;

+ JlokasibHO — npoBepka MAC-agpecoB no CrnCKy Ha YCTPOWCTBE;

* RADIUS — npoeepka MAC-agpecoB yepe3 RADIUS-cepsep.

* lMosumuka — nonuTuka goctyna. Bo3MoXHble 3Ha4YeHus:

+ 3anpemums — K JaHHOMY YCTPOWCTBY OyAeT 3anpeLleHo NoAKIYaTbCA BCTPEUYHbIM
ycTpoictBam, MAC-aapeca KOTOpbIX cofepxaTcs B cnucke. Bcem octasibHbIM focTyn 6yaet
paspeLueH;

+ Paspewumb — K JaHHOMY YCTPOICTBY OyAeT paspeLleHo NoAKNHYaTLCA TOIbKO TEM BCTPEUHbIM
ycTpoiictBam, MAC-aapeca KOTOpbIX cofepXaTcs B cnucke. Bcem ocTtasibHbIM focTyn 6yaet
3anpeLueH.

+ Tabnuya MAC-adpecos — cnucok MAC-afpecoB BCTPEUHbIX YCTPONCTB, KOTOPbIM pa3peLleH unm
3anpeLleH AoCTyn K AaHHOMY YCTPOWCTBY. MoXeT cogepxatb Ao 128 agpecos.

° + NobaswTh
[nsi Toro 4TO6bLI O6aBUTL aAPEC B CMNUCOK, HAXKMUTE KHOMKY 1 B NOSIBMBLUEMCS MOJE

Beeante MAC-agpec. YTobbl yaanutb agpec U3 Cnmcka, HaXKM1Te KHOMKY E] B COOTBETCTBYOLLEN
CTPOKe.
Ecnun Bo3HMKNA HEO6XOAUMOCTb A06aBUTb B cnncok MAC-aapec noakIH4YEeHHOro YCTPOCTBA,

HaXXMUTE B KOHLLE CTPOKM KHOMKY E] 1 BblbepuTe HYXHbI afpec U3 Crmcka, OH aBTOMaTUYeCKM
[o6aBuTcA B norse.

Mo ymonyaHuio B cnncke otobpaxaertcs o 10 agpecos. 15 TOro Ytobbl YyBUAETH NOJHbIA CNUCOK B
cny4ae, ecnn oH cogepxut 6osee 10 agpecoB, HAXXMUTE KHOMKY «loka3aTb BCEY.

10 AABB:CC:DD:EEAA = »

Mokasars BCE
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RADIUS:
RADIUS
HomeH root
IP-agpec RADIUS cepeepa 192.168.0.1
Moprt RADIUS cepeepa 1812
Mapone RADIUS cepeepa =

Mcnonssoeate akkayHTWHE yepes RADIUS

WcnonkzoBate Apyrie HacTpolki AnA
aKKayHTMHra

IP-agpec RADIUS cepeepa anA 192.168.0.1
aKKaYHTHHE
Mopt RADIUS cepeepa AnA akkayHTMHIE 1813
Mapone RADIUS cepeepa aAnA akkayHTWHrA @

lNepnoguueckan oTNpaEka aKkayHTMH

MHTepean oTnpaskn akkayHTMHE 600

+ [lomMeH — OMeH nosb3oBarens;
+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
« MMopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOPbIl MICNONb3YETCH ANA ayTeHTU(UKaLNN 1
asTopusauuu;
+ lNaposb RADIUS cepsepa — naponb anst RADIUS-cepBepa, NCNonb3yemoro Asis ayTeHTugukaumm n
asTopusauuu;
* Vlcnonb3oBames akkayHmuHe Yyepe3 RADIUS — npu ycTaHOBNEHHOM donare 6yayT oTnpaBnsiTbCs
coobleHns «Accounting» Ha RADIUS-cepBep;
* Mcnosb3o8amb Opyaue HacmpoUliku 0718 akKkayHmuH2a:
+ IP-adpec RADIUS cepsepa 07151 akkayHmuHaa — agpec RADIUS-cepBepa, ncnonb3yemoro A/1s
aKKayHTUHra;
+ lNaposib RADIUS cepsepa 07151 akkayHmuHzaa — naponb ans RADIUS-cepsepa, MCnosib3yemoro ans
aKKayHTUHra;
« opm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTOPbIA ByAeT UCNoMb30BaH Ana cbopa akkayHTUHra
Ha RADIUS-cepBepe;
* [Nepuoduyeckasi omrnpaska akkayHmuHaa — BKNHOYNTb Nepuognyeckyro oTnpasKy COOOLLIEHWI
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpBasT OTNPaBKM COOBLLEHNIA MOXHO B Nose «HTepBan
OTMpPaBKM akKayHTUHIa».
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VLAN

Access VLAN ID

WLAN Trunk

General Mode

General VLAN 1D

VLAN ID 0
MpuopuTeT 802.1p auto )
C-VLAN
Ne MAC VLANID C-VLAN 802.1p
1 50:54:B7:D9:F&:F0 - 1 auto v %
+ [loBasums

Access VLAN ID — Homep VLAN, ¢ koToporo 6yAeT cHUMaTbCA MeTKa npu nepegade tpaduvka
KNIMEeHTCKMM ycTpolicTBaMm. Mpu npoxoxaeHun Tpadmka B 06paTHYy0 CTOPOHY Ha HETErMpPOBaHHbIM
TpadunK OT KIMEHTCKMX YCTPOICTB ByaeT HaBelumBaTbest MeTka VLAN ID (4OCTynHO Npy OTK/TOYEHHOM
pexume VLAN Trunk);

VLAN Trunk — npw ycTaHOBNEHHOM chnare KMeHTCKMM YCTPOCTBaM nepeaaeTcs TermpoBaHHbIl
Tpaduk (ocTynHo npu oTkNoYeHHOM pexume Access VLAN ID);

General Mode — npu ycTaHOB/IEHHOM dhfiare K/IMEHTCKUM YCTPOICTBaM paspeluaeTcs nepegaya
HeTermpoBaHHOro Tpaduka COBMECTHO C TerMpoBaHHbIM (AOCTYMNHO NP BK/IOYEHHOM pexume VLAN
Trunk);

General VLAN ID — Homep VLAN, ¢ KoToporo 6yaeT CHAMAaTbCA MeTKa nNpu nepegade tpagmka
KNIMEeHTCKMM ycTpolicTBaMm. Mpu npoxoxaeHun Tpadmka B 06paTHy0 CTOPOHY Ha HETETMPOBaHHbIM
TpaduK OT KMEHTCKMX YCTPOICTB ByaeT HaBelumBaTbest MmeTka VLAN ID (gocTynHO Npuv BKKOYEHHBIX
pexumax VLAN Trunk n General Mode);

lMpuopumem 802.1p — Homep npuopuTeTa 802.1p, NpucBanBaeMblil Tpadnky, Ha KOTOpPbIi
HaBelumBaeTcs meTka VLAN ID npu nomowm doyHkumoHana Access VLAN ID nnu General VLAN ID
(moctynHo npu BkntoueHHoM Access VLAN ID unu General VLAN ID);

C-VLAN — npwu ycTaHOBNEHHOM chriare BbINO/THAETCS HAcTpolika cnmckoB MAC-aapecoB BCTPEYHbIX
YCTPOWCTB, KOTOPbIM HasHayaeTcsi n3onunpoBaHHbiin VLAN ID n npuoputet 802.1p:

* MAC — MAC-agpec BCTPEYHOro yCTpOICTBa;

* VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHUMaTbCA MeTKa npu nepegade tTpadumka BCTpeUYHoMy
ycTpoincTBy. MNpu NpoxoxaeHny Tpaduka B 06paTHy0 CTOPOHY Ha HETErMPOBaHHbIN TpadukK oT
BCTPEYHOro ycTpoicTBa 6yaeTt HaBewmnBaTbcst meTka VLAN ID;

« C-VLAN 802.1p — Homep npuoputeTa 802.1p, npucBanBaemblii TpadnKy, Ha KOTOPbIN
HaBelwmBaeTcsa meTka VLAN ID npu nomowm pyHkumoHana C-VLAN.
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° + NobaswTh
[na Toro 4To6bl 406aBUTL aAPEc B CNNCOK, HAXXMUTE KHOMKY 1 B NOSIBMBLUEMCSI NONE

BBeauTe MAC-aapec. YTo6bl yaannTb aipec U3 Cnmucka, HaXKMUTE KHOMKY [E] B COOTBETCTBYHOLLE/
CTpOKe.
Ecnu Bo3HUKNA HEOGX0AMMOCTb A06aBUThL B cnucok MAC-aapec NoAK/ItUYeHHOro YCTPOICTBa,

HaXXMUTE B KOHLLE CTPOKM KHOMKY E] 1 BblGepUTE HYXXHbIN agpec U3 CnMcka, OH aBTOMaTUYEeCKM
Jo6aButcA B nosne.

Mo ymonyaHuio B cnucke otobpaxaetcsa Ao 10 agpecos. 418 TOro 4tobbl yBUAETb NOJHbIV CIUCOK B
cnyyae, ecnim oH coaepxut 6onee 10 aapecos, HAXMUTE KHOMKY «[Moka3aTb BCE».

10 AABB:CC:DD:EEEAA = »

Mokasars BCE

MannuHr VLAN:

Mannuur VLAN

BrnioumTe
Mpasuno No yMon4aHuie

Ne WLAN VLAN Ethernet VLAN WLAN 802.1p Ethernet 802.1p WMM

Default auto v auto v auto v

+ [lobaeums

* Bk/iouumsb — npu ycTaHoB/IEHHOM donare Bk/toveHa pyHkuma VLAN Mapping, Havye — BbIK/IOYEHa,;

* [lpasu/io Mo ymosyaHuto — Npvi YCTaHOB/IEHHOM dofiare BK/IHYAETCH, MHaye OTK/II0YaeT UCMob3oBaHne
npasuna. Npasnio N0 yMONYaHUIO onpeaenseT nosegeHve cuctemol Ans Tex VLAN-nakeTos, KOTopble
He COOTBETCTBYHOT HM O4HOMY M3 AIBHO 3aaHHbIX Nosb3oBaresieM npasus. OHO No3BosseT
aBTOMaTU4YeCcKn HasHavaTb TakMm naketam npuoputet 802.1p n ouepeas WMM:

* WLAN VLAN — Homep VLAN ID npu nepegaye o WLAN. MNpuHnmaet 3HayeHns: 1-4094;

+ Ethernet VLAN — Homep VLAN ID npu nepegade B Ethernet. MpuHumaet 3HaveHus: 1-4094,

+ WLAN 802.1p — npuoputet 802.1p npu nepegade Bo WLAN. MNMpuHumaeT 3HaveHus: 0-7, auto. No
ymon4daHuto — auto;

+ Ethernet 802.1p — npuoputet 802.1p npu nepegade B Ethernet. MpuHrmaet 3HaveHus: 0-7, auto.
Mo ymonyaHuio — auto;

+ WMM — ouepenb WMM an1a gaHHoro npasuna. NpuHumMaeT 3HaveHus: bk, be, vi, vo, auto. Ecnu
ouyepefb auto He onpegeneHa B AaHHOW onuuu, To byaeT aHanusnposaTbes npuoputeT DSCP B
nakere.

© PaGoTaet TonbKO ¢ BKAoYeHHbIM VLAN Trunk.

*+ [lobasuTs
[lnsa Toro 4yTo6bl 106aBUTL NPABU/IO B CMUCOK, HAXXMUTE KHOMKY . UTo6bI YyaanuTb

NPaBW/I0 M3 CMINCKA, HAXXMUTE KHOMKY [E] B COOTBETCTBYHOLLEN CTPOKE.
Mo ymonuaHuio B Crncke oTobpaxaetcs Ao 9 aapecoBs. 15 TOro YTo6bl YBUAETH NOMHbIA CNCOK B

Mokxazatk BCe
cny4ae, ecnim OH coaepXnTt 6onee 9 agpecoB, HAXXMUTE KHOMKY
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OrpaHW4eHns CKopoCTH

Brnrounts

OrpaHuuenne B Down

Orpaxwuenne 8 Up

HononHuTentHo

Orpanvyenne Broadeast B Down

Orpanwuenne Broadcast s Up

Orpannyenne Multicast e Down

Orpanuuenue Unknown B Down

KIMHUYEHD

KIMHUYEHD

KIMHUYEHD

KNHYeHD

KNHYeHD

KNMOYEHD

Bkrodumes — aKTUBUPOBATL NOJ1e HACTPOEeK:

+ OepaHuyeHue 8 Down — orpaH1YeHre NPOoMyCcKHOW CNOCOGHOCTM B HANpaB/ieHnn oT Touku goctyna (AP)

[0 knueHta (STA);

+ OepaHuyeHue 8 Up — orpaHunyeHmne nponyckHoii cnoco6HOCTY B HanpaBneHun ot knreHTa (STA) ao

Touku goctyna (AP).

JonosiHume/ibHoO — aKTUBMPOBATbL A0MNOSHUTEIbHOE NOoJ1e HACTPOeK:

+ OepaHuyeHue Broadcast 8 Down — orpaHuyeHne NponyckHO CNOCOGHOCTY LLIMPOKOBELLATE/IbHOTO
Tpachnka B HanpaeneHun ot Toukn goctyna (AP) no knunenta (STA);

+ OepaHuyeHue Broadcast 8 Up — orpaHnuyeHne nponyckHo CnocoGHOCTU LLIMPOKOBELLLATENIbHOO
Tpacuka B HanpasneHun ot knneHTa (STA) go Toukm goctyna (AP);

+ OepaHuyeHue Multicast 8 Down — orpaHuuyeHie NponyckHO CNOCOGHOCTU MHOrOaAPECHOr0 Tpaduka B

HanpaeneHun ot Toukn goctyna (AP) no knuneHta (STA);
* OepaHuyveHue Unknown 8 Down — orpaHuyeHve nNponyckHO CnoCOGHOCTY HEM3BECTHOTO Tpaduka B
HanpaeneHun ot Toukn goctyna (AP) no knneHta (STA).

[Nsi HACTPOIKN OorpaHnyeHunii ecTb CrieaytoLIme napameTpbi:

* BbIK/1t04EHO — OrpaHuyeHne NponyckHOW CNOCOBHOCTM HE NPUMEHSETCS;
* Kbum/c — orpaHu4YeHve NPonyckKHON CNOCOBHOCTN NPUMEHSIETCA B KOUT/C;
* [1ak/c — orpaHuyeHve NponyckHOM CnocoBHOCTN NPUMEHSIETCA B Nak/c.
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Ona pexuma «Touka goctyna PMP»:

OrpaHuyeHua CKopoCTH

BrnounTte

Obwee orpaHnueHue B Down 0 BrimoueHo W
OBwee orpaHuuexue B Up 0 BrxmousHo w
Orpanudenie STA B Down 0 BrixmoueHo w

Orpannyenne STA e Up 0 BrimoueHo W

NononsuTensHo

Orpannyenne Broadeast e Down 0 BrixmousHo W
OrpaHvuenue Broadcast 8 Up 0 BrikmoueHo w
Orpannyenue Multicast e Down 0 BrixmoueHo W

Bk/iro4umes — aKTUBUPOBATL NOJ1e HAaCTPOoeK;

+ O6wee ozpaHuyeHue 8 Down — orpaHuyeHne o6Lei NPonyckHO CNOCOGHOCTY B HANPABIEHWN OT
Touku goctyna (AP) o knmeHToB (STA);

+ O6wee ozpaHuyeHue 8 Up — orpaHunyeHne obLLeli NponyckHO CNOCOGHOCTM B HANpaB/EHNN OT
knneHToB (STA) fo Touku goctyna (AP);

* OepaHuyeHue STA 8 Down — orpaHuyeHne NponyckHO CNOCOGHOCTY B HanpaBieHuy OT TOUKM JoCTyna
(AP) po kaxporo knveHTa (STA);

* OepaHuyeHue STA 8 Up — orpaHunyeHne nponyckHoi cnoco6HOCTU B HANPaB/IEHNM OT K&X/A0r0 KIneHTa
(STA) po Toukun goctyna (AP).

JonosiHume/ibHoO — aKTUBMPOBATb A0MNOSHUTEIbHOE NOoJ1e HACTPOeK:

+ OepaHuyeHue Broadcast 8 Down — orpaHu4eHne NponyckHO CNOCOGHOCTY LLIMPOKOBELLATE/IbHOTO
Tpadhmka B HanpaeneHun ot Toukn goctyna (AP) no knneHTtoB (STA);

+ OepaHuyeHue Broadcast 8 Up — orpaHnuyeHne nponyckHo Cnoco6GHOCTU LLIMPOKOBELLLATENIbHOO
Tpadhmka B HanpasneHun ot kineHToB (STA) go Touku goctyna (AP);

+ OepaHuyeHue Multicast 8 Down — orpaHuyeHie NponyckHO CNOCOGHOCTU MHOrOaAPECHOI0 Tpaduka B
HanpaeneHun ot Toukn goctyna (AP) ao kineHToB (STA).

[Nsi HACTPOIKN OrpaHnueHunii ecTb CrieaytoLIe napameTpbi:

* BbIK/1l04EHO — OrpaHnyeHne NPonycKHOW CNOCOBHOCTM HE NPUMEHSETCS;
* K6um/c — orpaHuyeHve NPonyckHoM CrnocobHOCTM NPUMEHAETCS B KOUT/C;
* 1aK/c — orpaHvyeHve NpornyckHoM cnocobHOCTN MPUMEHSAETCA B Mak/c.

© n1ocne nsmereHus «SSID» Ha Touke AOCTYNa B MEHIO «AP» BO3MOXHA NoTeps AoCTyna A0 KANEeHTCKNX
yCTpoiicTB. Heobxoanmo cHavyana NnoMeHsTb «SSID» Ha KNIMEHTCKUX YCTPONCTBaX B MeHHO «STA», a
3aTeM Ha Touke goctyna (AP) B MeHto «AP».

56



PykoBoacTtso no akcnayatauum WOP-3ax-LR6

6.10 MeHto STA

© MeHio «STA» [OCTYIMHO TOMBbKO B peXume yCTporcTea «KnneHT».

6.10.1 TMogmeHto «<KnneHT»

Mowuropmir  Radio | STA  Ceveswie wacTpoiem  CwcTema  MerpymenTs . (Buon
KameHT » MogkniueHne
He MpuopuTer 551D Pexitm Ge3onacHooT MER Knios WRA HMA Ronk30EaTenR Napons
[ WRAZ v || Buoseno v ® x
[ WRAZ-Enterprise w| | Brnousko v = x
3 0 ~ BucnsoueHo A A x
VLAN
Access VLAN 1D
VLANTunk @
General Mode @
General VLAN 1D @
VLAN T
Mpsopurer 802.1p auto v
MVR  m
MR VLAN 1D
WMVR 8021 7 v
MannuHr VLAN
Brmouwte @
MNpasnno no ywonuasme (/]
He WLAN VLAN Ethernet VLAN WLAN 802.1p Ethernet 802.1p WM
Defaukt ut v ~v| | auo ~
[ononHKTENEHD
Mpwmopurer DSCP v
OrpaHHYeHIA CKOPOCTH
Brnoume

[NoakntoyeHue:

* [Mpuopumem — onpepensieT o4epeHOCTb UCMNO/b30BaHNs Npoduseit. MNpu Nnoucke cetn 1 NOLKNHYEHNN
YCTPOWCTBO MCMNO/b3yeT NPOW/Ib C HaUBbICLUMM NPUOPUTETOM B NEPBYI0 ovepesb. Ecnn npnoputeTol
O4MHaKOBbIe, TO YCTPOMCTBO onpefenseT ouepeHOCTb UCNOb30BaHUA Npodiniein Ha OCHOBaHUM
pexuma wudgposaHuns n RSSI;

+ SSID — nms BUPTYasibHOIN 6eCNPOBOAHON CETY;

* Pexxum 6e3ornacHocmu — pexunm 6e3onacHocTn JocTtyna Kk 6ecrnpoBofHON ceTu:

« OWE (Opportunistic Wireless Encryption) — meTop, lungppoBaHus, o6ecnedvBatoLmii 6e30nacHOCTb
[aHHbIX, NepefaBaeMbiX N0 He3alNLLEeHHOW ceTuy;
+ WPA3 — cnocob6 wundpoBaHus, Npu BbiI6ope KOTOPOro 6yaeT AOCTyMNHa cneayrollasi HacTpolka:
* Koy WPA — knio4/naposb, He06X0AMMbIA /19 NOAKIYEHUA K 6ecrnpoBOAHON ceTh. AnHa
Kntoya coctaenset ot 8 4o 63 CMMBO/IOB.
+ WPAS3-Enterprise — pexxum LungpoBaHnst kaHana 6ecnpoBoaHONM CBS3M, NPU KOTOPOM
YCTPOWCTBO aBTOPM3YETCA Ha UeHTpanm3osaHHOM RADIUS-cepBepe. N5 ncnosb3oBaHNsa AaHHOMo
pexvma 6e3onacHoCTV TpebyeTcs yka3arb napaMeTpbl NOAKIHOUHEHNS:
* VIMs1 nosib3oBameyisi — NOTWH, HeoGXoAnMbIN Ans aBTopmsaunn Ha RADIUS-cepsepe;
* [aposib — KNY/naposnb, Heobxoaumblid Ana asTopusauun Ha RADIUS-cepsepe.
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« MFP — 3awuta management-kagpoB (gocTynHo npu pexume 6e3onacHoct WPA3, WPA3-Enterprise,
OWE. NMpu BbIGOpE pexnma 6esonacHocTn WPA3, WPA3-Enterprise, OWE, MFP nepesoautcs B
cocTosiH1e BkntoueHo):

* BK/104eHO — 3alymTa BK/IoYeHa. YCTPOMCTBO HE MOXET NOAK/IUYMTLCA K 6€CNPOBOAHON CETY, He
nogaepxvsatowieii MFP.

[ns no6aBneHns HOBOro NPOdnAA NOAKIYEHUST HAXKMUTE KHOMKY «[06aBuTb Npodunby». MakcumasibHO
MOXHO [06aBUTb 8 npodunei.

VLAN:

VLAN

Access VLAN 1D

VLAN Trunk

General Mode

General VLAN ID

VLAN 1D 0
Mpyopurer 802 1p auto L
MVR ]
MVR VLAN ID 0

MVR 802.1p 7 W

+ Access VLAN ID — Homep VLAN, ¢ kOTOporo 6yaeT CHUMaTbCs MeTka npu nepegade Tpadmka Ethernet-
yCTpOiicTBaM, HaxoaawwmmMes 3a knneHTom (STA). Mpu npoxoxaeHnn Tpadgrka B 06paTHy0 CTOPOHY Ha
HeTermpoBaHHbIn Tpaduk 6yaeT HaBewmBaTbca MeTka VLAN ID (40CTynHO Npu OTKIOUYEHHOM peXuMe
VLAN Trunk);

+ VLAN Trunk — npu ycTaHoBneHHoM cpnare Ethernet-yctpoiictBam, Haxoaswmmcs 3a kmeHTom (STA)
nepegaeTcsi TerMpoBaHHbIV Tpadvk (A0CTYNHO NpU OTKIKYEHHOM pexume Access VLAN ID);

* General Mode — npw yctaHoBneHHom onare Ethernet-yctpolicTBam, Haxogsiwmmcs 3a knmeHTom (STA)
paspellaeTcs nepegaya HeETErMpPOBaHHOTO Tpadika COBMECTHO C TErMPOBaHHbLIM (4OCTYMHO Npu
BK/toUeHHOM pexxkume VLAN Trunk);

*+ General VLAN ID — Homep VLAN, ¢ koToporo 6yaet cHuMaTbCcA MeTka npu nepegade tpadumka Ethernet-
yCTpOICTBaM, Haxoaawmmes 3a knneHTom (STA). Mpu npoxoxaeHnn Tpadgrka B 06paTHy0 CTOPOHY Ha
HeTermpoBaHHbIn Tpaduk 6yaeT HaBewmBaTbea MeTka VLAN ID (A0CTynHO Npu BKIKOUYEHHbIX peXnMax
VLAN Trunk n General Mode);

* lpuopumem 802.1p — Homep npuopuTeTa 802.1p, npucsanBaemblii TpagInKy, Ha KOTOPbI
HasewwwnsaeTca meTka VLAN ID npu nomowm doyHkumoHana Access VLAN ID nnu General VLAN ID
(moctynHo npu BkntoueHHoM Access VLAN ID unu General VLAN ID);

* MVR — npu ycTtaHoBneHHOM onare doyHkumoHan MVR (Multicast VLAN Registration) BkntoueH. Jaet
BO3MOXHOCTb MCMOMb30BaTh 0TAeNbHbIA VLAN ansa Multicast-Tpaduka;

* MVR VLAN ID — Homep VLAN Multicast-Tpadomka, ¢ KOTOporo 6yaeT CHUMaTbCA MeTKa Npu nepegaye ero
Ethernet-ycTpoiicTBam, Haxoaswmmes 3a kineHTom (STA). Mpu NpoxoxaeHUn Tpadinka B 06paTHyto
CTOPOHY Ha HeTernposaHHble IGMP-nakeTbl 6yaeT HaBelumBaTbcsd meTka MVR VLAN ID;

* MVR 802.1p — npuopuTteT 802.1p, KOoTOpbIA ByaeT npucBavsatbcs IGMP-naketam ot Ethernet-ycTpoiicTs,
HaxoasALWmxcs 3a knveHToM (STA).

Mannuur VLAN:
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Mannuur VLAN

BrrnoumTs
[Mpaeuno nNo yMon4aHuo

Ne WLAN VLAN Ethernet VLAN WLAN 802.1p Ethernet 802.1p WMM

Default auto v auto v auto v

<+ [lobaeuts

* Brsmoyums — npy ycTaHoBNEHHOM conare BknoveHa pyHkuma VLAN Mapping, nHaue — BbIK/IOYEHa;

* [lpasu/io Mo ymosyaHuto — Npv YCTaHOB/IEHHOM do/iare BK/II0YAEeTCA, MHaye OTK/II0YaeT UCMob3oBaHne
npasuna. Npasnno No ymonyaHuio onpenenset nosegeHne cucremsl gn1a tex VLAN-nakeTos, kotopble
He COOTBETCTBYIOT HM O4HOMY M3 AIBHO 3aJaHHbIX Nosib3oBaresieM npasusi. OHO No3BoNseT
aBTOMaTUYeCcKn HasHavaTb TakMm naketam npuoputet 802.1p n ouepeab WMM:

* WLAN VLAN — Homep VLAN ID npu nepegaye o WLAN. MNpuHnmaet 3HayeHns: 1-4094;

+ Ethernet VLAN — Homep VLAN ID npu nepegade B Ethernet. MpuHumaet 3HaveHuns: 1-4094,

+ WLAN 802.1p — npuoputet 802.1p npu nepenade Bo WLAN. MNMpuHumaeT 3HaveHus: 0-7, auto. No
ymon4daHuto — auto;

+ Ethernet 802.1p — npuoputet 802.1p npu nepegade B Ethernet. MpuHrmaet 3HaveHus: 0-7, auto.
Mo ymonyaHuio — auto;

+ WMM — ouepegb WMM ans gaHHoro npasuna. MpuHumaet 3HaveHus: bk, be, vi, vo, auto. Ecnin
ouepefb auto He onpeaeneHa B AaHHOW onuuu, To byaeT aHanusnposaTbes npuoputeT DSCP B
nakere.

© PaGoTaet TonbKo ¢ BKtoYeHHbIM VLAN Trunk.

*+ [oGasuTs
[Onsi Toro YTo6bI 406ABUTL NPABUIO B CMNCOK, HAXKMUTE KHOMKY . UTo6bl yaanutb

NPaBW/IO M3 CMINCKA, HAXXMUTE KHOMKY [E] B COOTBETCTBYHOLLEl CTPOKE.
Mo ymonuaHuio B Cncke oTobpaxaercs Ao 9 aapecoBs. 15 TOro YTo6bl YBUAETH NOMHbIA CNCOK B

Mokxazats Boe
cny4ae, ecnim OH coaepXxnT 6onee 9 aapecoB, HAXXMUTE KHOMKY

JononHnTenbHo:

* [Mpuopumem — BbIGOP cnocoba npuopuTusaunn. Onpesenser nosne, Ha OCHOBaHMM KOTOPOTo Tpaguk,
nepeparowmiica B paguonHtepdelic, byaet pacnpegensatbcsa no ovepegam WMM:
+ DSCP — 6ynet aHanmaupoBartbes npuoputet ns nons DSCP 3aronoska IP-nakeTa;
+ 802.1p — 6yneT aHanunauposatbes NpuoputeT 13 nosns CoS (Class of Service) TernpoBaHHbIX
nakeToB.
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OrpaHH4eHNA CKOPOCTH

Brntouute

OrpannueHne & Down

Crpannyenue s Up

JononHMTensHo

Orpanwdetne Broadcast 5 Down

Orpanuuyenne Broadcasis Up

Orpanuyerne Multicast 8 Down

Orpannyesne Unknown 8 UP

+ [PUMEHHTE

X OTmeHa

Briknicuero

BriknioueHo

Braknioqetio

BriknioueHo

Brakniovetio

BriknioueHo

Bkrodumes — aKTUBUPOBATL MOJ1e HACTPOeK;

+ OepaHuyeHue 8 Down — orpaHuyeHne NPonyckHO CNoCoO6GHOCTM B HanpaBieHun ot knmenTa (STA) go

Ethernet-ycTtpolicTs;

+ OepaHuyeHue 8 Up — orpaHunyeHmne nponyckHoi cnoco6HOCTY B HanpasneHun ot Ethernet-yctpoiicTe 1o

knneHTa (STA).

JonosiHumesibHoO — aKTUBMPOBATbL A0MNOSHUTE/IbHOE NOoJ1e HACTPOeK:

+ OepaHuyeHue Broadcast 8 Down — orpaHu4eHne NpomnyckHOV COCOGHOCTY LUMPOKOBELLATE/IbHOTO

Tpachuka B HanpaeneHun ot knneHTa (STA) go Ethernet-yctpoiicTs;

+ OepaHuyeHue Broadcast 8 Up — orpaHnuyeHne nponyckHo CnocoGHOCTU LLIMPOKOBELLATETbHOMO

Tpadhmka B HanpasneHun oT Ethernet-ycTpoiicT fo kineHTa (STA);

+ OepaHuyeHue Multicast 8 Down — orpaHuyeHne nNponyckHoW Cnoco6HOCTM MHOroaapecHoro Tpadvka B

HanpaeneHun ot knmeHTa (STA) go Ethernet-ycTpolicTs;

+ OepaHuyeHue Unknown 8 Up — orpaHnyeHne nponyCcKHON CNOCOBHOCTN HEM3BECTHOTIO Tpadvka B

HanpasneHun ot Ethernet-yctpoiicte go knneHta (STA).

[lNns HACTPOIKM orpaHNYeHnin ecTb crieaytoLie napaMmeTpsbl:

* BbIK/1l04EHO — OrpaHuyeHune nponyckHoOW CNOCOB6HOCTU He NPUMEHSETCS;
* Kbum/c — orpaHu4YeHvie NPoNycKHOM CNOCOBHOCTN NPUMEHSETCH B KOUT/C;
* [1ak/c — orpaHuyeHve NponyckHOM cnocobHOCTN NPUMEHSETCA B Nak/c.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.11 MeHto «CeTeBble HACTPONKN»

6.11.1 MoameHto «CncTemHas KoHurypaumns»

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

BricTpan HacTpoiika MoHUTOpUHT Radio AP CeTeBble HacTpOKM Cuctema

CucTemHan koHgurypauma » M xocta

[ocryn Teorpadhmueckuii domen root

VLAN ynpagnexua Terminating

VLAN ID

Mpyopurer 802 1p 0

Mpetoken Static

Cramueckuii IP 192.168.1.10

CeTeean macka 2552652550

Linkoz
Mepeuursiit DNS
Bropuuneit DNS

NokansHoe ynpasneHnune Jepe3s Ethernet

BrnioueHo

Cramvuecimii IP 192031

CeTeean macka 2552652550

Vimsi xocma — ceTeBoe MMs YCTPOICTBa, 3aaeTcs CTpoka 1—63 CMMBOJIOB: NlaTUHCKME 3ar/iaBHble 1
CTPOYHble BYKBbI, LNPbI, 3HAK Aeduc «-» (aednc He MOXET ObITb NOC/IEAHUM CYUMBOJIOM B UMEHN);
leozpacpuyeckuli domeH — [OMEH, B KOTOPOM pacrosiaraeTcs yCTpoucTBO;

VLAN ynpasneHus:.
* BebikroyeHo — VLAN ynpaBneHus He ncnonb3yeTcs,;

+ Terminating — pexwm, npu kotopoM VLAN ynpasieHnss TEpMUHUPYETCH Ha YCTPOINCTBE; B 3TOM
C/lyqae y BCTPeYHbIX YCTPOCTB, NOAKNIOYEHHbIX Yepe3 paavonHTepdeiic, HeT gocTtyna Ao

AaHHoro VLAN;

* Forwarding — pexwuwm, npun kotopom VLAN ynpasneHus nepefaercs Takke B pagnonHTepdeic

(npw cooTtBeTCTBYOLLEW HAcTpolike AP).

VLAN ID — npeHTtndmkatop VLAN, ncnonb3yemblii 4118 AOCTyNa K YCTPONCTBY, NPUHUMAET 3HaYeHus 1-
4094,
lMpuopumem 802.1p — Homep npuopuTeTa 802.1p, NprcBanBaeMbIii NakeTam, MCXOASLUM C
Management VLAN-uHTepdelica ycTpoicTBa,

[pomokos — BbIGOP NPOTOKO/A, N0 KOTOPOMY ByZieT OCyLLeCTBNATLCA NoAk/ItoveHne no Ethernet-
NHTepdeicy yCTPOICTBa K CETU NpefoCcTaB/IeHNs ycayr nposaligepa:

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, W03 no
YMOJTHaHWIO N gpyrve napamMmeTpbl, Heobxoanmble s pabdoTbl B ceTw, OyayT nonyyeHsl ot DHCP-

cepBepa aBTOMaTUYECKY;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxognMble napameTpbl Ha WAN-
NHTEepdenc HazHavarTcsa ctatuyecku. Mpu Boibope Tuna «Static» ANs pegakTMpoBaHmsa CTaHyT

[OCTYMHbI CrieayoLme napameTpbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepgoeiica ycTpoicTea B ceTv nposBaiigepa;

« Cemesasi Macka — Macka BHeLLIHel NoACETH;

« LLi/mo3 — agpec, Ha KOTOPbIil OTNPaBNSETCA NaKeT, eC/IN [/ HETO He HallfeH MapLipyT B

Tabnvue mappyTusaumm.

* lepsuyHbIli DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB. Ecnv agpeca DNS-cepBepoB He

HasHavalTCcsa aBTomMartmyecky no npotokony DHCP, 3agaiite nx Bpy4Hyto.
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@ nocne HacTpoikn «VLAN ynpasneHusi» BO3MOXHa noteps 4ocTyna A0 YyCTpolicTea.

JlokanibHOe ynpasaeHne yepes Ethernet:

[aHHbIli nogpasfen no3BosieT HaCTPOUTb HETEMMPOBAHHbIN AOCTYN A0 ycTpolicTea Yepes Ethernet-
nHTepdelic.

* BK/1O4EHO — aKTUBMPYET HACTPOIAKY;

« Cmamuueckuli IP — |P-agpec Ethernet-nHtepdpeiica ycTpoiictTBa B 10KasibHOM ceTh (N0 yMONYaHuIo
192.0.3.1);

+ Cemesasi Macka — Macka NnogceTu.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».

6.11.2 TMoameHto «JocTyn»

B nogmeHo «AocTyn» NPOM3BOAMTCS HACTPOlika AoCTyna K YCTPOICTBY NOCpeacTBOM Web-uHTepdeiica,
Telnet, SSH, NETCONF 1 SNMP.

CucTemHan koHpMrypauma WEB
Hoctyn > HTTP-nopt 80
WEB-HTTPS
HTTPS-nopt 443
Telnet
Mopt 23
SSH
MopT 22
NETCONF

SNMP

+ [NpumennTs X OTmena

BeicTpaA HacTpoiika MoHWTOpMHT Radio AP CeTeBble HACTPOMKH Cuctema WHCTpyMeHTEl - (BRiXOA)

« [nsa BkNoyeHus gocTyna K ycTpoiicTBy yepe3 web-nHtepdeiic no npotokony HTTP yctaHoBuTe cpnar
HanpoTue «WEB». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NMomeHsiTb HTTP-nopT (no ymonyaxuto 80).
[dunana3oH AonyCTMMbIX 3HAYEHWUI NOPTOB, MOMMMO YCTAHOBIEHHOTO MO YMon4yaHuto, ¢ 1025 no 65535
BKJ/TIOUUTESbHO;

« [nsa BkNoYeHUs aocTyna K ycTpoiicTBy yepes web-nHtepdeiic no npotokony HTTPS yctaHoBuTe cpnar
HanpoTne «WEB-HTTPS». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NomeHsiTb HTTPS-nopt (no
yMonyaHuio 443). nanasoH JonycTUMbIX 3HAYEHWI MOPTOB, MOMVMO YCTAHOB/IEHHOTO MO YMOYaHUIo, C
1025 no 65535 BKIHOUNTENBLHO;

© noptbl ansa npotokonos HTTP u HTTPS He Ao/mkHbl UMETb OMHAKOBOE 3HaYEeHMe.

+ [insa BKIKOYEHWs focTyna K ycTpoincTy Yepes Telnet yctaHoBute donar Hanpotus «Telnet». B
NOSIBMBLUEMCSI OKHE ECTb BO3MOXHOCTb NOMeHsITh Telnet-nopT (no ymonuaHwmio 23). AranasoH
[0NYyCTUMbIX 3HAYEHWUI MOPTOB, NOMUMO YCTAHOB/IEHHOTO N0 YMon4yaHuto, ¢ 1025 no 65535
BKJ/THOUUTESIBHO;

+ [ina BKIOYEHMs JoCTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe donar Hanpotus «SSH». B nosiBuBLLeMcS
OKHE eCTb BO3MOXHOCTb NOMeHsiTb SSH-nopT (No ymonyanuio 22). inanasoH AoNyCTUMbIX 3HAUYEHW
MoOpPTOB, MOMUMO YCTAHOBJ/IEHHOTO MO yMon4aHuio, ¢ 1025 no 65535 BKNHOUUTENBHO;

+ [nsa BknoveHns goctyna K yctpoiictey Yyepe3 NETCONF yctaHosute donar Hanpotus «NETCONF».
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MporpammHoe obecnevyeHne WOP-3ax-LR6 no3BonsieT n3MeHsiTb KOHUrypaumo yCTporicTBa, MPOBOANTL
MOHUTOPUHT €r0 COCTOSIHUSA, a TaKkKe ynpasBasiTb YCTPOWCTBOM MCNoNb3ys NpoTokosn SNMP.

SNMP
Maponb Ha YTeHue public
Taponk Ha 3anuck private

Afpec AnA npuema Tpanos v

Aflpec ANnA NpMéma Tpanos vz

Afpec AnA NpUEMa
COOGLUEHMI Inform

CUCTEMHOE WMA YCTPOACTBA WOP-3ax-LR6
KOHTaKTHaA WHpopMaLna Contact
NPOW3BOANTENA
MecTononoeHue YyCTpoicTea Russia
Maponk B Tpanax trap

YcTpoincTBO nogaepxusaet npotokonbl Bepcuin SNMPv1, SNMPv2, SNMPv3.

[na nameHeHus napameTpoB SNMP-areHTa yctaHoBuTe donar Hanpotme «SNMP», nocrie atoro ctaHyT
AOCTYMHbI CAeayoume HacTPOKN:

Maposib Ha YmeHue — Naposib Ha YTeHNe napameTpoB (06LLenpuHSTLIN: public);

Maposib Ha 3anuck — Napo/sib Ha 3an1cb NapameTpoB (06LLENPUHATBIN: private);

Aodpec ons npuéma mpanos vl — IP-agpec nav AoOMeHHoe Ums npuemMHuka coobuieHnin SNMPv1-trap B
¢hopmare HOST [COMMUNITY [PORT]];

Aodpec 0515 npuéma mpanos v2 — IP-agpec nav AOMeHHoe UMS npueMHuka coobuieHnin SNMPv2-trap B
¢hopmare HOST [COMMUNITY [PORT]];

Adpec 05151 npuéma coobweHuti Inform — IP-agpec nnm goOMeHHOe NMsi NPUEMHKKa coobLeHnii Inform B
¢hopmarte HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpolicmsa — UMS YCTPONCTBa;

KoHmakmmHasi uHghopmayusi npou3sooumesisi — KOHTaKTHast UHopmaLmsa npon3BoanTens yCTPOMCTBa,;
MecmononoxeHue ycmpolicmsa — nHgopmMauus 0 MeCTOMONOXEHUN YCTPOCTBa;

Maposib 8 mMparnax — naposb, cofepXallmniics B Tpanax (no yMmosyaHuto: trap).

Hwxe nprBefeH cnMcok 06beKTOB, NoAAepPXNBaEMbIX O/ YTEHUSA U KOHJIUITYPUPOBaHUSA NoCpencTBOM
npotokosia SNMP:

eltexLtd.1.127.1 — MOHUTOPUHT NapamMeTpoB YCTPONCTBA;
eltexLtd.1.127.3 — ynpaB/iieHvne ycTpoiCcTBOM,;
eltexLtd.1.127.5 — koHcburyprpoBaHve ycTpoicTBa.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHTtuncukarop npeanpuatns «NTTEKC».

Mopgpo6Hoe onucaHne OID WOP-3ax-LR6 gocTtynHo no cneaytoulei cebinike: OnucaHne OID Ha FBWA WI-FI 6.

[N BCTYNNeHWs1 B CUy HOBO KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeHNTb». [INs OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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6.12 MeHto «Cuctema»

B MeHI0 «CucTema» BbINMOMHAKOTCA HACTPOKN CUCTEMBI, BpEMEHMU, XXypHasa syslog, nponssogutcs cmeHa
naposs, BbIrpy3ka/3arpyska KoHdurypawmmn, 06HOBMNEHME NPOrpaMMHOro obecnevyeHns u nepesarpyska
YCTpPOWCTBA.

6.12.1 MogmeHto «O6HOBNEHME O ycTponcTea»

MoameHo «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Hav4eHo 418 0GHOBMEHNS NPOrPaMMHOI0 0becnevyeHuns
yCTpOWCTBa.

BricTpan HacTponka MOHHTOPHMHT Radio AP CeTeBble HaCTPOWKN Cucrema MHCTPYMEHTHI - (BbIXOA)

OfHoenedue MO ycTpoiicTea > AKTHBHaA BepchA NO

KoHurypauma

AxmyansHan eepcus MO docmynxa no adpecy: hitp:/eltex-co. s

nportidownloads/
KOHTpONE OOCTYNHOCTH
@ain obHosneHns Mo Buifop daina | He BuiSpad Hu oquH dann
Mepesarpyska
AyTeHTHpUKALMA
HKypHan
NaTa n Bpema

WHOMKaumMa

OTnanoyHas MHDopMaLMA

+ AKkmusHasi sepcusi 10 — Bepcusl NporpamMmmMHOro o6ecneyeHuns], yCTaHOB/IEHHOTO Ha YCTPOWNCTBE,
paboTatoLlasi B 4aHHbI MOMEHT;
+ Pe3sepsHas sepcusi 10 — Bepcusa NporpaMMHOIo obecnevyeHus,, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPYO MOXHO nepekntounTbes 6e3 3arpysku taiina Mo,
+ Cdeslamb akmusHoU — KHOMKa, N03BONIAOWANA caenaTb pe3epBHyto Bepcuto MO akTUBHOMN, ANs
aToro noTpebyeTcs nepesarpyska ycTpoiictsa. AKTBHas Bepcus MO B 3TOM Ciyyae cTaHeT
pe3epBHOIA.

O6HoBEHME MPOrpaMMHOro obecnevyeHms

3arpyauTte chaiin MO c calita https://eltex.ru/download/ n coxpaHute ero Ha KomnbtoTepe. Mocne atoro
HaxxmuTe KHonky «Bblbepute thaiin» B none ®ads obHosneHus 1O v ykaxute nyTb K doaiiny MO B
hopmare .tar.gz.

[lnsa 3anycka npowecca 06HOBAEHNST HEOOXOAVMO HaXaTb KHOMKY «3anycTuTb 06HOBNEHMEY. [pouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyleM ctatyce 6yAeT ykasaHo Ha CTpaHuLE), NOC/e Yero
YCTPO/CTBO aBTOMATUYECKM Nepe3arpy3nTcs.

© O6HoBnATL MO cneayet cHavyasna Ha knveHTe (STA), a 3aTem Ha Touke goctyna (AP).

@ He otknouaiite NUTaHe YCTPOIICTBA, He BLINOMHAITE ero nepesarpysky B npouecce 06HoBAeHNs MO.
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6.12.2 TMogmeHto «KoHurypaums»

B noameHto «KoHpurypaums» BbINOMHSAETCA COXPaHEHMe TeKYLLE KOHUrypaLumum n BOCCTaHOB/EHUE.

BhICTPasA HacTponka MOHHTOPHHI Radio AP CeTeBble HACTPOWKKN Cucrema MHCTpYMEHTLI n - (BhIXOMD)

OGHoBNeHHe MO ycTpoiicTsa Mony41TL apXMB KOH(MIYPALMK C * Cra4atb
YCTpOWCTBa
KoHgurypauusa »
3arpysuTe apxXue KOHDHIypaymn | BriGop daiina \ He BLIOpaH HU OAWH thaitn
KOHTpOnE AOCTYNHOCTH Ha yCTpOACTEO

Mepesarpyska

COpOC Ha 33BOACKHE HACTPORKH COXpaHWTb NapameTpsl AoCTyna

AyTeHTHDMKALMA
% COpoc

Hypran
[ara n BpemMd
AHaMKALMA

OTnago4yHan UHgopmMaLmMa

[lony4yeHmne KoHMUrypaumm

UT06bI COXPaHUTL TEKYLLYH KOH(MIypauuio yCTPOCTBa Ha JIOKasIbHbIA KOMMbLIOTEP, HXKMUTE KHOMKY
«CKauaTb».

OG6HoBMeHMEe KOHJMIYypaLumm

[ns 3arpy3ky cOXpaHeHHOro Ha JI0KaJlbHOM KOMMbloTepe dhaina KoHUrypauum NCnosb3yeTcsa MyHKT
«3arpy3uTb apxvB KOHUrypaumm Ha yCTponcTBo». 19 06HOBMEHUS KOHUrypauum yCTpoCcTBa HaXKMUTe
KHOMKY «BblGepuTe chaiin», ykakute daiin (B hopmarte .tar.gz) n HOXMuUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHas KoHUrypauusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoicTBa K 3aBOACKMM HACTPOiKaM

UT0o6bI caenaTth COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HXKMUTE KHOMKY
«C6poc». Ecnu akTBMpoBaH chnar «CoxpaHnTb NnapameTpbl 40CTynar, TO 6y4yT COXpPaHeHb! Te napameTpsbl
KOHGpMIypaLmm, KoTopble 0TBEYAKT 3a A0CTYN K YCTPOCTBY (HacTpoiika IP-agpeca, HacTpoiiku foctyna no
Telnet/SSH/SNMP/NETCONF/Web).
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6.12.3 TMogmeHto «kKOHTPONb JOCTYNHOCTU»

®YHKLMA «KOHTPOb JOCTYNHOCTU» NO3BOJIAET ONpeAe/iMTb OTCYTCTBME CBA3HOCTU M nepesarpysvTb
YCTPOWCTBO UMK ero nHTepdencobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npovcxoant nepesanyck DHCP-knveHTa Ha Tekywem WAN nHTepdelice.

BhiCTpaa HAaCTpoHKa MOHWTOPUHT Radio AP CeTeBble HaCTPOHKH Cuctema NHCTpYMEHTBI n - (BbIXOA)

OBHosnexwue MO ycTpoiAcTsa Brntoyero
KOHHrypaums [efcTsne Mepesarpyska ycTpoicTea v
KOHTpOnk JOCTYNHOCTH > Ping-cepeep 192.168.1.1
Mepesarpyska 3ajepxka nepem Ha4anom 300

npoBepim

AYTEHTHDMKALUMA Mepuon oTnpaskk ICMP- 300

3anpocoB
HKypran .
TaAmayT oHuaaHua ICMP- 1

_ OTBETOB
Lara u BpeMA
MaKkCcHUMansHoOe KonM4ecTso 3

MHOnkauma HEYAa4HbIX NPOBEPOK

OTnagoyHan MHpOpMaLmMa X OTmena

* BK/1t04EHO — MpW YCTaHOB/IEHHOM dh/1are KOHTPO/Ib AOCTYNHOCTU BK/HOYEH, MHAYE — BbIK/HOYEH;

« [Jeticmsue:

* [Nepe3arnyck ethernet uHmepcpelica — B cnyvyae HefOCTYNHOCTU 3afaHHOro Ping-cepeepa
npousonget nepesanyck Ethernet-nHtepdelica yctpoiicTea;

* [epesaryck 6ecrnposodHO020 uHMepgelica — B Criydae HeAOCTYNHOCTM 3agaHHoro Ping-cepeepa
npov3onaeT nepesanyck 6ecnpoBoAHOro MHTepdieica yCTPONCTBa;

* lepe3azcpyska ycmpolicmsa — B Clyvyae HeAOoCTYNHOCTW 3afaHHoro Ping-cepsepa nponsonget
nepesarpyska yCcTpolicTBa.

+ Ping-cepsep — IP-agpec unn joMeHHOe MMS X0CTa, Kyaa 6yayTt otnpasnatecsa ICMP-3anpochl;

+ 3adep)xka rneped Hayas10M fpPoBeEPKU — BPEMS B CEKYHAAX NOC/e BK/IOUYEHUSA YCTPONCTBA UK
npeablaywero cpabatbiBaHns, B TEHEHNE KOTOPOro KOHTPO/b AOCTYNHOCTM He ByAeT paboTaTb.
Bo3moxHble 3HaveHus: 60—86400 BKNHOUNTE/LHO;

+ lNepuod omnpasku ICMP-3anpocos — BpeMs B CeKyHAaX, Uepes koTopoe byaet otnpaeneH ICMP-3anpoc
nocne nonyyexus ICMP-oTBeTa NN NPUHATUA pPELLEHNs O TOM, YTO nNpeaplaywmin ICMP-3anpoc
oKasasics HeyfauHbIM. Bo3aMoxHble 3HavyeHus: 1-86400 BKIOUNTENBHO;

+ Talimaym oxudaHusi ICMP-omsemos — BpeMsi B CEKyHAaX, B Te4eHne KoToporo oxmagaercsa ICMP-oTeeT
Ha oTnpasneHHbIii ICMP-3anpoc. Ecnv no ucteyeHnn spemenn ICMP-oTBeT He nonyyeH, To ICMP-3anpoc
cunTaeTcAa HeyaauHbIM. Bo3mMoXxHble 3HaYeHus: 1—10 BKNKOUUTENBHO;,

* MakcumasibHOe KO/Iu4ecmBs0 HeyoauyHbIX MposepoK — MakCUMasibHoe KoNnMyecTBo HeyaaduHbix ICMP-
3anpocoB. Ecnn konnyectBo HeyaauHbix ICMP-3anpocoB gocTuraet ykasaHHOro Ynca, To BbIMOJTHAETCA
3aflaHHoe aencTeue. Bo3amoxHble 3HaueHns: 1-86400 BKIOUMTENBHO.

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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6.12.4 TMogmeHto «Mepe3arpyska»

[lna nepesarpy3kn yCTpoCTBa HAXKMUTE Ha KHOMKY «[lepesarpyskax. MNpouecc nepesanycka ycTpoliicTsa
3aHVMaeT NPUMEPHO T MUHYTY.

BLiCTpaA HacTpolika MoHuTOpHHr  Radio AP CeTeBble HACTPORKH ~ CHCTEMa  VIHCTDYMEHTGI - (BbiX0A)
OBHoBnerue M0 yCTpoicTEa Mepesarpy3ka ycTpoicTsa 2 Mepeaarpyaka
KoHDurypauus

KoHTponb AOCTYNHOCTH

Mepe3sarpyska >

AyTEHTHDUKELMA

KypHan

Nata v Bpems

WHAuKaLMA

OTnapoyHan uHpopmauua

6.12.5 MoameHto «AyTeHTUdnkaumnsa»
MoameHo «AyTeHTUDUKauUA» npegHasHaueHo 41 HACTPOVKM ayTeHTUmKaumm nonb3osBarens.

AyTeHTUunkauma:

© 3aBopckas yueTHas 3anuch ANA AOCTYNa K YCTPoicTay: norvH: admin, napons: password.

6.712.5.1 JlokasibHas

Mpu ycTaHOBMEHHOM dhnare ayTeHTUMKaLUns GyAET BbIMOMHATLCS MO YYETHOW 3anncK, XpPaHsLLencs Ha
[aHHOM YCTpOICTBE.

BuiCTpas HACTpoiika MOHMTOPHHT Radio AP CeTeBbie HACTPOMHKH Cucrema VIHCTPYMEHTSI - (Bbixof)
O6Hoenexue MO ycTpoiAcTea AyTeHTMdpMKSLMﬂ
KoHdpurypauma THN ayTEHTUDUKALHH @ INokanbHaa (O RADIUS
KOHTpONs AOCTYNHOCTH Tlorut admin
Nepesarpyska Napork @
AyTEHTU(MKALMA > TMoaTsepxaexne napons ®
Hypran HacTpoiiku ceccnm
[ara u spems Taiim-ayT Ge3nefcTBMA, MHH 15
WHankaLus
OTnano4Has MHpopMaLs

+ Jlo2uH — NOTVH, HacTpanBaeMOW YUETHO 3anucuy;
* [laposib — BBOA HOBOrO Naposs;
+ [NoomsepxxoeHue naposisi — NOATBEPXAEHNE HOBOrO Naposisi.

Takxe eCTb BO3MOXHOCTb CO34aHWsA AOMOMHUTE/bHBIX YYETHbIX 3aM1cen ¢ ponsammn agMuHucTpaTopa nnm
Habnogartens (HacTpoiika A0CTynHa To/bKo Yepes CLI). YueTHble 3anmcu ¢ ponbio agMUHUCTpaTopa nMetoT
NOSHbIA AOCTYN K YCTPOWCTBY: UTEHNE W 3aMUCh /IH0ObIX HACTPOEK, NOHbLI MOHUTOPUHI COCTOSIHUSA
YCTPOWCTBA. YUYETHbIM 3annCsiM C POsb0 HabngaTens A4oCTYNeH TONIbKO MOHUTOPUHT.
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6.12.5.2 RADIUS

Mpwn ycTaHOB/IEHHOM dhnare ayTeHTUdIUKaUns 6yaeT BbINOSHATLCSA MO y4eTHol 3anncu Ha RADIUS-cepsepe.

BbICTPaA HAaCTpoHKa MOHUTOPHHT Radio AP CeTeBble HaCTPOHKK Cuctema WHCTPYMEHTI n - (BbIXOA)

0OBHoENEHKe MO ycTpoiAcTea AyTeHTMqDMKSLLIAR
KoHurypauma THN ayTEHTHPUKALIMM () NokankHan @ RADIUS

KOHTROMb ROCTYMHOCTH Appec RADIUS-cepeepa 192.168.1.1
Mepesarpyska MopT RADIUS-cepsepa 1812
AyTEHTUDHKALWA > Mapone RADIUS-cepsepa weeene @

HypHan PesepBHan nokarnsHan
ayTeHTHdUKaLMA
Nata 1 BpemMa
Norux admin

MHauKayma
MNapons @

OTnagoyHas MHQopMaLa
MoaTeepaaetne napona @

HacTpoiikn ceccvn

Talm-ayT 6e30eACTBUA, MUH 15

* Adpec RADIUS-cepsepa — IP-agpec RADIUS-cepBepa;

+ MNopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOpbI UCNOMb3yeTcsa A5 ayTEHTUdMKALMMN 1
asTopusauuu;

* [Maposib RADIUS-cepsepa — kno4 RADIUS-cepBepa, NCNosib3yemMoro Ans aytTeHTngukaumm n
asTopusauuu;

* Pe3epsHas /loKa/ibHasi aymeHmugbukayusi — npu ycTaHOB/IEHHOM dp/iare BK/IoYaeTcs ayTeHTudumkaums
Nno NIoKanbHOW y4yeTHol 3anuncu admin npu otcyTcTBUM coeamHenns ¢ RADIUS-cepeepowm;

+ Jlo2uH — NOrVH HacTpanBaeMon yY4eTHON 3anucy,

* [Naposib — BBOA HOBOrO Naposs;

+ [TodmsepxxoeHue napo/isi — NOATBEPXAEHNE HOBOro Napons.

© C BLIKTIOYEHHBIM NapaMeTpoM «Pe3epBHasA NOKa/IbHaA ayTeHTUUKaLMsA» aBTopu3aLys
npoucxoanT Tonbko vYepe3 RADIUS-cepsep. Mpu ero HegoCTYMHOCTU UM HEKOPPEKTHbLIX AaHHbIX
aBTopu3auus BbINoSIHEHA He ByaerT.
C BK/IO4YEHHbIM NapaMeTpom «Pe3epBHasA nokasibHas ayTeHTUpukauus» npu oTcyTCTBUM
coeanHeHns ¢ RADIUS-cepBepom, aBTOpU3aL s MOXET ObiTb BbINOSIHEHA MO NTIOKA/IbHOWN YUYETHOM
3anvcu admin. ABTopu3auums yepes apyrue /iokasibHble yUYEeTHbIE 3amnncy BbINOTHEHA He ByaerT.

© /15 aytenTudpmkaumm yepes RADIUS-cepBep yueTHble 3anmcu ¢ COOTBETCTBYIOLLMMM POSIMU
CO34al0TCH TO/IbKO Ha HEM.
Y4YeTHbIM 3anucam MOryT 6bITb NPUCBOEHbI CeayroLme posu:
admin — nonb3oBartesnb C Takoi ponblo 6yAeT MMETb NOMHbIN JOCTYN K KOHOUIypUpOBaHUIO 1
MOHWUTOPUHIY YCTPOICTBE,
viewer — no/1b30BaTte/lb C Takoi posiblo ByaeT MMeTb AOCTYN TOMIbKO K MOHUTOPUHTY YCTPONCTBA.
Ha RADIUS-cepBepe And HacTPOonKn posei yueTHbIX 3anucei ncnonb3yetcs atpuoyT Cisco-AVPair =
"shell:role=<role>" (r1e <role> npuHyvaet 3HaueHns admin v viewer).
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HacTpoiiku ceccun:

* TaElM—aym 6e3delicmsusi — BpemM4d 663,CI,EI7ICTBI/IFI noJsib3oBaTtesid B MUHYTax, Nocsie KOToporo ceccus
aBToOMaTn4yeCkn 3aBepLuaeTCA.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.12.6 ToameHto «KypHan»

MNMoamMeHo «KypHan» npefHasHa4yeHo A8 HaCTPOKN BbIBOA4A Pa3HOro poja OTN1af0uHbIX COOOLLEeHNI
CUCTEMbI B LefIAX 06HapYyXXeHunst NpuymH npobnem B paboTe ycTpoincTaa.

BhICTpas HacTponka MOHWUTOPMHT Radio AP CeTeBble HACTPONKN Cucrema MHCTpYMEHTBI - (BbIXOA)

OfHoEneHue MO ycTpoAcTea Pexuim Cepeep u dain v
KoHpurypauyma Agpec Syslog-cepsepa syslog.server
KoHTpons LOCTYNHOCTH MopT Syslog-cepsepa 514
Mepesarpyska Pazmep taiina, kB 1000
AYTEHTHDUKALMA
* OTMeHa

KypHan »
Nara 1 Bpema
WHOMKaLMA

OTnagoyHan uHdopMauna

« Pexum — pexum paboTsl Syslog-areHTa:
+ JloKka/ibHbIl ¢halisn — iHdopMaLns XypHana coxpaHsaeTcs B 1oKanibHOM dpaiifie n A0CTyrnHa B
web-nHTepdelice ycTpoiictBa Ha BKagke «MOHUTOPUHI/XKypHan coObITUiAY,
+ Cepsep u ¢halin — nHhopMaLms XypHana oTnpasBaseTca Ha yaaneHHblli Syslog-cepsep u
COXpaHsIeTCS B /IOKasIbHOM (haiine.
+ Aodpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepsepa;
« Mopm Syslog-cepsepa — NopT Ans BXoAswmx cooblieHunii Syslog-cepsepa (no ymonuanuto 514,
BO3MOXHble 3HaYeHnst 1-65535);
* Pasmep ¢palina, kb — MakcuManbHbIi pasmep gpaiina xypHana (Bo3amoxHble 3HaueHust 1-1000 kB).

[Nsi BCTYN/IEHUSI B WYy HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

B noagmeHio «/lata u BpeMsi» MOXHO HACTPOUTb BPEMSI BPYUHYH WM C MOMOLLbH NPOTOKO1Aa CUHXPOHM3aLMN

BpemeHn (NTP).

6.12.7.1 Bpy4Hyro

BhICTpaA HacTpolka MOHUTOPHHT

OGHoBNeHKe MO ycTpoicTea
KOHHrypauma

KoHTpone JOCTYNHOCTH
Mepesarpyaka
AYTEHTMOMKALMA

KypHan

[ara W BpemMs >

MHAMKaLMA

OTnancyHan MHopMayma

Radio AP

Pekum
[ata W BpEMA YCTPoCTsa

YacoBoit NoAc

BKMI0YHTL NEPEXOA Ha NeTHee
BpeMA

Mepexoq Ha NeTHee BpeMs

Mepexon, Ha 3UMHEE BpeMA

CABHr BpEMeHH (MHH.)

CEeTEBbIE HACTPOHKK

Cuctema WMIHCTPYMEHTHI n - (BbIXOD)

@ Bpydnyw (O NTP
02.06.2026 06:45:27  # Penartmpoeats

MockBa, PoccHa hd

(He enibpaHo) (He ebibparo) (He esibparo) | B

(He sbiBpaHo) (He ebiBparo) (He ebifpaHo) | B

60

+ [ama u spemsi ycmpolicmsa — Aarta v BpeMs Ha YCTPOCTBE B faHHbI MOMeHT. Ecnun TpebyeTca
KOppeKLMs, HXMUTE KHOMKY «PeaakTnpoBatby;
+ [ama, spems — 3afiainTe TEKYLLYI0 AaTy Y BPEMSA U HAXXMUTE KHOMKY «TekyLlas gara u Bpems»
ANS yCTaHOBKM BpemeHu MK Ha yCTponCTBO;
* Yacosol rnosic — no3BoseT yCTaHOBUTb YaCOBOM NOAC B COOTBETCTBUM C 6vXaiLLumMmM ropogom B
BalLeM pervoHe u3 3aZlaHHOro Crmcka;
* Bk/iro4ums repexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dofiare nepexop, Ha fieTHee/3rMHee
Bpems OyaeT BbINO/THATLCA aBTOMATUYECKN B 3aaHHbI Nepuo BpEMEHMU:
* [Nepexod Ha lemHee BpeMsi — [ieHb 1 BpeMs, Korga OyzeT BbINOHATLCA Nepexos, Ha leTHee

Bpewms;

* [Nepexod Ha 3uMHee BpeMsi — [leHb U BPeMS, Koraa GyeT BbINOMHATLCS Nepexos Ha 3UMHee

Bpewms;

+ CoBue spemeHu (MUH.) — Nepuog, BpPEMEHN B MUHYTAX, HA KOTOPbIN BbINOHAETCA CABUT BPEMEHW.
MoxeT npuHumarb 3HavyeHue ot 0 go 720 MuH.

[ns BCTyNneHns B culy HOBOW KOHMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCMyo namMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». /19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

6.12.7.2 NTP-cepsep

BricTpan HacTpoiika MoHuTopuHr Radio AP CeTeBkle HACTPOHEM Cuctema WHcTpymeHTsl - (ebxon)

Obroenenme M0 yerpoiicTea Pexam O Bpyusyio @ NTP

Korcpurypan Mata n epemA ycTpoiicTea 02.06.2026 06:46:39

Yacosoil nosc Mocrea, Poccun v
KowTpone noctynHocTH

BHMOMUTL Mepexod Ha NeTHee BpeMA v
Mepezarpyaka P P G
Mepexon Ha nethee epeMA (e exibparo) (He exibpara) He enibpavol (B — 1 -
AyTeHTUdMKaLMA P P (He & Ve b e pant)

Wypran lNepexog Ha suMHes BpeMA (He eniGparo) (He enibpano) (He euifpano) B — -
ypHa

Nata u epema > Crgur BpeMeru (MuH.) 50

Mnaukauua Cepaepsl NTP Tun
Ne Appec NTP-cepeepa ayTeHTHDHKaLMK Key-ID Knroy ayTenTudpmxanmnm
OTnanouHan MHGopMaLma

1 pool.ntp.org - BuiknioueHo v 1 @

2 - MD5 ~ 1 & x
3 - SHA1 ~ 1 & x
=+ [lobasuTs

m X Ommea

+ [lama u spemsi ycmpolicmsa — fata U BPEMS Ha YCTPONCTBE B AaHHbIi MOMEHT;
+ Yacosol rnosic — no3BOMSET YCTAHOBUTb YaCOBOW MOSIC B COOTBETCTBUMN C GAVKAALLMM rOPOAOM B
BalLeM pernoHe U3 3aaHHOro Crmcka;
* Bk/ouums nepexod Ha siemHee speMsi — Mpu YCTaHOB/IEHHOM piare nepexof Ha /ieTHee/31MMHee
BpeMsi OyAeT BbINO/HATLCS aBTOMAaTUYECKN B 3af,aHHbIVi NEPUOL BPEMEHN:
+ [Nepexod Ha lemHee speMs — AeHb 1 BpeMs, Koraa 6yAeT BbINOMHATLCA Nepexo, Ha /ieTHee
Bpems;
+ [Nepexod Ha 3uMHee BpeMs — [eHb N BPeM4, Korga 6yaeT BbINONMHATLCA Nepexos Ha 3MHee
Bpems;
+ COBuU2 BpeMeHU (MUH.) — Nepuoj BpeMeHn B MUHYTaX, Ha KOTOPbI BbINOMHAETCS CABUM BPEMEHW.
MoxeT npuHumarthb 3HadyeHume oT 0 4o 720 MuH.
+ Cepsepbi NTP:
+ Adpec NTP-cepsepa — |IP-agpec/AOMeHHOe NMA cepeepa CUHXPOHU3aLMN BPeEMEHU. BO3MOXHO
3afartb agpec nnn Boelbparb U3 CyLLLECTBYIOLLEro CMUCKa,
+ Tun aymeHmugbukayuu — BbI6Op anroputma XewmnposaHus ana ayteHtnukaumm NTP-nakeTos.
Bo3MOXHble 3HaveHus: BbikntoueHo, MD5, SHAT;
* Key ID — yHMKaNbHbI HOMEP K/1K04a, MCNOoNb3YyeMOro 418 ayTeHTMdmnKaumm npn obMeHe gaHHbIMN
¢ NTP-cepepoM. BoamoxHbIe 3HaveHus: T go 65535;
* Koy aymeHmuchukayuu — CEKPETHbIN KN4 ayTeHTUdIMKaLMN B TEKCTOBOM BUE.

[N BCTYNNEeHWs1 B CUNYy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh
HaXXMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI M3MEHEHWI HAXKMUTE KHOMKY «OTMEHay.
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

6.12.8 TMogmeHo «MHanKaUnA»

B nogmeHo «MIHAUKaLMS» MOXHO BbINOMHUTL KACTOMM3ALIMIO MHAMKATOPOB Ha YCTPOCTBE.

BricTpan HacTpoiika MoHUTOpHHT Radio AP CeTeBble HACTPOAKA Cuctema MHCTpyMeHTE! - (BbxoD)

Obroenenue MO ycTpoiictea OﬁLLME! HaCTpOFIKVI
Kondbmrypauma Brrouero
Koxmpone goctynocTa Moporu RSSI uHankatopos
Mepesarpyaxa Brntouuts
AYTEHTUMKELIMA Mopor LED4, abm -60
Hypran TMopor LED3, gBm 70
Llara u epema Mopor LED2, aBm 80

WHavkauma >
Mopor LEDA, abm -100

m * Omuesa

Otnapo4Han MHgopMalna

O6uime HaCTPOIKK:
* BK/1t04EHO — NpW YCTaHOB/IEHHOM dh/iare UHANKATOPbI BKHOYEHbI, UHAYE — BbIK/THOUEHbI.

Moporu RSSI nHAMKaTOPOB:

* Bks1ro4ums — Npu yCTaHOBNEHHOM ch/iare BK/IOYEHO Ha3HaYeHWe NMoporoB A5 KaKA0ro nHavkaropa,
NHaye — BbIK/TOYEHO;

* lNopoe LED4, 0bM — MUHUMabHBI YPOBEHb CUrHaa BCTpeuHoro yctpoiictea (RSSI), npy koTopom
BK/tovaetcsa nHamkatop LED4 (no ymonyaHuto: -60, BO3MOXHble 3HaueHus:: -100—-0);

* lMopoe LED3, 0bM — MUHUMaUbHBI YPOBEHb CUrHaa BCTpeuHoro ycTpoiictea (RSSI), npy koTopom
BK/tovaetcsa nHamkatop LED3 (no ymonyanuto: -70, BO3MOXHble 3HaueHus:: -100-0);

* lMopoe LED2, 0bM — MUHUMabHBI YPOBEHb CUrHa1a BCTpeUHoro yctpoiictea (RSSI), npy koTopom
BK/toYaetcsa nHamkatop LED2 (no ymonyaHuto: -80, BO3MOXHble 3HaueHus:: -100—-0);

* lMopoe LED1, 0bM — MUHUMaUbHBI YPOBEHb CUrHa1a BCTpeuHoro yctpoiictea (RSSI), npy koTopom
BK/tovaetcsa nHamkatop LED1 (no ymonyanuto: -100, BO3MOXHble 3HauYeHus: -100-0).

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOUIypaummn 1 3aHeCEHUsT HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI MU3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

6.12.9 MogmeHto «OTNagouHasa NHhopmauunsa»

BeicTpan HacTpoiika MoHKTOpMHT Radio AP CeTesbie HacTpoiik1 Cucrema WMHcTpymeHTs - (BbDGOD)

O6roenetne M0 ycipoiictea Paiin oTnago4Hoi MHcopMaLn * Crauate
Kondmrypauma
KonTpone goctynHoc
Mepezarpyaka
AyTeHTudmKaLuA
Hypran
[lara u Bpema
WHawkauma

Omnagouran uHpopmauma »

dainn 0T1aa04vHON nHhopMaLmm

Uto6bl nonyuntb apxme WOP-3ax-LR6_SN_troubleshooting.tar.gz ¢ yCcTpoicTBa Ha NOKasIbHbIV KOMMNbIOTEP,
HaXXmuTe KHOrMKy «CkayaTb».
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6.13 MeHto «MIHCTPYMEHTbI»

6.13.1 TMogmeHo «KOCTMpPOBKa»

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

Mopg, fOCTMpOBKOVI NOHNMMaETCA BblpaBHMBaHNE MNOJ/TIOXEHNA aHTEHHbI yCTDOVICTBa B NMPOCTpaHCTBE ANA

noslyd4eHnsa MakCMMasibHOro curHasa.

[Nsi 3anycka ICTUPOBKN HAXMUTE Ha KHOMKY «CTapT».

[NA 0CTaHOBKM HOCTUPOBKN HAXXMUTE Ha KHOMKY «CTOonmn».

FOcTtupoBka:
+ SSID — nmsa 6ecnpoBOAHON CeTY;

* KaHas1 — KaHau1 nepefayn AaHHbIX;
RSSI — ypoBeHb NpUHMMaEMOro curHana, gbwm;

* YdasneHHnblIl RSS| — ypoBeHb NPMHUMAEMOrO CUrHana BCTPEYHOTO YCTPOIACTBA, ABM;
* PacyemHblli RSSI, 0bM — TeopeTnyeckoe (0XMAaeMOoe) 3HaUYeHNe YPOoBHS CUrHana, AbM.

m eren

tocTupoeka

1718 212325 37 20 31 43 35 37 39 41 43 45 47 40 51 63 55 57 56 61 63 45 67 68 71 T3 U5 ac

2

= E
1710 212325 27 20 31 3335 37 20 41 43 45 47 40 51 53 55 57 B4 61 B3 BS 6T 60 1 T3 7 tc 1718212325 27 20 31 23 35 37 30 41 43 45 4T 40 5153 55 57 56 61 B3 A5 BT S T T3 U5 pc

Mpadink RSSI-AT nokasbiBaeT U3MEHEHMSA YPOBHS CUrHasia Ha NepBoil aHTEeHHe B ABM B TeYeHNe BPEMEHN B

cekyHaax.

Mpadink RSSI-A2 nokasbiBaeT U3MEHEHMS YPOBHS CUrHasia Ha BTOPOW aHTEHHE B ABM B TeueHne BpeEMEHN B

cekyHaax.

padnk YoasieHHbIl RSSI-AT noka3bliBaeT M3MEHEHWST YPOBHSA CUrHasia Ha NepBoi aHTEHHE BCTPEUHOIO

yCTpOIicTBa B IEM B TeYEHVE BPEMEHUN B CEKYH/AX.

padnk YoasieHHbIl RSSI-A2 nokasblBaeT MU3MEHEHMWSI YPOBHS CUrHasia Ha BTOPOi aHTEHHE BCTPEUHOro

yCTpOIicTBa B IEM B TEYEHVE BPEMEHUN B CEKYH/AX.

Mukosbili RSSI — MakcMarsibHbIi YPOBEHb CUTHAMA B AEM 3a BpeMs U3MepeHus. JIMHUS KpacHoro LiBeTa.

PacuemHbil RSSI, d6M — TeopeTnyeckoe (0X1aaeMoe) 3HaueHne YpoBHS CUrHana, ABM. MyHKTYpHAas NMHUS

3€J/1eHOro uBeTa.
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6.13.2 TlMogmeHto «TecTupoBaHMe CKOPOCTU»

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

MoameHto «TecTMpOBaHMe CKOPOCTU» NPeAHa3HAYeHo AJ1si TECTUPOBAHMUSI CKOPOCTU JINHKAL.

BLICTpas HacTpoika MoHuTOpHMHT ~ Radio AP

= OGHOBUTD

Ne

CeTeBble HACTPOHKH

HOCTMpOBKa

TecTHpoBaHWE CKOPOCTH >
Wma xocTa

1

MouT/c
140

120

100

80

80

40

20

121023 12:10:24 1210:25

Cuctema

IP-agpec

121026

VHCTPYMEHTBI >~ (BbiXx0M)

MAC-agpec Downlink Uplink

102 Mbits/sec 126 Mbits/sec

3anycTuTs

® Downlink
Uplink

121027 1210:28 121029 12:10:30 121031 121032 t, ¢

TecT paboTaeT B AByHanpaenieHHoM pexume (Downlink+Uplink). CHauana nsmepsieTcs CKOpoCTb BXOAALLENO
notoka (Downlink), 3aTtem ncxogsawero (Uplink).

TecT BbinonHsetcs Tpadukom TCP n gnutca 10 cekyHa AN OAHOTO HanpasfeHus. B oguH MOMEHT BpeMeHM
TECT MOXET ObITb 3anyLLEeH TO/IbKO [0 OAHOr0 BCTPEYHOrO YCTPOliCTBA.

[ns 3anycka HeEoBX0AMMO HaxaTb KHOMKY «3anycTuTb». MNoc/ie 3aBeplueHns Tecta pesynsrar byaert
0TOGpakeH B COOTBETCTBYIOLLIEM MOsIe 1 Ha rpadiuke.

Mo ymonuaxuio ansa Tecta ucnosb3yetca VLAN 7 v nogcetb 192.0.4.0/24. Ecnv B CETU YXXe UCMOMb3YHTCA
Takasn nogcetb 1 VLAN, TO He06X0AMMO U3MEHUTbL HACTPOIKM AN1A TecTa TakuMm 06pa3oM, UTOObI OHU He
nepecekasincb € AeiCTBYIOLLMMMN CETAMU. DTO BO3MOXHO caenarb yepes CLI. bonee nogpo6Ho npouecc

onucaH B pasaene «Ytunuta perftestr.

° [Nna nomucka nogKNYEeHHbIX yCTpOI7ICTB OOCTYnHbI cneaywuine (*)I/IfleprZ Nno BCeM MoJsiam, no NUMeHn

XocTa, no IP-agpecy, no MAC-agpecy. Ansa Boblbopa ousibTpa HaXXMUTE Ha

= ®dyHKUMOHAanN

[IOCTyNeH TO/bKO B peXxume ycTpoiicTea «Touka goctyna PMP».
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PyKOBOZACTBO No akcniyaTtaumy WOP-3ax-LR6

7 TlpuMmep HaCTpPOKN yCTpoNCcTBa
B gaHHOM pasgene npusefeH NnpuMep nepBoHavasibHOW HACTPONKM YCTPONCTB A/18 OpraHm3alm COBMECTHOro
dhyHKUMOHMpoBaHusA 6a3oBoii ctaHumm WOP-3ax-LR6 n aboHeHTckmnx ctaHumii WB-3P-LR6.

WB-3P-LR6

WOP-3ax-LR6

n :]:I
i)

TV-npucTaeka -

PucyHok 22 — Cxema npumeHeHns WOP-3ax-LR6

© B agpecHoii cTpoke 6pay3epa BeeauTe IP-aapec ycTpoiictsa (no ymonuaHuio 192.168.1.10, ecnu
YCTPOICTBO He nosnyunno agpec no DHCP). Mpwu ycnewHoM NoAKAYeHUN K YCTPONCTBY NOSIBATCS
OKHO C 3anpocoM JI0rMHa 1 napons. 3anofiHUTe NOASA U HAXKMUTE KHOMKY «BoiTu». Mo ymonyaHuo —

norvH: admin, naposnb: password.

WOP-3ax-LR6

Ecnu 370 OKHO He NosBUMOCH, y6eamTech, 4To MK HaxoauTcs B OAHON CETU C YCTPONCTBOM.
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

HacTpoiika Toukn goctyna (AP):

1. Mo ymonuyanuio yctpoiicteo WOP-3ax-LR6 HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecnu agpec He
6b1/1 NONTyYEeH, NOAKMHUNTBLCA K YCTPOMCTBY MOXHO MO 3aBoAackoMy IP-agpecy: 192.168.1.10, macka
noacetun: 255.255.255.0.

2. Heobxogumo 06HOBMTL MO ycTpoiicTBa Ha akTyanbHOE corfiacHo pasgeny «O6HosaeHune MO
yCTpOlicTBa».

3. B meHio Radio BbINO/MHUTL NpeaBapuTenibHyr0 HacTpPovKy paanovHTepdelica. BoibpaTb KaHau nepegayun
[aHHbIX 1 yKa3aTb pacCTosiHMe Mexay YyCTPONCTBaMu B KUJIOMETpax.

4. CoxpaHuTe HaCTPOWKMN HaXKaB Ha KHOMKY «[IpUMEHUTb».

5. B meHto AP B none «SSID» ykaxunte ngeHtudmkarop 6ecnpoBofHOR CeTH, K KOTOpomy 6yaeT
noaknoyaTbes KNneHT (STA).

6. B none «Pexum 6e3onacHoCTn» BbIbepUTE pexmnm 6e30nacHOCTH, N0 KOTOPOMY OCYLLECTB/IAETCA
ayTeHTUMKaumsa B JaHHON CETU 1 3a4aiTe K/koY, eC/IM UCNOMb3YEeTCA CeTb C LWNpoBaHNEM.

7. CoxpaHuTe HaCTPOIKW, HaXaB Ha KHOMKY «[TpUMeHUTbY.

HacTpoiika knveHTa (STA) ana nogkayeHmns K Touke goctyna (AP):

1. Mo ymonuyanuio yctpoiicteo WOP-3ax-LR6 HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecnun agpec He
6b1/1 NONTyYeH, NOAKMHUUTBLCA K YCTPOMCTBY MOXHO MO 3aBoAackomy IP-agpecy: 192.168.1.10, macka
noacetun: 255.255.255.0.

Heobxoanmo o6HOBUTL O ycTpoiicTBa Ha akTyasibHoe cornacHo pasgeny «O6HosneHne Mo

yCTpOliCcTBa».

Ecnv ana nogknioyeHus K cety nposalifepa Ucnosb3yloTes cTaTnyeckne unmn AedoNnTHble HACTPOKK, TO

B MeHI0 «CeTeBble HACTPOMKM» B nosie «[pOTOKOM» HYXXHO BblObpaTb 3HaYeHue «Staticy, 3ano/HUTbL Noss

«CTaTtndeckuii IP», «CeTeBasi Mackar, «LLinto3».

4. B meHto STA B none «SSID» ykaxute ngeHtudurkarop 6ecnpoBogHO ceTu, K KOTOPOi He06XoaAMMO
NPOU3BECTY NOAK/TOUEHNE.

5. B none «Pexum 6e3onacHoOCTn» BbIbepuTe pexmnm 6e30nacHOCTH, N0 KOTOPOMY OCYLLIECTB/IAETCA
ayTeHTUnKaumsa B JaHHON CETU 1 3a[aiTe KoY, eC/IM UCNOMb3YETCA CeTb C LWNpoBaHNEM.

6. Mocne HaxaTusl Ha KHOMKY «MpUMEHUTb», KNMeHT (STA) BbINOSIHWT Nouck ykasaHHoro SSID B achmpe u
npy 06HaPYXXEHNM BbINOMHWT NOMNbITKY NOAKMOUEHUS K Touke gocTtyna (AP) ¢ ykaszaHHbIMY
napameTpamu.

7. lMpoBepbTe, 4TO B MEHI0 «MOHMTOPUHI» B pasaene «becnpoBogHble KNNMEHTbI» NOSBMUIACL TOYKa AOCTyna
(AP). MpoeepbTe foCTYyNHOCTb ToUkK focTyna (AP) nepeiian B agpecHoli cTpoke 6paysepa no IP-agpecy
yCTpOWCTBA.

N

w

Ecnu BCce NyHKTbl ONUCaHHbIE BbIWE BbINO/IHEHbI YCMNELLHO, TO 6ECNPOBOAHOE COEANHEHNE MEXAY
YCTPOMCTBaMM HaCTPOEHO.
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

8 YnpaBneHue ycTPoiCTBOM C NMOMOLLbH KOMaH/AHOW CTPOKM

© /114 nepexopaa B pexum KOHUIypuUpoOBaHNS BBeAUTE KoMaHay configure.
[na oTobpaxeHns MMEKLLMXCA HaCTPOEK OnpeaeneHHoro pasgena KoHdurypaum BBegmTte KoMaHay
show-config.
[ns nonyyeHusa noackaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnagke) [Shift + ?].
[na nonyyeHns cnucka napameTpoB, 4OCTYMHLIX 419 pefakTMpoBaHUA B JaHHOM pasaerne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexofa B npeablayLUnii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[ns BbIxoAa 3 pexumma KoHpurypnpoBaHus BBeagnte komaHay end.

€@ HacTpoiiky He06X0AMMO HaUMHATb C KIMEHTCKOTO YCTPOICTBA BO N36exaHne noTepu CBA3M C HUM.

8.1 TMopakoyeHne K yCTponcTBy

Mo ymonuyanuto yctpoiictBo WOP-3ax-LR6 HacTpoeHo Ha nonyyeHune agpeca no DHCP. Ecnn agpec He 6bin
nony4eH, NOAKMHUYMNTLCA K YCTPOIMCTBY MOXHO MO 3aBOoACKOMY IP-agpecy.

© 3asopckoi IP-agpec yctpoiictBa WOP-3ax-LR6: 192.168.1.10, macka noacetu: 255.255.255.0.
MoakIYeHne K yCTPOCTBY OCYLLECTBAETCA C MOMOLLb0 SSH:

ssh admin@<IP-agpec ycTpoiicTBa>, Aanee BBOAUM Napo/ib
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

8.2 HacTtpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTUYeCcKUX ceTeBbIX NapameTpoB

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# bro

WOP-3ax-LR6(config):/interface/br0# common

WOP-3ax-LR6(config):/interface/br0/commont static-ip X.X.X.X (rge X.X.X.X — |P-agpec ycTponcTea)
WOP-3ax-LR6(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka nogcetu)
WOP-3ax-LR6(config):/interface/br0/commont# dns-server-1 X.X.X.X (rge X.X.X.X — |[P-agpec dns-cepeepa Neol)
WOP-3ax-LR6(config):/interface/br0/commont# dns-server-2 X.X.X.X (rge X.X.X.X — |IP-agpec dns-cepeepa No2)
WOP-3ax-LR6(config):/interface/br0/commont# protocol static-ip (13veHeHne pexvva paboTel ¢ DHCP Ha
Static-IP)

WOP-3ax-LR6(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

AOG&BNEHMG CTaTn4yeckKkoro MapuipyTta

WOP-3ax-LR6(config):/interface/br0/commont exit

WOP-3ax-LR6(config):/interface/br0# exit

WOP-3ax-LR6(config):/interface# exit

WOP-3ax-LR6(config):/# route

WOP-3ax-LR6(config):/route# default

WOP-3ax-LR6(config):/route/default# destination X.X.X.X (rge X.X.X.X — IP-afpec cetn nnn y3na HazHadyeHns,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WOP-3ax-LR6(config):/route/default# netmask X.X.X.X (rge X.X.X.X — macka cetn HazHavyeHus, a5
MapLupyTa no ymosdaHuto — 0.0.0.0)

WOP-3ax-LR6(config):/route/default# gateway X.X.X.X (rae X.X.X.X — |[P-agpec wio3a)
WOP-3ax-LR6(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# bro

WOP-3ax-LR6(config):/interface/br0# common

WOP-3ax-LR6(config):/interface/br0/commont# protocol dhcp (13veHeHre pexxuma paboTsl ¢ Static-IP Ha
DHCP)

WOP-3ax-LR6(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)
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8.2.1 HacTpolika ceTeBbIX NapameTpoB C NOMOLLbIO YTUINUTLI Set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WOP-3ax-LR6(root):/# set-management-vlan-mode off protocol dhcp

Cratn4yeckue HaCTQOVIKI/I

WOP-3ax-LR6(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTarnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetu, Z.Z.Z.Z — Lu/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WOP-3ax-LR6(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (e X — VLAN ID,
NCNoNb3yeMblli 4118 AOCTYNa K YCTPONCTBY. BO3MOXHbIE 3HAUYEHMS: 1-4094)

Cratnyeckme HacTpoOKu

WOP-3ax-LR6(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHne ceTeBbIX HACTPoeK no DHCP

WOP-3ax-LR6(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCMNONb3yeMbIli AN1A AOCTYNa K YCTPONCTBY. BO3MOXHbIE 3HAYEHMSA: 1-4094)

Cratnyeckme HaCTPOKK

WOP-3ax-LR6(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncnosib3yemblii Ans A0CTyna K YyCTPOUCTBY,
BO3MOXHbI€ 3HaUeHusT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WOP-3ax-LR6(root):/# save (coxpaHeHve HacTpoek)
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8.2.2 Hacrtpolika npuoputeta 802.1p ana VLAN ynpasneHus

MpuopuTet 802.1p B pexxnume Terminating

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# management-vlan-terminating
WOP-3ax-LR6(config):/interface/management-vlan-terminating# vlan
WOP-3ax-LR6(config):/interface/management-vlan-terminating/vlan# priority X (rae X — npvoputet 802.1p
Ana VLAN ynpasneHus. BosmMoXHble 3HaueHns: 0-7)
WOP-3ax-LR6(config):/interface/management-vlan-terminating/vlan# save (coxpaHeHune HacTpoek)

MpuopuTteT 802.1p B pexume Forwarding

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# management-vlan-forwarding
WOP-3ax-LR6(config):/interface/management-vlan-forwarding# vlan
WOP-3ax-LR6(config):/interface/management-vlan-forwarding/vlan# priority X (rae X — npuoputet 802.1p A5
VLAN ynpaBneHusi. BoamoxHble 3Ha4YeHus: 0-7)
WOP-3ax-LR6(config):/interface/management-vlan-forwarding/vlan# save (coxpaHeHvie HacTpoek)

8.2.3 HacTpoiika yaanéHHoro ynpasieHus

HacTtpoiika SSH

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# ssh

WOP-3ax-LR6(config):/ssh# enable true (ynpasneHvie yganéHHbIM 40CTYNoOM 1o SSH. /15 OTK/IH0YeH S
BeeguTe false. 1o ymonuaHuto: true)

WOP-3ax-LR6(config):/ssh# port X (rne X — nopt SSH-cepsepa. 1o ymonyaHnio: 22)
WOP-3ax-LR6(config):/ssh# save (coxpaHeHVie HacTpoek)

HacTpoliika Telnet

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# telnet

WOP-3ax-LR6(config):/telneti# enable true (ynpasneHve yaanéHHbiM JOCTYnoM no Telnet. 19 OTK/IO4EHUA
BBeauTe false. [0 ymonuaHuio: false)

WOP-3ax-LR6(config):/telnet# port X (rae X — nopt. [0 ymonyaHunto: 23)

WOP-3ax-LR6(config):/telnet# save (coxpaHeHne HacTpoek)
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HacTtpoiika SNMPv2

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# snmp

WOP-3ax-LR6(config):/snmp# enable true (yrnipaesneHne SNMP. [1na otknoveHns seeaute false. [0
yMO4aHuio: true)

WOP-3ax-LR6(config):/snmp# rocommunity public (rae public — napons Ha YTeHne napameTpoB)
WOP-3ax-LR6(config):/snmp# rwecommunity private (rge private — naposb Ha 3anucb napaMmeTpos)
WOP-3ax-LR6(config):/snmp# trapsink X.X.X.X (rge X.X.X.X — IP-agpec nnn JOMeHHOe MM MPUeMHUKa
coob6ueHnii SNMPv1-trap B oopmate HOST [COMMUNITY [PORT]])

WOP-3ax-LR6(config):/snmp# trap2sink X.X.X.X (rze X.X.X.X — IP-agpec wiv JOMeHHOe UMS NpuemMHuKa
coo6LeHnit SNMPv2-trap B hopmare HOST [COMMUNITY [PORT]])

WOP-3ax-LR6(config):/snmp# informsink X.X.X.X (rge X.X.X.X — IP-agpec nnm gOMeHHOe VMSA NpUeMHUKa
coo6LueHuin Inform B dpopmate HOST [COMMUNITY [PORT]])

WOP-3ax-LR6(config):/snmp# sysname WOP-3ax-LR6 (rg1e WOP-3ax-LR6 — cuctemHoe nvs yctporictaa. o
ymonyaHuo: WOP-3ax-LR6)

WOP-3ax-LR6(config):/snmp# syscontact Contact (rge Contact — KOHTaKkTHaA MHOPMAaLMA NPOU3BOANTESISA
ycTporictea. Mo ymonyaHmio: Contact)

WOP-3ax-LR6(config):/snmp# syslocation Russia (rze Russia — nHpopmaL s o MecTonosIokeHnn
ycTporicTea. Mo ymonyaHmio: Russia)

WOP-3ax-LR6(config):/snmp# trapcommunity trap (e trap — napons, cogepxaliniica B Tpanax. o
YMO/I4aHuIo: trap)

WOP-3ax-LR6(config):/snmp# save (COxpaHeHne HacTpoek)

HacTtpoiika SNMPv3

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# snmp

WOP-3ax-LR6(config):/snmp# enable true (yripasnexve SNMP. 1515 oTkaoueHns seeaute false. o
YMOJIHaHuIo: true)

WOP-3ax-LR6(config):/snmp# view (onpenenset gnanas3oH OID'0B, 4OCTYMHbIX AJ/151 KOHKPETHbLIX TPy
nosib3oBaTesnen)

WOP-3ax-LR6(config):/snmp/view# add inc-all

WOP-3ax-LR6(config):/snmp/view# inc-all

WOP-3ax-LR6(config):/snmp/view/inc-all# rule (onpesensert npasa AocTyna A5 pasHbIX rpynn
nosb3oBaTesniei K onpeaenieHHbIM Yactam MIB)

WOP-3ax-LR6(config):/snmp/view/inc-all/rule# add 1

WOP-3ax-LR6(config):/snmp/view/inc-all/rule# 1

WOP-3ax-LR6(config):/snmp/view/inc-all/rule/1# type included (rze included — Tun gencteus. Bo3amoxHble
3HauveHus: included — nob6asneHve 3agaHHoro OID, excluded — nckoveHve 3agaHHoro OID)
WOP-3ax-LR6(config):/snmp/view/inc-all/rule/1# subtree .1 (rae .1 — 3agaHHbIN OID. Ecniv B rpynne B
KayecTBe read-view UCnonb3yeTcs view C type = included n OID .1, TO Ha yTeHue 6yaeT goctyrneH OID .1 1 Bce
ero goyepHue. Ecnu type = excluded, To 6yayT AOCTYNHbI BCe OID'bI KpOME .1 1 ero foUepHUX)
WOP-3ax-LR6(config):/snmp/view/inc-all/rule/1# exit

WOP-3ax-LR6(config):/snmp/view/inc-all/rule# exit

WOP-3ax-LR6(config):/snmp/view/inc-all# exit

WOP-3ax-LR6(config):/snmp/view# exit

WOP-3ax-LR6(config):/snmp# group (3agaet anana3oHsl OID'0B A1 YTEHWA U 3annUCK, ONPeaensieT ypoBeHb
6e3onacHocTN)

WOP-3ax-LR6(config):/snmp/group# add rw (rae rw — Ha3BaHue rpynnbl. icnonb3yetcs A1 NpuBA3Kn
nonb3oBaTesnien K rpynne)

WOP-3ax-LR6(config):/snmp/group# rw
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WOP-3ax-LR6(config):/snmp/group/rw# read-view inc-all (rze inc-all — view gnsa yteHus napameTpos.
Onpepgensiet gnanasoH OID'0B AOCTYMHbIX AJ/19 YTEHUS)

WOP-3ax-LR6(config):/snmp/group/rw# write-view inc-all (rae inc-all — view ans 3anucn napameTpos.
OnpepensieT ananasoH OID'0B AOCTYMHbIX 4715 3arncu)

WOP-3ax-LR6(config):/snmp/group/rw# security-level priv (rge priv — pexumv 6esonacHocTy. BO3MOXHbIe
3HayeHus: noauth — HMKakol 6e3onacHocTu, auth — ncnonb3yeTcsa aBTopu3auns 3anpocos Mo UMEHN
nosb30BaTesis 1 Naposto, priv — UCNOsb3yeTCsa aBTopu3auns 3anpocoB No UMEeHN Nosib3oBartens u
naposi, a Takke WndpoBaHme 3anpoca 1 0TBeTa)

WOP-3ax-LR6(config):/snmp/group/rw# auth-type MD5 (rge MD5 — meTo/ aBTopuaunnmi. BosmoxHble
3HauveHus: MD5, SHA. Vicnonb3yeTcs, ecnu security-level = auth wnv priv. Ecnv He 3agaH, TO UCnosb3yeTcs
MD5)

WOP-3ax-LR6(config):/snmp/group/rw# priv-type DES (rge DES — meToz, lWnhpoBaHns. BO3MOXHbIe
3HauyeHus: DES, AES. VIicnonb3yeTcs, ecnu security-level = priv. Ecnn He 3aaH, TO ncnosnb3yetcs DES)
WOP-3ax-LR6(config):/snmp/group/rwi exit

WOP-3ax-LR6(config):/snmp/group# exit

WOP-3ax-LR6(config):/snmp# user (yyeTHasa 3anucb nosib3osarens. NpunsBa3biBaeTcs K onpeaeneHHon
rpynre 1 CoAepPXMT B cebe MMSA 1 naposn A5 asTopusaunmn 1 wmudpoBaHns)
WOP-3ax-LR6(config):/snmp/user# add admin (rge admin — vivs nons3osarens. VIcnoss3yercs npu
aBTOpM3aLLMKM 3anpocoB, a Takke MOXET HasHayaTbCs 415 target)

WOP-3ax-LR6(config):/snmp/user# admin

WOP-3ax-LR6(config):/snmp/user/admin# group rw (rz1e rw — rpynna, B KOTOPyt fo6aBnsercs
Nnosib30BaTeslb)

WOP-3ax-LR6(config):/snmp/user/admin# auth-password password (rje password — naposs A1
aBTopu3aunn. Ecnu y rpynnel security-level = auth unam priv, a auth-password He 3agaH, TO No/Ib30BaTEe/lb HE
OyaeT AOCTyMneH)

WOP-3ax-LR6(config):/snmp/user/admin# priv-password password (rje password — naposs A4
LwndppoBaHus. Ecnv y rpynnbl security-level = priv, a priv-password He 3afaH, TO Nosib3oBartesib He byaeT
[OCTYMNeH)

WOP-3ax-LR6(config):/snmp/user/admin# exit

WOP-3ax-LR6(config):/snmp/user# exit

WOP-3ax-LR6(config):/snmp# target (Bblga€T Tpanbl Ha 3a4aHHble XOCTbl. [lobaBnseTcsa OnyMoHaIbHO.
AHanor trapsink u trap2sink gns SNMPv3)

WOP-3ax-LR6(config):/snmp/target# add targetl

WOP-3ax-LR6(config):/snmp/targeti# targetl

WOP-3ax-LR6(config):/snmp/target/targetl# host X.X.X.X (rae X.X.X. X — |P-agpec xocTa Ha KOTopbI OyayT
OTNpPaB/ISATLCA Tparnbl)

WOP-3ax-LR6(config):/snmp/target/targetl# port X (r4e X — HoOMep nopTa Ha KOTopbIA ByayT OTNpaBiaTLCs
Tpanbl)

WOP-3ax-LR6(config):/snmp/target/targetl# user admin (r1e admin — nvs nonb3oBaTesisi, KOTOpoe
ncnonb3yeTcs AN Bbl4ayun Tpanos. Ha BCTpeYHon CTopoHe Nosb3oBaTesib AO/DKEH OblTb HACTPOEH
aHanornyHo. Ecnu 3agaH HeakTVBHbIV Nonb3oBatesb (Y Hero He 3aZaH OAMH U3 HEOOXOAMMbIX Naponen),
TO target Takxe ByAeT HeakTUBHbLIM)

WOP-3ax-LR6(config):/snmp/target/target1# exit

WOP-3ax-LR6(config):/snmp/targeti# exit

WOP-3ax-LR6(config):/snmp# snmpv3-only true (Bk/1t0o4eHne 3anpeta goctyna ko scem OID no SNMPv1,
SNMPv2. ing oTkntodeHns seeaute false. o ymonuyaHutio: false)

WOP-3ax-LR6(config):/snmp# save (coxpaHeHve HacTpoek)
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8.2.4 HacTpolika ceTeBbIx napameTpos IPv6

@ Mo ymonuannio 4OCTYN K YCTPOICTBY MO NPOTOKONY IPV6 Ha yCTPOCTBE OTK/IIOUEH.

BK/loueHue goctyna K yCTpoicTByY No NpoTokosny IPv6e

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# bro

WOP-3ax-LR6(config):/interface/br0# common

WOP-3ax-LR6(config):/interface/br0/commont# ipvé

WOP-3ax-LR6(config):/interface/br0/common/ipv6# protocol dhcp (nonyueHvie ceteBbix napameTpos IPv6 no
DHCP)

WOP-3ax-LR6(config):/interface/br0/common/ipv6# enabled true (Bk/it0ueHve f0CTyNa K YCTPOUCTBY M0
npotokony IPve. Ana oTkoveHns seegute false)

WOP-3ax-LR6(config):/interface/br0/common/ipv6# save (coxpaHeHne HacTpoek)

—_ ===

HacTtpoiika cTaTuyeckux ceTeBbiX napameTpoB IPv6

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# bro

WOP-3ax-LR6(config):/interface/br0# common

WOP-3ax-LR6(config):/interface/br0/commont ipvé

WOP-3ax-LR6(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX: XXXX: XXXX:XXXX:XXXX:XXXX
(rae XXXX:XXXX:XXXXXXXXXXXX XXX XXXX:XXXX — cTaTnyeckuii IPve-aapec yCcTpolicTBa)
WOP-3ax-LR6(config):/interface/br0/common/ipv6# address-prefix-length X (r1e X — npechuke crarnyeckoro
IPv6-agpeca. NpuHumaeT 3HadeHne ot 0 40 128. 1o yMo14aHuo: 64)
WOP-3ax-LR6(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3biBaeTtcs |Pv6-
npedounke, Hanpumep, 3211:0:0:1234::/64)

WOP-3ax-LR6(config):/interface/br0/common/ipv6# dns-server-1

XOOOCE XXX XXEXX XX XXX EXXXXTY (rae XXXXXXXXXXXX XXX XXX XXXX XXX XXXX /Y — [Pv6-
agpec DNS-cepsepa Nel ¢ npedorkcom)

WOP-3ax-LR6(config):/interface/br0/common/ipv6# dns-server-2

XOOOKEXOOOK XXX XXXEXXXX XXX EXXXXTY (roe XXXX:XXXXXXXX: XXX XXXXEXXXX XXX XXXX /Y — [Pv6-
agpec DNS-cepBepa Ne2 ¢ npedonkcom)

WOP-3ax-LR6(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t0ueHVe ncnonsL30BaHna
cTaTnyecknx ceTeBblx IPv6 MapameTpoB. s Nosly4yeHmns CeTEBbIX NapameTpoB IPv6 no DHCP BBeanTe
dhcp)

WOP-3ax-LR6(config):/interface/br0/common/ipv6# enabled true (Bk/1t0ueHve foCTyna K YCTPOUCTBY MO
npotokony IPv6. 18 oTkntoveHus seeaute false)

WOP-3ax-LR6(config):/interface/br0/common/ipv6# save (coxpaHeHne HacTpoek)

_= = =
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8.3 HacTtpoliku Radio

[na Toro 4To6bl M3MEHUTL PaAMoKaHaUl, LUMPKHY NOMNOCLI KaHaa UM MOLHOCTL, UCMO/b3YliTe cneaytoLime
KOMaH/bl:

CMeHa paguoKaHasa, WWMPUHbI NOJIOChI U MOLHOCTU paauouHTepdelica

WOP-3ax-LR6
WOP-3ax-LR6
WOP-3ax-LR6
WOP-3ax-LR6

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

WOP-3ax-LR6(config):/interface/wlan0/wlan# radio

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# tx-power X (rge X — ypoBeHb MOLLHOCTY B ABM)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# channel X (rze X — HOmep cTaTnyeckoro kaHana, Ha
KOoTopoM 6yaeT paboTaTb YCTPONCTBO)

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wunpuHa kaHana)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# save (coxpaHeHVie HacTpoek)

—_ e~~~ —~
===

© Cnucku gocTynHbIX KaHaNoB

B Radio 6 Ty, ana BbiGOpa AOCTYNHbI cnegylowme KaHanbl, ecnv BbiopaHa nokauusa «Poccus
(RU)»:
* Npu wupuHe kaHana 20 Mlry; 1,2, 3,4,5,6,7,8,9,10,11,12,13,14,15,16, 17,18, 19, 20, 21, 22,
23,24, 25, 26,27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49,
50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75, 76,
77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93.
* Mpu wupuHe kaHana 40 MIy;
« ecnn «control-sideband» = lower: 1,9, 17, 25, 33, 41, 49, 57, 65, 73, 81, 89.
+ ecnun «control-sideband» = upper: 5, 13, 21, 29, 37, 45, 53, 61, 69, 77, 85, 93.
* npu wupuHe kaHana 80 Mlry; 1, 5,9, 13,17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73, 77,
81, 85, 89, 93.
* npu wupuHe kadHana 160 Mlry;: 1, 5,9, 13,17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73,
77,81, 85, 89, 93.

’ ] )
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© BRadiob6 Tu aAna BbIGOpa AOCTYNHLI cAeAyoWMe KaHabl, eC/v BblopaHa nokaumsa «Poccus

(RU)» n BknroyeHa oukcmpoBaHHas LeHTpaJibHaa Yactorta:
* Npu WwupuHe KaHana 20 Mrruy;: 1,2, 3,4,5,6,7,8,9,10,11,12,13,14, 15,16, 17,18, 19, 20, 21, 22,

23,24, 25, 26,27,28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49,
50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75, 76,
77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93.

npu wupuHe kaHana 40 Mlru;: 1,2, 3,4, 5,6,7,8,9,10,11,12,13,14,15,16, 17,18, 19, 20, 21, 22,
23,24, 25, 26,27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49,
50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75, 76,
77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91.

* npwu WwupuHe kaHana 80 Mlry; 5,6,7,8,9,10,11,12,13,14,15,16,17,18, 19, 20, 21, 22, 23, 24,

25,26, 27,28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51,
52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75,76,77,78,

79, 80, 81, 82, 83, 84, 85, 86, 87.

* npu wupuHe kaHana 160 Mlru; 13, 14, 15,16, 17,18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30,
31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56, 57,
58, 59, 60, 61, 62, 63, 64, 65, 66,67, 68, 69, 70,71,72,73,74,75,76,77,78, 79.

B Radio 6 Ty, ana BbiGopa AOCTYNHbI cnefyouMe KaHa/bl, ecan BbiGpaHa nokauusa «bes
orpaHuyenunii (ALL)»:

* Npu WwupuHe KaHana 20 Mrru;: 1,2, 3,4,5,6,7,8,9,10,11,12,13,14, 15,16, 17,18, 19, 20, 21, 22,
23, 24, 25, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49,
50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75, 76,
77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102,
103, 104, 105,106,107, 108,109,110, 111,112,113, 114,115,116, 117,118, 119, 120, 121, 122,
123,124,125,126,127,128, 129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142,
143, 144,145, 146,147, 148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162,
163, 164, 165, 166,167, 168, 169,170, 171,172,173,174,175,176,177,178,179, 180, 181, 182,
183, 184, 185, 186, 187, 188, 189, 190, 191, 192, 193, 194, 195, 196, 197, 198, 199, 200, 201, 202,
203, 204, 205, 206, 207, 208, 209, 210, 211, 212, 213, 214, 215, 216, 217, 218, 219, 220, 221, 222,
223,224,225, 226, 227, 228, 229, 230, 231, 232, 233.

* Mpu wupuHe kaHana 40 Mly;

« ecnu «control-sideband» = lower: 1,9, 17, 25, 33, 41, 49, 57, 65, 73, 81, 89, 97, 105, 113,
121,129, 137,145,153, 161, 169, 177, 185, 193, 201, 209, 217, 225.

+ ecnu «control-sideband» = upper: 5, 13, 21, 29, 37, 45, 53, 61, 69, 77, 85,93, 101, 109, 117,
125,133, 141, 149, 157, 165, 173, 181, 189, 197, 205, 213, 221, 229.

* npw wupuHe kaHana 80 Mrru; 1, 5,9, 13,17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73, 77,
81, 85, 89, 93,97,101, 105,109, 113,117,121, 125, 129, 133, 137, 141, 145, 149, 153, 157, 161,
165,169,173,177,181, 185, 189, 193, 197, 201, 205, 209, 213, 217, 221.

* npwu wupuHe kaHana 160 Mlry;: 1, 5,9, 13, 17, 21, 25, 29, 33, 37, 41, 45, 49, 53, 57, 61, 65, 69, 73,
77,81, 85, 89,93,97,101, 105,109, 113,117,121, 125, 129, 133, 137, 141, 145, 149, 153, 157,
161,165,169, 173,177,181, 185,189, 193, 197, 201, 205, 209, 213, 217, 221.
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© BRadiob6 Ty aAna BbIGOpa AOCTYNHLI CAeAYIIOWNE KaHalbl, €C1n BblopaHa nokauus «bes
orpaHuyeHuii (ALL)» n BKAtoveHa hMKCMpoBaHHasA LeHTpa/ibHaA YacToTa:

* Npu WwupuHe KaHana 20 Mrruy;: 1,2, 3,4,5,6,7,8,9,10,11,12,13,14, 15,16, 17,18, 19, 20, 21, 22,
23,24, 25, 26,27,28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49,
50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75,76,
77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102,
103, 104, 105,106, 107,108, 109, 110, 111,112,113, 114,115,116, 117,118, 119, 120, 121, 122,
123,124,125,126,127,128,129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142,
143, 144,145, 146, 147, 148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162,
163,164, 165,166,167, 168,169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182,
183, 184, 185, 186, 187, 188, 189, 190, 191, 192, 193, 194, 195, 196, 197, 198, 199, 200, 201, 202,
203, 204, 205, 206, 207, 208, 209, 210, 211, 212, 213, 214, 215, 216, 217, 218, 219, 220, 221, 222,
223,224,225, 226,227, 228, 229, 230, 231, 232, 233.

* Npu wupuHe kaHana40Mrru: 1,2, 3,4,5,6,7,8,9,10,11,12,13,14, 15,16, 17,18, 19, 20, 21, 22,
23,24, 25, 26,27,28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49,
50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75,76,
77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102,
103, 104, 105,106, 107,108,109, 110, 111,112,113, 114,115,116, 117,118, 119, 120, 121, 122,
123,124,125,126,127,128,129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142,
143, 144,145, 146, 147, 148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162,
163,164, 165,166,167, 168,169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182,
183, 184, 185, 186, 187, 188, 189, 190, 191, 192, 193, 194, 195, 196, 197, 198, 199, 200, 201, 202,
203, 204, 205, 206, 207, 208, 209, 210, 211, 212, 213, 214, 215, 216, 217, 218, 219, 220, 221, 222,
223,224, 225, 226, 227, 228, 229, 230, 231.

* npwu WwupuHe kaHana 80 Mlry; 5, 6,7,8,9,10,11,12,13,14,15,16,17,18, 19, 20, 21, 22, 23, 24,
25,26, 27,28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51,
52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75,76,77,78,
79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103,
104, 105,106, 107,108,109,110,111,112,113, 114,115,116, 117,118, 119, 120, 121, 122, 123,
124,125,126,127,128,129,130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143,
144,145,146, 147,148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163,
164, 165,166,167,168,169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182, 183,
184, 185,186, 187, 188, 189, 190, 191, 192, 193, 194, 195, 196, 197, 198, 199, 200, 201, 202, 203,
204, 205, 206, 207, 208, 209, 210, 211, 212, 213, 214, 215, 216, 217, 218, 219, 220, 221, 222, 223,
224,225, 226, 227.

* npu wupuHe kaHana 160 Mlru;: 13, 14, 15,16, 17,18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30,
31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56, 57,
58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71,72,73,74,75,76,77,78,79, 80, 81, 82, 83, 84,
85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106, 107, 108,
109,110,111,112,113, 114,115,116, 117,118, 119, 120, 121, 122, 123, 124, 125, 126, 127, 128,
129,130,131, 132,133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143, 144, 145, 146, 147, 148,
149, 150, 151, 152, 153, 154, 155, 156, 157,158, 159, 160, 161, 162, 163, 164, 165, 166, 167, 168,
169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182, 183, 184, 185, 186, 187, 188,
189, 190, 191, 192, 193, 194, 195, 196, 197, 198, 199, 200, 201, 202, 203, 204, 205, 206, 207, 208,
209, 210,211, 212,213, 214, 215, 216, 217, 218, 219.
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8.3.1 JlononHuTenbHble HAcCTpoikn Radio

N3mMeHeHue cTpaHbl

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# country X (napametp X MOXeT npuHumarh 3HadeHne: RU,
ALL)

M3meHeHue pexuma paboTbl pagmonHTepelica

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# work-mode X (rz1e X — pexxum paboThbl
pagnovHTepdelica cornacHo ctaHgapTy IEEE 802.11. BO3MOXHble 3HA4YEHUS: ax)

N3mMeHeHUe OCHOBHOIO KaHas1a

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# control-sideband lower (napaverp MoXeT npuHumMaTh
3Ha4yeHue: lower, upper. 10 ymonyaHuto: lower)

BkntoueHne (MKCUPOBAHHOW LIEHTPasIbHO YacToTbl

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# center-frequency true (Bk/10ueHve (hKCMPOBaHHON
LEeHTpasibHONM YacToThbl. AN oTknoveHus seeaunte false)

BknioyeHue Ncnosib3oBaHUA KOPOTKOro 3alWmMTHOro UHTepBana

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# sgi true (Bk/1104eHME NCNOML30BaHNSA YKOPOYEHHOTO
3alUUTHOrO MHTEpBasia ANd nepegadn gaHHbIX — 400 HC, BMeCTo 800 He. [Ans oTkAoveHus eeeaute false)

HacTpoliika pa3peleHHOro Cnucka KaHasioB

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# use-limit-channels true (BKk/1t04eHNE CNO/IL30BAHNS
OorpaHn4yeHHoro crnvcka kaHanos. N oTknoyeHus seegute false)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# limit-channels '50 51 52' (e 50 51 52 — kaHa/ibl
AnanasoHa, B KOTOPOM MOXET paboTaTb HacTpanBaeMblil pagnonHTepdeiic)

Orpaquel-wle 4YyBCTBUTE/IbHOCTU NPUEeMHUKa

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# sensitivity-threshold-mode X (r1e X — pexvim
OrpaHnyeHns YyBCTBUTENbHOCTY NpUeMHUKa. MoXeT npuHMMaTh 3HavyeHus: dynamic — JuHamMuyeckas
noAcTpolika YyBcTBUTeibHOCTY; fixed — hMKCMpOBaHHOE OrpaHnYeHne HYyBCTBUTETbHOCTU)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# sensitivity-threshold X (rge X — ypoBeHb orpaHnyeHmns
YYBCTBUTE/ILHOCTU NMpuemMHuka. NpuHMMaeT 3HadeHna: anda WwmprHel kaHana 20 MIru: ot -95 gbm ao -40
ABM; ona WwnpuHbl kKaHana 40 MITy;: ot -92 abwm o -40 abm; ana wmpurHel kaHana 80 MI'L: oT -89 obm A0 -40
ABM; 01151 WMPWHBI KaHasta 160 MITu: o1 -86 Abm A0 -40 Abm)
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BknroueHue STBC

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# sthc true (Bk/it0ueHne mMeToga NpoCTPaHCTBEHHO-
BPEMEHHOro 6/104HOro KoaMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLIEHNE HAEXHOCTM Nnepeaadn
AaHHbIX. s oTknoveHns seeante false)

Bk/iloueHue arperauum

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# aggregation true (Bx/1t0ueHve arperalym Ha Radio —
noaaepxkn AMPDU/AMSDU. insa oTkntoveHus seeaunte false)

Bk/loueHne UCnosib30BaHUs KOPOTKOI NpeaMGynbl

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# short-preamble true (Bx/1104eHVEe NCNOIL30BaHNSA
KOpoTKOM npeambynbl naketa. 4na oTknoveHns seeaute false)

BkntoueHne (OMKCMPOBaHHO KaHa/IbHOI CKOPOCTU nepeaauu

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# fixed-rate X (rae X — HazsaHve MOAYAALNN 3ar/1aBHbIMY
6ykBamun 6e3 Nnpobenos, Hanpumep, HE-NSS2-MCS10. PaspelueHHble 3Ha4YeHUs ONpeaensitoTCs PEXMMOM
paboTbl pagnonHTepderica n WMPUHONM NO0Ckl KaHana)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# enable-fixed-rate true (Bk/1104nTL (hrkcpoBaHHYO
KaHabHY CKOpPOCTb nepepayn. ina otknoveHusa seegute false)

BknioueHne MakCUMasibHOW KaHa/IbHOW CKOPOCTU nepeaayvun

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# maximal-rate-tx
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/maximal-rate-tx# he X (rae X — HassaHne moayaumun
3arnaBHbIMK OykBamu 6e3 npobenos, Hanpumep, NSS2-MCS11. MapamMeTp ncnosb3yeTca npu
MO/K/THOUYEHMN YCTPONCTB B pexxume IEEE 802.11ax)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/maximal-rate-tx# enable true (Bk/1t04ueHVe MakcMMasibHO
KaHa/bHOW CKOpOCTK nepeaayn. Ans oTknoueHnst BeauTe false)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# save (coxpaHeHVie HacTpPOekK)

BktoueHne MakCUMasibHOW KaHaJIbHOV CKOPOCTU npuema

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# maximal-rate-rx
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/maximal-rate-rx# he X (rae X — HassaHve MoayaLmun
3arnaBHbIMKN 6ykBamun 6e3 npobesnos, Hanpumep, NSS2-MCS11. MapaMeTp UCNonb3yeTcs npu
MO/IK/TIOUYEHMMN YCTPONCTB B pexxume IEEE 802.11ax)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/maximal-rate-rx# enable true (Bk/1t04eHVIE MaKCMasILHON
KaHa/lbHOW ckopocTu npuema. [Ansa otknoueHus seeaunte false. I0CTYNMHO TO/IbKO B peXnmax yCTpoicTea
ap-ptp v sta)

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# save (CoxpaHeHVie HacTpoek)
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BknouyeHue MUHUMA/IbHOW KaHaJ/IbHOW CKOpOCTU nepepavn

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# minimal-rate-tx
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/minimal-rate-tx# he X (rae X — HazBaHve Moy ALY
3arnaBHbIMK 6ykBamun 6e3 npobesos, Hanpumep, NSS1-MCS0. MapamMeTp UCnosb3yeTcs NPy NOAKIOUYEHNN
YCTPOICTB B pexume IEEE 802.11ax)

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/minimal-rate-tx# enable true (Bk/1t04EHE MVHUMA/TLHOV
KaHa/IbHOW cKkopocTu nepegaun. [Ansa otknoueHus seeaunte false)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)

Bk/lo4ueHne MUMHUMaJIbHOW KaHaJ1IbHOW CKOpPOCTU nNpuemMa

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# minimal-rate-rx
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/minimal-rate-rx# he X (rae X — HassaHve Moay AL
3arnaBHbIMK 6ykBamun 6e3 npobenos, Hanpumep, NSS1-MCS0. MapameTp UCNob3yeTcsa NPy NOAKIOHYEHNN
YCTPOICTB B pexume IEEE 802.11ax)

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/minimal-rate-rx# enable true (Bk/104EHNE MVYHUMAIBEHO
KaHa/lbHOW cKopocTu npuema. [Ansa otkntoveHns seegute false. [JOCTYNHO TObKO B peXumax yCTpoicTBa
ap-ptp v sta)

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# save (coxpaHeHVe HacTpoek)

© nNapameTpbl MaKCUMaBLHOM M MUHUMAbHOM KaHa/IbHOM CKOPOCTV MpUeMa UCMOMb3YTCS 415
yKazaHusi MakCMasibHON U MUHUMa/IbHOV KaHas/IbHO CKOPOCTY Nepeaaydn BCTPEYHOMY YCTPOIACTBY.
Mo3aToMy, HacTpamBasi MakCUMasibHyo 1/UNM MUHUMa/bHYO KaHaslbHY0 CKOPOCTh MpUeMa, Hanpumep,
Ha knneHTe (STA), HacTpavBaTb MakCMMasIbHYH /WA MUHUMaUTbHYIO CKOPOCTh Mepegayun Ha Touke
poctyna (AP) He HyXHo.

HacTpolika Distance

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# auto-distance true (Bk/1H04eHE aBTOMATUNYECKOTO
pacuyeta pacCTosHUSA Mexay ycTpoinctsamu. [1ns oTkntoueHns sBeguTe false)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# max-distance X (rae X — pacctosHve mexay
yCTpoOlicTBamMu B KusioMeTpax. NMapameTp Mcnonb3yeTcs Npu BbIK/IOYEHHOM auto-distance. BO3MOXHbIe
3Ha4veHus: 0-34. o ymonyaHuio: 0)

€@ Ha Bpems ucnonb3oBaHKs yTUAUTLI antenna-align, hyHKLIMOHAT aBTOMATNYECKOTO YNpaB/IeHNs
MOLLIHOCTbHO BbIK/THOUAETCS.

HacTpoiika ATPC

WOP-3ax-LR6 (config):/interface/wlan0/wlan/radio# auto-tx-power

WOP-3ax-LR6 (config):/interface/wlan0/wlan/radio/auto-tx-power# enable true (Bx/1t04eHVe
aBTOMaTUYeCKOro ynpaB/eHnsi MOLLHOCTbIO nepeaatuvka. s otkitoveHuns seegute false)
WOP-3ax-LR6 (config):/interface/wlan0/wlan/radio/auto-tx-power# target-rssi X (r4e X — LeneBol ypoBeHb
curHana. lNMapameTp MOXET NpMHMMaTb 3Ha4YeHns oT -100 4o -40. Mo ymonyaHumio: -50)
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HacTtpolika TDD

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/tdd# enable true (Bk/1t0UEHVIE TEXHOTOTN
6ECKO/IM3NOHHOIO A0CTYMNa C BPEMEHHbLIM pasfiesieHNeM KaHana, KoTopasi CUHXPOHU3NPYET nepeaady
[aHHbIX B 060MX HanpaB/1EHNSIX B pamMKkax BpEMEHHOro kKaapa. [ns oTktodeHns seeauTe false)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/tdd# flexible-mode true (Bk/110UEHVIE @BTOMATNYECKOTO
perynvpoBaHusa cooTHowweHus Downlink/Uplink. nsa oTknoveHus seeaute false)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/tdd# tx-ratio X (rge X — nNpoueHT BpemeHun Taim-cnoTa B
TDD-Kkagpe, BblaeieHHbIn ans nepegadn Downlink-Tpadinka. Bo3amoxHble 3Ha4eHust: 10, 20, 30, 40, 50, 60,
70, 80, 90. Mo ymonyaHuto: 50)

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/tdd# frame-length X (rne X — anutensHocTs TDD-kagpa B
MUAInceKyHaax. BoaMmoxHbie 3HaueHust: 5, 10. Mo ymoyaHuto: 10)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/tdd# save (coxpaHeHVe HacTpoek)

HacTtpoiika uHtepsana DTIM

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# dtim-interval X (rae X — nHtepsasn DTIM. Bo3moxHbIe
3HayeHus: 1-255. o ymoyaHuto: 64)

BktoueHue QoS U UsMeHeHne napaMmeTpos

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio# qos
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos# enable true (npv BK/IKOYEHHOW ONLUMN MPUMEHSATCS
napameTpbl EDCA, 3a8aHHble B KOHUrypaumu. Ana otkaoyeHnsa seeguTte false)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS ycTpoicTea
(Tpadhuk nepepgaeTcsa B HaNpPaB/IEHMM K KITMEHTCKOMY YCTPOWCTBY))
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napaveTtpos EDCA ans
HU3KOMPUOPUTETHON ouepean (NpnopunteTbl 802.1p: csl, cs2))
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rne X — Bpems oxumaaHns kagpos
[AaHHbIX, N3MepPSemMoe B crioTax. [puHMMaeT 3Ha4YeHus: 1-255)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — HauasibHOe 3Ha4yeHve
BPEMEHU OXMAaHWs nepes NOBTOPHOM OTNPAaBKOW Kaapa, 3a4aeTcsl B MuanucekyHaax. NpuHnmaet
3HayeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMin HE MOXET MPeBbILAaTb 3Ha4YeHne cwMax)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — maxkcnmansHoe
3HayeHne BPEMEHN OXMAaHUs nepe NOBTOPHOW OTNPAaBKOWN Kaapa, 3a4aeTcs B MUMIUCEKYHAAX.
MpuHMMaeT 3HadeHus: 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMax AO/MKHO ObiTb 60/bLLIE
3HayeHust cwMin)

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (r4e X — nHtepsas BpemeHn, B
MUANNCEKYHAAX, Koraa BcTpedHasd WME-CTaHLUMs MMEET NpaBoO MHULMMPOBATb Nepeaady AaHHbIX Mo
6ecnpoBOAHON cpefe K YCTPOUCTBY. MakCuMasibHOe 3HavyeHne 65535 MUMTNCEKYHA)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTposB QoS K/IMEeHTCKOro
yCTpoiicTBa (Tpadimk nepefaeTcs B HanpaBfeHUN OT KAIMEHTCKOro YCTPONCTBA))
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHne HacTpoek)

MeToanka HacTpoiiku edca-sta aHanornyHa metoanke HacTpoiikn edca-ap.
HacTpoiika napameTpoB A1 oyepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB anst ouepean bk.
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HacTtpoiika napameTpoB aHTE€HHbI

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/antenna-configuration# type custom (BbiG0Op Tuna
aHTEHHbI. [apaMeTp MOXET NPUHUMATb 3HAYEHUS: custom — NoJIb30BaTe/IbCKasi aHTEHHA, sector RFE
5000/90/16 — cekTopHasi aHTeHHa. o ymonuaHuto: internal)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/antenna-configuration# custom-gain X (rze X —
KO3PULMEHT YCUNEHNS aHTEHHbI A1 TUMA aHTEHHbI custom. Bo3MOXHble 3HadeHus: 0-40. o
yMO/14aHuio: 0)

WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/antenna-configuration# cable-loss X (rae X — notepu B
kabesie. Bo3moxHble 3HauyeHus: 0-40, HO He 60/IbLLE 3HaYeHNs antenna-gain. Mo ymonyaxuio: 0)
WOP-3ax-LR6(config):/interface/wlan0/wlan/radio/antenna-configuration# save (coxpaHeHVe HacTpOeK)
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8.4 HacTtporika DHCP onuwnn 82
Pexumbl paboTtbl DHCP snooping:

* ignore — 06paboTka onumu 82 oTk/YeHa. 3Ha4YeHre No YMOYaHuio;
* replace — ycTpoiCTBO NoAcTaBseT UK 3aMeHSEeT 3HaYeHe onuun 82;
* remove — YCTPOWNCTBO yAasnsieT 3HayeHue onuuu 82.

N3MmeHeHue pexuma pa6oTbl DHCP onuuu 82

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# wlan0

WOP-3ax-LR6(config):/interface/wlan0# common

WOP-3ax-LR6(config):/interface/wlan0/common# dhcp-snooping
WOP-3ax-LR6(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (Bb160p
paboTbl DHCP snooping B peXxvnmMe 3ameHbl U NOACTaBIEHNS onummn 82)
WOP-3ax-LR6(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHvie HacTpoek)

Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTka obpaboTku onumm 82 replace, To AN KOHUIYppPOBaHKS
CTaHOBATCA AOCTYMHbI CNeayoLe napaMmeTpbi:

HacTtpoiika napameTpoB onuuu 82

WOP-3ax-LR6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (rze
custom — 3aveHa cogepxnmoro CID Ha 3HaveHne, ykazaHHoe B napavetpe dhcp-option-82-customcCiD.
MapameTp MOXeT NnpMHUMaTh 3HavyeHns: APMAC-SSID — 3ameHa cogepxmumoro CID Ha <MAC-

agpec ycrtporictBa>-<ums SSID>. SSID — 3ameHa cogepxumoro CID Ha ums SSID ycTporicTaa. Mo
ymosnyaHuo: APMAC-SSID)

WOP-3ax-LR6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (rze
custom — 3amveHa cogepxnmoro RID Ha 3HaveHne, ykazaHHoe B napavetpe dhcp-option-82-custom-RID.
MapameTp MOXeT npMHUMaTh 3HaveHus: ClientMAC — 3ameHa cogepxummoro RID Ha MAC-agpec
KNmneHTCcKoro yctpoictea. APMAC — 3aMeHa cogepxumoro RID Ha MAC-agpec ycTpoiictea. APdomain —
3ameHa cogepXmmoro RID Ha AOMEH, B KOTOPOM HaxoAuTcs YCTPOICTBO. Mo ymonyanuio: ClientMAC)
WOP-3ax-LR6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HaueHue oT 1 40 52 CMMBO/10B, KOTOpOe byaeT nepegasatbes B CID. Ecv 3HaveHune
napameTpa dhcp-option-82-custom-CID He 3aaH0, TO YCTPOIACTBO OyAeT n3ameHsiTb CID Ha 3Ha4YeHne no
ymonyaHuto: <MAC-agpec ycTpolicTBa>-<nms SSID>)
WOP-3ax-LR6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rz1e
longstring — 3HaueHne oT 1 40 63 CMMBO/I10B, KOTOPOe ByaeT nepegasaTtbcs B RID. Ecv 3HaveHue
napameTpa dhcp-option-82-custom-RID He 3a4aH0, TO YCTPOWCTBO BYAET U3MEHSATb RID Ha 3HA4YEHKE No
ymMonyaHuto: <MAC-agpec K/IMEHTCKOro yCTponcTea>)
WOP-3ax-LR6(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (B160p
pasgenutens oktetoB MAC-agpeca, KoTopblii nepegaetcs B RID u CID. radius — B kauecTBe pasgenuntesns
BbICTyMnaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgennTens BbICTynaeT 3HaK ABOETOUNS:
AA:BB:CC:DD:EE:FF)

WOP-3ax-LR6(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHVie HacTpoek)
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8.5 HacTtpolika 6ecnpoBogHoii ceTn

Tabnuua 6 — KomaHApbl 15 HACTPONKM pexrMa ycTporcTea

YcTpoiicTBo PeXxum ycTpoiicTea KomaHga Ans HacTpoiiku pexuma
Touka goctyna (AP) Touka goctyna PTP mode ap-ptp

Touka gocTtyna (AP) Touka goctyna PMP mode ap-pmp

KnueHT (STA) Knuent mode sta

Tabnuua 7 — KomaHApbl 47151 HACTPOMKM pexnma 6e30nacHOCTH

Pexxum 6e30nacHoOCTH KomaHpa anis HacTpoiikv pexuma 6es3onacHocTu
WPA3 mode WPA3

OWE mode OWE

WPA3-Enterprise mode WPA3_1X

8.5.1 HacTtpoiiku cetn ansa Touku goctyna (AP)

HacTpolika Touku goctyna (AP) c OWE

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# wlan0

WOP-3ax-LR6(config):/interface/wlan0# wlan

WOP-3ax-LR6(config):/interface/wlan0/wlan# mode ap-pmp (BLI60p pexvmva ycTporcTsa)
WOP-3ax-LR6(config):/interface/wlan0/wlan# ap

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# ssid WOP-3ax-LR6 (13veHeHne nveHu SSID)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# ap-security (nepexop B 610K HACTPOeK pexunma
6e3onacHocTN)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/ap-security# mode OWE (pexxum LimncpposaHusg OWE —
LLMdOpoBaHHOE coeanHeHMe 6e3 BBOAa Naposis. B Takom pexume CMOryT NOAKAUUTLCS TO/IbKO K/TUEHTHI
Wi-Fi 6)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/ap-securityi# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# save (coxpaHeHne HacTpoek)

_— o o= =
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HacTtpoiika Touku goctyna (AP) c pexxumom 6e3onacHocTu WPA-Personal

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# wlan0

WOP-3ax-LR6(config):/interface/wlan0# wlan

WOP-3ax-LR6(config):/interface/wlan0/wlan# mode ap-pmp (BLI60p pexvmva ycTponicTea)
WOP-3ax-LR6(config):/interface/wlan0/wlan# ap

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# ssid WOP-3ax-LR6 (13veHeHre nveHu SSID)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# ap-security (nepexos B 610K HACTPOEK pexunma
6e3onacHocTN)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3 (pexxum wmncpposaHus — WPA3)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# key-wpa password123 (rzae password123 — k/14/naporis,
Heo6XoANMbIA ANS1 MOAKOUYEHNS K 6eCnNpOoBOAHONM CETU. [lAMHA K/oYa A0/KHA COCTaBNATb OT 8 A0 63
CUMBO/IOB)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# save (coxpaHeHne HacTpoek)

_— = =

HacTpolika Touku goctyna (AP) c Enterprise-aBTopu3auuen

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# wlan0

WOP-3ax-LR6(config):/interface/wlan0# wlan

WOP-3ax-LR6(config):/interface/wlan0/wlan# mode ap-pmp (BbI60p pexunma ycTpoincTea)
WOP-3ax-LR6(config):/interface/wlan0/wlan# ap

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# ssid WOP-3ax-LR6 (13veHeHne nmenn SSID)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap# ap-security (nepexos B 6510k HACTPOEK pexrmva
6e3onacHocTn)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3_1X (pexxum wngposaHmns — WPA3-
Enterprise)
WOP-3ax-LR6(config
WOP-3ax-LR6(config
WOP-3ax-LR6(config
WOP-3ax-LR6(config
RADIUS-cepBepa)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# auth-port X (rae X — nopt RADIUS-cepsepa,
KOTOpPbIV MCnonb3yeTcsa Ansa ayteHTudmkaymm n astopmsayuu. No ymonyaxmio: 1812)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# auth-password secret (rze secret — naposs /s
RADIUS-cepBepa, UCMnosib3yemMoro Ans ayTeHTUguKaumm n aBTopusatnm)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-enable true (Bk/1t0ueHVIE OTNIPABKY
coob6LeHnii «Accounting» Ha RADIUS-cepsep. No ymonyaHuio: false)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro A/18 akkayHTUHra)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-password secret (rje secret — napons ans
RADIUS-cepBepa, UCMosib3yeMoro A/151 akkayHTUHra)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-periodic true (Bk/10ueHVe NepuoanyecKon
OTNpaBKM cO06LEHMI «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-interval 600 (nHTepBas OTrpasky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# save (coxpaHeHve HacTpoek)

_— T O

:/interface/wlan0/wlan0/ap/ap-security# exit
interface/wlan0/wlan0/ap# radius
interface/wlan0/wlan0/ap/radius# domain root (rze root — foMeH rnosib3oBaresns)

interface/wlan0/wlan0/ap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec

—_ = =
~ T~ T~

95



PykoBoacTtso no akcnayatauum WOP-3ax-LR6

8.5.2 [lononHuTtenbHble HACTPOViKM A5t ToUkKU gocTtyna (AP)

Ha3HaueHue VLAN-ID

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# vlan-id X (rge X — Homep VLAN-ID )

BkntoueHune VLAN trunk

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# vlan-trunk true (BktoueHne VLAN Trunk. 18 oTk/IO4EHNSA
BeeguTe false)

BkntoueHune General VLAN

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# general-vlan-mode true (Bi/1toueHve General VLAN Ha SSID.
[na otknoveHus seegute false)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# general-vlan-id X (rge X — Homep General VLAN)

HacTtpovika C-VLAN

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# customer-vlans
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/customer-vlans# clients (nepexop B pasgen clients a1
HaCTpOVikn cnucka cooTBeTcTBusA MAC-agpeca nonb3osarens u VLAN-ID)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/customer-vlans/clients# add XX:XX:XX:XX:XX:XX (rae
XXXX:XXXX:XX:XX — MAC-agpec KNMEHTCKOro ycTpoicTaa (STA), A1 KOTOPOro Heo6xo4uMOo yCTaHOBUTL C-
VLAN. 1ns yaaneHus agpeca ns cnvicka ncnonb3yiite komaHay del)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/customer-vlans/clients# XX:XX:XX:XX:XX: XX
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# vlan-id X (rge X —
VLAN-ID, KOTOpbIli ByaeT ncnonb3oBaH kak C-VLAN ans kMeHTcKoro yctpoiictea (STA) ¢ MAC-agpecom
XXXXXXXX:XX:XX)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# priority X (rge X —
npuoputeT 802.1p, NpUcBanBaeMblli NakeTam, Ha KOTOpble HaBeluvBaeTcs MeTka VLAN npy NOMOLLM
dhyHKUmoHasna C-VLAN. BO3MOXHble 3HavyeHust: 0-7, auto. 3Ha4YeHne No YMO/YaHMIO: auto)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/customer-vlans/clients# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/customer-vlans# enabled true (Bx/1toueHvie paboTbl C-VLAN.
[na oTknoveHus seegute false)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/customer-vlans# save (coxpaHeHve HacTpoek)

© B cnyuae ecnu Ha Touke focTyna HacTpoeHa Enterprise-aBTopusauus v ais kaveHTa Ha RADIUS-
cepsepe 6b1n ykazaH C-VLAN, To MeHHO OH ByaeT Ucnonb30BaTbCA AN1A paboTbl C faHHbIM K/TMEHTOM,
T. . C-VLAN, HacTpoeHHbIli Ha ToYke A0CTyna, ByaeT npourHopmpoBaH. 3HadyeHne VLAN nepepgaetcs B
RADIUS-atpu6yTe Tunnel-Private-Group-Id.
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HasHauyeHue VLAN-ID 802.1p

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# vlan-priority X (rae X — npuoputet 802.1p,
npucBavBaeMblii NakeTaM, Ha KOTopble HaBelwmBaeTcs MeTka VLAN npy nomowm coyHkumoHana VLAN-ID
nnun General VLAN. BO3MOXHble 3Ha4yeHus: 0-7, auto. 3Ha4Ye€HUe No yMO4aHuIo: auto)

Bbi6op cnocoba npuopuTusaymum

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# priority-by-dscp false (aHann3 npunoputera 13 nons CoS
(Class of Service) TermpoBaHHbIX NakeToB. 3HAaYeHNe No yMOosIHaHuto: true. B 3TOM criyvyae aHa/m3npyeTcs
npuopuTeT u3 nosia DSCP 3aronoska IP-naketa)

BkntoueHune cKpbITOro SSID

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# hidden true (Bk/1t0ueHve ckpbITOro SSID. 17151 OTK/IHOUEHNA
BBeauTe false)

BknroueHue Minimal Signal u Roaming Signal

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# check-signal-enable true (Bx/104eHVIE UCMONL30BAHNA
dpyHKUMOHana Minimal Signal. 19 oTkitodyeHns seeaute false)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# min-signal X (rze X — noporosoe 3HaueHve RSSI, npn
[OOCTUXXEHMM KOTOPOro 6yayT OTKNHYEHbI K/TMEHTCKME YCTPONCTBA OT 6eCNpOoBOAHON CETU. [apameTp
MOXET NPUHUMAaTb 3HaYeHns ot -100 A0 -1)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# check-signal-timeout X (r1e X — nepvog BpemeHu B
CeKyHaax, No UCTeYEHNM KOTOPOro NPMHUMAETCS PeLLeHne 06 OTKNHUYEHUN KIIMEHTCKNX YCTPONCTB OT
6ecrnpoBOAHON ceTn)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# roaming-signal X (re X — noporosoe 3HaueHve RSSI, npn
[OCTVXXEHMN KOTOPOro NPOUCXOANT NepektodeHne KITMEHTCKUX YCTPONCTB Ha Apyroe yCTPOMCTBO.
MapameTp MOXEeT NpMHUMaTb 3HaYeHuns oT -100 Ao -1. MapameTp roaming-signal O/HKEH ObITb BbILLE, YEM
min-signal: ec/iv min-signal = -75 gBMm, TO roaming-signal fo/mkeH 6bITb paBeH, Hanpumep, -70 Abm)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)
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HacTpolika orpaHu4eHunsi CKOpoCTu A1l BCero paguouHtepdeiica

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# shaper-per-vap-rx
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# value X (rge X — makcumasnibHasi CKOpOCThb
B KOUT/C nnn NakeTbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# mode kbps (Bx/1t0ueHne wennepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/c, pps — NakeTbl/c, off — BbIK/HOUYEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTpolika weiinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# shaper-per-vap-tx

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# value X (rge X — makcumasibHas CKOpOoCTb
B KOUT/C nnn NakeTbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# mode kbps (Bx/itoueHve wennepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/cC, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMUYeHNsi CKOPOCTM AJ1Sl KAXKA0r0 K/MeHTa (STA)

HacTpolika wevinepa B HanpaBaeHUU OT KAneHTa (STA) o Touku goctyna (AP):
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# shaper-per-sta-rx

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-per-sta-rx# value X (rae X — makcrmanbHas cKopocTb
B KOUT/C Nnn NakeTbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-per-sta-rx# mode kbps (Bk/1t0ueHVe Lerinepa.
Bo3moxHble 3HaveHus: kbps — KOUT/C, pps — NakeTbl/c, off — BbikNOYEHO. [LOCTYMHO TO/TLKO B peXnme
YCTPOICTBAa ap-pmp)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-per-sta-rxi# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

HacTpolika wevinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knueHTa (STA):
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# shaper-per-sta-tx

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-per-sta-tx# value X (rge X — makcrumvasisHas CKopocTb
B KOUT/C Nnn NakeTbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-per-sta-tx# mode kbps (Bx/1t0ueHVe Lwelinepa.
Bo3moxHble 3HaueHus: kbps — K6UT/C, pps — nakeTbl/c, off — BbikNtoUeHO. [LOCTYMHO TO/TLKO B peXunme
YCTPOMCTBAa ap-pmp)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-per-sta-tx# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro TpanMKa

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# shaper-bcast-rx
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# value X (rge X — maxkcumasibHas CKOpOCThb B
KOUT/C N nakeThbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# mode kbps (Bk/iloueHmne weinepa.
Bo3MoxHble 3HaueHus:: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOYEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-bcast-rxi# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTpolika weiinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# shaper-bcast-tx

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# value X (rze X — MakcymasibHas CKOPOCThL B
KOUT/C N nakeThbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# mode kbps (Br/itoueHne weinepa.
Bo3MoxHble 3HaueHus: kbps — KGUT/cC, pps — NakeTbl/c, off — BbIK/THOYEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (CoxpaHeHne HacTpoek)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HaCTQOﬁKa mel‘/'lnepa B HanpaB/ieHUU OT TOYKM AocCcTyna (AP’ A0 K/INEeHTa (STA):

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# shaper-mcast-tx
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# value X (rae X — makcumasibHasi CKOpoCTh B
KOUT/C NI NakeThbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# mode kbps (Bx/itoueHmne wennepa.
Bo3moxHble 3HaveHus: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

HacTtpoiika orpaHMYeHUst HeM3BEeCTHOIo TpadmKa

HaCTQOﬁKa Luel‘/’lnepa B HarnpaB/1€HUN OT TOYKU O0CTYyMNAa (AP) A0 K/INeHTa (STA):

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# shaper-unknown-ucast-tx
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# value X (rge X — makcvmvasibHas
CKOPOCTb B KOGUT/C UM NakeTbl/C)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# mode kbps (Bx/1t0ueHve
Lwerinepa. BoamoxHble 3HavyeHusi: kbps — KGUT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)
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HaCTPOﬁKa orpaHun4yeHusa HeM3BeCTHOIo Tpaq)I/IKa

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# shaper-unknown-ucast-rx
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-rx:# value X (rge X — makcvmasnibHas
CKOPOCTb B KOUT/C UM NaKeTbl/C)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-rx:# mode kbps (BktoueHve
werinepa. BoamoxHble 3HaveHusi: kbps — kouT/c, pps — nakeTbl/C, off — BbIK/1HOYEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-rx:# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

OrpaHu4yeHue KosimyecTBa KJIMEHTOB

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# sta-limit X (rge X — makcvumasribHO JOMyCTUMOE YNCTI0
NOAK/IYaeMbIX K 6€CNPOBOAHON CETU KNIMEHTCKUX YCTPOICTB. [JOCTYNHO TO/IbKO B pEXMUME
yCTPONCTBa ap-pmp)

BknioyeHue nsonsayunum KNNeHToB

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# station-isolation true (Bxk/1t0ueHve nsonsaumy Tpaduka
MeXAay NoAKNHYEeHHbIMK YCcTpolicTBamu. Ans oTknoveHus seeante false. [JoOCTyNHO TONbKO B peXxume
YCTPOCTBa ap-pmp)

HacTtpoiika KoHTpona goctyna rno MAC

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# acl

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/acl# mode local (Bbi60p pexvmva local — nposepka MAC-
a/pecoB Mo CMMCKY Ha YCTPOCTBE)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/acl# mac
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXX —
MAC-afpec yCcTpoiicTBa, KOTOPOMY HEOOXOAMMO pa3peLlnTb/3anpeTnTb AoCTyn. 19 yaganeHns agpeca 13
crnvcka ncnonb3yinte komaHay del)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/acl/mac# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/acl# policy allow (BbI60p nonmTrkn. Bo3moxHbIe 3HaUYeHNs:
allow — paspeLuaTb NoAK/IOYEHNE TONBKO TEM yCTpOcTBaM, MAC-agpeca KOTOPbIX COAEPXaTCs B CMUCKE;
deny — 3anpeliarb NoAk/tOUEeHMe ycTpoincTBam, MAC-apeca KOTOpbIX CoOAepXaTcsl B Cnucke. 3HaYeHne
Nno ymosiHaHuto: deny)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/acl# enable true (Bx/toueHne koHTpons goctyna rno MAC. [ins
oTK/o4YeHns Beeaute false)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/acl# save (coxpaHeHne HacTpoek)
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HacTpolika KOHTponsa goctyna no MAC yepe3 RADIUS-cepBep

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# acl

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/acll# mode radius (Bbi60p pexvma radius — nposepka MAC-
aapecos yepes RADIUS-cepBep)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/acl# policy allow (BbI60p NONUTHKN. BO3MOXHbIE 3HAYEHUS:
allow — paspeliatb NOAKHUYEHNE TO/TLKO TEM K/IMEHTaM, KOTOPbIX 0406pu1 RADIUS-cepBep;

deny — 3anpeLlaTb NOAK/IOHYEHNE K/TMEHTAM, KOTOPbIX 0406pwu1 RADIUS-cepBep. 3HadeHne no
ymorsiyaHuio: deny)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/acl# enable true (Bk/1t0ueHne KOHTPOAS AocTyna rno MAC
yepes RADIUS-cepsep. 19 oTkNtoueHns seeauTe false)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/acl# exit

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/# radius
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# domain root (rae root — OMeH nosb3oBaTesis)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec
RADIUS-cepBepa)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# auth-port X (rze X — nopt RADIUS-cepBepa,
KOTOPbI MCnonb3yeTcsa Ansa ayteHTudmkaumm n astopmsaguu. Mo ymonyaHumio: 1812)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# auth-password secret (rz1e secret — naponb g/
RADIUS-cepBepa, MCMosib3yeMOro A1 ayTeHTUMKaLUMm 1 asTopusaumnmn)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-enable true (Bk/1l0ueHMe OTNPaBKn COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNnosb3yeMoro A/1s1 akkayHTUHra)

WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-password secret (rze secret — naponb g1
RADIUS-cepBepa, UCMOosIb3yeMOro /19 akkayHTUHra)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-periodic true (Bk/1104eHnE Neprnoanyeckon
OTNpaBKM co0bLeHNI «Accounting» Ha RADIUS-cepBep. No ymonuyanuio: false)
WOP-3ax-LR6(config):/interface/wlan0/wlan0/ap/radius# acct-interval 600 (nHTepBas OTNpPaBKky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/radius# save (coxpaHeHVe HacTpPOeK)

LR6
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MannuHr VLAN

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# vlan-mapping
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping# rule
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# add namel (rze namel — 1va npasuia
Mannuura. ns yaaneHusi npasunia ncnosbayiite komaHay del)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# namel
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# eth-vlan-id X (rze X — VLAN ID B
Ethernet)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# eth-priority X (rge X — npuopuret
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecn npuopuTteT auto uim He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCSA UCXOAHbIN)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# wlan-vlan-id X (rge X — VLAN ID BO
WLAN)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# wlan-priority X (roe X —
nproputet 802.1p npn nepegade Bo WLAN. Bo3aMOXxHble 3Ha4YeHus: 0-7, auto. ECNv npuopuTeT auto nam He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping# enable true (BktoueHve vlan-mapping. [ng
oTKNtoveHns seegute false)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping# save (CoxpaHeHne HacTpoek)

© B koHdurypaumm vian-mapping ecTb npefycraHoBneHHoe npasuno — default-rule. OHo ucnonb3yeTcs
ons nsmeHeHna npuoputeta 802.1p 1 ouepean WMM Bcex naketos, Homep VLAN KOTOpbIX He
noaxoAuT Noj 3adaHHble Nosib3oBaTesiemM npasunia.

HacTtpoiika default-rule

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# vlan-mapping
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping# default-rule
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# eth-priority X (rae X — npuopurter
802.1p npu nepepaye B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecnam npuoputeT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNONb30BaTbCS UCXOAHbIN)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wlan-priority X (rae X —
npuoputet 802.1p npu nepegade Bo WLAN. Bo3aMOXxHble 3Ha4YeHus: 0-7, auto. ECnv npuopuTeT auto nam He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNONb30BaTbCS UCXOAHbIN)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wmm-queue X (r2e X — o4epesb
WMM g1 gaHHoro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepesb auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaM3npoBaTbcs npuoputeT DSCP B nakeTe)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# enable true (Bx/t0ueHne default-
rule. na otknoveHus seeaute false)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# save (coxpaHeHve HacTpoek)

102



PyKOBOZACTBO No akcniyaTtaumy WOP-3ax-LR6

Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# mac-priority
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority# rule
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule# add namel (rze namel — rva npasuia
npuoputnsauumn no MAC. [1na yaaneHns npaesusia ncnosnbayiite komaHay del)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule# namel
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aipec UCTOYHMKA Unn KnueHTa (STA) (noapobHee o0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Uan ero 3HadeHune AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
MCMOoJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rgoe
XXXXXX:XX:XX: XX — MAC-aapec nonyyatenst uam knnenTa (STA (nogpobHee o HacTpoiike MAC-apecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Uan ero 3HadeHune AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
NCMOJ/Ib30BaTbCS NPV NPOBEPKE HA COBNAaAEHMS)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# wlan-priority X (roe X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3amoXHble 3Ha4YeHus: 0-7, auto. ECnn npruopuTeT auto nam He onpeaeneH
B JAaHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# eth-priority X (rae X — npuoputet
802.1p npu nepepaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecam npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority# enable true (Bk/1toueHVie mac-priority. 15
oTKNtoveHns seegute false)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority# save (CoxpaHeHVe HacTpoek)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamm(a

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# mac-priority
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority# rule
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule# add namel (rze namel — vma npasuia
npuoputusauumn no MAC. [1na yaaneHns npasusia ncnosnbayiite komaHay del)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule# namel
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aipec UCTOUHMKA Unn KnueHTa (STA) (moapobHee 0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Uan ero 3HadeHune AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
NCMOJ/Ib30BaTbCS NPV NPOBEPKE HA COBNAaAEHMS)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (roe
XXXXXX:XX:XX: XX — MAC-agpec nonyyatenst uiam knunenTa (STA) (nogpobHee 0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Uan ero 3HaudeHune AB/sieTCs NycToi CTPOKOM, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# wmm-queue X (rae X — ouepeb
WMM a5 gaHHoro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaM3npoBaTbcs npuopuTeT DSCP B NakeTe)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority/rule# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority# enable true (Bk/1toueHVie mac-priority. [na
oTKNtoveHns seeaute false)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/mac-priority# save (CoxpaHeHVe HacTpoek)

—

—
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© [1ns nakeToB, MayLLMX NO HanpasneHuio oT Touku gocTyna (AP) K knneHTy (STA), napameTp src-mac —
MAC-agpec nctouHuka, dst-mac — MAC-agpec knneHTa (STA).
[N nakeToB, AyLWMX Mo HanpasneHuto ot knneHTa (STA) k Touke gocTtyna (AP), napametp src-mac —
MAC-agpec knuneHTa (STA), dst-mac — MAC-agpec nonyyarens.

MpuopuTtnsauyusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# ip-priority
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority# rule
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule# add namel (rge namel — ums npasuia
npuoputusauun no IP. 19 yaaneHns npaBuia ncnob3yiite komaHay del)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule# namel
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# src-ip X.X.X.X (rge X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNn ero 3HaYeHne SBASIETCS NYCTOM CTPOKOW, TO OH He GyaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nonyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# wlan-priority X (ra1e X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3MOXHble 3Ha4eHus: 0-7, auto. ECn NpyuopmuTeT auto A He onpeaeseH
B JAaHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# eth-priority X (rae X — npuoputet
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecan npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority# enable true (Bk/1toueHue ip-priority. [Ana
oTKNtoveHns seegute false)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority# save (coxpaHeHvie HacTpoek)

HaCTQOVIKa npaswuaa ana HETermpoBaHHOro Tpamvma

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# ip-priority
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority# rule
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule# add namel (rge namel — ums npasuia
npuoputusauun no IP. 9 yaaneHns npaBuia ncnosb3yiite komaHay del)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule# namel
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# src-ip X.X.X.X (rge X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNKn ero 3Ha4YeHne ABASIETCS NYCTOM CTPOKOW, TO OH He ByaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nosyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# wmm-queue X (rge X — ouepesb WMM
AN gaHHOro npasuia. Bo3amoxHble 3HaueHus: bk, be, vi, vo, autoe. Ec/in ouepep auto He onpeaeneHa B
[AHHOM onumn, To OyaeT aHa/IM3MpoBaTbCcs npuopuTeT DSCP B nakete)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority/rule# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority# enable true (Bk/toueHue ip-priority. [1n4
oTKNtoveHns seeauTte false)

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/ip-priority# save (coxpaHeHvie HacTpoek)

—

—
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© Ecnv naket nonagaet 04HOBPEMEHHO nog 6onee Yyem oamH 13 TMnos npasun Vlan-Mapping, MAC-
Priority n IP-Priority, To peweHune o npucsoeHun npuoputeta 802.1P 6yaeT NpuHATO Ha OCHOBeE Priority-
Order — npuoputeTa Tvna npasun, rage 1 — MUHUMasbHbIN npuopuTeT, 100 — MakcMManbHbIl
npuopuTeT.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamebicLumia Priority-Order.

MopsaaoK npuopuTUsaLmm

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# priority-order
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/priority-order# mac X (rge X — npyoputeT faHHOoro npasusia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputeT MMeeT 3HaueHune 100)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/priority-order# ip X (rae X — npvoputeT gaHHoro npasuia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputet nMeeT 3HaueHune 100)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/priority-order# vlan X (rae X — npruopuTeT AaHHOro rnpasusia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii npuoputet nMeeT 3HaueHune 100)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/priority-order# save (coxpaHeHvie HacTpoek)
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8.5.3 HacTtpoiiku cetn ans knmeHta (STA)

© B pexume ycTpoiicTsa sta 40CTyNHa HACTpOiika HECKOMbKMX Npodunell NoAKNUeHNs K Touke focTyna
(AP). MakcumasibHO MOXXHO HACTPOWTL 8 Npochuneil.

HacTtpoiika knueHTta (STA) c OWE

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# wlan0

WOP-3ax-LR6(config):/interface/wlan0# wlan

WOP-3ax-LR6(config):/interface/wlan0/wlan# mode sta (BLI00p pexvmva ycTporcTea)
WOP-3ax-LR6(config):/interface/wlan0/wlan# sta

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# connection-profile
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile# profile
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npodunb. profilel — nms npodonns nogktoyueHnsa K AP. Ana yaaneHnsa npogunsa NCnonb3ynte KomaHay
del)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# enable true (k104N TH
npodonnb)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# ssid WOP-3ax-LR6
(n3meHeHune nmvenun SSID)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# security-mode

OWE (pexkum wndpoBaHmsi OWE — LiMdopoBaHHOE coefHeHne 6e3 BBoAa naposis. B Takom pexume
CMOTYT NOAKMOYNUTLCA TOMbKO KNneHTbl Wi-Fi 6)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# priority X (rae X —
npuopuTeT npodunnsa. Onpeaenset ouepegHoOCTb MCMONb30BaHMA Npodiunein. BoamoxHble 3HaueHus: 0-7.
BbicLunii npropuTeT UMeeT 3HaveHue 7. Mpu NoaKAYEHUN KNNeHT (STA) byaeT ncnonb3oBatb NPodunsb C
HaMBbICLLUMM MPUOPUTETOM B NEPBYIO oYepeab)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# save (coxpaHeHune
HacTpoek)

—_— oo ===
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HacTtpoiika knueHTa (STA) ¢ pexxumom 6e3onacHocTu WPA-Personal

WOP-3ax-LR6
WOP-3ax-LR6
WOP-3ax-LR6
WOP-3ax-LR6
WOP-3ax-LR6
WOP-3ax-LR6

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI00p pexvmva ycTponcTea)
config):/interface/wlan0/wlan# sta

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# connection-profile
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile# profile
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npocunb. profilel — ms npodonns noaxtoueHns K AP. Insa yaaneHus npogunns NCnonb3ynTe KomaHay
del)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bk1t0UUTL
npodonnb)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# ssid WOP-3ax-LR6 (
n3MmeHeHne nmenu SSID)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# security-mode WPA3 (
pexum wndgposaHmss — WPA3)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# key-wpa password123 (
rae password123 — K4/naposib, HE0OX0AMMBbIA A1 NOAKNHYEHNST K 6ECMPOBOAHON ceTu. [/iMHa Kioua
[0/HKHA COCTaB/ISATb OT 8 /10 63 CUMBOJI0B)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# priority X (rge X —
npuoputet npodunns. OnpeaensietT ouepeaHOCTb NCNONb30BaHUS Npodunein. BosamoxHble 3Ha4eHus: 0-7.
BbicLunin NpuopuTEeT UMEET 3Ha4YeHure 7. Mpu NoAKIUYEHNN KNNEHT (STA) ByaeT Ucnosib3oBaTb NPodn/b C
HaUBbICLLM NPUOPUTETOM B NEPBYHO OYEPE/b)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# save (coxpaHeHune
HaCTpoeK)

—~ e~ A~~~ ~
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HacTpolika knueHTa (STA) ¢ Enterprise-aBTOopu3sauueit

WOP-3ax-LR6
WOP-3ax-LR6
WOP-3ax-LR6
WOP-3ax-LR6
WOP-3ax-LR6
WOP-3ax-LR6

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI00p pexvmva ycTponcTea)
config):/interface/wlan0/wlan# sta

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# connection-profile
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile# profile
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npocunb. profilel — ms npodonns noaxtoueHns K AP. Insa yaaneHus npogunns NCnonb3ynTe KomaHay
del)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bk1t0UUTL
npodonnb)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# ssid WOP-3ax-LR6
(n3meHeHne nmenn SSID)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# security-mode
WPA3_1X (pexum wndopoBaHusa — WPA3-Enterprise)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# radius
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius#

username user (rie user — JI0rMH, HEOOXOAMMBI A1 aBTopM3aumn Ha RADIUS-cepBepe)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius#

password password (rae password — k/1t04/naposb, He06XxoaMMbIA ANA aBTopm3aummn Ha RADIUS-cepepe)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# priority X (rge X —
npuoputet npodunns. OnpeaensietT ouepeaHOCTb NCNONb30BaHUSA Npodunein. BosamoxHble 3Ha4eHus: 0-7.
BbicLUnin NpMopuUTET UMEET 3Ha4YeHure 7. Mpu NoAKIUYEHNN KNNEHT (STA) ByaeT Ucnosib3oBaTb NPodn/b C
HaUBbICLLM NPUOPUTETOM B NEPBYHO OYEpPE/b)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius# save (coxpaHeHne
HaCTpoeK)

—~ e~ A~~~ —
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8.5.4 [lononHuTtenbHble HACTPOVikM Anst knneHTa (STA)

Ha3HaueHue VLAN-ID

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# vlan-id X (rge X — Homep VLAN-ID )

BkntoueHune VLAN trunk

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# vlan-trunk true (BktoueHne VLAN Trunk. 19 oTk/IO4EHNA
BeeauTe false)

BknroueHune General VLAN

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# general-vlan-mode true (Bx/itoueHne General VLAN Ha SSID.
[na otknoveHus seegute false)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# general-vlan-id X (rge X — Homep General VLAN)

BkntoueHne MVR

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# mvr-enable true (BxtoueHne MVR. 115 OTK/IHOUEHNA
BBeguTe false)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# mvr-vlan-id X (rae X — Homep VLAN ansa Multicast-Tpacomka)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# mvr-vlan-priority X (rae X — npuoputet 802.1p ans IGMP-
naketoB OT Ethernet-yCTpoIiCcTB, HAXOAALMXCA 3@ KIMEHTOM (STA). BO3MOXHbIE 3HAYeHNst: 0-7)

HasHauyeHue VLAN-ID 802.1p

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# vlan-priority X (rae X — npvoputet 802.1p,
nprvcBanBaeMblil NakeTam, Ha KoTopble HaBelunBaeTcsa MmeTka VLAN npu nomowm yHkumoHana VLAN-ID
nnv General VLAN. BO3MOXHbIe 3HaueHus: 0-7, auto. 3Ha4YeHMe No yMoN4aHuo: auto)

Bbi6op cnoco6a npuoputmusaumu

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# priority-by-dscp false (aHani13 nproputera ns nons CoS
(Class of Service) TermpoBaHHbIX MakeToB. 3Ha4YeHne No yMo4aHuio: true. B aTom cnyvyae aHanimsnpyeTtcs
npuopuTteT U3 nona DSCP 3aronoBka IP-naketa)
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HacTpolika orpaHu4eHnsi CKOpocTu

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# shaper-tx

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-tx# value X (rge X — makcumasibHas CKOpoCTb B KOUT/
C WU NaKeThbI/C)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-tx# mode kbps (Bk/1t0ueHne weinepa. BoamoxHsie
3HaueHus:: kbps — KGUT/cC, pps — nakeTbl/c, off — BbIK/THOHYEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-tx# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# save (coxpaHeHVe HacTpoek)

HacTpolika weiinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# shaper-rx

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-rx# value X (rge X — makcumasibHasi CKOpoCThb B KOUT/
C WU NaKeThbI/C)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-rx# mode kbps (Bk/itoueHne weinepa. BoamoxHble
3HayeHus: kbps — KGUT/c, pps — NakeTbl/C, off — BbIK/IHOUYEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-rx# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMuYeHns LULMPOKOBeLLaTeIbHOro Tpadmka

HacTpolika weiinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# shaper-bcast-rx

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rge X — MakcumvasibHas CKOpoCcTh B
KOUT/C NI NakeThbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (Bx/1t0ueHve Wwelinepa.
Bo3moxHble 3HaveHus: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HacTpolika wevinepa B HanpaBaeHUU OT KAneHTa (STA) o Touku goctyna (AP):
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# shaper-bcast-tx

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rge X — MakcumvasibHas CKOpoCTh B
KOUT/C NI NakeThbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (Bx/1t0ueHve Wwelinepa.
Bo3moxHble 3HaveHus: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# save (CoxpaHeHve HacTpoek)
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HacTpoiika orpaHnyeHusi MHOroagpecHoro Tpacguka

HacTpolika weiinepa B HanpaBaeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# shaper-mcast-rx
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# value X (rge X — maxkcumasibHasi CKOpOCThb
B KOUT/C nnn NakeTbl/c)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# mode kbps (Bx/1t0ueHve Wwelinepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/cC, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-mcast-rxi# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMuYeHnUsi HeU3BEeCTHOro TpadmKa

HaCTQOﬁKa mel‘/'lnepa B HanpaB/ieHUU OT K/IneHTa QSTA[ A0 TOYKU AOoCTYyNna !AP':

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# shaper-unknown-ucast-tx
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# value X (rae X — makcumansHas
CKOPOCTb B KOUT/C UM NakeTbl/C)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# mode kbps (Bk/1t0ueHne
Wwerinepa. BoamoxHble 3HavyeHus: kbps — KOuT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HacTtpoiika orpaHMYeHUst HeM3BEeCTHOro Tpadmka

HaCTQOﬁKa Luel‘/’lnepa B HarnpaB/1€HUN OT TOYKU O0CTYyMNAa (AP) A0 K/INeHTa (STA):

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# shaper-unknown-ucast-rx
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-rx:# value X (rae X — makcumanbHas
CKOPOCTb B KOGUT/C UM NakeTbl/C)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-rx:# mode kbps (sx/1t0ueHne
werinepa. BoamoxHble 3HaveHusi: kbps — KOUT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-rx:# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# save (CoxpaHeHve HacTpoek)

HaCTpOVIKa BCTPEYHOro yCTpOVICTBa BbINOJ/THAETCA aHa/TOTNYHO.

YBenuueHne MTU Ha nHTepcpencax

WOP-3ax-LR6(config):/interface# eth0

WOP-3ax-LR6(config):/interface/ethO# common

WOP-3ax-LR6(config):/interface/ethO/common# mtu X (rge X — 3HauveHne MTU. MakcumasibHoe 3HavyeHue
2400)

WOP-3ax-LR6(config):/interface/ethO/commont# exit

WOP-3ax-LR6(config):/interface/ethO# exit

WOP-3ax-LR6(config):/interface# wlan0

WOP-3ax-LR6(config):/interface/wlan0# common

WOP-3ax-LR6(config):/interface/wlan0/common# mtu X (rge X — 3HaueHne MTU. MakcrmasibHoe 3HaveHune
2400)

WOP-3ax-LR6(config):/interface/wlan0/common# save (CoxpaHeHve HacTpoek)
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MannuHr VLAN

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# vlan-mapping
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping# rule
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# add namel (rae namel — nmsa npasuna
Mannuura. ns yaaneHusi npasunia ncnosbayiite komaHay del)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# namel
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# eth-vlan-id X (rgqe X — VLAN ID B
Ethernet)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# eth-priority X (rae X — npuoputer
802.1p npu nepegaue B Ethernet. Bo3amoxHble 3HaueHust: 0-7, auto. Ecm npuopuTteT auto uim He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCSA UCXOAHbIN)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# wlan-vlan-id X (rge X — VLAN ID
BO WLAN)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# wlan-priority X (rze X —
nproputet 802.1p npn nepegade Bo WLAN. Bo3aMOXxHble 3Ha4YeHus: 0-7, auto. ECNv npuopuTeT auto nam He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping# enable true (Bk/1t0ueHve vlan-mapping. [Ana
oTKNtoveHns seegute false)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/vlan-mapping# save (coxpaHeHVe HacTpOoek)

© B koHurypauum vlan-mapping ecTb npegyctaHoBieHHoe npasuno — default-rule. OHo Ucnonb3yeTcs
ansa n3meHeHus npuoputeta 802.1p n ouepean WMM Bcex naketos, Homep VLAN KOTOpbIX He
NoAXoAuT Nof 3aflaHHble NoNb3oBaresniem npasuna.

HacTtpoiika default-rule

WOP-3ax-LR6(config):/interface/wlan0/wlan/ap# vlan-mapping
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping# default-rule
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# eth-priority X (rze X — npuoputet
802.1p npu nepenaue B Ethernet. Bo3amMoxHble 3HaueHus: 0-7, auto. Ecnm npuopuTteT auto uim He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOb30BaTbCSA UCXOAHbIN)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wlan-priority X (roe X —
npuoputet 802.1p npu nepegade Bo WLAN. Bo3aMoxHble 3Ha4YeHuMs: 0-7, auto. ECNv npuopuTeT auto nam He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOb30BaTbCSA UCXOAHbIN)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wmm-queue X (rze X — ouepesb
WMM a5 gaHHoro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yAeT aHaM3npoBaTbcs NpuopuTeT DSCP B NakeTe)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# enable true (Bi/1toueHve default-
rule. na oTknoveHus seegute false)
WOP-3ax-LR6(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# save (coxpaHeHne HacTpoek)
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Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# mac-priority
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority# rule
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule# add namel (rae namel — nmsa npasuna
npuoputnsauumn no MAC. [1na yaaneHns npaesusia ncnosnbayiite komaHay del)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule# namel
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX:XX — MAC-afipec UCTOUHMKA UK ToUKM aocTtyna (AP) (nogpobHee 0 HacTpoiike MAC-apecoB
B Mojickaske HXke). Eciv napameTp He 3aaaH, Wan ero 3HauyeHue sIBNSIeETCA MNyCTON CTPOKOW, TO OH He
OGyaeT NCnonb30oBaTbCA NPV MPOBEPKE HA COBNAAeHUS)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aapec nonyyartensi uam Toukm goctyna (AP) (moapobHee o HacTpoiike MAC-
a/IpecoB B MOACKAa3Ke HMXe). Ecriv napameTp He 3aJaH, Uin ero 3HavyeHue sIBNSETCS MyCTON CTPOKOWA, TO
OH He OyaeT UCnosib30BaTbCs NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# wlan-priority X (rze X — npunoputet
802.1p npu nepegadve Bo WLAN. Bo3amoXHble 3Ha4YeHus: 0-7, auto. ECnn npruopuTeT auto nam He onpeaeneH
B JAaHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# eth-priority X (roe X — nproputet
802.1p npu nepepaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecam npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority# enable true (Bk/1toueHvie mac-priority. 15
oTKNtoveHns seegute false)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority# save (coxpaHeHVe HacTpOek)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamm(a

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# mac-priority
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority# rule
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule# add namel (rae namel — nmsa npasuna
npuoputusauumn no MAC. [1na yaaneHns npasusia ncnosnbayiite komaHay del)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule# namel
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-apec CTOYHMKA MK ToUKK AocTyna AP (moapobHee 0 HacTpolike MAC-aapecoB
B Mojicka3Ke HXke). Eciv napameTp He 3aaaH, v ero 3HauyeHue sIBNSIETCA MNyCTON CTPOKOW, TO OH He
OGyaeT Ncnonb30BaTbCA NPV MPOBEPKE HA COBNAAEHUS)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aapec nonyyartesnisi UM TOUKM AocTyna AP (nogpo6Hee o HacTpolike MAC-aapecoB
B Mojicka3Ke HXke). Eciv napameTp He 3aaaH, v ero 3HauyeHue sIBNSIETCA MNyCTON CTPOKOW, TO OH He
6yaeT Ncnonb30oBaTbCA NPY MPOBEPKE HA COBNAAEHUS)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# wmm-queue X (rze X — ouepe/b
WMM a5 gaHHOro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaM3npoBaTbcs npuopuTeT DSCP B NakeTe)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority/rule# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority# enable true (Bk/1toueHvie mac-priority. 15
oTKNtoveHns seeaute false)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/mac-priority# save (CoxpaHeHVe HacTpOek)

—

—
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© [1ns nakeToB, MayLLMX N0 HanpasneHuio oT Touku gocTyna (AP) K knneHTy (STA), napameTp src-mac —
MAC-aapec Touku goctyna (AP), dst-mac — MAC-agpec nonyyatens.
[nsi nakeToB, MAYLWMX MO HanpaeneHuto ot knameHTa (STA) k Touke goctyna (AP), napameTtp src-mac —
MAC-agpec nctouHuka, dst-mac — MAC-agpec Toukun goctyna (AP).

MpuopuTtnsauyusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# ip-priority
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority# rule
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule# add namel (rge namel — ums npasuia
npuoputusauun no IP. 19 yaaneHns npaBuia ncnob3yiite komaHay del)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule# namel
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# src-ip X.X.X.X (rae X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNn ero 3HaYeHne SBASIETCS NYCTOM CTPOKOW, TO OH He GyaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# dst-ip X.X.X.X (rae X.X.X.X — IP-agpec
nonyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# wlan-priority X (rge X — npuopuret
802.1p npu nepegadve Bo WLAN. Bo3amMOXHble 3Ha4eHus: 0-7, auto. ECn NpUopUTET auto UM He onpeaeseH
B JAaHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# eth-priority X (rze X — npnoputet
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecn npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority# enable true (Bk/toueHne ip-priority. na
oTKNtoveHns seegute false)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority# save (coxpaHeHvie HacTpoek)

HaCTQOVIKa npaswuaa ana HETermpoBaHHOro Tpamvma

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# ip-priority
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority# rule
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule# add namel (rge namel — ums npasuia
npuoputusauun no IP. 9 yaaneHns npaBuia ncnosb3yiite komaHay del)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule# namel
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# src-ip X.X.X.X (rae X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNKn ero 3Ha4YeHne ABASIETCS NYCTOM CTPOKOW, TO OH He ByaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# dst-ip X.X.X.X (rze X.X.X.X — IP-agpec
nosyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# wmm-queue X (rze X — ouepeb
WMM a5 gaHHoro npaswuna. BoamoxHble 3HaveHust: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaIM3npoBaTbcs npuoputeT DSCP B NakeTe)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority/rule# exit
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority# enable true (Bk/1toueHue ip-priority. [na
oTKNtoveHns seeaute false)

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/ip-priority# save (coxpaHeHVie HacTpoek)

—

—
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© Ecnv naket nonagaet 04HOBPEMEHHO nog 6onee Yyem oamH 13 TMnos npasun Vlan-Mapping, MAC-
Priority n IP-Priority, To peweHune o npucsoeHun npuoputeta 802.1P 6yaeT NpuHATO Ha OCHOBeE Priority-
Order — npuopuTeTa TMna npasun, rae 1 — MUHUMasTbHbIN NpuopuTeT, 100 — MakCcUMasibHbIi
npuopuTeT.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamebicLumia Priority-Order.

MopsaaoK npuopuTUsaLmm

WOP-3ax-LR6(config):/interface/wlan0/wlan/sta# priority-order
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/priority-order# mac X (rae X — npropuTeT gaHHoro npasuia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputet nMeeT 3HaueHune 100)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/priority-order# ip X (rae X — npuoputeT gaHHoro npasuia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii npuoputet nMeeT 3HaueHune 100)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/priority-order# vlan X (rge X — npyoputeT faHHOro npasusia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputet nMeeT 3HaueHune 100)
WOP-3ax-LR6(config):/interface/wlan0/wlan/sta/priority-order# save (coxpaHeHvie HacTpoek)

8.6 Hactpolika LoopBack Detection

© Hacrpoiika hyHKLMOHaNA AOCTYNHA TOMLKO B PEeXMMe YCTpoiicTea sta.

€ B cnyuae o6HapyXeHUS NET/IM HA HUKECTOSILLEM 060pyA0BaHUM, YCTPONCTBO GrokupyeT Ethernet-
NHTEepdeinc Ha 3aaHHoe B KOHMrypauumn spemsi.

Ecnu coyHKUMOHAN BKOYEH, TO KNneHT (STA) npoBepsieT Hanmnume neTeslb Ha HUXKECTOosILLEM 060pyA0BaHUN U,
B C/lyyae ux obHapyxeHus, 6nokunpyeT Ethernet-nHrepdeiic Ha 3agaHHoe B KOHMrypauumn ycTpoincTea BpeMS.
Hanmune netesnb NnpoBepseTcs ¢ NOMOLLbIO OTNPaBky creymasibHbiX naketos B LAN-ceTb ¢ agpecom
HasHauyeHus ¢f:00:00:00:00:00.

HacTpoliika LoopBack Detection

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# loopback-detection

WOP-3ax-LR6(config):/loopback-detection# interval X (rae X — vHTepBasn BpemeHy Mex/y OTnpasKoii
NakeToB OGHapPYXXeHWA NETIN)

WOP-3ax-LR6(config):/loopback-detection# recovery-timer X (rie X — Bpewms, B TeueHne koToporo Ethernet-
NHTepderic byaet 3ab/10KMpPOBaH)

WOP-3ax-LR6(config):/loopback-detection# vlan-id X (rae X — meTka VLAN ID, koTopas 6yaeT HaBeluvBaTbLCA
Ha NPoBepPOoYHbIe NakeTbl. BO3MOXHbIE 3Ha4YeHUst: 0-4094)

WOP-3ax-LR6(config):/loopback-detection# enabled true (BxtoueHne LoopBack Detection. [1/19 OTk/IH04EHMA
BeeguTe false)

WOP-3ax-LR6(config):/loopback-detection# save (coxpaHeHne HacTpoek)

115



PykoBoacTBo no akcnayatauum WOP-3ax-LR6

8.7 HacTtpolika BPDU-thmnnetpa

HacTtpoiika dounbtpauymmn BPDU-nakeToB AnAa uHtepceiica wlan0

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# wlan0

WOP-3ax-LR6(config):/interface/wlan0# common

WOP-3ax-LR6(config):/interface/wlan0/common# bpdu-filter true (Bx/1t0ueHne BPDU. 17151 OTK/IHOHEHNSA
BBeauTe false)

WOP-3ax-LR6(config):/interface/wlan0/common# save (coxpaHeHve HacTpoek)

HacTtpoiika domnsrpaumm BPDU-nakeToB AnA uHtepdeiica etho

WOP-3ax-LR6
WOP-3ax-LR6

root):/# configure

config):/# interface

WOP-3ax-LR6(config):/interface# eth0

WOP-3ax-LR6(config):/interface/ethO# common

WOP-3ax-LR6(config):/interface/eth0/commont# bpdu-filter true (Bx/1t0ueHvie BPDU. N5 OTKIHOYEHNS
BeeauTe false)

WOP-3ax-LR6(config):/interface/eth0/common# save (coxpaHeHne HacTpoek)

—~ e~~~

8.8 OrpaHnueHune konnyectsa usydeHHolx MAC-agpecoB

OrpaHuyeHune KonnmyecTBa U3yyeHHbIX MAC-agpecoB

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# mac-learning

WOP-3ax-LR6(config):/mac-learning# enabled true (true — BK/IlOUEHVE OrpaHUyYeHNsA KONMYeCcTBa U3yYeHHbIX
MAC agpecos. o ymonyaHuto: false)

WOP-3ax-LR6(config):/mac-learning# mac-learning-limt X (rge X — rio6asibHoe orpaHuyeHve ymucna MAC-
afapecoB (Wi-Fi + Ethernet). Bo3MOXHbIe 3Ha4eHust: 1-2048. o ymonyaHuio: 2048, He pekoMeHayeTcs
MEHSTh)

WOP-3ax-LR6(config):/mac-learning# wifi-mac-learning-limit X (rne X — orpaHuyeHve yncna MAC-agpecoB
CO CTOPOHBbI Wi-Fi. BO3MOXHble 3HauYeHus: 1-2048. Mo ymon4yaHuto: 2048)
WOP-3ax-LR6(config):/mac-learning# eth-mac-learning-limit X (rne X — orpaHuyeHve uncna MAC-agpecos
CO CTOPOHbI Ethernet. Bo3MoOXHble 3HaueHus: 1-2048. Mo ymonyaHuio: 2048)
WOP-3ax-LR6(config):/mac-learning# drop-unknown-unicast-src true (Bk/1l0ueHVe 3anpeTa nepegaqn
Tpadmka oT yCTPOonCTB, MAC-agpeca KOTOpbIX Obl/IN HE N3y4YeHbl 13-3a NPEBbLILLEHUS Kakoro-nmoo
orpaHnyeHns nsyveHHbix MAC-agpecoB. Anda oTkioyeHnsa seeuTe false)
WOP-3ax-LR6(config):/mac-learning# drop-unknown-unicast true (Bk/1l0ueHVe 3anpeta nepegayvv tpaguka
Ha Heunsy4deHHble MAC-agpeca (TosbKo unicast). Ana oTkaoyeHnsa seeguTte false)
WOP-3ax-LR6(config):/mac-learning# save (CoxpaHeHVe HacTpoek)
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8.9 WV3meHeHune pasmepa MTU Ha nHtepdheicax

HacTpoiika BCTpeYHOro yCTpOoCTBa BbINO/HAETCS aHa10MM4YHO.

N3meHeHue pasmepa MTU Ha uHTepdeiicax

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# eth0

WOP-3ax-LR6(config):/interface/eth0# common

WOP-3ax-LR6(config):/interface/ethO/common# mtu X (rge X — pasmvep MTU B 6aiitax. Bo3MOxHbIe
3HayeHus: 68-2000. Mo ymonyaHumio: 1500)

WOP-3ax-LR6(config):/interface/eth0/commont# save (coxpaHeHne HacTpoek)

© 3Hauenve MTU Ha uHTepdpeiicax br0, nas0 BbiCTaBNSETCS aBTOMATNYECKM, B COOTBETCTBUM CO
3HayeHnem Ha eth0. 3HaveHne MTU Ha nHTepderice wlan0 comkcrpoBaHHoe 1 pasHo 2000.

8.10 CuctemHble HaCTPOWKM

8.10.1 O6HoBneHue MO ycTpoincTea

OGHoBneHue MO Touku goctyna no TFTP

WOP-3ax-LR6(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa><Ha3sBaHue chaiina NO> (nprvep:
firmware upload tftp 192.168.1.15 WOP-3ax-LR6-2.6.0_build_X.tar.gz)
WOP-3ax-LR6(root):/# firmware upgrade

O6HoBneHue MO Toukn goctyna no HTTP

WOP-3ax-LR6(root):/# firmware upload http <URL gna ckaunBaHus cpainna NO> (npumvep: firmware upload
https://eltex.ru/storage/upload_center/files/XX/WOP-3ax-LR6-2.6.0_build_X.tar.gz)
WOP-3ax-LR6(root):/# firmware upgrade

MepekntovyeHue Ha pe3epBHYIO0 Bepcuio MO Toukn goctyna
WOP-3ax-LR6(root):/# firmware switch
8.10.2 ¥YnpaBneHue KoHGUrypaumei ycTpoicTea

C6pocC KOHhUrypaumm ycTpoiicTeBa B AecOo/ITHOEe COCTOsIHUE Ge3 CoOXpaHeHUsi NapaMeTpoB
Joctyna

WOP-3ax-LR6(root):/# manage-config reset-to-default
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C6poc KOHhurypauymm ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB focTyna

WOP-3ax-LR6(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(pUrypaLMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WOP-3ax-LR6(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npvvep: manage-config
download tftp 192.168.1.15)

CkauaTtb KOH(hUrypaumoHHblii dhaiin yctpoiictea Ha cepeep/lNK uepes SCP

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:/etc/config/config.json config.json (npumep: scp
admin@192.168.1.15:/etc/config/config.json config.json. laHHasi koMaHAa BbiNonHAeTca Ha cepsepe/TK)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WOP-3ax-LR6(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue aiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-3ax-LR6(root):/# manage-config apply (npvveHeHne koHdurypawmn)
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8.10.3 KoHTpoOnb [OCTYMNHOCTU

KoHTponb gocTtynHocTu (ping watchdog) nossonsieT onpegenvts OTCYTCTBUE CBSIBHOCTU U Nepesarpy3untb
YCTPOWCTBO UMK ero nHTepdencobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npoucxoaut nepesanyck DHCP-kiveHTa Ha Tekywem WAN-uHTepdelice.

HacTpoliika ping watchdog

WOP-3ax-LR6(config):/ping-watchdog# enable true (true — Bk/IlOUEHVE KOHTPO/IA AOCTYNHOCTU. 10
ymosnuaHuio: false)

WOP-3ax-LR6(config):/ping-watchdog# host X.X.X.X (X.X.X.X — |P-azpec, kyga oyayT otnpasasatscs ICMP-
3anpochl)

WOP-3ax-LR6(config):/ping-watchdog# ping-interval X (r1e X — Bpems B cekyHaax, yepes kotopoe odyaet
otnpasneH ICMP-3anpoc nocne nosnyyeHuns ICMP-oTBeTa Wiv NPUHATUA pPeLLeHNst O TOM, YTO NpeablayLLnii
ICMP-3anpoc okasasics HeygayuHbIM. Bo3MOXHble 3HavyeHus: 1-86400. Mo ymonyaHuio: 300)
WOP-3ax-LR6(config):/ping-watchdog# startup-delay X (rae X — Bpems B cekyHax nocsie BKIYeHns
YCTpPOWCTBa UNn npeablayLlero cpabarbiBaHus, B TeHEHNE KOTOPOro KOHTPO/Ib AOCTYMHOCTU He ByaeT
pa6oTaTtb. Bo3aMOXHble 3Ha4YeHus: 60-86400. o ymonyaHmio: 300)

WOP-3ax-LR6(config):/ping-watchdog# ping-timeout X (rne X — Bpems B cekyHax, B TE4eHVe KOTOPOoro
oxuaaetcs ICMP-0TBET Ha OTnpaBeHHbI ICMP-3anpoc. Ecnn no nctevyeHnmn spemeHmn ICMP-0TBET He
nosy4eH, 1o ICMP-3anpoc cumMTaeTcs HeyaaduHbIM. Bo3MOXHble 3HavyeHus: 1-10. Mo ymonyaHuio: 1)
WOP-3ax-LR6(config):/ping-watchdog# max-retry X (r1e X — MakcumMasibHOe KONMM4ecTBo HeyaadHbix ICMP-
3anpocoB. Ec/iv konnuecTBo Heyaa4vHbIX ICMP-3anpocoB fOCTUraeT yKa3aHHOIo Y1C/a, TO BbIMNOJTHAETCA
3aflaHHOoe aelicTBre. Bo3amMoXHble 3Ha4eHus: 1-86400. Mo ymonyaHuio: 3)
WOP-3ax-LR6(config):/ping-watchdog# action X (r4e X — geicTterie. BoamoxHble 3HaveHus: device-restart —
nepesarpyska yCTpoicTBa — B C/lydae HeOCTYNHOCTU 3aZlaHHOr0 ping-cepBepa nponsonaet
nepesarpyska ycTpoiicTa,; ethernet-restart — nepesanyck ethernet uHTepdeica — B cnyuae
HeLOCTYMNHOCTY 3aZlaHHOIO0 ping-cepBepa nponsonaeT nepesanyck Ethernet-nHtepdeica

yCTpoiicTBa; wireless-restart — nepesanyck 6ecnpoBoAHOro MHTepgenca — B criydyae HeAoCTYNMHOCTU
3a,aHHOro ping-cepsepa Npon3onaeT nepesanyck 6ecnpoBOHONO MHTepdieica ycTponcTea)
WOP-3ax-LR6((config):/ping-watchdog# save (coxpaHeHne HacTpoek)

8.10.4 TMepe3arpyska ycTpoiicTBa
KomaHaa ansa nepesarpysku ycTpoiictBa

WOP-3ax-LR6(root):/# reboot

KomaHpa Ansa oT/10)keHHOW nepesarpy3kn ycTpoucTea

WOP-3ax-LR6(root):/# reboot delay X (rge X — Bpems B cekyHAax, Yepe3 KOTopoe Npon3onaeT OT/IOKEHHAs
nepesarpyska ycTpoiicTsa. BoaMoXxHble 3HauyeHns: 0-86400)

KomaHga ans 3ansiaHMpoBaHHOI Nepesarpy3ku yCTpoiicTBa B Ha3Ha4YeHHOe BpeMst

WOP-3ax-LR6(root):/# reboot at hh:mm:ss (rae hh:mm:ss — Bpewms, B KOTOpoe npousonaert
3annaHMpoBaHHas nepesarpyska ycTpoincTea. Bo3aMoXHbIe 3Ha4eHns: hh:mm, hh:mm:ss)
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KomaHaa Ansi OoTMeHbl OT/IOKEHHOI nepe3arpysku yctpoiictea

WOP-3ax-LR6(root):/# reboot cancel

8.10.5 HacTtpolika pexuma ayTeHTMdnKaumm

YCTPOICTBO MMEET 3aBO/ICKYH0 YUETHYI0 3anunck admin ¢ naponem password. YianuTb AaHHYH YYETHYH
3annch HemMb3s. I3MeHUTb Naposib MOXHO C MOMOLLBI0 YKa3aHHbIX HKE KOMaH.

N3meHeHue napons AnsA yyeTHo 3anucu admin

WOP-3ax-LR6(root):/# configure
WOP-3ax-LR6(config):/# authentication
WOP-3ax-LR6(config):/authentication# admin-password <HoBbIi naponb A1 y4eTHoi 3anucu admin>

(0T 1 00 64 CMMBO/IOB, BK/IKOYAs NTATUHCKNE BYKBbI 1 LINGPBbI)
WOP-3ax-LR6(config):/authentication# save (coxpaHeHve HacTpoek)

MimeeTcs BO3MOXHOCTb cO34aTb AOMNOMHUTENbHbIX NO/Ib30BaTesNein 418 NOKa/IbHON ayTEHTUAINKALMN, a Takxke
ayteHTugukaumm yepes RADIUS.

© HosbiM nonb3oBaTeNAM AOMKHA GbITh HA3HAYEHA OfHA U3 ABYX POneii:
admin — nonb3oBaTesb C Takoli posbio BYAET MMETL NOJHbIA AOCTYN K KOH(UTYPUPOBaHMIO 1

MOHUTOPWHIY YCTPOWCTBA;
viewer — nosnb3oBaTesib C Takol Posbto ByaeT MMETb AOCTYN TO/IbKO K MOHUTOPUHIY YCTPOICTBA.
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Co3spgaHve fonoHUTENbHbIX nosb3oBaresieli BbINO/IHAETCS cnegywowmmMmm KomaHaoamu:

Jo6aBneHne HOBbIX MOJ b3oBartesnei

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# authentication

WOP-3ax-LR6(config):/authentication# user

WOP-3ax-LR6(config):/authentication/user# add userX (rae userX — nMs HOBOW yYeTHOI 3anucu. 1
yAaneHmsa ncnonbayinte komaHgy del)

WOP-3ax-LR6(config):/authentication/user# userX

WOP-3ax-LR6(config):/authentication/user/userX# login userX (rge userX — nMs HOBOW YHETHOW 3anuncu)
WOP-3ax-LR6(config):/authentication/user/userX# password <[Maponb AnA y4eTHOW 3anucwu userX> (0t 1 /10
64 CMBOJIOB, BK/1HOYasi NaTUHCKMUE OYKBbI U LMdpbI)

WOP-3ax-LR6(config):/authentication/user/userX# role admin (nosib30BaTeNt0 BbIAAOTCA NpaBa Ha
KOHoUrypupoBaHue. Bo3MOXHOE 3HaYeHune: viewer — Y4eTHOIN 3anvcy ByaeT AOCTYNeH TOMbKO
MOHUTOPWHT)

WOP-3ax-LR6(config):/authentication/user/userX# save (coxpaHeHVe HaCcTPOeK)

[nsa ayteHTudomkaumm yepes RADIUS-cepep HEO6XOAMMO HACTPOUTL NapaMeTpbl 4OCTYNa K HeMmy.

HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WOP-3ax-LR6
WOP-3ax-LR6

root):/# configure

config):/# authentication

WOP-3ax-LR6(config):/authentication# radius

WOP-3ax-LR6(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-cepeepa)
WOP-3ax-LR6(config):/authentication/radius# auth-port X (ra1e X — nopt RADIUS-cepBepa, KOTopbIi
MCNOMb3yeTcsa ANA ayTeHTMdIMKaUMM 1 aBTopusaumn. Mo ymonyaHuto: 1812)
WOP-3ax-LR6(config):/authentication/radius# auth-password secret (/e secret — ko4 a1 RADIUS-cepsepa,
MCNONb3yeMOoro 415 ayTeHTudomKaLmm 1 aBTopusaunm)

WOP-3ax-LR6(config):/authentication/radiust# exit

WOP-3ax-LR6(config):/authentication# radius-local-fallback true (Bx/itoueHne asToprsaLm No f10KasibHon
y4eTHOI 3anuncu admin npu oTCcyTCTBUN coeanHeHnsi ¢ RADIUS-cepBepoM. ns oTknoveHns seeaute false.
Mo ymonuaHutio: false)

WOP-3ax-LR6(config):/authentication# radius-auth true (Bk/ioueHve pexviva ayTeHTugukaumm yepes
RADIUS-cepBep. Ansa otkntoveHns seeguTte false. Mo ymonyaHuio: false)
WOP-3ax-LR6(config):/authentication# save (coxpaHeHve HacTpoek)

—_ e~~~

© C sbiktoyeHHbIM napameTpom radius-local-fallback asTopusaums npoucxoant Tonbko Yepes RADIUS-
cepsep. Mpn ero HegOCTYNHOCTM UM HEKOPPEKTHbIX AaHHbIX aBTOpM3aLMsi BbINO/IHEHA He OyaeT.
C Bk/toueHHbIM napameTpom radius-local-fallback, npu otcytcTBun coeanHeHms ¢ RADIUS-cepsepom,
aBTOPU3aLIMS MOXET ObITb BbIMO/THEHA MO /IOKa/IbHON YUYeTHo 3anucy admin. ABTopusaums yepes
ApYyrue nokasibHble YYETHbIE 3anncK BbIMOSIHEHA He ByAeT.
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© [na aytenTudmkaummn yepes RADIUS-cepBep yUeTHbIe 3an1cy C COOTBETCTBYIOLMMI POASMM
CO34al0TCA TO/IbKO Ha HEM.
Y4yeTHbIM 3anncsiM MOryT ObITb NPUCBOEHbLI CNeaytoLmne posu:
admin — nonb3oBaresb C TakoW posnblo 6yAeT MMETb NOJHbIN [OCTYN K KOHUTYpUpOBaHUIO U
MOHUTOPWHIY YCTPOWCTBA;
viewer — nosb3oBaresib C Takol posbio ByaeT MMeTb A0CTYN TO/IbKO K MOHUTOPUHTY YCTPOMCTBA.
Ha RADIUS-cepBepe Ansi HaCTPOWKM poneil y4eTHbIX 3anncei ncnonbayetcs atpmnbyT Cisco-AVPair =
"shell:role=<role>" (re <role> npuHyvaet 3HaueHns admin v viewer).

HacTpolika nepuopga 6e3gencTeus

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# authentication

WOP-3ax-LR6(config):/authentication# session-idle-timeout X (r1e X — Bpems 6e3aeincTBMA No/bL30BaTesIs B
MUHyTax, NOC/ie KOTOPOro CECCUSI aBTOMATUYECKN 3aBepLUaeTCs. BO3MoXHble 3HaueHus: 0-10080. Ans
OTK/IOYEHMSA PYHKLMOHaNa ycTaHOBMTE 3HaveHune 0. Mo ymonyaHuio: 15)
WOP-3ax-LR6(config):/authentication# save (coxpaHeHVe HacTpoek)

HacTtpoiika Banugauuu naposns

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# authentication

WOP-3ax-LR6(config):/authentication# password-validation
WOP-3ax-LR6(config):/authentication/password-validation# enable true (rae X — BkioueHve sanvgaumm
napons. Ana otknoveHns seeaute false)

WOP-3ax-LR6(config):/authentication/password-validation# min-length X (rae X — MyHMManbHOE KONMYecTso
CVYMBO/10B B Naposie. Bo3amoxHble 3HaYeHns: 8-63. 1N OTKNIOUEHNS (DYHKLUMOHaa yCTaHOBUTE

3HayeHue 0. Mo ymonyaHuio: 0)

WOP-3ax-LR6(config):/authentication/password-validation# character-classes-count X (rge X —
MUHUMasIbHOE KOIMYECTBO K/1aCCOB CMMBOJIOB, KOTOPbIE A0/MKHbLI ObITb MCMNOMb30BaHbI B Napose.
B0O3MOXHble KaccChbl: CTPOYHbIE OYKBbI, MPOMNUCHbLIE BYKBbI, LMPbI 1 cneunanbHble CUMBOSbI. BO3MOXHbIE
3Ha4YeHMs: 1 — MOXHO NH0OOIN OAMH KNacc, 2 — HYXXHbI NI06ble ABa Knacca, 3 — Hy>XHbl 1tobble TpK Knacca,
4 — Hy)XXHbl BCe YeTblpe knacca. Mo ymonyaHmio: 1)

WOP-3ax-LR6(config):/authentication# save (coxpaHeHve HacTpoek)

HacTtpoiika orpaHMuYeHnst BpeMeHU AelicTBUS napons

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# authentication

WOP-3ax-LR6(config):/authentication# password-lifetime X (r1e X — Bpems geincteus naposis nosb3osaresis
B CyTKax, Moc/ie KOTOPOro No 3aBepLUeHMM ceccun NoTpebyeTcs CMEeHUTbL Naposib. Bo3aMoXHble 3HaYeHus:
0-365. 119 OTK/I0YEHMA (PYHKLMOHaNa ycTaHOBMTE 3HadeHme 0. o ymonyaHuio: 0)
WOP-3ax-LR6(config):/authentication# save (coxpaHeHve HacTpoek)
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8.10.6 Hactporika DHCP-snooping

KomaHpb! ana HacTpoiiku DHCP-snooping

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# dhcp-snooping

WOP-3ax-LR6(config):/dhcp-snooping# enable true (Bx/1t0ueHie DHCP-snooping. 17151 OTK/1HOHYEHNSA
BBeauTe false)

WOP-3ax-LR6(config):/dhcp-snooping# vlan (HacTpolika DHCP-snooping Ansi TermpoBaHHOro Tpaduka)
WOP-3ax-LR6(config):/dhcp-snooping/vlan# add vlan-group (rae vlan-group — nms rpynnsi VLAN, an1a
KoTopow 6yaeT pabotarb DHCP-snooping)

WOP-3ax-LR6(config):/dhcp-snooping/vlan# vlan-group
WOP-3ax-LR6(config):/dhcp-snooping/vlan/vlan-group# vid 'X;Y-Z' (rae X — Homep VLAN, Y-Z — avanasoH
VLAN, KoTOpble 6yayT BXOAMTb B rpynmny vlan-group 1 Ans KoTopbix 6yaeTt pabotate DHCP-snooping.
Mpumep KoHurypauum nepeyHsa VLAN: vid '10;100-110")
WOP-3ax-LR6(config):/dhcp-snooping/vlan/vlan-group# exit
WOP-3ax-LR6(config):/dhcp-snooping/vlan# exit

WOP-3ax-LR6(config):/dhcp-snooping# untag true (Bk/1toueHe DHCP-snooping /151 HETErMpoBaHHOIO
Tpaduka. Ana otknodeHns seegute false)

WOP-3ax-LR6(config):/dhcp-snooping# save (coxpaHeHne HacTpoek)

—_—

© Mo ymonuaHio AoBEPEHHBIM NOPTOM CUMTaETCS TONbKO ethO.
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8.10.7 HacTpoiika gaTbl 1 BpeMeHU

KomaHabl ANsi HACTPOIKM CUHXPOHU3ALUKM BPEMEHU C cepBepom NTP

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# date-time

WOP-3ax-LR6(config):/date-time# mode ntp (Bk/10ueHVe pexxuma padboTsl ¢ NTP. Bo3MOXHOe 3HaqeHuve:
manual — ycTaHOBKa BpeMEeHU BPYUHYHO)

WOP-3ax-LR6(config):/date-time# ntp

WOP-3ax-LR6(config):/date-time/ntp# servers

WOP-3ax-LR6(config):/date-time/ntp/servers# add <name> (f06aBneHne NTP-cepBepoB. MakcumasibHoe
Konu4yecTBo: 8. [Insa yaaneHnsi ucnosnbayrite komaHay del)

WOP-3ax-LR6(config):/date-time/ntp/serverst serverl

WOP-3ax-LR6(config):/date-time/ntp/servers/serverl# address (1omeHHOe nms/IP-agpec NTP-cepsepa B
KOHdourypaumm)

WOP-3ax-LR6(config):/date-time/ntp/servers/serverl# key-id 1 (rae 1 — yHVKa/IbHbIA HOMEP K/IOYa,
NCNosib3yemMoro Aas ayteHTudmkaumm npyu oomMeHe gaHHbIMu ¢ NTP-cepBepoM. Bo3MOXHble 3Ha4eHus: 1
10 65535)

WOP-3ax-LR6(config):/date-time/ntp/servers/serverl# key-type MD5 (rge MD5 — BbIGOp asiroputma
XelmnpoBaHus. Bo3amoxHble 3HavyeHns: MD5, SHA1L, off — BbIk/lOUEHNE pexnma XeLnpoBaHus)
WOP-3ax-LR6(config):/date-time/ntp/servers/serverl# key-value password (e password — CEKPETHbII K/1H0Y
ayTeHTUdomkaunmn B TEKCTOBOM BUAE)

WOP-3ax-LR6(config):/date-time/ntp/servers/serverl# exit

WOP-3ax-LR6(config):/date-time/ntp/serverst exit

WOP-3ax-LR6(config):/date-time/ntp# exit

WOP-3ax-LR6(config):/date-time# common

)

WOP-3ax-LR6(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa
BPEMEHHO 30HbI)
WOP-3ax-LR6(config):/date-time/common# save (CoxpaHeHVe HacTpPoekK)

© [ns anroputma MD5 gnvHa Kntoua Jo/mkHa cocTaBnATb oT 1 40 16 CUMBOIOB, CUMBON # 3anpeLLéH.
Ansa anroputMa SHAT TpebyeTcst poBHO 40 CMMBO/IOB B LLIECTHAALATEPUUHOM dpopmaTte (Lumdopbl 0-9 1
6ykBbI a-f).
key-id, key-type, key-value — Heob6sA3aTenbHbIE NapameTpbl. ICNonb3yTCA TO/IbKO NPY HEO6XOAUMOCTU
nogkntoyeHns k NTP-cepBepy ¢ ayTeHTUbmkaumei.
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8.10.8 [ononHuTesibHble HACTPOWKN CUCTEMBI

M3meHeHWe nMeHU ycTpoiicTBa

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# system

WOP-3ax-LR6(config):/system# hostname WOP-3ax-LR6_2 (r/ie WOP-3ax-LR6_2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXEeT cogepXartb OT 1 40 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, LNMpbI,
3HaK gedmc «-» (aednc He MOXET BbITb NOCNEAHUM CUMBOIOM B MMeHN). Mo ymonyaHmto: WOP-3ax-LR6)
WOP-3ax-LR6(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpamnyeckoro gomeHa

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# system

WOP-3ax-LR6(config):/system# ap-location ap.test.root (1/1¢e ap.test.root — g0MeH y3/1a gepesa yCTponcTB
cucTeMbl ynpas/ieHus. Mo yMos4aHuio: root)

WOP-3ax-LR6(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue Radius NAS-ID

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# system

WOP-3ax-LR6(config):/system# nas-id Lenina_1.Novovsibirsk.root (r1e Lenina_1.Novovsibirsk.root —
NaeHTUdIMKATOP AAaHHOTO YCTpoicTBa. MapameTp npeaHasHavyeH ans naeHtTudmnkauum ycTtponcTaa Ha
RADIUS-cepBepe, B ciiydae ecniv RADIUS okngaeTt 3HaueHune, oT/imdHoe ot MAC-agpeca. Mo ymonyaHuio:
MAC-agpec yCTpOiicTBa)

WOP-3ax-LR6(config):/system# save (CoxpaHeHne HacTpoek)

HacTpoliika LLDP

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# lldp

WOP-3ax-LR6(config):/Ildp# enabled true (BkntoueHne pyHkumoHana LLDP. ins oTknoyeHns seeguTe false.
Mo ymonuyaHutio: true)

WOP-3ax-LR6(config):/lldp# tx-interval X (rae X — n3meHeHve nepuoga otnpasku LLDP-cO06LLEHNIA.
Bo3MoxHble 3HaueHus: 1-86400. Mo ymonyaHumto: 30)

WOP-3ax-LR6(config):/Ildp# system-name WOP-3ax-LR6_reserv (rie WOP-3ax-LR6_reserv — HOBOE 1M
ycTpolictea. Mo ymonyaHmio: WOP-3ax-LR6)

WOP-3ax-LR6(config):/Ildp# save (COxpaHeHne HacTpoek)
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PyKoBOACTBO Mo akcnyatauum WOP-3ax-LR6

HacTtpoiika uHgukauumn

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# led-manager

WOP-3ax-LR6(config):/led-manager# enabled all (Bk/itoueHve nuankaumi. Moxet npuHuMmats 3HadeHmns: all
— BCE MHAMKATOPbI BK/IHOYEHbI, none — BCE NHAUKATOPbI BbIK/OYEHbI. 10 ymMonyaHuio: all)
WOP-3ax-LR6(config):/led-manager# enable-rssi-threshold-override true (Bk/1t04eHNe yripaBneHys
noporamu RSSI nHaukatopos. Ana otkitoyeHnsa seeguTte false. Mo ymonyaHuio: false)
WOP-3ax-LR6(config):/led-manager# led1-threshold X (rae X — MyHVMMasIbHLIA YPOBEHL CUTHANA OT
BCTPEYHOrO YCTPOMCTBA, MPU KOTOPOM BK/IKOHAETCA MHAMKATOP LED1. BO3MOXHbIe 3HaueHust: -100-0. o
yMO/14aHuIo: -100)

WOP-3ax-LR6(config):/led-manager# led2-threshold X (rae X — MyHVMMasIbHBIA YPOBEHL CUTHANA OT
BCTPEYHOrO YCTPOICTBA, MPU KOTOPOM BK/IKOHAETCA MHAMKATOP LED2. BO3MOXHbIe 3HaueHust: -100-0. o
yMO/14aHuto: -80)

WOP-3ax-LR6(config):/led-manager# led3-threshold X (rae X — MyHVUMasIbHBIA YPOBEHL CUTHANA OT
BCTPEYHOrO YCTPOICTBA, MPU KOTOPOM BK/IKOHAETCA MHANKATOP LED3. BO3MOXHbIe 3HaueHust: -100-0. o
YMO/14aHuo: -70)

WOP-3ax-LR6(config):/led-manager# led4-threshold X (r1e X — MyHVMMasIbHBIA YPOBEHL CUTHANA OT
BCTPEYHOTrO YCTPOCTBA, MPU KOTOPOM BK/IKOHAETCSA MHANKATOP LED4. BO3MOXHbIe 3HaueHust: -100-0. o
YMOJ/14aHuIo: -60)

WOP-3ax-LR6(config):/led-manager# save (coxpaHeHVe HaCTPOeK)
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8.11 MOHUTOPUHT

8.11.1 becnpoBoaHoi kaHas/becnpoBoAHblE K/TMEHTbI

8.11.1.1 Pexum ycmpolicmsa ap-ptp

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

BbIBOA, N0N1€3HOI MHhopMaL MK O COCTOSIHUM GECNPOBOAHOIO KaHasla Co CTOPOHbI ToukK goctyna (AP):

WOP-3ax-LR6(root):/# monitoring wireless-peer

index

hw-addr
interface
band

state
frequency
distance
fbwa-mode
serial-number

eltex-board-type
eltex-firmware-version

factory-mac
ssid

ip-addr
hostname
rssi-al
rssi-a2

snr-al

snr-a2
noise-al
noise-a2
rssi-remote-al
rssi-remote-a2
snr-remote-al
snr-remote-a2

link-quality-remote
memory-usage-remote
cpu-usage-remote

noise-remote-al
noise-remote-a2
tx-rate

rx-rate

tx-bw

rx—bw

uptime
wireless-mode
link-quality

link-quality-common

actual-rx-pps
actual-tx-pps
actual-tx-rate
actual-rx-rate
link-capacity

0
ec:bl:e0:2d:al:00
wlan®

6 GHz

ASSOC AUTH_SUCCESS
5955 MHz

1 km

ptp-sta
WP44000027
WOP-3ax-LR6

2.6.0 build X
EC:B1:EQ:2D:A1:00
WOP-3ax—-LR6-AP
192.168.1.15
WOP-3ax-LR6-STA
-43 dBm

-53 dBm

22 dB

22 dB

-65 dBm

-75 dBm

-46 dBm

-48 dBm

37 dB

37 dB

100%

61%

0.0%

-92 dBm

-92 dBm

HE NSS2 MCS9 LGI 195 Mbps
HE NSS2 MCS5 LGI 117 Mbps

20M

20M
00:10:04
ax

100%
100%

0 pps

0 pps

0 Kbps
0 Kbps
83 Mbps
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

BbIBOA KpaTKoW MHCbOpMaLMK O COCTOSIHUM GECNPOBOAHOIO KaHaia B rOpM30HTa/IbHOM BU/Ie CO CTOPOHb!
Touku goctyna (AP):

WOP-3ax-LR6(root):/# monitoring wireless-peer brief

Hostname IP RSSI, dBm r-RSSI, dBm RX rate, Mbps Uptime
MAC SNR, dB r-SNR, dB TX rate, Mbps

WOP-3ax-LR6-STA 192.168.1.15 -43/-54 -46/-48 HE NSS2 MCS7 LGI 146.3 00:02:42
ec:bl:e0:2d:al:00 19/19 37/37 HE NSS2 MCS9 LGI 195
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6
BbiBoA NoJIHOW NHpopmaL MM 0 COCTOSIHUM 6eCNPOBOAHOIO KaHasia Co CTOPOHbLI TOYKM AOoCTyna (AP):

WOP-3ax-LR6(root):/# monitoring wireless-peer detailed

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlan0

rfid -1

wid -1

band 6 GHz

distance 1 km

frequency 5955 MHz
serial-number WP44000027
eltex-board-type WOP-3ax-LR6

eltex-firmware-version
factory-mac

2.6.0 build X
EC:B1:EQ:2D:A1:00

|

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | ptp-sta
ssid | WOP-3ax-LR6-AP
vlan-id | 100
ip-addr | 192.168.1.15
channel | 1
hostname | WOP-3ax-LR6-STA
dhcp-request-status | obtained
eap-method | 0
rx-retry-count | 4
tx-fails | 0
tx-period-retry | ©
tx-retry-count | 49
rssi-al | -42 dBm
rssi-a2 | -54 dBm
rssi | -54 dBm
max-rssi-al | -42 dBm
max-rssi-a2 | =51 dBm
max-rssi | -42 dBm
snr-al | 23 dB
snr-a2 | 23 dB
snr | 23 dB
noise-al | -65 dBm
noise-a2 | =77 dBm
noise | -65 dBm
rssi-remote-al | -46 dBm
rssi-remote-a2 | -48 dBm
rssi-remote | -48 dBm
snr-remote-al | 37 dB
snr-remote-a2 | 37 dB
snr-remote | 37 dB
link-quality-remote | 100%
memory-usage-remote | 61%
cpu-usage-remote | ©0.0%
tx-retry-ratio-remote | 0%
rx-retry-ratio-remote | 14%
utilization-remote | 3
rx-utilization-remote | 2
tx-utilization-remote | 0
tx-power-remote | 8 dBm
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system-uptime-remote
link-capacity-remote
noise-remote-al
noise-remote-a2
noise-remote
co-channel-interference-remote
ap-interference-ratio-remote
non-wifi-interference-remote
packet-error-rate-remote
tx-rate

tx-rate-numeric

rx-rate

rx-rate-numeric
rx-bw-all

tx-bw

rx—bw

uptime

mfp

wireless-mode
perftest-capable
snr-rssi-capable
link-quality
link-quality-common
tx-retry-ratio
rx-retry-ratio
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity
multicast-groups-count
using-802.11r
using-802.11k
using-802.11v
twt-support

name
Counter Transmitted
Total Packets: 627

TX success: 100%

Total Bytes: 51589

Data Packets: 541

Data Bytes: 46962

Mgmt Packets: 86

Mgmt Bytes: 4627
Dropped Packets: 0

Dropped Bytes: 0

Lost Packets: 0

Rate Transmitted

mcso 0 |
he-nss2-mcs3 0 |
he-nss2-mcs5 0 |
he-nss2-mcs7 4 |

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

222:22:47

66 Mbps

-93 dBm

-93 dBm

-93 dBm

0

3

1

0

HE NSS2 MCS11 LGI 243.8 Mbps
243.8

HE NSS2 MCS7 LGI 146.3 Mbps
146.3

20M

20M

20M

00:03:56

false

ax

true

true

91%

92%

0%

0%

0 Kbps

0 Kbps

0 Kbps

1 pps

0 pps

0 pps

91 Mbps

1

no

no

yes

none

0
Received
92
0
5653
12
1616
80
4037
0
0
0

Received
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PykoBoacTBo no akcnayatauum WOP-3ax-LR6

he-nss2-mcs8 9 | 1% 2 |  16%
he-nss2-mcs9 127 | 23% 0 | 0%
he-nss2-mcs10 377 |  69% 0 | 0%
he-nss2-mcsll 24 | 4% 0 | 0%
| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1]  192.168.1.100( 0) |
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8.11.1.2 Pexum ycmpolicmsa ap-pmp

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

BbIBOZ N0/1€3HOI MHGpOpMaLMK O COCTOSIHUM 6eCNPOBOAHbLIX KMeHToB (STA) co CTOpOoHbI Toukn goctyna (AP):

WOP-3ax-LR6(root):/# monitoring clients

index

hw-addr
interface

band

state

frequency
distance
fbwa-mode
serial-number
eltex-board-type

eltex-firmware-version

factory-mac

ssid

ip-addr

hostname

rssi-al

rssi-a2

snr-al

snr-a2

noise-al
noise-a2
rssi-remote-al
rssi-remote-a2
snr-remote-al
snr-remote-a2
link-quality-remote
memory-usage-remote
cpu-usage-remote
noise-remote-al
noise-remote-a2
tx-rate

rx-rate

tx-bw

rx—bw

uptime
wireless-mode
link-quality
link-quality—-common
actual-rx-pps
actual-tx-pps
actual-tx-rate
actual-rx-rate
link-capacity

(0]
ec:bl:e@:2d:al:00
wlano

6 GHz

ASSOC AUTH_SUCCESS
5955 MHz

1 km

pmp-sta
WP44000027
WOP-3ax-LR6

2.6.0 build X
EC:B1:E0:2D:A1:00
WOP-3ax-LR6-AP
192.168.1.15
WOP-3ax-LR6-STA
-43 dBm

-53 dBm

22 dB

22 dB

-65 dBm

-75 dBm

-46 dBm

-48 dBm

37 dB

37 dB

100%

61%

0.0%

-92 dBm

-92 dBm

HE NSS2 MCS9 LGI 195 Mbps
HE NSS2 MCS5 LGI 117 Mbps
20M

20M

00:10:04

ax

100%

100%

0 pps

0 pps

0 Kbps

0 Kbps

83 Mbps
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

BbIBOA, NoNe3Hol MHhopMaL M 0 COCTosHUM GecnpoBogHOro kimeHTa (STA) co cTopoHbl Touku goctyna (AP):

WOP-3ax-LR6(root):/# monitoring clients station ec:b1:e0:2d:a1:00

index

hw-addr
interface

band

state

frequency
distance
fbwa-mode
serial-number
eltex-board-type

eltex-firmware-version

factory-mac

ssid

ip-addr

hostname

rssi-al

rssi-a2

snr-al

snr-a2

noise-al
noise-a2
rssi-remote-al
rssi-remote-a2
snr-remote-al
snr-remote-a2
link-quality-remote
memory-usage-remote
cpu-usage-remote
noise-remote-al
noise-remote-a2
tx-rate

rx-rate

tx-bw

rx—bw

uptime
wireless-mode
link-quality
link-quality-common
actual-rx-pps
actual-tx-pps
actual-tx-rate
actual-rx-rate
link-capacity

0
ec:bl:e0:2d:al:00
wlan®

6 GHz

ASSOC AUTH_SUCCESS
5955 MHz

1 km

pmp-sta
WP44000027
WOP-3ax-LR6

2.6.0 build X
EC:B1:EQ:2D:A1:00
WOP-3ax—-LR6-AP
192.168.1.15
WOP-3ax—-LR6-STA
-43 dBm

-53 dBm

22 dB

22 dB

-65 dBm

-75 dBm

-46 dBm

-48 dBm

37 dB

37 dB

100%

61%

0.0%

-92 dBm

-92 dBm

HE NSS2 MCS9 LGI 195 Mbps
HE NSS2 MCS5 LGI 117 Mbps
20M

20M

00:10:04

ax

100%

100%

0 pps

0 pps

0 Kbps

0 Kbps

83 Mbps
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

BbIBOZ, KpaTKOl MHhOPMaLIMK O COCTOSHUM 6ECNPOBOAHbLIX KNNMEHTOB (STA) B ropM3oHTa/IbHOM BUAE CO
CTOPOHbI TOYKM gocTyna (AP):

WOP-3ax-LR6(root):/# monitoring clients brief

Hostname IP RSSI, dBm r-RSSI, dBm RX rate, Mbps Uptime
MAC SNR, dB r-SNR, dB TX rate, Mbps

WOP-3ax-LR6-STA 192.168.1.15 -43/-54 -46/-48 HE NSS2 MCS7 LGI 146.3 00:02:42
ec:bl:e0:2d:al:00 19/19 37/37 HE NSS2 MCS9 LGI 195

BbIBOZ KpaTKOl MH(hOPMAaLMK O COCTOSIHUM 6ecnpoBOAHOrO KnveHTa (STA) B ropn3oHTas/IbHOM BUZE CO
CTOPOHbI TOYKM gocTyna (AP):

WOP-3ax-LR6(root):/# monitoring clients station ec:b1:e0:2d:a1:00 brief

Hostname IP RSSI, dBm r-RSSI, dBm RX rate, Mbps Uptime
MAC SNR, dB r-SNR, dB TX rate, Mbps

WOP-3ax-LR6-STA 192.168.1.15 -43/-54 -46/-48 HE NSS2 MCS7 LGI 146.3 00:02:42
ec:bl:e0:2d:al:00 19/19 37/37 HE NSS2 MCS9 LGI 195
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6
BbiBoA NoJIHOW NHpopMaL MM 0 COCTOAHNN 6GeCNPOBOAHbLIX KIIMEHTOB (STA) CO CTOPOHbI TOYKK AocTyna (AP):

WOP-3ax-LR6(root):/# monitoring clients detailed

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlan0

rfid -1

wid -1

band 6 GHz

distance 1 km

frequency 5955 MHz
serial-number WP44000027
eltex-board-type WOP-3ax-LR6

eltex-firmware-version
factory-mac

2.6.0 build X
EC:B1:EQ:2D:A1:00

|

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | pmp-sta
ssid | WOP-3ax-LR6-AP
vlan-id | 100
ip-addr | 192.168.1.15
channel | 1
hostname | WOP-3ax-LR6-STA
dhcp-request-status | obtained
eap-method | 0
rx-retry-count | 4
tx-fails | 0
tx-period-retry | ©
tx-retry-count | 49
rssi-al | -42 dBm
rssi-a2 | -54 dBm
rssi | -54 dBm
max-rssi-al | -42 dBm
max-rssi-a2 | =51 dBm
max-rssi | -42 dBm
snr-al | 23 dB
snr-a2 | 23 dB
snr | 23 dB
noise-al | -65 dBm
noise-a2 | =77 dBm
noise | -65 dBm
rssi-remote-al | -46 dBm
rssi-remote-a2 | -48 dBm
rssi-remote | -48 dBm
snr-remote-al | 37 dB
snr-remote-a2 | 37 dB
snr-remote | 37 dB
link-quality-remote | 100%
memory-usage-remote | 61%
cpu-usage-remote | ©0.0%
tx-retry-ratio-remote | 0%
rx-retry-ratio-remote | 14%
utilization-remote | 3
rx-utilization-remote | 2
tx-utilization-remote | 0
tx-power-remote | 8 dBm
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system-uptime-remote
link-capacity-remote
noise-remote-al
noise-remote-a2
noise-remote
co-channel-interference-remote
ap-interference-ratio-remote
non-wifi-interference-remote
packet-error-rate-remote
tx-rate

tx-rate-numeric

rx-rate

rx-rate-numeric
rx-bw-all

tx-bw

rx—bw

uptime

mfp

wireless-mode
perftest-capable
snr-rssi-capable
link-quality
link-quality-common
tx-retry-ratio
rx-retry-ratio
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity
multicast-groups-count
using-802.11r
using-802.11k
using-802.11v
twt-support

name
Counter Transmitted
Total Packets: 627

TX success: 100%

Total Bytes: 51589

Data Packets: 541

Data Bytes: 46962

Mgmt Packets: 86

Mgmt Bytes: 4627
Dropped Packets: 0

Dropped Bytes: 0

Lost Packets: 0

Rate Transmitted

mcso 0 |
he-nss2-mcs3 0 |
he-nss2-mcs5 0 |
he-nss2-mcs7 4 |

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

222:22:47

66 Mbps

-93 dBm

-93 dBm

-93 dBm

0

3

1

0

HE NSS2 MCS11 LGI 243.8 Mbps
243.8

HE NSS2 MCS7 LGI 146.3 Mbps
146.3

20M

20M

20M

00:03:56

false

ax

true

true

91%

92%

0%

0%

0 Kbps

0 Kbps

0 Kbps

1 pps

0 pps

0 pps

91 Mbps

1

no

no

yes

none

0
Received
92
0
5653
12
1616
80
4037
0
0
0

Received
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PykoBoacTBo no akcnayatauum WOP-3ax-LR6

he-nss2-mcs8 9 | 1% 2 |  16%
he-nss2-mcs9 127 | 23% 0 | 0%
he-nss2-mcs10 377 |  69% 0 | 0%
he-nss2-mcsll 24 | 4% 0 | 0%
| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1]  192.168.1.100( 0) |
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6
BbiBoA NoJIHOW NHpopmaL MM 0 COCTOAHUN GECNPOBOAHOIO KIMeHTa (STA) CO CTOPOHbI TOYKK AoCTyna (AP)Z

WOP-3ax-LR6(root):/# monitoring clients station ec:b1:e0:2d:a1:00 detailed

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlan0

rfid -1

wid -1

band 6 GHz

distance 1 km

frequency 5955 MHz
serial-number WP44000027
eltex-board-type WOP-3ax-LR6

eltex-firmware-version
factory-mac

2.6.0 build X
EC:B1:EQ:2D:A1:00

|

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | pmp-sta
ssid | WOP-3ax-LR6-AP
vlan-id | 100
ip-addr | 192.168.1.15
channel | 1
hostname | WOP-3ax-LR6-STA
dhcp-request-status | obtained
eap-method | 0
rx-retry-count | 4
tx-fails | 0
tx-period-retry | ©
tx-retry-count | 49
rssi-al | -42 dBm
rssi-a2 | -54 dBm
rssi | -54 dBm
max-rssi-al | -42 dBm
max-rssi-a2 | =51 dBm
max-rssi | -42 dBm
snr-al | 23 dB
snr-a2 | 23 dB
snr | 23 dB
noise-al | -65 dBm
noise-a2 | =77 dBm
noise | -65 dBm
rssi-remote-al | -46 dBm
rssi-remote-a2 | -48 dBm
rssi-remote | -48 dBm
snr-remote-al | 37 dB
snr-remote-a2 | 37 dB
snr-remote | 37 dB
link-quality-remote | 100%
memory-usage-remote | 61%
cpu-usage-remote | ©0.0%
tx-retry-ratio-remote | 0%
rx-retry-ratio-remote | 14%
utilization-remote | 3
rx-utilization-remote | 2
tx-utilization-remote | 0
tx-power-remote | 8 dBm
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system-uptime-remote
link-capacity-remote
noise-remote-al
noise-remote-a2
noise-remote
co-channel-interference-remote
ap-interference-ratio-remote
non-wifi-interference-remote
packet-error-rate-remote
tx-rate

tx-rate-numeric

rx-rate

rx-rate-numeric
rx-bw-all

tx-bw

rx—bw

uptime

mfp

wireless-mode
perftest-capable
snr-rssi-capable
link-quality
link-quality-common
tx-retry-ratio
rx-retry-ratio
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity
multicast-groups-count
using-802.11r
using-802.11k
using-802.11v
twt-support

name
Counter Transmitted
Total Packets: 627

TX success: 100%

Total Bytes: 51589

Data Packets: 541

Data Bytes: 46962

Mgmt Packets: 86

Mgmt Bytes: 4627
Dropped Packets: 0

Dropped Bytes: 0

Lost Packets: 0

Rate Transmitted

mcso 0 |
he-nss2-mcs3 0 |
he-nss2-mcs5 0 |
he-nss2-mcs7 4 |

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

222:22:47

66 Mbps

-93 dBm

-93 dBm

-93 dBm

0

3

1

0

HE NSS2 MCS11 LGI 243.8 Mbps
243.8

HE NSS2 MCS7 LGI 146.3 Mbps
146.3

20M

20M

20M

00:03:56

false

ax

true

true

91%

92%

0%

0%

0 Kbps

0 Kbps

0 Kbps

1 pps

0 pps

0 pps

91 Mbps

1

no

no

yes

none

0
Received
92
0
5653
12
1616
80
4037
0
0
0

Received
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PykoBoacTBo no akcnayatauum WOP-3ax-LR6

he-nss2-mcs8 9 | 1% 2 |  16%
he-nss2-mcs9 127 | 23% 0 | 0%
he-nss2-mcs10 377 |  69% 0 | 0%
he-nss2-mcsll 24 | 4% 0 | 0%
| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1]  192.168.1.100( 0) |
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PykoBoacTtso no akcnayatauum WOP-3ax-LR6

8.11.1.3 Pexum ycmpolicmsa sta

BbIBOA MHOPMALMM O COCTOSIHMM GECNPOBOAHOIO KaHasla Co CTOPOHbI KnneHTa (STA):

WOP-3ax-LR6(root):/# monitoring wireless-peer

index 0

hw-addr ec:bl:e@:2d:al:fo
interface wlan®

band 6 GHz

state ASSOC STATION
frequency 5955 MHz

distance 1 km

fbwa-mode ptp-ap
serial-number WP44000027
eltex-board-type WOP-3ax-LR6

2.6.0 build X
EC:B1:E0:2D:Al:F0O

eltex-firmware-version
factory-mac

ssid WOP-3ax-LR6-AP
ip-addr 192.168.1.20
hostname WOP-3ax-LR6-AP
rssi-al -46 dBm
rssi-a2 -48 dBm

snr-al 37 dB

snr-a2 37 dB

noise-al -83 dBm
noise-a2 -85 dBm
rssi-remote-al -42 dBm
rssi-remote-a2 -54 dBm
snr-remote-al 23 dB
snr-remote-a2 23 dB
link-quality-remote 95%
memory-usage-remote 63%
cpu-usage-remote 0.0%
noise-remote-al -80 dBm
noise-remote-a2 -80 dBm

tx-rate HE NSS2 MCS8 LGI 175.5 Mbps
rx-rate HE NSS2 MCS10 LGI 219.4 Mbps
tx—bw 260M

rx—bw 260M

uptime 00:04:40

wireless-mode ax

link-quality 90%

link-quality—-common 97%

actual-rx-pps 3 pps

actual-tx-pps 1 pps

actual-tx-rate 1 Kbps

actual-rx-rate 3 Kbps

link-capacity 71 Mbps
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BbIBOZ KpaTKOIi MH(DOPMALMI O COCTOSIHM 6ECNPOBOAHOMO KaHasa B ropu3oHTa/IbHOM BUE CO CTOPOHBI
knneHTa (STA):

WOP-3ax-LR6(root):/# monitoring wireless-peer brief

Hostname IP RSSI, dBm r-RSSI, dBm RX rate, Mbps Uptime
MAC SNR, dB r-SNR, dB TX rate, Mbps

WOP-3ax—-LR6-AP 192.168.1.20 -46/-49 -42/-53 HE NSS2 MCS9 LGI 195 00:06:40
ec:bl:e0:2d:al:fo0 38/38 20/20 HE NSS2 MCS8 LGI 175.5
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BbiBOA, NO/IHOM MHbopMaLMK O COCTOSIHUM 6ECNPOBOAHONO KaHaa co CTOPOHbI knneHTa (STA):

WOP-3ax-LR6(root):/# monitoring wireless-peer detailed

index 0

hw-addr ec:bl:e@:2d:al:fo
interface wlan0

rfid -1

wid -1

band 6 GHz
distance 1 km
frequency 5180 MHz
state ASSOC STATION
fbwa-mode ptp-ap
serial-number WP44000027
eltex-board-type WOP-3ax-LR6

2.6.0 build X
EC:B1:EOQ:2D:A1:F0O

eltex-firmware-version
factory-mac

|

|

|

|

|

|

|

|

|

|

|

|

|

|
ssid | WOP-3ax-LR6-AP
vlan-id | 100
ip-addr | 192.168.1.20
channel | 1
hostname | WOP-3ax-LR6-AP
rx-retry-count | 104
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 11
rssi-al | -46 dBm
rssi-a2 | -48 dBm
rssi | -48 dBm
max-rssi-al | -45 dBm
max-rssi-a2 | -45 dBm
max-rssi | -45 dBm
snr-al | 38 dB
snr-a2 | 38 dB
snr | 38 dB
noise-al | -84 dBm
noise-a2 | -86 dBm
noise | -84 dBm
rssi-remote-al | -42 dBm
rssi-remote-a2 | -53 dBm
rssi-remote | -53 dBm
snr-remote-al | 19 dB
snr-remote-a2 | 19 dB
snr-remote | 19 dB
link-quality-remote | 100%
memory-usage-remote | 62%
cpu-usage-remote | ©0.0%
tx-retry-ratio-remote | 0%
rx-retry-ratio-remote | 0%
utilization-remote | 59
rx-utilization-remote | 18
tx-utilization-remote | ©
tx-power-remote | 8 dBm
system-uptime-remote | 222:33:05
link-capacity-remote | 84 Mbps
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noise-remote-al
noise-remote-a2
noise-remote

co-channel-interference-remote
ap-interference-ratio-remote
non-wifi-interference-remote
packet-error-rate-remote

|
|
|
|
|
|
|
tx-rate | HE NSS2 MCS6 LGI 131.6 Mbps
tx-rate-numeric | 131.6
rx-rate | HE NSS2 MCS9 LGI 195 Mbps
rx-rate-numeric | 195
rx-bw-all | 26M
tx-bw | 26M
rx-bw | 26M
uptime | 00:08:02
mfp | false
wireless-mode | ax
perftest-capable | true
snr-rssi-capable | true
link-quality | 100%
link-quality-common | 96%
tx-retry-ratio | 0%
rx-retry-ratio | 0%
actual-tx-rate | 1 Kbps
actual-rx-rate | 5 Kbps
shaped-rx-rate | 6 Kbps
actual-tx-pps | 1 pps
actual-rx-pps | 6 pps
shaped-rx-pps | 7 pps
link-capacity | 71 Mbps
multicast-groups-count | 1
using-802.11r | no
using-802.11k | no
using-802.11v | no
twt-support | none
name | ©
Counter Transmitted Received
Total Packets: 287 5808
TX success: 100% 0
Total Bytes: 21029 640457
Data Packets: 80 1279
Data Bytes: 11228 205290
Mgmt Packets: 207 4529
Mgmt Bytes: 9801 435167
Dropped Packets: 0 0
Dropped Bytes: 0 0
Lost Packets: 0 0
Rate Transmitted Received
mcso 0 | 0% 631 | 49%
he-nss2-mcs6 6 | 7% 3 | 0%
he-nss2-mcs7 21 |  26% 12 | 0%
he-nss2-mcs8 33 | 419% 68 | 5%
he-nss2-mcs9 20 | 25% 314 | 24%
he-nss2-mcs10 0 | 0% 246 | 199%

-84 dBm
-84 dBm
-84 dBm
20
55
21
3

PykoBoacTBo no akcnayatauum WOP-3ax-LR6
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he-nss2-mcsll 0 | 0% 5 | 0%

| Wilticast grows | Cliems |
Ciwmc g ot TP
o] 01:00:50:00:00:6a |  xxx.0.0.106 | 1| 192.168.1.100( 0) |
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8.11.2 NHhopmaumsa o6 ycTpoincTee

WOP-3ax-LR6(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes—-mode

10:11:07 25.04.2025
00:06:33
WOP-3ax-LR6

2.6.0 build X
2.6.0 build X
2.6.0 build X

43

133

103

237

0.0

0.71

false

Eltex

Base Station
WOP-3ax-LR6
WOP-3ax-LR6
EC:B1l:EOQ:XxX:XX:XX
EC:B1l:EOQ:XxX:XX:XX
WP44000027

1vo

false

false

firmware update
false
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8.11.3 CerteBas UHpopmaums

WOP-3ax-LR6(root):/# monitoring wan-status

Common 1information:

interface | bro.1000

mac | ec:bl:e®:xx:xx:xx
vlan | 1000

rx-bytes | 667443
rx-packets | 7210

tx-bytes | 1903365
tx-packets | 1514
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

WOP-3ax-LR6(root):/# monitoring ethernet

link: up

speed: 1000M
duplex: enabled
media-type: copper
rx-bytes: 665533857
rx-packets: 4341734
tx-bytes: 105542200
tx-packets: 230002

WOP-3ax-LR6(root):/# monitoring sfp

SFP:
name: SFP
status: exist
link: down
tx-fault: 0
los: 1
type: SFP
vendor: FANG HANG
model: FH-SB5312IDS20
revision: AQ
connector: SC
speed: 1000
i2c-data: yes
volt: 3.3228 V
temperature: 32.218
current: 24.138 mA
ptx: -5.956795
prx: 0.000000
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WOP-3ax-LR6(root):/# monitoring arp

# IP MAC
(0] 192.168.1.1 02:00:48:XX XXt XX
1 192.168.1.151 2c:fd:ialixx:xx:xx

WOP-3ax-LR6(root):/# monitoring route

Destination Gateway Mask Flags
0.0.0.0 192.168.1.1 0.0.0.0 UG
192.168.1.0 0.0.0.0 255.255.255.0 u

WOP-3ax-LR6(root):/# monitoring ldp

System capability legend:
B - Bridge; R - Router; W - Wlan Access Point; T - Telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater; O - Other;

Port Device ID Port ID System Name Capabilities

etho 50:eb:e3:xx:xx:xx gi 0/10 PC-16487 B,W,R,H

Interface

TTL

120
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8.11.4 becnpoBoaHble MHTEPEChI

WOP-3ax-LR6(root):/# monitoring radio-interface

name wlano
rfid 0
status on

band 6 GHz
hwaddr EC:BLl:EOQ:xX:XX:XX
tx-power 26 dBm
auto-tx-power off
cable-loss 0 dB
antenna-gain 16 dBi
eirp 42 dBm
connection-status AP mode
operation-mode ap-pmp
noise-al -93 dBm
noise-a2 -93 dBm

noise threshold (dBm)
noise ratio (%)
utilization
rx-utilization
tx-utilization
co-channel-interference
ap-interference-ratio
non-wifi-interference
packet-error-rate

-92 -89 -86 -83 -80 -75 -70 -65 -60 -55 -1
96 2 0 1 1 0 0 0 0 0 0

7%

7%

0%

0%

2%

0%

0%

channel 1
frequency 5995 MHz
bandwidth 20 MHz
mode ax
thermal 47 °C
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8.11.5 XKypHan cobbITuii

WOP-3ax-LR6(root):/# monitoring events

Apr 25 10:21:07 WOP-3ax-LR6 daemon.info configd[171]: The AP running configuration was
updated successfully by admin

Apr 25 10:21:07 WOP-3ax-LR6 daemon.info configd[171]: The AP startup configuration was
updated successfully by admin

Apr 25 10:22:01 WOP-3ax-LR6 user.info monitord: start spectrum analyzer on 1interface
'wlano'

Apr 25 10:22:57 WOP-3ax-LR6 user.info monitord: spectrum analyzer on -interface 'wlan0'
finished

Apr 25 10:23:38 WOP-3ax-LR6 daemon.info scanwlan[1320]: start scan on interface 'wlan@'

Apr 25 10:26:36 WOP-3ax-LR6 daemon.info scanwlan[1320]: scan on 1interface 'wlan@' finished

Apr 25 10:28:44 WOP-3ax-LR6 daemon.info monitord[596]: event: 'authenticated' {ip: 0.0.0.0
mac: EC:B1l:EQ:2E:68:50 ssid: 'WOP-3ax-LR6' 1interface: wlan® channel: 1 rssi-1: -43 rssi-2:
-31 location: 'root' auth-method: 'Personal' captive-portal: 'disabled'

Apr 25 10:35:17 WOP-3ax-LR6 daemon.info monitord[596]: event: 'deauthenticated by AP' -ip:
192.168.1.20 mac: EC:B1l:EQ:2E:68:50 ssid: 'WOP-3ax-LR6' dnterface: wlan@ channel: 1 rssi-1:
-22 rssi-2: -19 location: 'root' reason: 4 description: 'Inactivity'

8.11.6 CkaHunpoBaHue acupa

€ Bo Bpems ocylecTBNEHUSA CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTBa 6yAeT OTK/OUEH, UTO
NpVBEAET K HEBO3MOXHOCTMN Nepeaayn AaHHbIX KIMEHTCKMM YCTPOCTBAM BO BPEMS CKAHPOBAHUSI.

WOP-3ax-LR6(root),/# monitoring scan-wifi

SSID Mode  Security BSSID Channel RSSI, dBm

AP owe 68:13:E2:@E:FF:Al 1 -37

AP owie E4:5A:D4:E2:C4: 00 5 -41
AP ovie E@:D9:E3:52:B7:81 13 -44
AP wpa3-1x E4:5A:D4:E2:C4:A1 5 -42
AP wpa3 68:13:E2:@3:4C:61 9 -42

8.11.7 CnektpoaHanunsarop

CnekTpoaHanu3aTop NpeaocTaBniseT MHOPMALIMIO O 3arpy>XeHHOCTM KaHasl0B. Bpemsi aHanmsa Bcex
paAvoKaHasI0B Ananas3oHa CoCTaBIAET NPUMEPHO 1 MUHYTY.

€@ Bo Bpems pa6oTbl cnekTpoaHaMaaTopa NPOVUCXOAUT OTK/TIOUEHE KIIMEHTCKUX YCTPOICTB. KneHTckue
YCTpOICTBa NOAKNOYATCSA CHOBA TO/LKO TOrAa, KOrAa CrnekTpoaHa/Im3aTop 3aKOHUYMT CBOKO paboTy.
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B pesynbrate paboThbl CNekTpoaHanvM3aTopa B KOHCO/b 6yAeT BblAaHa MH(OPMaLMsi O 3arpy3ke Kakaoro
KaHana (B npoueHTax):

WOP-3ax-LR6(root):/# monitoring spectrum-analyzer

Channel| CCA

1] 0%

5| e%

9| %
13| 0%
17| 0%
21| 0%
25| 0%
29| 0%
33] 0%
37| 1%
41 0%
45| 0%
49| 0%
53| 0%
57| 0%
61| 0%
65| 0%
69| 0%
73] 0%
77| 0%
81| 0%
85| 0%
89| 0%
93| 0%
97| 0%
101 0%
105 0%
109| 0%
113| 0%
117 0%
121 0%
125] 0%
129 0%
133] 0%
137 0%
141 0%
145 0%
149| 0%
153 0%
157 0%
161 0%
165 0%
169| 0%
173| 0%
177] 0%
181 0%
185 0%
189| 0%
193] 0%
197 0%
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201 0%
205| 0%
209 0%
213] 0%
217 0%
221 0%
225| 0%
229 0%
233] 0%

8.11.8 TMony4yeHune 0TI1a404HON MHpOpMaLMK

KomaHpga ana c6opa otnagouyHou nHcpopmaumm

WOP-3ax-LR6(root):/# get-troubleshooting-file

Mocne BbINOMHEHNS KOMaHAbI 6yAeT co3aaH apxue troubleshooting.tar.gz, cogepxaluii oT/1aflouHble AaHHbIe
1 CBEAIEHNSA O COCTOSIHWAW YCTPOICTBA.

MonyunTb apxuB troubleshooting.tar.gz c ycTpoiicTBa Ha cepeep/MK MoxHO no npotokosny TFTP:

[ €@ [aHHbIii npoToKON HEAOCTYNEH AN CO3AaHHbIX NOoMb3oBaTeNei, 4oCTyneH Tonbko Ans admin. ’

WOP-3ax-LR6(root):/# tftp upload <IP-agpec TFTP-cepBepa> troubleshooting.tar.gz

Monyuntb apxuB troubleshooting.tar.gz c ycTpolictBa Ha cepBep/lNK MmoxHo no npotokony SCP:

[ € [aHHbIil NpoTOKON HEAOCTYNEH AN CO3AaHHbIX NoMb30BaTeNel, A0CTYNeH Tonbko Ans admin. ’

scp <Monb3oBarenb>@<IP-agpec yctponicTtBa>:troubleshooting.tar.gz troubleshooting.tar.gz (npuvep:
scp admin@192.168.1.15:troubleshooting.tar.gz troubleshooting.tar.gz. laHHas KomaHAa BbINO/THAETCA Ha
cepepe/lK)
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9 BcnomoraTesibHble YTUNNTDI

9.1 Ytunnura perftest

Ytunuta perftest BbINoNHAET BCTPOEHHYO NPOBEPKY CKOPOCTU pagnokaHasa.

HacTpoliika perftest

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# perftest

WOP-3ax-LR6(config):/perftest# server-ip X.X.X.X (rge X.X.X.X — |P-agpec, KOTopbIi OyaeT HazHayvyeH
NHTEepdecy BCTPEYHOro yCTPONCTBA Ha BPEMS BbINOSIHEHUSA TecTa. 1o ymonyaHuo: 192.0.4.1.
PekomeHayeTcsl HacTpanBaTb NOACETb, KOTOPAasi He UCMOJb3YEeTCH Ha LEeNCTBYIOLLEN ceTn)
WOP-3ax-LR6(config):/perftest# client-ip X.X.X.X (rae X.X.X.X — IP-agpec, koTopbIi byaet

Ha3HayeH UHTepgieincy yCTpoNCTBa, rae 3anyckaeTcsa yTunanTa, Ha BpeMs BbINosIHeHMA TecTa. 1o
ymMo/i4aHuto: 192.0.4.2. PekoMeHAyeTca HacTpamBaTb NOACETb, KOTOPas He UCMOJIb3YEeTCA Ha AeCTBYHOLLEN
cetn)

WOP-3ax-LR6(config):/perftest# netmask X.X.X.X (rze X.X.X.X — macka nofceTtun, KoTopasi UCNosb3yTca 419
TecTa. o ymonyaHuio: 255.255.255.0)

WOP-3ax-LR6(config):/perftest# vlan-id X (rge X — VLAN ID, ucrionb3yembiin 418 Tecta. 1o ymonyaHnto: 7.
PekomeHayeTcsa HacTpanBaTth VLAN ID, KOTOPbIV HE NUCMNO/b3YETCSA Ha AECTBYIOLLEN CETU)
WOP-3ax-LR6(config):/date-time/common# save (CoxpaHeHVe HacTpoek)

3anyctuThb perftest MOXHO C MOMOLLbI0 KOMaHA;:

KomaHgb! Ans 3anycka perftest

perf-test station <MAC-agpec BCTpeuHoro ycT-sa> downlink — 3anyckaeT NpoBepKy CKOPOCTU K BCTPEUHOMY
ycTpoicTay (Downlink)

perf-test station <MAC-agpec BCTpeUHOro ycT-sa > uplink — 3anyckaeT npoBepKy CKOPOCTM OT BCTPEYHOIO
ycTpoiicTea (Uplink)

perf-test station <MAC-agpec BCTpeuHoro ycT-sa> bidirectional — 3anyckaeT NnpoBepKy CKOPOCTK B 06e
CTOPOHbI 0gHOBpPeMeHHO (Downlink + Uplink)

9.2 YTunuTa ynpasneHusi BCTPEUYHbIMU YCTPOCTBaMU

YTunuta manage-remote No3BosisieT BbINOHATL KOMaHAb! ¢ Toukn goctyna (AP) Ha kineHTe (STA).

© [aHHble koMaHabl MOTYT 6bITb BbIMOHEHbI NPY OTCYTCTBUM A0CTyna no IP-agpecy Ao knvenTa (STA).

9.2.1 lMepe3arpys3ka

[nsi pexuma ycTpoiicTea ap-ptp:
KomaHga ansa nepesarpy3ku BCTPEUHOro yCcTpoiicTBa

WOP-3ax-LR6(root):/# manage-remote reboot
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[nsa pexvma ycTpoiicTea ap-pmp:

KomaHga ansa nepesarpy3ku BCTPEUHOro yCcTpolicTBa

WOP-3ax-LR6(root):/# manage-remote reboot station XX:XX:XX:XX:XX:XX (rae XX XX XXXOEXKXX — MAC-
aZipec yCTPOICTBa, KOTOpoe ByAeT nepesarpyXeHo)

9.2.2 CkaHupoBaHue sdmpa

[nsi pexuma ycTpoiicTea ap-ptp:

KomaHga ans ckaHMpoBaHUA 3hmpa ¢ BCTPEYHOro yCTpoicTBa

WOP-3ax-LR6(root):/# manage-remote scan-wifi

NS pexumMa ycTpoiicTea ap-pmp:

KomaHpa ans ckaHMpoBaHusA adhmpa ¢ BCTPEUHOTO YyCTPOMCTBa

WOP-3ax-LR6(root):/# manage-remote scan-wifi station XX:XX:XX:XX:XX:XX (rze XXXXOCKXEXK — MAC-
ajlpec ycTpPOWCTBa, Ha KOTOPOM ByAEeT BbINO/THEHO CKaHMpPOBaHue admpa)

9.2.3 CnektpoaHanusarop

[nsa pexuma yctpolicTea ap-ptp:

KomaHaa Ansi BbINO/IHEHUA HA BCTPEUHOM YCTpoicTBe

WOP-3ax-LR6(root):/# manage-remote spectrum-analyzer

[nsi pexuma ycTpoiicTea ap-pmp:

KomaHga Ans BbINO/IHEHUS Ha BCTPEUHOM yCTpoiicTBe

WOP-3ax-LR6(root):/# manage-remote spectrum-analyzer station XX:XX:XX:XX:XX:XX (rae XX XXOCXEXKXX
— MAC-aapec ycTpoiicTBa, Ha KOTOPOM OyAeT BbINO/THEH aHa/IM3 CnekTpa)

LR6
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9.2.4 Mony4yeHne OTNAA0YHON MHOopMaLUK

[nsa pexvma yctporictea ap-ptp:
KomaHgbl BbINO/IHEHUA 4151 BCTPEUHOIO YCTpoiicTBa

WOP-3ax-LR6(root):/# manage-remote upload-troubleshooting
WOP-3ax-LR6(root):/# manage-remote upload-troubleshooting-checksum

[nsi pexuma ycTpoiicTea ap-pmp:
KomaHgb! BbINOIHEHUS A/ BCTPEYHOrO YCTPoicTBa

WOP-3ax-LR6(root):/# manage-remote upload-troubleshooting station XX:XX:XX:XX:XX:XX (rze

XX XX:XX:XX:XX:XX — MAC-agpec yCcTpoincTBa, C KOTOporo byaeT nosyyeHa oTnagovHas nHopmaums)
WOP-3ax-LR6(root):/# manage-remote upload-troubleshooting-checksum station XX:XX:XX:XX:XX:XX (rae
XX XX XX XX:XX:XX — MAC-agpec yCTpoiicTBa, C KOTOpOro 6yAeT noslyvyeHa ot1ago4Has nHpopmaums)

© Komanga upload-troubleshooting-checksum npoBepsieT nosyyYeHHbIe AaHHbIE HA LeNOCTHOCTb.
Mcnonb3yeTcs gns 6onee HafexHol nepefayn gaHHbIX, HO MOXET NoTpeboBaTh 60/bLUE BPEMEHM.

© nocne BbinonHeHns KomaHpg 6yayT co3gaHbl apxvBbl B AgupekTopun /tmp/troubleshooting/ ¢
nony4YeHHbIMU AaHHbIMK, troubleshooting_remote.tar.gz v troubleshooting_remote_checksum.tar.gz
COOTBETCTBEHHO.

BbIrpy3ska (painos ¢ ycTpoincTsa:

€@ [aHHble koMaHAbl HEAOCTYMHbI A1 CO3aHHbIX NOMb30BaTenNel, JOCTyNHbI ToNbKo A5 admin.

CkauaTb apxuB c ycTpoiictBa Ha TFTP-cepBep

WOP-3ax-LR6(root):/# tftp upload <IP-agpec TFTP-cepBepa> /tmp/troubleshooting/
troubleshooting_remote.tar.gz

WOP-3ax-LR6(root):/#tftp upload <IP-agpec TFTP-cepBepa> /tmp/troubleshooting/
troubleshooting_remote_checksum.tar.gz

CkauaTtb apxuB ¢ ycTpoiictBa Ha cepBep/lNK uepes3 SCP

scp <Monb3oBarenb>@<IP-agpec ycTponictBa>: /tmp/troubleshooting/troubleshooting_remote.tar.gz
troubleshooting_remote.tar.gz (nprvivep: scp admin@192.168.1.15: /tmp/troubleshooting/

troubleshooting_remote.tar.gz troubleshooting_remote.tar.gz. laHHaa KoMaHAa BbINOMHAETCA Ha cepBepe/

MK)

scp <Monb3oBarenb>@<IP-agpec yctponcTtBa>: /tmp/troubleshooting/
troubleshooting_remote_checksum.tar.gz troubleshooting_remote_checksum.tar.gz (nprmep: scp
admin@192.168.1.15: /tmp/troubleshooting/troubleshooting_remote_checksum.tar.gz
troubleshooting_remote_checksum.tar.gz. JaHHaa komaHAa BbinosHgaeTca Ha cepsepe/l1K)
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9.3 YTtunurta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXOAUT NakeT, CKO/IbKO BPEMEHU 3aHMaeT

06paboTka nakeTa Ha KaXaoMm ya3rne.

@ [anHas yTunuTa HegoCTYNHA ANS CO3AAaHHbIX NOMb30BaTenelt, 4ocTynHa Tonbko Ans admin.

KomaHga 3anycka TpaccupoBKu

WOP-3ax-LR6(root):/# traceroute <TecTUpyeMblii XOCT>

9.4 Ytunutatcpdump

YTunuta tcpdump no3BonsieT 3axBaTbiBaTb NaKeTbl HA YKa3aHHOM MHTepdeiice.

@ [anHas yTunuTa HegoCTYNHA ANS CO3AAHHbIX NOMb3oBaTenelt, 4ocTynHa Tobko Ans admin.

9.4.1 3axsar Tpadmka c akTUBHOrO UHTepcpeica

3axsat naketos Ethernet-uHtepdelica.
WOP-3ax-LR6(root):/# tcpdump interface ethO
3axsar naketoB Ethernet-uHTepdelica ¢ coxpaHeHnem B alisn.

WOP-3ax-LR6(root):/# tcpdump interface etho file <umsa caiina>

9.4.2 CHuddpep achmpa

Heobxoanmo BKNKUYUTL creumasbHblil UHTEPMEIC, KOTOPbIR yiaBnmMBaeT nakeTbl U3 ahupa, Ha paboyem

KaHasie ycTpoiicTea.

KomaHAab!

WOP-3ax-LR6(root):/# configure

WOP-3ax-LR6(config):/# interface

WOP-3ax-LR6(config):/interface# radio0

WOP-3ax-LR6(config):/interface/radioX# common

WOP-3ax-LR6(config):/interface/radioX/common# enabled true
3axsar naketoB adhupa Ha radio0-uHTepdelice.

WOP-3ax-LR6(root):/# tcpdump interface radio0

3axsar naketoB adupa Ha radio0-uHTepdelice c coxpaHeHneMm B haiin.

WOP-3ax-LR6(root):/# tcpdump interface radio0 file <umsa cpaiina>
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9.4.3 Bbirpy3ska thaiina c ycTpoiicTa Ha cepsep

JaHHaa komaHaa BbinosHAeTca Ha cepeepe/TK.

scp <Monb3oBarenb>@<IP-agpec ycrponctBa>:tcpdump.pcap tcpdump.pcap (npuvep: scp
admin@192.168.1.15:tcpdump.pcap tcpdump.pcap)

9.5 Ytunura iperf/iperf3

[JaHHas yTunmTa ncnonb3yetcs Ass 3anycka notoka Tpadiuka ¢ 04HOro yCTPoicTBa Ha Apyroe.
OTnpaensiowas CTopoHa Ha3bIBAETCSA K/TIMEHTOM, MPUHUMAOLLLAs — CEePBEPOM.

9.5.1 iperf

MpumMep 3anycka noToka Tpadmka ¢ yCTpoiicTBa Ha cepBep:

HacTpoliika cepBepa Ha npuém Tpacumka

WOP-3ax-LR6(root):/# iperf server

3anyck Tpacuka c ycTpoiicTBa B CTOPOHY cepBepa

WOP-3ax-LR6(root):/# iperf client X.X.X.X (rge X.X.X.X — IP-agpec cepsepa)

9.5.2 iperf3

MpumMep 3anycka NoToka Tpagomka ¢ yCTPoiiCTBa Ha cepBep:

HacTtpoiika cepBepa Ha npuém Tpadumka

WOP-3ax-LR6(root):/# iperf3 server

3anyck Tpacuka ¢ yCTpoiicTBa B CTOPOHY cepBepa

WOP-3ax-LR6(root):/# iperf3 client X.X.X.X (rge X.X.X.X — IP-agpec cepsepa)
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9.6 HOcTtupoBka
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Mog, FoCTUPOBKO NOHMMAETCA BblpaBHUBAHWE MOOXEHNUSA aHTEHHbI YCTPOICTBA B NPOCTPAHCTBE A1

nony4yeHnAa MmakCMMasibHOro CurHasa.

WOP-3ax-LR6(root):/# antenna-align

ssid

channel
frequency
estimated-rssi
rssi-al
rssi-a2
rssi-remote-al
rssi-remote-a2

WOP-3ax-LR6

1

5955 MHz

-48
-47
-48
-47
-48

dBm
dBm
dBm
dBm
dBm
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10 Crnncok n3meHeHui

Bepcusa gokymeHTa

Bepcua 1.4

Bepcua 1.3

Aara
Bbinycka

06.2026

03.2026

PykoBoacTtso no akcnayatauum WOP-3ax-LR6

CopepXaHue N3MEHEHNA

CuHxpoHusauus ¢ sepcuein MO 2.6.0
[o6aBneHo:

6.12.9 NoameHto «OTNagouHas nHopmauus»
8.11.8 MonyyeHne oT1a404HON MHhopMaLun

3meHeHo:

6.7.7 MoameHto «MHhopmaums o paguonHTepdece»
6.8.1 NoameHto «Radio»

6.9 MeHio AP

6.10 MeHto STA

6.12.7.2 NTP-cepBep

6.13.1 NoameHto «KOCTMpoBKa»

6.13.2 NoameHto «TecTMpoBaHue CKOPOCTU»

8.3.1 JononHuTenbHble HacTpoiikn Radio

8.5.2 [lonosniHUTe bHbIE HACTPOIKKL Ans1 Touku gocTtyna (AP)
8.5.4 [lononHuUTeNbHbIE HACTPOViKM Anst KnneHTa (STA)
8.10.7 HacTpolika aartbl 1 BpEMEHU

8.11 MOHUTOPUHT

9.2.4 Mony4yeHne 0TNaA04YHOI NHGOPMaLMK

9.5 Ytunuta iperf/iperf3

9.6 HOcTmpoBKa

CuHxpoHusauus ¢ Bepcuein MO 2.5.1
[o6aBneHo:
9.2.4 Mony4yeHne 0TNaA04YHOI NHGOPMALK

Mi3meHeHo:

6.6 MeHto «BbIcTpasi HacTpoiika»

6.7.7 NogmeHto «Hopmauust o pagnonHTepdelice»
6.8 MeHto «Radio»

6.9 MeHto AP

6.10 MeHto STA

6.12.5 MNMogmeHto «AyTeHTUnkaumnsa»

8.2.2 HacTtpolika npuoputeta 802.1p ans VLAN ynpaBneHus
8.3.1 JononHuTenbHble HacTpoiikn Radio

8.10.5 HacTpoiika pexunma ayTeHTumkaumm

8.11 MOHUTOPUHT
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Bepcus gokymeHTa Jara
Bblnycka
Bepcusa 1.2 12.2025
Bepcusa 1.1 10.2025
Bepcua 1.0 09.2025

Bepcusa nporpaMmmHoro obecneveHunst 2.6.0
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CopaepxaHne nsmeHeHui

CwuHxpoHusaums ¢ Bepcueii MO 2.4.4

3meHeHo:

8.5.2 [lonosHuTesIbHblE HACTPOIKKN Anst Touku gocTyna (AP)
8.5.4 [lononiHUTE/NbHbIE HACTPOIKKN Ans knueHTa (STA)

CuHxpoHusaums ¢ Bepcueii MO 2.4.1
[Jo6aBneHo:

6.4 TeCTOBbIli peXxum

6.12.3 NoagmeHo «KOHTPONb AOCTYNHOCTU»
6.12.5 NoameHI0 «<AyTeHTUdUKaLmA»

8.10.3 KoHTposib fOoCTYynHOCTH

8.10.5 HacTpolika pexuma ayTeHTugunkaumm
9.4.1 BknoyeHve 3axBarta Tpadguka

9.4.4 Bbirpy3ka thaiina ¢ ycTponcTBa Ha cepBep

M3meHeHo:
8.3.1 dononHuTenbHble HacTpoiikm Radio

MepBas ny6nvkauus
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBa3n Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuii: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpysok: https://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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